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The deterioration of aging population has seriously hindered the development of society. Medical cloud platform has been widely
used to alleviate the pressure of aging population on social economy. Most of them collect the user’s sign information through the
edge node and complete the disease prediction and diagnosis function combined with the cloud platform. However, the limited
resources prevent the edge node from deploying the corresponding security policy after completing the data collection, storage,
and calculation, which makes the edge data easy to be stolen. This paper proposes a security architecture of medical cloud platform
based on lightweight algorithm model, which not only satisfies the needs of medical cloud platform to complete disease prediction
and diagnosis accurately, but also creates a more secure edge node environment combined with other security strategies and
hardware design. Finally, the prediction of cerebrovascular disease is used to verify the effectiveness of the proposed

algorithm model.

1. Introduction

With the improvement of living standards, the aging pop-
ulation is becoming increasingly serious. It is estimated that
the number of 55-year-old people in China will reach 300
million by 2025. The aging of population not only affects the
health level of residents, but also greatly increases the
medical expenses [1]. In view of the above problems, medical
cloud platforms have sprung up to complete daily moni-
toring and disease prediction through the detection of users’
data. Mora et al. constructed a health monitoring framework
based on the Internet of Things and edge computing and
applied it to prevent sudden death of athletes in the sports
field [2]. Vilaplana et al. designed a control system for
hypertensive patients, which uses hypertensive patients to
send SMS to Cloud Computing Center for patient moni-
toring [3]. Shah Nazir et al. used seven popular machine
learning algorithms to construct the heart disease prediction
system [3]. But the application of edge computing brings
more security problems. Hamid et al. proposed a Fog
Computing Facility with Pairing-Based Cryptography, using

edge computing tools to protect private data in cloud [4].
The new ice ++ framework proposed by Alberto et al. im-
proves the security and availability of the whole medical
environment by improving MCPs (medical cyber-physical
system) [5]. Shaukat Ali et al. constructed a model-based
security engineering for cyber-physical systems, [# + 1], but
there are still many security problems in the edge layer [6].
The medical cloud platform uses edge nodes to collect in-
formation and due to the timeliness of medical cloud
platform, more computing tasks are assigned to edge de-
vices. However, the computing power of edge devices is
limited, and there are not enough resources to configure
security policies after the relevant computing tasks are al-
located. Therefore, it is important to ensure the data privacy
of users in the medical cloud platform without increasing the
performance of edge devices.

This paper proposes a security framework for medical
cloud platform, which deploys the improved lightweight
computing model to edge devices. The edge node can deploy
more security policies without increasing high-power de-
vices. At the same time, data storage is deployed according to
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the characteristics of the algorithm to ensure the security of
user privacy data.
The paper objectives are as follows:

The medical cloud platform architecture is improved to
ensure that the edge nodes have enough resources to
deploy security policies while meeting the timeliness

The edge node structure based on smart phone is
designed to ensure the security of the edge node

A reasonable computing framework is designed to meet
the needs of medical cloud platforms and ensure that
users’ privacy data are stored in the cloud with higher
security

A computing model based on lightweight framework is
proposed to reduce the computing pressure of edge
nodes

2. Proposed Platform Architecture

Different from the edge side, the cloud has enough com-
puting power and storage capacity to meet the deployment
and implementation of various security policies [7, 8], so
most of the computing and data storage are arranged in the
cloud. However, the medical cloud platform requires faster
response and higher timeliness. Therefore, this paper pro-
poses a security framework for high timeliness medical cloud
platform, as shown in Figure 1.

A part of the computing is deployed to the edge node,
and a feasible way is adopted to ensure the storage security of
the edge node. The mature transmission protocol is used to
upload the calculated basic attribute values and some
physical signs data values to the cloud to ensure the data
transmission security of edge nodes. A secure data storage
and analysis system is established in the cloud to analyze the
uploaded data and feed back the results, in order to further
ensure the security of the framework, reduce the use of API
as much as possible without affecting the accuracy of the
algorithm, and avoid more security problems caused by
complex APL

In addition, it has been a hot topic for medical data to be
safely transmitted to the cloud through the edge layer after
being collected by the Internet of Things devices [9, 10].
However, the resources occupied by the security policy are a
burden for both the edge layer and the Internet of Things
layer, and some carriers with relatively limited resources
cannot run the security program perfectly. In the proposed
framework, smart phones are used as the main edge nodes,
which is not suitable. It not only has enough computing
power and storage capacity, but also has the ability to collect
biometrics. Combined with the algorithm model proposed
for the privacy data problem, the data can be divided into
basic information and sensitive information. The basic in-
formation is provided by the user when registering through
the smartphone, mainly including the user’s age, gender,
date of birth, and basic physical conditions. The user’s sign
data are collected by the IoT layer sensor and uploaded to the
cloud through the smart phone and stored in the cloud, or
directly stored in the cloud by the hospital and other third
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parties. Cloud can deploy a variety of high-strength security
policies relying on strong computing power and storage
capacity, so the security of smart phone is crucial.

2.1. Sensors Represented by Smart Phones. 10T devices are
used to collect the daily signs of user and convert them into
digital signals, which have been widely used in the field of
medicine and health [11-13]. With its low energy con-
sumption and light use characteristics, IOT devices are used
to collect the underlying information. The current high-
sensitivity sensors, blood pressure meters, hand rings, and
other instruments have high accuracy and low energy
consumption and can complete the data collection work
well. About IOT, this paper introduces the development of
IOT devices. The safety of equipment has also achieved
results [14, 15]. In the framework proposed in this paper,
smart phones, as edge nodes, bear part of the computing
power and storage capacity, and there are also a variety of
security strategies. Ranadheer et al. deployed a new security
service, EdgeSec, on the edge layer to improve the security of
the entire Internet of Things system [16]. Xiao et al. analyzed
several representative problems and security strategies of the
edge layer Finally, the future research direction is proposed
[17]. However, it is very difficult to deploy the security policy
with the smart phone as the edge node without taking up too
much resources so as not to affect the normal use of the
smart phone. Therefore, the framework proposed in this
paper adopts the mode of being equipped with a secure
smart phone and adopts the existing open source projects
OP-TEE (open trusted execution environment), and
TrustZone hardware architecture protects user privacy data
stored in edge nodes. The security smart phone is designed in
Figure 2.

In the proposed framework, smart phones can also
collect user data. Users provide basic information through
registration and upload it to the cloud for storage and es-
tablish cloud PHR (personal health) and the sign infor-
mation collected by the Internet of Things devices will be
first transmitted to the smart phone. Prediction of chronic
diseases does not require real-time uploading of data. The
data collected by the Internet of Things will be stored in the
security smart phone. In addition, the security smart phone
will save the big data transmitted by the cloud. The analysis
results are used to determine the disease. The edge node first
determines and feeds back the user’s data, which not only
speeds up the efficiency from determination to feedback, but
also avoids the peak of data transmission. The use of trust
zone hardware architecture and open source OP-TEE can
ensure the storage and computing security of edge nodes,
which has been widely studied and applied [18, 19]. OP-TEE
was first developed by Linaro company and released on
GitHub in the form of high-quality open source code, which
has realized the trusted kernel OPTEE_OS, supports trusted
area allocation and multithreading, and supports a variety of
platforms, such as ARM Juno Board and HiKey board. In
addition, the OP-TEE project implements most of the API
encapsulation provided by platform organizations around the
world and has great advantages in platform portability.
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TrustZone technology was first introduced by ARM company,
and now it has mature applications and unified standards. For
example, Huawei mate 8 implements ARM TrustZone TZASC
IP core in SOC, runs Huawei’s operating system in the ordinary
world, runs secure OS that is not open to the outside world in
the secure world, or uses the antiloss function of Xiaomi mobile
phone to realize arm in the bottom layer. The TZPC IP core of
TrustZone technology can completely control the device and
effectively prevent attackers from invading the device and
stealing or modifying data. ARM TrustZone has a wide range of
application scenarios with low cost, flexible and relatively
simple programming environment, and can be designed
according to the specific needs of users. ARM TrustZone and
OP-TEE project can provide a high security environment for
smart phones. The normal smart phone operating system can
be stored in the ordinary world, and another operating system
can be stored in the secure world. The security level of the
secure world is higher, and the hardware resources accessible
by the secure world are completely separated from the ordinary
world. The two do not interfere with each other. EE com-
municates with general API and switches through SMC (secure
monitor call) abnormal interrupt. In a secure world, it can

O Users

FIGURE 2: Architecture of security smartphone.

protect the confidentiality, integrity, and access rights of re-
sources and data. Users interact with the platform through
normal world’s mobile app, including information registration
and receiving feedback. The user’s sign data collected by
sensors are also transmitted to the user’s mobile phone through
Bluetooth, ZigBee, and other ways and stored in the trust zone
of secure world. In addition, the results generated by cloud big
data analysis are also stored in the trust zone. In zone, the sign
data accumulated with the user for a period of time are pre-
dicted in the trusted application of secure world and fed back to
the user.

ARM TrustZone hardware architecture and open source
OP-TEE make the smart phone as a reliable edge node with
certain computing and storage capacity because of its flexible
and highly independent characteristics. Huawei mobile
phone based on HiSilicon chip can perfectly complete such
tasks and provide a higher level of hardware security.

2.2. Edge Layer and Cloud Layer. As the product of cloud
computing marginalization, edge layer lacks computing
power and storage capacity compared with the cloud [20],



but the emergence of edge computing can not only reduce the
load of the cloud, but also provide users with more rapid
feedback [21, 22]. Edge nodes not only need to communicate
with heterogeneous and resource limited Internet of Things
devices in a short distance, but also upload data to the Internet
as data collection in the middle layer of the cloud; message
middleware or network virtualization technology is mostly
used with the cloud server. Security is also very important.
Although the storage and computing environment of edge
node devices has been guaranteed by ARM TrustZone and
OP-TEE, there is still a risk that the thief will attack or steal
data by stealing the user’s mobile phone or account. There-
fore, a way to guarantee the user’s credentials is needed, in
which MFA (multifactor authentication) can provide effective
authentication by adding at least one authentication factor in
addition to password to the authentication process, which can
not only ensure the security of user accounts, but also ensure
that data can be safely and effectively transmitted from edge
nodes to the cloud in the transmission protocol. There are
many forms of MFA and applications [23-25]. The traditional
identity authentication adopts the identification mechanism
of “user account + static password”, which is actually a single
factor authentication. A static password has various disad-
vantages, which are easy to be guessed or illegally stolen by
attackers. MFA can try and judge the user’s identity and
behavior in many aspects, among which biometric authen-
tication technology uses the physiological information of
human body. As a way of information authentication based
on characteristics and behavior characteristics, each person’s
biometrics are different. Using biometric authentication
technology can ensure the accuracy of verification results.
With the support of today’s intelligent devices, biometric
collection and biometric-based authentication can be com-
pleted with high precision, which makes up for the lack of
security authentication in various fields [26, 27]. In the
proposed framework, intelligent devices are used as infor-
mation collection devices, and sufficient resources are
available to support the collection of biometrics. Fingerprint
features are used to verify users, which has the characteristics
of low cost and high security, as shown in Figure 3.

The user will first register through the app on the smart
phone, and the app will be deployed to the normal world to
interact with the user. The user will register by providing
basic information, upload it to the cloud, and establish a
PHR. The user’s biological signs information, such as fin-
gerprint information, will be stored secure in the world.
When the user logs in again, the fingerprint information
provided by the user will be compared. Only after the
comparison is successful can the data access rights of the
user account be obtained. In addition, after the user reg-
istration is successful, the secure smartphone will accept the
model parameters sent from the cloud and save them in the
secure world; when the user’s data collection is completed,
the initial disease judgment will be carried out at the edge
node and timely feedback will be given to the user. When the
user requests or needs to predict the disease, it will be
temporarily stored in the secure smartphone. The user data
in the world will be uploaded to the cloud. Otherwise, the
cloud database will be uploaded and updated when the
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pressure of cloud resource occupation is low. At the same
time, the model parameters will be updated after a period of
accumulation. The data analysis system set up in the cloud
will feed back the disease prediction results or healthy diet
suggestions to users through the app.

For this reason, the model algorithm reduces the use of
computing power of edge nodes, and the secure smartphone
based on OP-TEE can ensure the storage security of edge
nodes. The disease prediction model established in the cloud
transmits the regularly updated model parameters to the
smartphone, and the disease can be determined by using a
small amount of storage and computing power of the
smartphone.

In the process of designing the attributes required by the
algorithm, firstly, users provide part of their basic infor-
mation through registration and establish PHR in the cloud.
At the same time, PHR receives the user’s sign data and EMR
(electronic medical) provided by hospitals and other third
parties. The improved APC model is used to determine the
disease through the cloud security environment, and the
model parameters are stored in the secure world in the edge
layer smartphone through the secure transmission protocol.
When the user visits, the disease is determined in the edge
layer first, and when it is necessary to predict the disease, the
cloud is visited to predict and return the prediction results
and exercise prescription.

3. Proposed Algorithm Model

In previous studies, it was found that, with the degradation
of physical function, the elderly generally suffer from
chronic diseases, and the physical signs data generally de-
viate from the normal value, which has caused great in-
terference to the prediction and diagnosis of diseases. In
addition, in the previous disease diagnosis and prediction
algorithm design process, the security and functionality of
the platform deployment architecture were rarely consid-
ered. To solve the above problems, a high-sensitivity disease
prediction and diagnosis model for the elderly based on the
security of edge computing is proposed.

3.1. Consideration of Algorithm Sensitivity. In order to solve
the problem of the interference caused by the fact that the
old people’s body sign data are generally higher than the
standard value to the judgment and prediction, this paper
proposes a crowd queue algorithm based on the combina-
tion of basic information and sign data, which reflects the
macro impact of social and historical development on the
population through the basic information and uses the sign
data to express the changes of personal physical function
with the growth of time. It can ensure the sensitivity of the
algorithm to the greatest extent.

Basic information is not only used to form cloud PHR,
but also has many applications in disease judgment and
prediction. APC (age period cohort) model studies the
impact on outcomes from three dimensions of period, age,
and cohort. Since frost proposed and applied to tuberculosis
data research in 1939, it has been widely used. Pes et al. used
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the APC model to analyze and study the time trend of cancer
in the population after the socioeconomic transformation
[28]. It has unique advantages in the prediction of chronic
diseases and some infectious diseases.

In the previous study, we improved the APC model and
studied the influence of smoking, drinking, and other habits
on the outcome, which improved the sensitivity of APC
model [29], but, at the same time, considering the irre-
placeable value of sign data for disease prediction model, we
also used basic data and sign data to ensure the sensitivity
and accuracy of the algorithm to the greatest extent, which
can be used in personal health. In the field of management,
different diseases need different algorithm attribute selec-
tion, and attribute selection is often of a large number. The
algorithm performance and complexity in massive high-
dimensional datasets are the main basis for algorithm se-
lection. The performance of clustering algorithm is excellent.
But the application of pruning technology to reduce the
number of dense unit candidate sets will lead to the loss of
some datasets, so it is relatively easy to make mistakes in the
field of disease prediction. Gayathri et al. combined PRO-
CLUS algorithm with density-based algorithm to improve its
performance in high-dimensional dataset clustering [30],
but PROCLUS algorithm is easy to ignore small clustering,
and it is easy to cause errors such as incomplete results in the
field of disease prediction. Genetic clustering algorithm
combines genetic algorithm with clustering algorithm and
ensures accuracy through selection, exchange, and mutation
operation, and the algorithm is simple, accurate, and ef-
tective, which is suitable for the research of cardiovascular
and cerebrovascular diseases in the elderly.

Genetic algorithm was first proposed by Professor
Holland of the University of Michigan in the 1960s and
1970s and was published in the first book on the basic theory
and method of genetic algorithm in 1975. Because it only
depends on the fitness function, it can demand the optimal

solution, and it is simple and practical. It is suitable for
parallel computing and has the characteristics of high effi-
ciency and practicality. It is widely used in machine learning,
neural network, and biological engineering. The genetic
algorithm is simple, effective, and accurate, so it can be used
to solve clustering problems. This paper uses genetic algo-
rithm clustering. In previous studies, the traditional clus-
tering algorithm is very sensitive to the selection of the preset
clustering center and the input order of samples, and it is
easy to fall into the problem of local optimization. Therefore,
combining the local optimization of the traditional clus-
tering algorithm with the global optimization of genetic
algorithm, it has great value in the high-dimensional and low
sensitive medical data of the elderly. With the advantages,
genetic algorithm clustering has been widely used [31].

Then, the results of the improved APC model are
quantized and input into the genetic algorithm clustering as
an individual attribute. Because the disease prevalence is
very different in gender, the analysis is carried out according
to gender. The input attribute does not include gender. The
input format is in Table 1.

In order to further improve the accuracy of clustering,
clustering is carried out according to the age group, which
can be divided into different groups according to age and
gender. At the same time, the similar groups can also ensure
the accuracy of the results. Because there are few data of
people under 50 and over 75 years old in the dataset, which
cannot meet the data requirements of cluster analysis. The
data of 50- to 75-year-old people are processed for cluster
analysis, and 50 groups of data are selected for each ex-
periment, T=100, M =100, P _ m=0.01, and P_ C=0.5.
Black represents patients with cardiovascular and cerebro-
vascular diseases, such as coronary heart disease and heart
failure, and red represents normal people. The same attri-
butes in different age groups and genders have different
degrees of influence. Users are divided according to age
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TaBLE 1: Input attributes of genetic algorithm clustering.

Attribute Age BZ APC Pulse rate

Describe 50+ Difference from standard deviation Quantification of APC model results User pulse rate

100

90

FIGURE 4: Cluster results of 50-year-old population ((a) male; (b) female).

120
100

-150 0
(b)

FIGURE 5: Cluster results of 55-year-old population ((a) male; (b) female).

groups to improve the accuracy and sensitivity of elderly
data. The attributes include not only the influence of non-
self-attributes on the body (APC model value), but also the
main influencing factors of physical signs data (pulse rate
and pressure difference). Genetic algorithm is based on the
idea of population queue. The results of clustering model are
as follows (Figures 4-9).

It can be seen from the analysis results in the figure that
different age groups have different characteristics. With the
growth of age, all attribute values have increased, which
means that, with the growth of age, the immunity of the
elderly gradually decreases, and the physical sign data are
generally higher than the normal value, which is particularly
prominent in patients with coronary heart disease and other
diseases caused by hypertension. In addition, some women
suffer from coronary heart disease. The results of cluster
analysis are more discrete and lower than that of male
patients, which indicates that female patients with hyper-
tension are more likely to suffer from cardiovascular and
cerebrovascular diseases caused by hypertension such as

coronary heart disease and heart failure than male patients.
According to the PHR format designed in this paper, the
same user has the diagnosis results of different periods.
Therefore, when the new user’s data are input, the cluster
analysis is first carried out according to the model, and then
similar people are assigned according to the clustering re-
sults. The APC model value in the calculation attribute
includes the macro impact of individual life and social
changes on individuals, and the physical sign data value can
reflect the individual. With the change of physical condi-
tions, from two angles to find their belonging to the similar
population, then, the probability of disease is expressed by
the average probability of similar population.

Compared with the traditional genetic clustering algo-
rithm, this model classifies users according to age and gender
and uses the eigenvalues of the improved APC model as
attributes to calculate. By classifying the population, the
prediction accuracy of the model is improved, and the
prediction of the onset period is carried out. Considering
the age, gender, and other factors, the parameters of the
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FIGURE 6: Cluster results of 60-year-old population ((a) male; (b) female).
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FIGURE 8: Cluster results of 70-year-old population ((a) male; (b) female).

improved APC model are taken as the macro parameters.
The influence is added to the model analysis, and the fol-
lowing (Figure 10) is a comparison with the traditional
genetic clustering analysis (traditional genetic clustering
attribute selection: pressure difference, pulse rate, BMI).

It can be seen from Figure 10 that the model proposed in
this paper has greater advantages than the AUC (area under
curve) of the traditional model, and the model designed in

this paper has higher accuracy, because it contains both the
basic factors represented by the improved APC model and
the physical factors after standardization, Although the
traditional algorithm AUC also performs well, the model
proposed in this paper will get higher TPR (true-positive
comparison) under the same FPR (false-positive compari-
son) At the same time, the proposed model has higher TPR
no matter how the initial point or the end point and the best
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FIGURE 9: Cluster results of 75-year-old population ((a) male; (b) female).
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Ficure 10: ROC curve comparison.

boundary point are, which indicates that the proposed
model has higher adaptability and sensitivity than the tra-
ditional model in the field of cardiovascular and cerebro-
vascular disease prediction of the elderly.

The proposed algorithm model can ensure the accuracy
of clustering to the greatest extent, so as to get the most
similar people. Through the crowd queue analysis according
to age, the most similar people of the same age can be
obtained according to age. According to the information of
similar people of the same age in PHR, the change trend of
health status over time can be established and according to
the changes of patients in similar people of the same age over
time. The incidence rate of individual disease is the number
of individuals. In order to facilitate calculation and user
interaction, this article selects some similar populations and
accurately sets the prevalence rate. According to the age of
similar age groups, the prediction results of user onset period
are expressed. The results are as follows: the probability of
disease in the year is 23%, and the probability of illness is
47% in two to five years, in five to ten years. The probability
of getting sick is 20%, and the probability of not getting sick
within 10 years is 10%. In order to verify the accuracy of the
results, this paper selects 100 test attributes to predict and
analyze this method. The experimental results show that the
accuracy rate reaches 91.34%, and in the case of wrong
prediction results, the average deviation time is less than one
year.

4. Conclusion

The framework proposed in this paper will store the cal-
culation and storage of user sensitive information in the
cloud and store the trained model parameters in the edge
node, which ensures the storage of sensitive data and
common data separately. The powerful computing power of
the cloud is used to protect the privacy and data security of
users. At the same time, the idea of using smart phones as
edge nodes is proposed. ARM TrustZone and OP-TEE open
source project are used to protect the security of the edge
node. On the basis of not increasing the computing power of
the edge node and ensuring the high timeliness of the
platform, the security of the user’s privacy data is guaranteed
to the greatest extent.
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