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In response to COVID-19, Korea has implemented digital contact tracing and patient route disclosure 
schemes. While the former has been embraced more willingly, the latter has been shunned due to 
privacy concerns, demonstrating that privacy is highly dynamic and is of contextual value.

Thus far, South Korea (i.e., 
Korea) has confronted three 

waves of COVID-19 since the first 
case was confirmed on 20 January 
2020 (see Figure 1). Compared to 
other countries, Korea has been able 
to keep the number of confirmed 
cases at a manageable level. 

In addition to the medical sys-
tems and supply chains that are 
in place for personal protective 
equipment (such as face masks or 
respirators) and test kits (such as 
RT-PCRs), various nonpharma-
ceutical interventions (NPIs) have 
played a significant role in tackling 
the pandemic. The main piece of 
legislation that regulates Korea’s 
use of NPIs is the Contagious Dis-
ease Prevention and Control Act 
(CDPCA).1 

Although NPIs are a useful tool 
to safeguard public health, they 
require citizens to sacrifice civil lib-
erties. For instance, placing immi-
grants or those in close contact 
with confirmed patients in quar-
antine [(art. 42(2)(i), CDPCA)] 

restricts those individuals’ free-
dom of movement. An adminis-
trative order for social distancing 
imposes a restriction on freedom 
of association [(art. 49(1)(ii),  
CDPCA)], albeit not as restric-
tive as shelter-in-home or lock-
down measures.2

This article discusses the NPIs 
that have privacy implications, 
with a focus on digital contact 
tracing and patient route disclo-
sures. There are other examples 

of NPIs as well, including a digital 
quarantine-monitoring system, 
implemented through a GPS track-
ing mobile app and the Geographic 
Information System [(art. 42(2)(ii), 
CDPCA)].2 Focusing on contact 
tracing and route disclosures, this 
article inquires as to why, when 
confronting COVID-19, certain 
NPIs have been embraced more 
willingly in Korea, while other 
NPIs have been shunned due to 
privacy concerns.
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Contact Tracing

Legal Basis and 
Implementation
In response to the outbreak of the 
Middle East Respiratory Syndrome 
(MERS) in 2015, Korean statu-
tory provisions regarding contact 
tracing have evolved to encom-
pass the processing of data per-
taining to confirmed cases as well 
as those data pertaining to sus-
pected cases [(art. 76-2(1) and 
(2), CDPCA)].1 These provisions 
stand out as a striking exception to 
Korea’s stringent legal regime for 

data protection.1 The data that can 
be processed under these provi-
sions include geolocation data, per-
sonal identification data, medical 
and prescription records, immigra-
tion records, payment card transac-
tion data, transit pass records, and 
closed-circuit television footage.1 
Korea Disease Control and Pre-
vention Agency (KDCA) is autho-
rized to collect those data and share 
them with central, municipal, or 
local governments; national health 
insurance agencies; and health-care 
professionals and their associations 
[(art. 76-2(3), CDPCA)].1

As a result of the COVID-19 
pandemic, the Korean government 
launched a digital contact-tracing 
system [known as the Epidemic 
Investigation Support System (EISS)] 
in March 2020 (see Figure 2).1 The 
EISS was swiftly remodeled from an 
existing smart city data hub system 
that several municipal governments 
had already developed for smart 
city projects (pursued in accordance 
with the Act on the Construction 
of Smart Cities and Industry Pro-
motion).2 The EISS collects data 
pertaining to confirmed cases and 
shares that data with epidemio-
logical investigators at the KDCA 
and with municipal/local govern-
ments.1 The data include 1) credit 
card transaction records (provided 
by credit card companies with clear-
ance from the Credit Finance Asso-
ciation) and 2) mobile base station 
data (provided by mobile carriers 
with clearance from law enforce-
ment agencies).2 The latter report-
edly does not include GPS or cell 
tower triangulation data but instead 
includes less-accurate cell ID posi-
tioning data (i.e., data about indi-
viduals who gave or received calls 
via a specific cell tower during a 
specified time period).
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Figure 1. The daily, new confirmed cases of COVID-19 in Korea.4
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Figure 2. The COVID-19 EISS.2,5 
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In addition, health-care insti-
tutions can access the Drug Utili-
zation Review (DUR), a separate 
system maintained by the Health 
Insurance Review and Assessment 
Service. Through the DUR, medi-
cal and prescription records as well 
as immigration records pertaining 
to patients can be obtained.

Progress
Considering what has transpired  
in  many countr ies  dur ing the 
COVID-19 pandemic, the imple
mentation of a centralized contact- 
t r a c i n g  s c h e m e  a p p ea r s  to  b e  
uncommon. Many Western coun-
tries have opted for decentralized  
or privacy-preserving proximity- 
tracing schemes based on Bluetooth 
Low Energy.2 One such well-known 
scheme is Apple/Google’s Exposure 
Notification application program-
ming interface (AGEN), which is 
reported to have been embedded in 
the COVID-19 apps of several Euro-
pean countries, several U.S. states, 
and Japan.2 AGEN is designed to 
push alerts to users who were in 
proximity to confirmed patients, 
while maintaining user anonym-
ity. A decentralized system such as 

AGEN has limitations in terms of 
its utility for making contributions 
to epidemiological investigations. 

To further aid epidemiological- 
investigative processes, other countries  
have adopted a partially centralized 
approach, with France utilizing the 
Pan-European Privacy-Preserving 

Proximity Tracing (i.e., PEPP-PT) 
and Singapore and A u s t r a l i a 
employing BlueTrace protocols.2 
Under this approach, the smart 
device held by a confirmed case 
sends, to a server database, not only 
his or her ephemeral ID but also the 
IDs of those in close proximity.2 
However, both fully decentralized 
and partially centralized approaches 
allow users to avoid tracking by eras-
ing, deactivating, or simply refus-
ing to download proximity-tracing 
apps. This makes it challenging for 

the apps to acquire the requisite 
penetration rate to work effectively.2 

The centralized approach, report-
edly adopted in a relatively small 
number of countries including 
Korea, Israel, and Vietnam, has 
a different role from a decentral-
ized Bluetooth scheme. As its full 

name suggests, Korea’s EISS is 
designed mainly to provide sup-
port to interview-based epidemio-
logical investigations by assisting 
investigators in their work to verify 
interviewees’ responses about their 
whereabouts.

Regarding the centralized contact- 
tracing scheme adopted in Korea, it 
appears that the public has generally 
embraced—or at least acquiesced 
to—the need for such a system. Kim 
et al.’s (2021) survey of 188 Koreans 
between 25 June and 10 July 2020 
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Figure 3. The KI-Pass, a QR code-based electronic visitor booking system.6 

The EISS collects data pertaining to 
confirmed cases and shares that data with 
epidemiological investigators at the KDCA 

and with municipal/local governments.
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found the disapproval and approval 
rates for the systems to be 9 and 
81%, respectively, for compiling 
credit card transaction records and 
10 and 78%, respectively, for compil-
ing mobile phone data.3 A high level 
of public support in Korea for con-
tact tracing may have arisen from the 
perception that, in facing the pan-
demic, deploying timely measures 
for quarantining, testing, and isola-
tion is crucial. In addition, the fact 
that the EISS is derived from a smart 
city project could have afforded the 
system a heightened sense of public 
trust because the EISS uses a sepa-
rate network that is different and 
disjointed from the network that 
government agencies utilize for rou-
tine administrative matters. 

This does not mean, however, 
that there have been no privacy 
controversies. For instance, sev-
eral  nongovernmental  organi-
zations have filed constitutional 
petitions with the Korea Constitu-
tional Court to challenge the con-
stitutionality of contact-tracing 
schemes. In particular, they assert 
that 1) the CDPCA provisions that 
have enabled contact tracing (arts. 
2(15-2) and 76-2) are, in them-
selves, unconstitutional and that 
2) the government’s collection of 
mobile base station data based on 
these statutory provisions is also 
unconstitutional. This petition is 
based on the Korean Constitu-
tional Court’s 2018 decision in 
which the Court held that a provi-
sion enabling the investigation of 
the identity of mobile subscribers 
that accessed a single base station 
is unconstitutional.

Despite this controversy, pub-
lic support for contact tracing has 

perhaps served as an impetus for 
the Korean government to develop 
and introduce the QR code-based, 
electronic visitor booking system 
KI-Pass on 10 June 2020 [(art. 
49(1)(ii-ii), CDPCA) (see Fig-
ure  3)]. The managers at restau-
rants, cafés, fitness centers, karaoke 
bars, nightclubs, and other high-risk 
premises now must ask visitors to 
produce an ephemeral QR code 
(using mobile apps developed by 
Internet platform companies such 
as Kakao and Naver or the Pass app, 
which was jointly developed by 
mobile carriers) and have the QR 
code scanned by either an infrared 
dongle or smart device (with a QR 
scanner app) installed at these busi-
ness premises.6

To alleviate privacy concerns, 
the Korean government has des
igned a bifurcated system. The 
KI-Pass system separates ephem-
eral and pseudonymized QR codes 
from personally identifiable data.6 
Thus,  a  manager  at  a  business 
premise collects only a visitor’s 
time of entry and pseudonymized 
QR codes (without collecting any 
further data pertaining to the visi-
tor) and forwards that data (along 
with the name of the business 
premise) to the Social Security 
Information Ser vice.6 Internet 
plat for m companies or mobile 
carriers maintain the personal 
identification data that matches 
the QR code.6 The relevant parts 
of these data sets are only com-
bined and transmitted to the 
EISS once a visitor is confirmed 
positive for COVID-19.6 The trans-
mitted data are then used by the 
KDCA and by municipal/local 
governments for epidemiological 

investigations. After four weeks, the 
data are erased.6

Route Disclosures

Legal Basis and 
Implementation
At the outbreak of a serious epi-
demic, the KDCA and municipal/
local governments have statutory 
obligations to make the following 
information available on the Inter-
net or through a press release: 1) 
the travel paths and means of trans-
portation for confirmed patients, 
2) the medical institutions which 
treated these patients, and 3) the 
status of those in close contact 
with the patients [(art. 34-2(1), 
CDPCA)].1 An appeal  can be 
made if the disclosed information 
is incorrect.1

This route-disclosure provision 
was hurriedly added to the CDPCA 
amid the 2015 MERS crisis. On 
5 June 2015, only two weeks after 
the first MERS case was confirmed, 
a legislative bill was submitted to 
Korea’s legislature. The bill passed 
the legislature on 25 June 2015, 
only 20 days after its filing.

Immediately following the out-
break of COVID-19 in Korea in 
2020, the route-disclosure program 
was reactivated. During the disclo-
sure process, names and other per-
sonally identifiable information are 
removed. Occasionally, however, 
the age, gender, home address, and 
workplace of certain individuals 
were disclosed. Furthermore, the 
uneven scope and granularity of dis-
closures among different layers of 
central, municipal, and local author-
ities caused confusion.1 Municipal 
and local governments started to 
dispatch text messages to the public 
to alert them to the occurrence of 
confirmed cases within their locali-
ties. Doxing (more formally, reiden-
tification attacks including linkage 
or inference attacks) often took 
place. Concerns were raised about 
an invasion of privacy. Further, private 

The KI-Pass system separates ephemeral 
and pseudonymized QR codes from 

personally identifiable data.
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businesses, such as restaurants and 
shops, whose names were identified 
and included in the disclosed route 
data, often experienced abrupt losses 
of business.1

Progress
Unlike contact tracing, public dis-
closures of the travel paths and 
contacts of confirmed cases have 
often resulted in controversies, 
mainly due to privacy concerns.1 The 
National Human Rights Commission 
(NHRC) issued a recommendation 
dated 9 March 2020, expressing 
concerns about privacy invasions, 
public disdain, or social stigma.1 
The NHRC cited a survey showing 
that the public was more fearful of 
the disclosure than of the associated 
health risk.2 The NHRC warned that 
excessive public disclosures could 
also undermine public health by 
dissuading those suspected of infec-
tion from voluntarily reporting their 
circumstances and/or getting tested.2 
The NHRC further recommended 
that route disclosures be made in an 
aggregate manner focusing on the 
locales at issue, rather than by reveal-
ing personal itineraries.2

Following the NHRC’s recom-
mendations, the Korea Centers for 
Disease Control and Prevention 
(KCDC) (renamed the KDCA in 
September 2020) issued a guide-
line on disclosures on 14 March 
2020. The guideline suggested lim-
iting the period of time for route 
disclosure from one day prior to 
the first occurrence of symptoms to 
the date of isolation (later revised 
to two days); limiting the scope of 
disclosures about the places the per-
son visited and his or her means of 
transportation to those spatially and 
temporally proximate enough to 
raise concerns of contagion; taking 
into account the symptoms, dura-
tion of a visit, status of contacts, 
timing, and whether face masks 
were worn; and banning the disclo-
sure of home addresses and names 
of workplaces.2

On 12 April 2020, the KCDC 
further revised the guideline. Under 
the guideline, the information on 
routes should be removed from pub-
lic disclosure 14 days after a con-
firmed patient’s last contact with 
another individual, and information 
on the “completion of disinfection” 
should be disclosed for relevant 
places along the disclosed routes.2

Around May 2020, the rates of 
COVID-19 infection surged in 
Seoul’s Itaewon nightlife district, 
which is popular among the gay 
community.2 Although public 
health authorities mounted a cam-
paign urging prompt testing, it was 
obvious that individuals’ fear of 
being forced to reveal their sexual 

orientations was a significant deter-
ring factor against obtaining test-
ing.2 In response to this, the Seoul 
Metropolitan Government changed 
course and initiated anonymous 
testing beginning on 11 May 2020, 
under which examinees were asked 
for only their phone numbers.2 The 
authorities began applying the 
anonymous testing scheme nation-
wide on 13 May 2020.2

Meanwhile,  the KCDC pre-
pared and issued a further-revised 
guideline dated 30 June 2020. The 
guideline limited the scope of pub-
lic disclosure to the area, type, trade 
name, and addresses of premises 
visited; the date and time of expo-
sure; and the disinfection status. 
The guideline further provided 
that disclosures should not be made 
at an individual level based on an 
individual’s timeline and itineraries 
and that disclosures should instead 

be made in the format of “lists of 
locations visited.” Moreover, the 
guideline stipulated not to disclose 
information regarding the places an 
individual visited if all of his or her 
close contacts have been reported.

Subsequently, certain statutory 
provisions of the CDPCA were 
amended on 29 September 2020 to 
exclude a confirmed patient’s name, 
gender, age, and detailed home 
address from the scope of public 
disclosure [art. 34-2(1), CDPCA; 
art. 22-2(1), Presidential Decree 
for CDPCA].

As a result of these lengthy 
debates and controversies, the 
information contained in route 
disclosures has become nearly 

anonymized, which is in sharp 
contrast with what was disclosed 
at the outset of the pandemic. Kim 
et al.’s (2021) aforementioned sur-
vey found that the disapproval and 
approval rates for route disclosures 
in Korea were 28 and 59%, respec-
tively, regarding the inclusion of 
age and gender in disclosures and 
9 and 79%, respectively, regarding 
the exclusion of age and gender in 
disclosures.3 The survey, despite its 
limitations, reveals clues about peo-
ple’s attitudes, which have instigated 
changes in the public-disclosure 
regime thus far.

T he intricate r e l a t i o n s h i p 
between contact tracing and 

route-disclosure schemes appears to 
demonstrate that privacy is highly 
dynamic and is of contextual value, 
irreducible to all-or-nothing inquiries. 

The intricate relationship between contact 
tracing and route-disclosure schemes 

appears to demonstrate that privacy is 
highly dynamic and is of contextual value, 

irreducible to all-or-nothing inquiries.
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There have been three crucial differ-
ences in the risks, benefits, and public 
trust associated with these schemes.

First, contact tracing involves 
the sharing of data within the pub-
lic sector only among authorized 
officers, and thus, mostly poses 
data security risks, not a lot of pri-
vacy risks. However, route disclo-
sures entail a more direct possibility 
of invasions of privacy (including 
the stigma effect), which discour-
ages those suspected of infection 
from making voluntary reports 
and getting tested. There was room 
for reducing the associated social 
costs. Doing so was feasible because 
there would be no significant dif-
ference in epidemiological benefits 
(addressing information asymme-
try, heightening public awareness, 
and inducing those in close con-
tact to make voluntary reports) 
between a pseudonymized disclo-
sure (which is vulnerable to doxing 
or reidentification) and a fully ano-
nymized disclosure. In other words, 
the conversion of pseudonymized 
disclosures into anonymized dis-
closures could possibly result in a 
Pareto-efficient outcome.

Second, identifying a specific ind
ividual through a contact-tracing 
scheme has clear epidemiological ben-
efits as doing so would help isolate the 
individual if he or she is confirmed 
positive for a contagious disease. Fur-
ther, this capability would help avoid 
extreme measures, such as lockdowns. 
A fully anonymized public disclosure 
can confer, as noted, additional epi-
demiological benefits such as trans-
parency or awareness. Disclosing 
identifiers or quasi-identifiers, how-
ever, does not confer significant incre-
mental benefits.

Third, the differences in risks 
and benefits among the measures 
could result in different levels of 
public trust. This could, in turn, 
lead to different reactions from pol-
icy makers and legislators. In par-
ticular, different stakeholders (such 

as elected officers, career govern-
ment officers, and health experts) 
could have different incentives and 
motivations. These differences in 
public trust placed each scheme on 
a different trajectory, when Korea 
strived to strike a balance between 
public health efforts and privacy or 
a broader range of civil liberties. 
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