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Vehicle-to-infrastructure (V2I) communication enables moving vehicles to upload real-time data about road surface situation
to the Internet via fixed roadside units (RSU). Thanks to the resource restriction of mobile vehicles, fog computation-enhanced
V2I communication scenario has received increasing attention recently. However, how to aggregate the sensed data from vehicles
securely and efficiently still remains open to the V2I communication scenario. In this paper, a light-weight and anonymous
aggregation protocol is proposed for the fog computing-based V2I communication scenario. With the proposed protocol, the data
collected by the vehicles can be efficiently obtained by the RSU in a privacy-preserving manner. Particularly, we first suggest a
certificateless aggregate signcryption (CL-A-SC) scheme and prove its security in the random oracle model. The suggested CL-
A-SC scheme, which is of independent interest, can achieve the merits of certificateless cryptography and signcryption scheme
simultaneously. Then we put forward the anonymous aggregation protocol for V2I communication scenario as one extension
of the suggested CL-A-SC scheme. Security analysis demonstrates that the proposed aggregation protocol achieves desirable
security properties. The performance comparison shows that the proposed protocol significantly reduces the computation and

communication overhead compared with the up-to-date protocols in this field.

1. Introduction

Most of road anomalies, that is, potholes, bumps and slip-
periness, are potentially hazardous to the commuters and
vehicles [1]. Naturally, the condition of road surface is
considered to be an important criterion for assessing the
quality of transportation infrastructure [2]. The continuous
development of sensing technique provides a promising
approach to build an autonomous system for monitoring road
surface condition [3]. Specifically, the mobile sensors embed-
ded in mobile vehicles are used to sense the real-time
data about road surface condition [4]. With the V2I com-
munication [5], the data collected by the vehicles can be
uploaded to the backend server via the RSUs installed at road
intersections. By collecting and analyzing these real-time

road surface data, the congestion of traffic and car crashes
can be reduced significantly. Thanks to the resource restraint
of mobile vehicles, the vehicular cloud networking [6, 7]
has been introduced to ease the cost of vehicles, where the
sensed data are stored in the remote cloud centers. It is
easy to observe that the delivery of these data to the cloud
servers located in the core network is commonly considered
to be cumbersome due to the unreliable latency and network
congestion [8]. To address these issues, the fog computing [9-
11] has been introduced as an alternative for cloud computing.
Different from cloud computing, elastic and virtual cloud
resources are extended to one or more collaborative edge
devices in the fog computing. In this sense, the collected
data can be preprocessed and aggregated by the edge devices,
which are instantiated by the resource-abundant RSU, before
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uploading to the data analytic center [12]. Therefore, the real-
time road surface data can be efficiently processed with the
support of fog computing-assisted V2I communication.

However, the fog computing-based V2I communication
scenario cannot be accepted and deployed widely if the
security of the transmitted data has not been considered
appropriately. It is desirable to achieve data confidentiality
such that the transmitted data can only be accessed by the
intended RSU [13]. Otherwise, the collected data may be
abused by the malicious adversary without any cost. Besides,
itisalso necessary to achieve message unforgeability such that
the adversary is computationally infeasible to impersonate
any vehicle [14]. Otherwise, the result about the analysis of
collected data may be polluted by the forged data. To fulfill
the mentioned security goals, it is naturally to introduce the
public key encryption and signature to generate the cipher-
text on the transmitted data. According to [15], signcryption
is a promising primitive that achieves the security goals of
encryption and signature simultaneously. It is realized by
combining the public key encryption and digital signatures in
one logical step. Moreover, this technique entails minimized
computation and communication overhead compared with
the sign-then-encrypt paradigm [16]. Since its introduction,
the signcryption primitive has been studied in several cryp-
tosystems, that is, traditional public key infrastructure- (PKI-
) based cryptosystem [15], identity-based cryptosystem [17],
and certificateless cryptosystem [16]. In the traditional PKI-
based cryptosystem, the certificate management is a burden-
some task. To alleviate the overhead of this task, the identity-
based public key cryptosystem [18] has been introduced,
where a trusted third party termed as private key generator
is adopted to issue private keys for the users. This paradigm
results in key escrow problem since the private key generator
knows the private keys of all users in the system [18]. The
certificateless cryptosystem [19] inherits from identity-based
cryptosystem, whereas it eliminates the demand for the
private key generator with key escrow capability. In this cryp-
tosystem, a trusted third party named key generation center
(KGCQ) is adopted to generate the private keys for users. Only
a partial private key is issued by the KGC for each user. The
full private key of a user is composed of the partial private key
received from KGC and a secret value selected by his/herself.
Because the full private key of a user is not held by the
KGC, certificateless public key cryptosystem solves the key
escrow problem of the identity-based cryptosystem. Thus,
certificateless signcryption seems to be a promising primitive
to ensure the security of the V2I communication.

Based on the idea of certificateless signcryption, Basudan
et al. [20] proposed an anonymous aggregation protocol to
secure the V2I communication recently. Unfortunately, in
this paper, the protocol of [20] is demonstrated to be subject
to the forgery attack, by which an adversary is able to forge
a valid signcryption on any data. Besides, this protocol is
constructed by utilizing the expensive bilinear pairings,
which makes this protocol inefficient. Therefore, it is fair to
regard the construction of anonymous aggregation protocol
for the fog computing-based V2I communication scenario as
an open issue.
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Motivated by the practical needs, a privacy-preserving
protocol for the V2I communication scenario with fog
computing is proposed in this paper. The major contributions
of this paper are summarized as follows:

(i) Firstly, Basudan et al’s [20] protocol is demonstrated
to be subject to the forgery attack, by which an
adversary is able to forge a valid signcryption on any
data. In this sense, the aggregation protocol in [20]
does not provide unforgeability as they claimed.

(ii) Next, a light-weight and anonymous aggregation
protocol for the V2I communication scenario with
fog computing is proposed by elaborately combining a
CL-A-SC scheme and the fog computing architecture.
Specifically, the suggested protocol is realized without
resorting to the costly bilinear pairings. Besides,
the proposed protocol is proved secure under the
standard computational Diffie-Hellman assumption
and elliptic curve discrete logarithm problem in the
random oracle model. Furthermore, the proposed
aggregation protocol proved to be able to achieve
desirable security properties including confidential-
ity, unforgeability, mutual authentication, anonymity,
and key escrow resilience.

(iii) The practical performance of the proposed protocol
and Basudan et al’s protocol is presented through the
experimental simulation. According to the simulation
results, the proposed protocol outperforms Basudan
et al’s protocol in terms of computation and commu-
nication overhead.

The organization of this paper is summarized as follows:
the next section describes the system model, mathematical
background, design objectives, the notion, and the security
model of CL-A-SC scheme. In Section 3, Basudan et al’s
protocol is briefly reviewed. After that, the forgery attack
against this protocol is presented. The proposed protocol
is introduced in Section 4. Furthermore, the security of
the proposed protocol is discussed in Section 5, where the
comparison of the practical performance of the proposed
protocol and Basudan et al’s protocol is also provided. Finally,
Section 6 concludes this paper.

2. Preliminaries

The background information is introduced in this section.

2.1. System Model. The considered system is comprised of
three types of entities: control center, mobile sensors and
RSUs. For ease of understanding, the system model is de-
picted in Figure 1. The definitions of the entities are described
as follows:

(i) Control center (CC): CC is considered to be a trustee
which is able to initialize the whole system and
generate the partial private key for mobile sensors and
RSUs.

(ii) Mobile sensors: the devices are embedded into the
vehicles to generate the report about the road event,
that is, potholes, slipperiness and bumps.
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FIGURE 1: System model.

(iii) RSU: each RSU is able to receive and process the
messages sent by the mobile sensors.

2.2. Mathematical Background

2.2.1. Elliptic Curve Group. Let an elliptic curve & over a
prime finite field I/, denote a set of points (x, y), which are

defined by the equation &(x, y) : y* = x° +ax+b with the dis-
criminant 4a”+27b* # 0mod p (a,b €, F,). This set of points
and the point at infinity (denoted by 0) form a group & =
{(x, 9) | (x, 9) € F,N &(x, y) = 0} U{O}. Particularly, & is an
additive cyclic group formed by & and the point addition law,
which is denoted by + and defined as follows. Let P, Q, and
R be three elements in &, where R is the intersection of the
line [ and &. Specifically, I connects P and Q (tangent line to
&€ if P = Q). Let I be another line, which connects R and
0. The sum of P + Q is denoted by the intersection of I’ and
&. Moreover, the scalar multiplication on & is calculated as
mP=P+P+---+P

m times

2.2.2. Bilinear Maps. Let & be an additive cyclic group of
prime order g, & be a multiplicative cyclic group of the same
order, & : & x & — & be an admissible bilinear map and
P e @ denote a generator of &. € is considered to have the
following features:

(1) Bilinearity: for all P,Q € ¥ and a,beg Z;‘, é(aP,
bQ) = &P, Q.

(2) Nondegeneracy: there exists P,Q € & such that é(P,
Q) + 1

(3) Computability: for all P,Q € &, there exists an
efficient algorithm to calculate e(P, Q).

2.2.3. Cryptographic Assumptions. Given the mathematical
background described above, the cryptographic assumptions
are defined as follows.

Definition 1 (computational Diffie-Hellman assumption).
This assumption is denoted as CDH. Given a tuple (P,aP,
bP) € Z (a,bey Z; ), the CDH assumption in & is to cal-
culate abP.

Definition 2 (elliptic curve discrete logarithm problem). This
assumption is denoted as ECDLP. Given a tuple (P,aP) € &
(aeg Z; ), the ECDLP assumption in & is to calculate a.

2.3. The CL-A-SC Scheme

2.3.1. Definition. Let % = {U,;,U,,...,U,} denote a set of
users. The user with identity IDy is assumed to be the message
receiver. The scheme consists of the following algorithms:

(i) CL-A-SC.Setup: on inputting the security parame-
ter, this algorithm generates the public parameters
params and the master private key msk.

(ii) CL-A-SC.Key-Generation: this algorithm is carried
out by each U; and KGC interactively.

(1) Given params, each U; generates his/her user
public/private key pair (upk; ,, usk; ;).

(2) Given params, msk, the identity ID; of U;, and
its corresponding user public key upk;,, KGC



generates the partial public/private key pair
(upk; 5, usk; ,).

(3) (upk; ,,upk;,) and (usk; ;,usk;,) are set to be
the full public key and full private key of Uj,
respectively.

(iii) CL-A-SC.Signcryption: this algorithm is carried out
by each U;. On inputting params, a message m;, full
private key (usk; ;,usk;,) of U;, and the public key
(upkg > upky,) of the user with identity IDg, this
algorithm outputs signcryption C; on m;.

(iv) CL-A-SC.Aggregate: on inputting a set of signcryp-

gate signcryption C on messages (11;);-; .

(v) CL-A-SC.Aggregate-Verification: on  inputting
params, aggregate signcryption C and the set of users
with its public keys, this algorithm outputs true if
C is valid or false otherwise.

(vi) CL-A-SC.Designcryption: on inputting an aggregate
signcryption C and the full private key (uskp, |, uskg ,)
of the user with identity IDy, this algorithm outputs a

.....

2.3.2. Security Model. There are two types of adversaries
considered in the certificateless cryptosystem [19]. A Type I
adversary &/, is able to replace the public key of a legitimate
user with a bogus one but cannot access the master private
key. A Type II adversary &, is able to access the master
private key but cannot execute the public key replacement.
According to the protocol of [22], the security notions of
data confidentiality and mutual authentication for the CL-A-
SC scheme are captured by the indistinguishability and the
existential unforgeability of the signcryption, respectively. By
using the same security model provided in [22], the ability of
the adversaries is modeled by the following four interactive
games.

Game 3. This game is played by a challenger € anda Type I
adversary o,.

(i) Initializing: € executes CL-A-SC.Setup algorithm to
obtain the public parameters params and the master
private key msk. After that, € sends params to </,.

(ii) Training: o, is able to query the following oracles
(these oracles model the capability of ¢/, in reality)
in an adaptive manner:

(a) Secret-Value-Extraction(ID;): on receiving the
query on ID;, this oracle returns the corre-
sponding secret value usk; , to /.

(b) Partial-Private-Key-Extraction(ID;): on receiv-
ing the query on ID;, this oracle returns the
corresponding partial private key usk; , to &,.

(c) Public-Key-Extraction(ID;): on receiving the
query on ID;, this oracle returns the corre-
sponding public key (upk; ,, upk; ,) to & .

(d) Public-Key-Replacement(ID;, ”sz{,v upklf’z): on
receiving the query on ID;, this oracle updates

Security and Communication Networks

the public key (upk;,,upk;,) into (upk;’l,
upkl()z).

(e) Signcryption(m;, ID;, IDj): on receiving the
query on ID;, ID;, and a message m;, this oracle
prompts € to execute CL-A-SC.Signcryption
algorithm to get signcryption C; on m;, where
ID; and ID are considered to be identity of the
sender and the receiver, respectively. After that,
@ returns C; to ;.

(f) Designeryption(C, (ID;);-;, .., ID;): on receiv-
ing the query on (ID;);_, _,, ID; and aggregate
signeryption C, where (ID));; _, and ID; are
considered to be identity of the senders and the
receiver, respectively. This oracle prompts € to
execute the CL-A-SC.Aggregate-Verification
algorithm on (C,(ID));.,, ., ID;). If the
output of this execution is false, this oracle
returns “NULL” to &/,; otherwise, € exe-
cutes CL-A-SC.Designcryption algorithm on
(C,(ID))iz1. > IDJ-) and returns the output of

,,,,,

this execution to <.

.....

€. On receiving this message, € randomly chooses a
bitd € {0, 1}, generates the aggregate signcryption C*
on ((m;;,ID]);_;,.,» ID}), and then sends C* to &/,.
After that, &/, adaptively queries the same oracles as
the Training phase.

(iv) Guessing: a bit d' is outputted by .
4, is considered to win this game iff

(1) d’' = d, where d and d' are defined as above;

(2) The oracle Partial-Private-Key-Extraction(ID;) has
never been queried;

,,,,,

never been queried, where there exists i € {1,...,n}
such that ID] = ID;.

9f,’s advantage to win this game is defined as
AdviP CAT = 2Pr[d = d'] - 1].

Game 4. This game is played by a challenger € and a Type II
adversary o/,.

(i) Initializing: this phase is the same as the first phase in
Game 3, while & sends (params, msk) to o ,.

(ii) Training: in this phase, o/, queries the same ora-
cles (except the Public-Key-Replacement oracle) and
receives the same responses as the second phase in
Game 3.

(iii) Guess: this phase is the same as the third phase in
Game 3, where a bit d’ is outputted by o,.

4, is considered to win this game iff

(1) d' = d, where d and d' are defined as above;
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(2) The oracle Secret—VaIue—Extraction(IDJ-) has never
been queried;

(3) The oracle Designeryption(C*, (ID)),_; ., ID;) has

.....

never been queried, where there exists i € {1,...,n}
such that ID; = ID].

of,’s advantage to win this game is defined as
AdviPCAT = 2Prd = d'] - 1.

Definition 5. A CL-A-SC scheme is considered to be secure
against the adaptively chosen ciphertext attacks if there is no
adversary of Type Ior Type II hasa nonnegligible advan-
tage to win Game 3 or Game 4, respectively.

Game 6. This game is played by a challenger @ anda Type I
adversary o/,.

(i) Initializing: this phase is the same as the first phase in
Game 3.

(ii) Training: in this phase, 9/, queries the same oracles
and receives the same responses as the second phase
of Game 3.

(ili) Forgery: of | sends a forged aggregate signcryption C*
ID; are considered to be identity of the senders and
the receiver, respectively.

9, is considered to win this game iff

(1) The output of the execution of Aggregate-Verifi-
cation algorithm on (C”, (ID] )y, _,,» ID}) is true;

(2) There exists i € {1,...,n} such that the
Signcryption(m;, ID;, ID?) oracle or Partial-Private-
Key-Extraction(ID;") oracle has not been queried.

Game 7. This game is played by a challenger € anda Type II
adversary o,.

(i) Initializing: this phase is the same as the first phase in
Game 4.

(ii) Training: this phase is the same as the second phase in
Game 4.

(iii) Forgery: this phase is the same as the third phase in
Game 6.

4, is considered to win this game iff

(1) The output of the execution of Aggregate-Verifi-
cation algorithm on (C*, (ID} )y, _,,» ID}) is true;

(2) There exists i € {1,...,n} such that the
Signcryption(m;’, ID;,ID}) oracle or Secret-Value-
Extraction(ID;") oracle has not been queried.

Definition 8. A CL-A-SC is considered to be existentially
unforgeable against the adaptively chosen-message attack if
there is no adversary of Type I or Type II hasa nonnegli-
gible advantage to win Game 6 or Game 7, respectively.

2.4. Objectives. 'The design goals of the proposed protocol are
defined as follows:

(1) Data confidentiality and integrity: it is desirable to
secure the transmitted data from revealing the sen-
sitive information about the source mobile sensor.
Besides, it is required to ensure the data has not been
tampered [23].

(2) Mutual authentication: it is desirable that the RSU and
the mobile sensor are allowed to authenticate each
other [24].

(3) Anonymity: it is desirable to hide the real identity of
the mobile sensor during the transmission [25, 26].

(4) Key escrow resilience: it is desirable that the adversary
is unable to obtain the full private key of any mobile
sensor even if CC has been compromised [27].

3. Cryptanalysis of Basudan
et al.’s CL-A-SC Scheme

In this section, Basudan et al’s CL-A-SC scheme is briefly
reviewed. After that, their scheme is demonstrated to be
insecure against the public-key-replacement attack.

3.1. Notations. To ensure the consistency, the notations are
defined in the Symbols. Concretely, each sensor S; is able to
generate a real-time message m; = {T};,L;,Sig;} when
sensing the road condition RC;. After that, S; generates
signcryption on m; to construct the road condition report

RCR; ; and then sends RCR; ; to the nearest RSU.

3.2. Review of Basudan et al’s CL-A-SC Scheme. The CL-A-
SC scheme in the protocol of [20] consists of the following
algorithms:

(i) Setup: let € be an additive cyclic group of prime order
g, 1 be a multiplicative cyclic group of the same
order, e : & x & — &, be an admissible bilinear
map, and P € & denote a generator of &. Let H,, H,,
H,, and H, be four cryptographic hash functions such
that H, : {0,1}" — Z2, H, : {0,1}" x {0, 1}" x &° —
{0,1}", Hy; : {0,1}* x {0,1}" x {0,1}" x {0,1}" x
¢ — ©,and H, : Z, — ¥, where n is assumed
to be the bit length of messages. Randomly choose
msk € Z as the master private key and calculates
mpk = mskP. The public parameters params =
{¢,%,e P,q,mpk, H,,H,, Hy, H,}.

(ii) Key-Generation:

(1) For i ranges from 1 to n, each mobile sensor
S; randomly chooses usk; , € Z; and calculates
upk;, = usk;, - P, h; = H\(ID;). After that, S;
sends ID; to CC.

(2) Upon receiving ID; from S;, CC randomly
chooses y; € Z; and calculates upk;, = y; - P,
usk;, = y; + H (ID;)msk. After that, CC sends
{upk; ,,usk;,} to S;.



(3) Upon receiving {upk;,,usk;,} from CC, §;
checks if usk; ,P = upk; , + h; - mpk. If the veri-
fication holds, (upk; ;, upk;,) and (usk; ;, usk; ,)
are set to be the full public key and full private
key of S;, respectively.

(iii) Signcryption: the RSU with identity IDy is assumed
to be the message receiver. For i ranges from 1 to
n, S; randomly chooses r; € Z; and calculates v;; =
ri-upkp 1, Vi = ri(upkp, +hg-mpk), fiy = 1;-P,h; ) =
H,(IDg, A, upkg s upkp s fis Vi via)s fia
hiy @ my, by = Hy(IDg, A, by, f o, upkp 1, upkg o, fi 1
upkl,l,upkl)z) hi; = Hy(A), and f;3 = usk;,
hiy + 1, - hiy + usk;; - hi,3, where A is the state
information and h; = H,(IDg). After that, S; con-
structs C; = {f 1, fi fish RCR;; = {h;;C;} and
sends RCR j to the RSU with 1dent1ty IDy.

(iv) Aggregate: upon receiving (RCR, ;);; . the RSU
with identity IDy calculates Fp3 = Y fi 5.

(v) Aggregate-Verification: for i ranges from 1 to n, RSU
calculates h;’z = H3(IDg, A hy, f; 5, upkpg 1, upkg s fi15
upk; ,, upk; ,) and h:,3 = H,(A), where h; = H,(ID;).
RSU checks if &(Fg 3, P) = e}, (upk;, + h; - mpk),
m T & fin i e(XT, upky hiy).

(vi) Designcryption: if the verification in the Aggregate-
Verification algorithm holds, RSU calculates V:,1 =

! !
uskg - fi1> Vip = uskg, fi1> hi)1 = H,(IDg, A, upkp ,,
! ! ! ! .
upkyg 5, fi1> Vi v,.)z), andm; = f;, ® hi)l for i ranges
from1to n.

3.3. Forgery Attack against Basudan et al’s CL-A-SC Scheme.
Basudan et al. [20] claimed that their CL-A-SC scheme
proved to be able to achieve indistinguishability and unforge-
ability against the Type Iand Type II adversary. However,
the adversary o/, of Type I is able to forge signcryption
on any message m" by launching a public-key-replacement
attack, which is described as follows:

(i) Public-Key-Replacement: given a mobile sensor S;, &/,
randomly chooses usk;, ", y; € Z and calculates
upk; " = usk; " P, upk;,” = y'P — h; - mpk, where
h; = H,(ID;). After that, (upk; , ", upk;,") is set to be
the full public key of S;.

(ii) Signature-Forgery: &/, randomly chooses r;" € Z,

and calculates f; = /P, v), = rlupkg,, v, =

1 (upkp,+hg-mpk), h, = Hy(IDg, A, upkp |, upkpg 5,

fivvivvia) fia = hiy@m, by = Hy(IDg, A, by, £,

ukal,ukaz,ﬁl,upkl1 ,upkl2 ) his = H4(A) and
fis = ¥ his + 1R, + usk; )" h, 5, where m is forged
by Ml under the state 1nf0rmat10n A and hy =

H,(IDg). After that, o/, constructs C; = { f,*l, fi
fi3h RCR} ;= C!} and sends RCR to the RSU
with identity IDy.

(iii) Aggregate: the RSU calculates Fr5 = 3] i fis+ I
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(iv) Aggregate-Verification: for j ranges from 1 to n,
the RSU calculates h;)z = H3(IDg, A, hy, f0, upkgs

upkgy, f1>upk; > upk;,) and h;.’3 = H,(A), where
h; = H,(ID;). After that, the RSU checks if e(Fy 3,

J
p) = E(Z?ﬂ(upkj,z + by - mpk),h},3)l_[?:15(fj,1,

h;,z)é(Z;l:l upk; s h}ﬁ).

The correctness of C; can be easily verified since

é(Fgs,P) E(ijs’ >

=E<i(usk]2H (A) +1jhy, +usk; H, (A)),p>

n,jiti miti
:5(2 (usk12+y,)H a), P>X9<z Tj 12

j=1

n, j#i
+1; h,z,P> << Zuskj)1 +usk,»)1*>H4 (A),
=
n, j#i
P> :E< Z (upkj,2+hj-mpk)+upk:2+hi (1)
=

n, j#i
-mpk,H4(A)> H (f]l’ ]2) E(fifl’hl{,z)

n, j#i
X E< Z upk;, +upk;,", H, (A))

j=1

= a(Z (upkj)z +h;- mpk),h;)3>
j=1
n n ,
x Ha(fj,l, h;)z) X E(Zupkj’l,hjﬁ) )
j=1 j=1

Thus, the verification holds. The message m”™ is recovered
by the RSU according to the specification of Designcryption
algorithm.

Remark 9. The fundamental flaw of Basudan et al’s CL-A-SC
scheme against this forgery attack is due to the unreasonable
position of the value H,(ID;) - msk. As described above, </,
is allowed to generate upk;,” = y; P — h; - mpk to replace S;s
public key. According to the specification of the protocol in
[20], usk; , P = upk; , + H,(ID;)mpk, and thus usk; ,P = y P
o, calculates f = y/hly + ] hi, + usk;,"h!; and then suc-
cessfully forges the signcryption C; . It is noted that this type
of adversary has not been mentioned in their security proof.
Hence, the proof fails.
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4. Our Proposed Protocol

In this section, a concrete CL-A-SC scheme is proposed,
which is the building block of our data aggregation protocol.

4.1. The Proposed CL-A-SC Scheme. This scheme consists of
the following algorithms:

(i) CL-A-SC.Setup: let p and g be two large primes such
that g divides p — 1, & be an elliptic curve over
a finite field [, and & be an additive cyclic group
formed by & with the point addition law. Let P be a
generator of & and H, : {0,1}" x € — Z,, H,
€x1{0,1}* x{0,1}" — Z;,H3 1 EXE — Z; be three
cryptographic hash functions. Randomly choose
msk € Z; as the master private key and calculates
mpk = mskP. The system parameter params =
(p,q, P,mpk,H,, H,, Hy).

(ii) CL-A-SC.Key-Generation:

(1) The user randomly chooses usk;, €5 Z; and

calculates upk; | = usk;, - P. After that, the user
sends {ID;, upk;,} to KGC.

(2) KGC randomly chooses y; € Z; and calcu-
lates upk; , = y; - P, usk;, = y; + H (ID;, upk; ,
upk; ,, mpk)msk. After that, KGC sends {upk; ,,
usk; ,} to the user with identity ID;.

(3) The user with identity ID; checks if upk;, + h; -
mpk = usk;,P, where h; = H,(ID,,upk;,,
upk; ,, mpk). If the verification holds, (upk;,,
upk;,) and (usk; |, usk;,) are set to be the full
public key and full private key of the user, re-
spectively.

(iii) CL-A-SC.Signcryption: the user ID; randomly choos-
esr; € Z; and calculates v;; = r;-upkg , f;y =1;- P,
fia = 1; - (usk;y + usk;, + f,-‘3)71, and ¢; = Hs(v;),
v;,) ® my, where v;, = r;(upkg, + hy - mpk) and
fiz = Hy(f;1,1D;,my) + Hy(v; 1, IDg, m;), where hy =
H,(IDyg, upky ,, upky ,, mpk). After that, the user ID;
sends the ciphertext C; = {f; |, fi,, fi3, ¢} to the user
with identity IDy.

(iv) CL-A-SC.Aggregate: upon receiving (C,);-; _, the
user with identity IDy, calculates Fp3 = Y, f;s.

(v) CL-A-SC.Aggregate-Verification: for i ranges from
1 to n, the user with identity IDy calculates
h; = H,(ID;, upk; ;, upk; ,, mpk). After that, this user
checks if Y| upk;, + Zl Lupkiy + Y B - mpk +
Frs P=Y0 fu fia-

(vi) CL-A-SC.Designcryption: if the verification in the
Aggregate-Verification algorithm holds, the user
with identity IDy calculates V;,l = uskp - fi1s Vz(,Z =
uskp - fi,andm; = H3(v£1, v;)z)eaci for i ranges from
lton.

4.2. 'The Data Aggregation Protocol. In this part, our data
aggregation protocol is proposed, which involves the CC,
RSU, and mobile sensors. The suggested protocol is com-
prised of four phases: system initialization, data generation
and transmission, aggregate verification, and data retrieval.

4.2.1. System Initialization. In this phase, CC performs
the CL-A-SC.Setup algorithm to initialize the system. The
system parameter params = (p, q, P,mpk, H,, H,, H;). After
that, the mobile sensors and the RSUs are allowed to register
to CC by performing the following steps:

(1) For i ranges from 1 to n, each mobile sensor §;
randomly chooses usk; | €5 Z;‘ and calculates upk; | =
usk;, - P. After that, S; sends {ID;, upk;,} to CC.

(2) Upon receiving {ID;, upk;,} from §;, CC randomly
chooses y; €, Z; and calculates upk; , = y;-P, usk;, =
y; + H (ID;, upk; |, upk; ,, mpk)msk. After that, CC
sends {upk; ,, usk;,} to S;.

(3) Upon receiving {upk;,, usk;,} from CC, S; checks if
upk;, + h; - mpk = usk;,P, where h; = H\(ID;,
upk; ,, upk; ,, mpk). If the verification holds, (upk; ,,
upk;,) and (usk; ,, usk; ,) are set to be the full public
key and full private key of S;, respectively.

It is worth noting that the format of the road condition
report is defined by CC in this phase. Concretely, each mobile
sensor §; is able to generate m; = {T ;, L ;, Sig;} when sensing
the road condition RC;, where T ;is the time when §; sensed
RC;, L; is the locatlon where RC; occurred, and S1gl is the
action signal about RC;. After that, S; generates signcryption

on m; to construct the road condition report RCR, ;.

4.2.2. Data Generation and Transmission. In this phase, S; is
allowed to generate signcryption on m; to construct RCR, ;
After that, RCR; ; is sent to the nearest RSU. The identity of
this RSU is assumed to be IDy. This phase consists of the
following steps:

(1) S; randomly chooses r; € Z; and calculates v;; = r; -
upkg 1, fiy = 1P, fip = rl--(uskl-’l+uski,2+fi’3)_l, and
¢ = H3(v;,, v, ,)®m;, wherev, , = r;(upkp ,+hy-mpk),
fiz = Hy(f;1,1ID;,m;) + Hy(v; 1, IDg,m;), and hy =
H\(IDg, upky ,, upky, ,, mpk).

(2) S; sends RCR;; = {f; 1, fin» fis>G} to the RSU with
identity IDy.

To protect private information of mobile sensors, the real
identity of each S; cannot be retrieved from RCR; ;. In this
way, the anonymity of mobile sensors is preserved.

4.2.3. Aggregate Verification. Upon receiving the reports
(RCR,; /)1, from the sensors (S;)_;,, on a road condition
RC;, the RSU is allowed to aggregate the ciphertexts and
then verify the authenticity of the aggregate data. The identity
of this RSU is assumed to be IDg. The aggregation and
verification procedures are carried out by performing the
following steps:

(1) The RSU calculates Fp3 = Y fi5.



(2) For i ranges from 1 to n, the RSU calculates hl{ =
H,(ID;, upk; ,, upk; ,,mpk). After that this RSU
checksif Y upk,1+21 lupk12+zl B mpk+FR)3'
P= Z?:l fz,l f;

If the equation holds, this RSU accepts the received
reports and executes the next phase. Otherwise, this RSU
aborts these reports.

4.2.4. Data Retrieval. If the verification in the previous phase
holds, the RSU retrieves (m;),_; , as follows:

(1) For i ranges from 1 to », the RSU calculates vl{)l =
!
uskg - fiyandv;, = uskg, - f; .

(2) This RSU calculates m; = H3(v£1, v;,z) & ¢ for i ranges
from 1 to n.

5. Analysis and Comparison

The correctness and security properties of the proposed pro-
tocol are analyzed in this section. After that, the comparison
in terms of efficiency and security properties of the proposed
protocol and the related works is presented.

5.1. Correctness Analysis. The correctness of the decryption
procedure is presented as follows:

m; = Hj (vlf’l, v;’z) ®¢
= H; (usky, - fi1uskgy - fi1) @ ¢
= H; (r; - upkg,,1; (yg + hg - msk) P) & ¢; ()
= Hy (r; - upky 1, 1; (upkp, + hympk)) @ ¢
=Hy (v, v;0) G =m

The correctness of the verification procedure is presented as
follows:

nupk,.1+nupk,.2+nhf-mpk+FR3-p
2Pk v Qe Lk F

M:

ki P+Zusk,2 P+Zf,3

Il
—

(3)
(usk;, +usk;, + f;3) P

'M3

I
—

_irz(”5k11+”5k12+fz3 an
- T f12‘

i=1

5.2. Security Proof. In this part, the security proof of the
proposed protocol is given under the random oracle model
[28].

Lemma 10. The proposed protocol is indistinguishable against
the chosen ciphertext attacks (Ind-CCA-II) of the Type I
adversary o, in the random oracle model under the CDH
assumption.
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Proof. See Appendix A. O

Lemma 11. The proposed protocol is indistinguishable against
the chosen ciphertext attacks (Ind-CCA-II) of the Type II
adversary o, in the random oracle model under the CDH
assumption.

Proof. The proof of this lemma is omitted since it follows the
proof of Lemma 10. O

Theorem 12. The proposed protocol achieves IND-CCA secu-
rity under the CDH assumption.

Proof. Theorem 12 is derived directly from Lemmas 10 and
11 O

Lemma 13. The proposed protocol is existentially unforgeable

against adaptive chosen-message attacks (EUF-CMA-II) of the

Type I adversary of in the random oracle model under the
ECDLP assumption.

Proof. See Appendix B. O

Lemma 14. The proposed protocol is existentially unforgeable
against adaptive chosen-message attacks (EUF-CMA-II) of
the Type II adversary of, in the random oracle model under
the ECDLP assumption.

Proof. The proof of this lemma is omitted since it follows the
proof of Lemma 13. 0

Theorem15. The proposed protocol achieves EUF-CMA secu-
rity under the ECDLP assumption.

Proof. Theorem 15 is derived directly from Lemmas 13 and
14. O

5.3. Security Strength

(1) Data confidentiality and integrity: each ¢ is calculated
as ¢ = Hj(v;;,v;,) ® m;, where v; |, v;, can only be
recovered by the RSU. The confidentiality of the data
is proved in Theorem 12. Moreover, the RSU is able
to decrypt and verify the received data. Thus, the
integrity of the data is ensured.

(2) Mutual authentication: each mobile sensor S; authen-
ticates itself by sending RCR; ; to the RSU. Only the
RSU which keeps the private liey (uskp |, uskp,) can
recover m;. Besides, the RSU authenticates each sen-
sor by verifying the received data. The unforgeability
of the data is proved in Theorem 15.

(3) Anonymity: according to the specification of the pro-
posed protocol, the real identity of each mobile sensor
S; cannot be retrieved from the ciphertext. Thus,
the proposed protocol achieves anonymity.

(4) Key escrow resilience: the proposed protocol is de-
signed under the certificateless cryptosystem. Specif-
ically, CC is only allowed to issue the partial private
key usk;, for each mobile sensor S;. The adversary
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TaBLE 1: Comparison of security properties.

Protocols DCI MA AN KER TAR
Basudan et al’s protocol [20] v - v v v
Xiong and Qin’s protocol [21] v Y Y Y Y
Our protocol Y v v v v

is unable to obtain the full private key (usk; ,, usk;,)
of S; even if CC is compromised. Thus, this protocol
achieves key escrow resilience.

5.4. Comparison. The comparison of the security proper-
ties is presented in Table 1, which includes data confiden-
tiality and integrity (DCI), mutual authentication (MA),
anonymity (AN), key escrow resilience (KER), and timing
attack resilience (TAR). The timing attack is considered as a
kind of side-channel attack [29]. In the execution of the cryp-
tographic protocols, variations of the executing timing can
leak some information if sensitive data is involved. By mea-
suring the time which the sensors take to perform the cryp-
tographic operations, the adversary is able to obtain some
secret parameters of the sensors. It is required to reduce the
computation overhead of the sensors. According to this
comparison, it can be concluded that the proposed protocol
is able to achieve all of the security goals, while Basudan et
al’s [20] protocol fails to achieve mutual authentication.

The comparison of the communication overhead is pre-
sented in Figure 2. To get an intuitive comparison of the effi-
ciency, the practical performance of the protocols is presented
in Figures 3-5, respectively. To ensure the consistency, the 80-
bit security level (RSA-1024 bit, ECC-160 bit equivalent) is
adopted for both protocols. The implementation is based on
a common hardware platform with Intel Core i5-4460 CPU
at 3.2 GHz using the PBC library [30]. According to this
comparison, it can be concluded that the proposed protocol
outperforms the related works in terms of communication
and computation overhead.

6. Conclusion

The security and privacy concerns are essential and challeng-
ing issues in road surface condition monitoring system. In
this paper, the security flaw of a certificateless data aggrega-
tion protocol in [20] for monitoring system is pointed out.
After that, a light-weight and anonymous data aggregation
protocol is introduced, which is constructed by combining a
CL-A-SC scheme and the fog computing architecture. The
proposed protocol is proved secure under the random oracle
model and achieves desirable security properties including
data confidentiality, mutual authentication, anonymity and
key escrow resilience. Besides, an experimental simulation of
the proposed protocol and the protocol in [20] is presented.
According to the comparison results, the proposed protocol
is efficient and more practical for the road surface condition
monitoring system.
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FIGURE 3: Computation overhead of Basudan et al’s protocol.

Appendix
A. Proof of Lemma 10

Given an input (P, aP,bP) € & of the CDH assumption, the
task of the challenger & is to calculate abP € & with the
support of Type I adversary &,. Assume &, is able to break
the Ind-CCA-II security with the advantage e.

A.L Setup. € randomly chooses b €, Z; and sets mpk =
bP and the public parameters params = {p,q, P,mpk, H,,
H,, H,}, where H,, H,, and Hj are considered to be random
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4000 ' ' ' ' ' ' ' ' (ID;, upk; 1, upk; ,, mpk). Otherwise, € randomly
: : : : ‘ : : : chooses h,; €, 2" and adds the tuple (ID;,upk;,
3500 | , q ’
upk; ,, mpk, h, ;) into L,. After that, € returns h, ; to
3000 oA

(ii) H,(w;, ID;, m;) query: let gy, denote the maximum
number of queries on H,. An initially empty list L,
associated with this query is maintained by €. If there
is a tuple (w;, ID;, m;, h, ;) in L,, € returns h,; to o/,
as the response of the input (w;, ID;, m;). Otherwise,
€ randomly chooses h,; €, Z; and adds the tuple

Execution time (ms)
— ] [3%)
wu (=] w
[=1 [=} (=1
[=} [=} (=)

1000 [
(w;, ID;, my, hy ;) into L,. After that, € returns h,; to
500 £ : oA
0 ; N H n (iil) H3(v;1,v;,) query: let gy denote the maximum

10 20 30 40 50 60 70 80 9 100 number of queries on H;. An initially empty list L

The number of mobile sensors

—+ Setup algorithm
—©— Key—Generation algorithm
—*— Signcryption algorithm

associated with this query is maintained by €. If
there is a tuple (v;,v;,,h3;) in L;, € returns h;; to
4 as the response of the input (v; }, v;,). Otherwise,
€ randomly chooses h;; € Z; and adds the tuple

Aggregate algorithm
—— Aggregate—Verifcation algorithm
Designcryption algorithm

(Vi1 Vig> h3;) into Ly. After that, € returns hs ; to /.

(iv) Secret-Value-Extraction(ID;): let g5 denote the max-
imum number of queries on this oracle. An ini-
tially empty list Lg associated with this query is
maintained by €. Upon receiving this query on ID;
such that ID; = ID;, € aborts this simulation.
Otherwise, € performs as follows: If there is a tuple
(ID;, usk; , upk; ;) in Lg, € returns usk; , to o/, as the
response of the input (ID;). Otherwise, € randomly
chooses usk; | €, Z; and calculates upk; , = usk; P.

FIGURE 4: Computation overhead of the proposed protocol.
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B 8000 po After that, € adds the tuple (ID;, usk; ;, upk;,) into
g ‘ ‘ ‘ ‘ ‘ ‘ ‘ . Lg and returns usk; , to &/,.

g 6000 1 (v) Partial-Private-Key-Extraction(ID;): an initially emp-

e ty list Lp associated with this query is maintained

Z 4000 by €. If ID; = ID;, € randomly chooses y; €z Z,

and calculates upk;, = y;P. After that, € adds the

2000 ¢ tuple (ID;, upk; , L, upk;,) into L and returns 1 to

g, as the response of the input (ID;). Otherwise,

0 3 P € performs the following steps. If there is a tuple

1020 30 40 50 60 70 80 90 100 (ID;, upk; ,, usk; 5, upk;,) in Lp, € returns usk;, to

The number of mobile sensors

—+— Setup algorithm

—&— Key-Generation algorithm

—#— Signcrypt algorithm
Aggregate algorithm

4. Otherwise, € randomly chooses usk; », h, ; €, Z;
and calculates upk; , = usk;,P - h, ;- mpk. After that,
@ adds the tuple (ID;, upk;,, usk;,, upk;,) into Lp
and (ID;, upk; ,, upk; ,, mpk, h, ;) into L, and returns

usk;, to o).

—»— Aggregate—Verifcation algorithm

Designcryption algorithm (vi) Public-Key-Extraction(ID;): if there is a tuple (ID;,

upk; 1, usk; 5, upk; ,) in Lp, € returns (upk; ;, upk;,)
FIGURE 5: Computation overhead of the Xiong and Qin’s protocol. to o, as the response of the input (ID;).
Otherwise, % queries the Partial-Private-Key-
oracles. Let g;; denote the maximum number of queries on Extraction(ID;, upk; ) and returns (upk; ,, upk;,) to

H,. % randomly chooses I € [1, gy . .

(vii) Public-Key-Replacement(ID;, upk; , upk;,): if there
is a tuple (ID;,upk;,,usk;,,upk;,) in Lp, € also
updates (ID;, upk; , usk; ,, upk; ,) into < IDi,upk;,l,
1, upkL2 >in Lp.

A.2. Training. € and & interactively play the game as follows:

(i) H,(ID;, upk; ,, upk; ,, mpk) query: an initially empty
list L, associated with this query is maintained by .
If there is a tuple (ID;, upk; |, upk; ,,mpk, h, ;) in L,

(viii) Signeryption(m;, ID;, ID): let g5 denote the maxi-
@€ returns h,; to &/, as the response of the input

mum number of queries on this oracle. ID;, ID; are
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considered to be the identity of sender and receiver,
respectively. This query is executed as follows:

() If ID; # ID; and ID; # ID;, the Signcryp-
tion algorithm is executed by €, who knows
(usk; 1, usk; »).

(2) Else if ID; = ID; and ID; # ID;, € ran-
domly chooses f;,, fi3 €x Z;, calculates f;; =
fio(upk; ) +upk;, +hy ;- mpk + f;3P), and sets
fiz = Hy(fi 1, 1D m;) + Hy(usk;, f; 1, 1D, m;),
where h;; is obtained by either searching
(ID;, upk; |, upk; ,, mpk, h, ;) in L, or asking the
H,(ID;, upk; ,, upk; ,,mpk) query. Note that,
if such query has been responded with a
different value before, € aborts this simu-
lation. The tuples (ID;, usk; ;, upk;,) and (ID;,
upk;,, usk;,, upk;,) are outputted by searching
Lg and Lp, respectively. € calculates v;; =
usk;, fi1» vio = usk;,f;; and searches
(Vi1 Vis h3;) in L. If there is no such tuple in
L;, € randomly chooses h; ; € Z; and adds the
tuple (v;,,v;,,h3;) into L;. After that, € cal-
culates ml{ = h;; ® m; and returns C; = {f;,,

_fi,Z’ _fi)3) m:} tO dl'

(ix) Designcryption(C;,ID;, ID]-): ID;, ID; are considered
to be the identity of sender and receiver, respectively.
This query is executed as follows:

(1) If ID; # ID; and ID; # ID;, the Designcryption
algorithm is executed by €, who knows (usk; ;,
usk;,).

(2) IfID; = ID; and ID; # ID;, € queries H;(ID;,
upk; ,upk; ,,mpk) and searches the tuple
(Vi1»Viz»hy,) in Ly such that m; = hy; @ m;. €
checks if H,(f;,(upk;, + upk;, + hy; - mpk +
fi3P),ID;,m;) + Hz(vi,l,IDj, m;) = fi5. If
the verification holds, € returns m; to ;.
Otherwise, € aborts this simulation.

A.3. Challenge. Eventually, &, sends S = {(m,m],

.....

{1,...,n} such that ID; = ID;. Thus, the solution of the CDH
problem is calculated by € as follows:

(1) € randomly chooses d € {0,1}. For i ranges from 1
to n, € queries H,(ID;, upk; ", upk;,", mpk) to get
hy ;. After that, € randomly chooses f, f;’; € Z,
and calculates hy ; = H,(ID}, upk; ", upk;,", mpk),

fiv = filupk,,™ + upk;,™ + hi; - mpk + f3P),
where f7; is defined as f; = H,(f;},1ID;,m;;) +

Hz(x;ff.j‘l,ID;,m.*d). @ sets f;| =aP,n" = upkj)z* +

i i,

h;"j -mpk and constructs C; = (f}}, fi5> fi3 M} g)-

(2) € generates the aggregate signcryption C* on
(M 31D} )iy, o ID;‘) and then sends C* to &,.

1

o, adaptively queries the same oracles as the Train-

ing phase. Note that, &/, is not allowed to query the

Designcryption oracle on C* with the receiver whose iden-
tity is ID,.

A.4. Guess

o Returns d' to €.1fd’' = d, € calculates the solution of the
CDH instance as

abP = via =¥ fin B usk;y” fir = i fia
hij hij
aP (uskj’z* - y]*) a-msk - hi].P (A1)
hj hi;

= a - mpk = abP.

To solve the CDH problem, it is required that the follow-
ing events are executed successfully by &

(i) Z,: any of o/,’s Secret-Value-Extraction query is not
aborted by 6.

(ii) Z,: any of &/,’s Signcryption query is not aborted by
%.

(iii) Z5: there existsi € {1,...,n} such that ID; = ID; in S.
(iv) Z,: the C* returned by € is valid.

The probability that € solves the CDH problem is
denoted as P(2,%,%,%,), which is decomposed as

P(ZIZZZSZAL) = P(ZI)P(ZZ | ZI)P(Z3 | Z122) (A 2)
: P(24 | 212223) . '

Claim A.l. The probability that any of /,’s Secret-Value-
Extraction query is not aborted by & is at least (1 — 1/gy; ).
Thus, P(Z,) > (1 - l/qu)qs.

Proof. Upon receiving a Secret-Value-Extraction query, &
aborts the simulation if the query is on ID; = ID;.
Obviously, the probability that € does not abort a Secret-
Value-Extraction query is 1 — 1/gy; . Since &/, is able to ask at
most gg times of such queries, the probability of this event is
as least (1 — l/qu)qS. O

Claim A.2. The probability that any of o/,’s Signcryption
query is not aborted by € is at least (1-(1/qy;, )(1-1/qy, ))dse,

Thus, P(2, | ) > (1 - (1/gy)(1 ~ /gy ).

Proof. Upon receiving a Signcryption query, € aborts the
simulation if the included query on H, oracle has been
responded with a different value before. Obviously, the
probability that € does not abort a Signcryption query is
1-(1/g,)(1-1/gy ). Since o is able to ask at most g such
queries, the probability of this event is as least (1 —(1/ qm, )(1-

1/q,))%e. O

Claim A.3. The probability that there existsi € {1,...,n} such
that ID; = ID; in S is at least 1/qy; .
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Proof. It 2|, X, occur, € aborts the simulation unless there
exists ID; = ID; in 8. Thus P(2; | 2,%,) > 1/qp,. O

Claim A.4. The probability that the C* is valid is at least e.
Thus, P(2, | £,%,%5) > €.

Proof. Because & is able to break the Ind-CCA-II security
with the advantage €, &/, can check the validity of C* with

advantage €. Thus, the probability of this event is as least €.
O

In this way, the probability that & solves the CDH
problem is calculated as

€ = P(lezz3z4)
1 qs 1 1 qsc €
() k)
qm, qmH, qm, qn,

B. Proof of Lemma 13

(A3)

Given an input (P,aP) € & of the ECDLP assumption, the
task of the challenger % is to calculate a with the support of
Type I adversary &/,. Assume &/, is able to forge a valid
signcryption with advantage e.

B.1 Setup. € randomly chooses a€pZ, and calculates
mpk = aP. After that, € sets the public parameters params =
{p,q, P,mpk,H,, H,, H;} and sends params to <f,, where
H,, H,, and Hj are considered to be random oracles. Let g,
denote the maximum number of queries on H,. € randomly

chooses I € [1,qy ].

B.2. Training. In this phase, &/, queries the same oracles and
receives the same responses as the proof of Lemma 10.

B.3. Forgery. Eventually, &/, returns a forged aggregate
signeryption 0" = {(f;", f1,m ")y F) on

n messages with n mobile sensors, where F Tgl) =y, f:;l).
Note that identities and public keys of the mobile sen-
sors form the lists L;, = {ID},...,ID;}, Lpr =
{(upky " upk,,”), ..., (upk, ", upk,,")}, respectively, and
the messages form the list Ljyfl) = {mf(l),...,mz(l)}. It is
required that there exists i € {1,...,n} such that ID] = ID;
and the oracle Signcryption(mf(l),ID;‘,ID;) has not been
queried. Moreover, the forged aggregate signcryption must be
valid. Thus, the solution of the ECDLP problem is calculated
by & as follows:

(1) Ifthese is a tuple (v; ;, v; 5, h3 ;) in L such that mi*(l) _

#1(1) _ * (1) _ * rx(1)
hy;@m ", v, = uskj,1 fi’1 s Vip = usk]-’2 fi,1 , 6
retrieves mi* o, Otherwise, € aborts this game.

(2) If the verification holds in Aggregate-Verification
algorithm by inputting 0* ", & replays this game with
the same random tape with different choices of H,

H, oracles. Thus, another two forged aggregate
L L0

. . @ @
signcryption schemes {( fl*1 i M )i n’Fj,S}

.....
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4l . The following equations hold if these signatures
are valid:

k k k k
I(,Z) (upkl,l +upkp, + hﬁl) -mpk + f1(,3)P) = I(,l)' (B.1)

In this equation, k = 1, 2, 3. Because upk; , = usk; P,

upk;, = yP, mpk = aP, £\ = rP, (B.1) is denoted
as

B (uskyy +yp +h&a+ fB)=r, k=123 (B2

In (B.1) and (B.2), the values of usk; ), r, and a are
unknown to €. The value of usk;, is calculated as
follows:

uskyy = (£ = £2) " (a (W12 - 1Y)

(B.3)
(2) £(2) (1) £(1) (1) (2)
+fiofis — fis fis - )’I( 12 ~J12 )) .
Consequently, the value of a is calculated as
_ (30 _ @@\ @ _ ;0
a= (fI,Z hir = f13 hu) (”Skl,l +yr) ( 12 ~JI2 ) (B.4)

(2) £(2) (3) £(3)
+ f12 f13 = fia f13-

To solve the ECDLP problem, it is required that the
following events are executed successfully by &:

(i) Z,: any of &/,’s Secret-Value-Extraction query is not
aborted by 6.
(ii) Z,: any of &/,’s Signcryption query is not aborted by
é.
(iil) X5: the forged aggregate signcryption generated by </,
is valid.

(iv) Z,: if 25 occurs, there exists i € {1,...,n} such that
ID; = 1D,

The probability that € solves the ECDLP problem is
denoted as P(2,%,%,%,), which is decomposed as

P(21222324)
(B.5)
= P(ZI)P(ZZ | ZI)P(Z3 | lez)P(z4 | Z12223)-

Here, P(Z,)P(Z, | %) is calculated as the proof of Lemma 10.

Claim B.1. The probability that o/, generates a valid forged
aggregate signcryption is at least €. Thus, P(25 | X,%,) > €.

Proof. If o/,’s Secret-Value-Extraction query and Signcryp-
tion query are not aborted by €, &/, is able to forge sign-
cryption with advantage €. Thus, the probability of this event
is as least €. 0

Claim B.2. The probability that € does not abort the simula-
tion on receiving a valid forged signcryption is at least 1/q; .
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Proof. It %, %,, and 25 occur, € aborts the simulation unless
4/, returns a forgery such that ID; = ID;. Thus P(Z, |
2,3,%5) 2 1/qy . O

In this way, the probability that € solves the ECDLP
problem is calculated as

¢ = P(212223Z4)

(a) (e tea)) s
>(1-— ) (1-—(1-— =
qg, qmH, qmH, qm,

Symbols

(B.6)

RCR; ;: The road condition report generated by S; on RE;

RC;: The jth road condition

S The ith mobile sensor with identity ID;
T;;;  The time when §; sensed RC;
L The location where RC; occurred

j
Sig;;  The action signal about RC;

m;: The realtime message generated by S; on RC;.
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