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Abstract—Seamless roaming over wireless networks is highly
desirable to mobile users, and security such as authentication
of mobile users is challenging. In this paper, we propose
a privacy-preserving universal authentication protocol, called
Priauth, which provides strong user anonymity against both
eavesdroppers and foreign servers, session key establishment,
and achieves efficiency. Most importantly, Priauth provides an
efficient approach to tackle the problem of user revocation while
supporting strong user untraceability.

Index Terms—Authentication, privacy, revocation, key estab-
lishment, wireless communications.

I. INTRODUCTION

Obile handled devices (e.g., notebook computer, PDA

and smart phone) in wireless networks are gradually
changing the way we live our life. For allowing people to get
connected seamlessly using their devices without being limited
by the geographical coverage of their own home networks,
a roaming service should be deployed. A typical roaming
scenario involves three parties: a roaming user U, a visiting
foreign server V' and a home server H of which U is a
subscriber. When U is in a foreign network administered
by V, roaming service enables U to access its subscribed
services through V. There is a direct communication link
between U and V' and another between V and H. However,
there is no direct communication link between U and H.
To prevent fraudulent use of services, user authentication
is a mandatory requirement. In addition, user privacy has
become a serious concern in roaming services as roaming
protocols may expose users’ identities and locations at the user
authentication phase. These considerations necessitate privacy-
preserving user authentication.

A privacy-preserving user authentication scheme should
satisfy the following requirements [1]: (1) Server Authen-
tication: a user is sure about the identity of the foreign
server. (2) Subscription Validation: a foreign server is sure
about the identity of a user’s home server. (3) Provision
of user revocation mechanism: due to some reasons (e.g.,
the subscription period of a user has expired or a user’s
secret key has been compromised), user authentication should
allow a foreign server to find out whether a roaming user
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is revoked. (4) Key establishment: the user and the foreign
server establish a random session key which is known only
to them and is derived from contributions of both of them. In
particular, the home server should not know the session key
(e.g., [2], [3]). (5) User anonymity: besides the user and its
home server, no one including the foreign server can tell the
identity of the user; and (6) User untraceablility: besides the
user and its home server, no one including the foreign server
is able to link any past or future protocol runs of the same
user.

When user revocation is supported in an authentication
protocol, it is more challenging to achieve user untraceability
because on one hand, information is given to foreign servers to
identify revoked users, but on the other hand, the information
should not enable foreign servers to link other protocol runs
of the revoked user. More specifically, the protocol runs
involved by a revoked user before his revocation should remain
anonymous and unlinkable. This is referred to as backward
unlinkability in roaming service. In addition, for a time-limited
revocation due to, for example, suspension of service for a
period of time, the anonymity and the unlinkability of the
revoked user’s protocol runs after the revocation period should
also be maintained. We refer to this property as forward
unlinkability in roaming service. Requirement (6) includes
backward and forward unlinkabilities which, until now, are
unsolved problems.

In this paper, we assume that the attacker has total control
over all communication channels among the user, foreign
server and home server. That is, the attacker may intercept,
insert, delete, or modify any message in the channels. Par-
ticularly, we consider four major types of threats to user
authentication, namely, message en route threat, false mobile
user threat, DoS attack and deposit-case attack [4]. The
message en route threat includes that an attacker relays and/or
redirects messages. The false mobile user threat includes the
case where an attacker could impersonate a foreign/home
server, as well as the case where mobile users under the control
of an attacker collude. DoS attack refers to the overwhelming
service requests from attackers in the purpose of blocking
services from genuine mobile users. In deposit-case attack,
the user is honest while there is a malicious server M, who
will make the foreign server V' to believe that the home server
of the user is M without being detected by the user nor its
home server.

This paper makes two main contributions: (1) We show
some security weaknesses of current user authentication pro-
tocols in wireless communications. (2) We propose a privacy-
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preserving universal authentication protocol called Priauth.
By introducing Verifier-Local Revocation Group Signature
with Backward Unlinkability (VLR-GS-BU), it can satisfy all
requirements described above. Also, Priauth only requires the
roaming user and the foreign server to be involved in each
protocol run, and the home server can be off-line. Additionally,
Priauth belongs to the class of Universal Authentication Pro-
tocols [2] in which same protocol and signaling flows are used
regardless of the domain (home or foreign) a roaming user is
visiting. This helps reducing the system complexity in prac-
tice. Furthermore, Priauth supports verifier-local revocation,
which means that verifiers (i.e., foreign servers) can, based
on the revocation list (RL) sent from the home server, check
locally whether a roaming user is revoked. Note that VLR-
GS-BU is not originally designed for authentication purpose
and a direct application of it imposes two problems in Priauth.
Firstly, it does not allow Priauth to support new group member
joining after system setup. Secondly, it does not provide
Priauth the single registration property commonly available in
most existing authentication protocols, which requires a user
only to register once at the home network before being able to
access the global network. We will provide solutions to these
two problems to make Priauth practical.

The remainder of this paper is organized as follows. In the
next section, we first survey and analyze the related work, and
then discuss their security weaknesses. Section III describes
Priauth in detail. The theoretical analysis of the security
properties of Priauth is provided in Section IV. Then in
Section V, we discuss some important issues about our scheme
and further improve it. Experimental results and performance
analysis of Priauth are given in Section VI. Finally, Section VII
concludes the paper.

II. RELATED WORK

Due to the importance of roaming service, many efficient
authentication protocols have been proposed (e.g., [1]-[3], [5]-
[10]). Conventionally, performing user authentication is to let
the foreign server V' contact the home server H who acts
as a guarantor for vouching that a roaming user U is a
legitimate subscriber of it. Most existing roaming protocols
(e.g., [11, [3], [5]-[10]) employ this method. Unfortunately,
since this method requires a foreign server to unconditionally
forward any login request, valid or invalid, to the home
server, attackers can easily launch DoS attacks on a home
server through a foreign server. Also, these protocols cannot
satisfy requirement (3) and some of them (e.g., [1], [5]-[10])
cannot achieve requirement (4). A universal authentication
protocol with strong user anonymity is proposed in [2]. It
only requires the roaming user and the foreign server to be
involved in each protocol run, the DoS attack on home servers
is thus not applicable. However, in this protocol, V' uses a
challenge-response approach to establish a session key with
U before it authenticates U. An attacker can easily send a
large volume of forged login requests to exhaust the storage
and processing resources of foreign servers. Compared with
other authentication methods, this protocol can provide a
practical user revocation mechanism. However, contrary to
their claims, we observe that the protocol fails to provide
user untraceablility because once a particular user exists in
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Fig. 1. The system overview of Priauth.

the RL sent to V, V' is able to identify all (including past and
future) protocol runs which the user has and will be involved.
The detailed analysis is as follows. At the beginning of a
particular day, V' downloads the latest revocation list RL which
contains the trace keys of the users revoked by H. With the
trace keys, V' can identify whether U has been revoked. In
this protocol, every user’s trace key remains unchanged. Thus,
once a user exists in a particular day’s RL (i.e., once V gets a
user’s trace key), all protocol runs of the user are linkable
to the trace key. In general, the RL is large and updated
very frequently, which means that V' can obtain many users’
trace keys. Therefore, this weakness is serious. Obviously,
their approach cannot satisfy requirement (6). According to
the above analysis, all existing authentication protocols fail
to meet the security requirements that a privacy-preserving
authentication should satisfy.

III. PRIAUTH
A. Overview

Figure 1 shows the system overview of Priauth. As men-
tioned in Section I, it involves three kinds of participants,
a roaming user U, a visiting foreign server V' and a home
server H. The user U who wants to access the global network
firstly registers to H. When U roams into a foreign network
administrated by V, U sends a login request to V. After V
makes sure that U is a subscriber of H, it gives a response
to U and establishes a session key with U. H periodically
publishes a RL to foreign servers including V' so that V' can
look up the RL to find out if a roaming user is revoked
or not without actually knowing who the roaming user is,
and the whole process should be done without any realtime
involvement of H. Here we assume that the special case, in
which the revocation list on a foreign server is expired and the
foreign server cannot link to the home server, does not exist.

To ensure that V' can identify whether U is a subscriber of
H without actually knowing the identity of U and involving
H, a straightforward method is the use of basic group signa-
ture. A group signature scheme is a method for allowing a
member of a group to anonymously sign a message on behalf
of the group. For example, a group signature scheme could
be used by a subscriber of H, allowing a verifier (i.e., V
here) to check if a login request was signed by a subscriber
of H, without knowing the identity of the subscriber who
signed it. To further support user revocation, the simplest
approach is that the group manager changes and re-distributes
the group public key and secret keys of all but the revoked
users. However, it incurs enormous loads to non-revoked
users. There is another method, where revocation messages
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are only sent to verifiers. Since the signers’ processing load is
lower, this approach is suitable for mobile environments where
mobile users anonymously communicate with the verifiers.
We refer to this as the Verifier-Local Revocation (VLR)
group signature approach. However, since a basic VLR group
signature (e.g.,[11]) only provides one user revocation token
for each user, once the tracing trapdoor of a group member
is revealed, all signatures created by that member become
linkable. That is, all protocol runs involved by the member
become linkable.

A more suitable approach is that U signs a login request
message with VLR-GS-BU. It can provide a way to trace
users’ signatures in individual period. Thus it satisfies require-
ment (6) and can remedy the security weakness of the above
two group-signature approaches.

B. Priauth

We present a universal authentication protocol based on
VLR-GS-BU. VLR-GS-BU is a tuple (VLR-GS.Keygen,
VLR-GS.Sign, VLR-GS.Verify) of probabilistic polynomial-
time algorithms: (1) VLR-GS.Keygen (N,T): The group
manager runs this algorithm. This algorithm takes as input
integers N, T'eN indicating the number of subscribers (i.e.,
users) and the number of time intervals, respectively. Its
output consists of a master public key mpk, a vector of
N subscribers’ secret keys usk = (usk[l],...,usk[N])
and a vector of N x T revocation tokens
wrt=(urt[1|[1], ..., wrt[1][T], urt[2][1], ..., wrt[2][T], ...,
urt[N][T]), where wrt[i][j] denotes the revocation
token of wuser U; at time interval j. (2) VLR-
GS.Sign(mpk, usk[i], j, M): This algorithm takes the
master public key mpk, usk[i], the current time interval j
and a message Me€{0,1}*, and outputs a group signature
0. (3) VLR-GS.Verify(mpk, j, RL;,0, M): It takes as input
mpk, the interval j, a set of revocation tokens RL; for
interval j, a signature o, and the message M. It outputs
either “valid” or “invalid”. The former output denotes that
o is a correct signature on M at interval ;7 with respect to
mpk, and the signer is not revoked at interval j. Next we
review a concrete VLR-GS-BU scheme of [12]. Let GG be a
cyclic group of large prime order p.

VLR-GS.Keygen (N,T): The group manager randomly
selects a generator g€G and gerG. Additionally, it selects
h;€RrG for all j€[1,T]. Then it selects y€ rZy; and computes
w = g". Subsequently, it selects z;€RrZ, and computes
A; = gY0F=) for all ic[l, N]. After that, it computes
B;; = hf for all ¢ and j. The master public key mpk is
(9,9,h1,...,hr,w). Each subscriber’s secret key usk[i] is
(A;, x;). The revocation token at interval j of subscriber with
secret key (A;, x;) is urt[i][j] = Bij.

VLR-GS.Sign(mpk, usk[i],j, M): We assume that a
signed message Me{0,1}* includes the time interval j in
order to bind the signature to the interval. The algorithm
is as follows. (1) Select random number «, 3,0€RZ:. (2)
Compute T} = A;g*, Ty = ¢°g°, Tz = e(g”“,hj)gy, and
T, = ¢° (3) Compute V. = SPK{(a,f3,0,z; A;)
T1 = Aiga/\TQ = gagﬁ/\Tg = E(Qri, hj)(s/\TLL =
g’ Ne(A;,wg™) = e(g,g)}(M). For simplicity, the detailed

description of the signature from zero-knowledge proofs
of knowledge (SPK) is omitted in this paper. The reader
can refer to [12]. (4) Output the group signature o =
(Th, T, T5, T4, V).

VLR-GS.Verify(mpk, j, RL;,0,M): The inputs are
mpk = (g,9, h1, ..., hr,w), the current time interval j, the
revocation list RL; that consists of urt[i][j] for all revoked
U, at interval j, a target signature o = (714,72, 15,714, V),
and the message Me€{0,1}*. This algorithm can perform
two functions: (1) Signature check. Check that ¢ is valid,
by checking the SPK V. (2) Revocation check. Check
that the signer is not revoked at interval j, by checking
T3756(T4, Bl]) for all BijERLj.

We consider that there are multiple servers, each server
manages a group of subscribers, and each subscriber could be
a roaming user. Below is the system setup. (1) Each server is
the group manager of an independent VLR-GS-BU scheme
and has a master public key mpk generated using VLR-
GS.Keygen. The master public key mpk of each server is
publicly known to all other servers. In practice, this could be
realized by the conventional Public Key Infrastructure (PKI).
More exactly, there exists a trusted Certificate Authority (CA)
who issues a digital certificate to each server, so that the
certificate binds the server’s identity and its master public key.
For each subscriber of a server H, say U;, U; secretly obtains
a user secret key usk[i] from H during the registration phase
while the vector of IV x T revocation tokens is kept by H. H is
called the home server of the subscriber U;. Each server also
has a signing/verification key pair (sk, pk) of a conventional
digital signature method, e.g., ECDSA [13]; (2) To make
efficient revocation checking, we make a small extension to
the VLR-GS-BU scheme as follows. As the group manager of
an independent VLR-GS-BU system, each server can set the
interval unit (e.g., hour, day, month). We assume the server
H sets day as the interval unit. Thus at the beginning of each
day, say j, all servers except H download the latest revocation
list RL; = {urt[ki1][J], .. ., wrt[k:][4], . . ., wrt[ki][j]} from H,
where 1<k;<N. (3) The ID and mpk of each server are
publicly known to all the users who are within the network
controlled by the server. This could be realized by requiring
the serving network to broadcast its digital certificate to all
the users currently in the network.

In the following, we describe the details of the protocol
which is carried out between a roaming user U; (whose home
server is H) and a visiting foreign server V. The protocol is
illustrated in Fig. 2.

1) U; firstly chooses a random number R,, and
a temporary identity alias, and generates oy=VLR-
GS.Sign(mpk, uskli], j, H|V | alias||g®«||ts) and then

sends {H,alias, g™ ts,op} to V. Here a timestamp ts is
added by U; to counter replay attacks.

2) After receiving the message, V' verifies it. If the signature
is invalid, V rejects it; otherwise, V' chooses a random number
R,, and computes oy = ECDSA.Sig(skv, my), where
my = H||V|alias|g™*||g"*. Then V sends {V,g® oy}
back to U. Subsequently, V' computes the session key SK =
(¢g%«)Fv and erases R, from its memory.

3) Upon receiving {V, g%, oy}, U verifies oy by running
ECDSA.Ver(pky, my, oy ). If ECDSA.Ver returns 1, U gen-
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Fig. 2. The protocol run of Priauth.

erates the session key SK = (gf**)%« and erases R, from its
memory. After that, U generates (H ||V ||alias||g®| g% ) sk
and then sends it to V. Here (X )x indicates encrypting a
message X using a symmetric key K. After receiving the
message, V' decrypts and then verifies it. If the message is
valid, V' concludes that U has established a session key;
otherwise, V' rejects the connection.

Obviously, for Vj€[l,2,...,T], if H hopes to revoke a
particular user U;, he simply puts the revocation token urt[i][J]
into RL,. Otherwise, for Vj€[1,2,...,T), if H allows U; to
access the global network, H does not put urt[¢][j] into RL;.
In addition, through simply replacing V' with H, this protocol
can also be used for authentication and key establishment
when U is in its home network. Hence Priauth is a Universal
Authentication Protocol.

IV. SECURITY ANALYSIS

We analyze the security of Priauth to verify whether the

requirements mentioned in Section I have been satisfied.
Server authentication is done by the challenge-response pair
{{H, alias, g%},
ECDSA.Sig(sky, {H||V||alias| g™|g"})}. Due to the
existential unforgeability of digital signature, only V' who
has sky can generate a valid signature on U;’s freshly
generated challenge {H,alias, g™+}. Since only the trusted
CA can generate a valid certificate for V, and the iden-
tity of V and its verification key pky are included and
bound by the certificate, V' cannot cheat by using differ-
ent verification pairs, or different IDs. Subscription valida-
tion is achieved by the message {{H,alias, g™, ts},VLR-
GS.Sign(mpkyr, uskl[i], j, H||V ||alias||g®||ts)}. Due to the
existential unforgeability of the group signature, only a legit-
imate subscriber of H can generate a valid signature on the
freshly generated sub-message {H, alias, g%« ts}. Note that
only the trusted CA can generate a valid certificate for server
H, and the identity of H and its master public key mpky are
included and bound by the certificate. Therefore, no one can
cheat V. Additionally, since Priauth satisfies requirements (1)
and (2), it can resist message en route and false mobile users
threats.

To analyze Priauth with respect to user anonymity and
untraceability. We consider two cases according to whether
a roaming user U; exists in the RL of H during a particular
interval j. One case is user U; does not exist in the RL of H.

User anonymity is achieved due to the anonymity of VLR-GS-
BU, which is a special group signature algorithm. V' is not able
to obtain the identity of the real signer since it does not have
U,’s revocation token wurt[é][j], only U;’s home server H has.
User untraceability is also achieved by the anonymity of VLR-
GS-BU. The reason would become clear when readers refer
to the anonymity definition for VLR-GS-BU in [12]. Here we
mainly focus on the second case, where U; exists in the RL
of H during a particular interval j. Thus, V' can obtain U;’s
revocation token wurt[i][j] and uses it to make sure that U;
is revoked for interval j. Since the revocation token of each
user evolves for every interval, V' cannot link U;’s protocol
run during any interval j; to urt[i][j], where j17#j. That is,
Priauth can preserve the anonymity and the unlinkability of
U;’s protocol runs during past and future periods. According
to the above analysis, Priauth can provide user anonymity and
untraceability.

Priauth only requires the user and the foreign server to be
involved in each protocol run, and the home server can be
off-line. Thus, DoS attack on home servers is not applicable.
Also, since a foreign server authenticates a user at the very
beginning in the protocol execution, Priauth can mitigate DoS
attack on foreign servers. For deposit-case attack, suppose a
malicious server M manages to modify the user’s claim and
then produces a group signature to V. In this case, V will use
its signing key to make signature on the identity of M and
then send the signature to the user. With the verification key
of V, the user can know that V' does not think its home server
is H. Thus, this attack can be detected by the user.

V. DISCUSSION
A. New User Joining

New user joining is about allowing a new user to register
to a server after system setup. To support dynamic partic-
ipation, an authentication scheme should support new user
joining. For the above protocol, however, this new user joining
mechanism no longer works. A feasible new user joining
mechanism is added into Priauth as follows. We assume a
user U, hopes to register to a server H during interval j,.
After verifying U,,’s information, as the group manager of
an independent VLR-GS-BU system, H selects z,€rZ,; and
computes A, = g'/(r+2) After that, it computes B,; =
hs» for all j€[jn, T]. The master public key mpk is still
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TABLE I
PERFORMANCE COMPARISON BETWEEN PRIAUTH AND RELATED WORK

DoS: DoS attack resistance; BF: Provision of User Revocation with Backward and Forward Unlinkabilities
Protocols Number of | Universal | Communication Single DoS | BF User Key User public
parties overhead Registration Untraceablility | establishment | key operations
HZCB [1] 3 No 23+26 Yes No No Yes No -
YHWD [2] 2 Yes 26 No No No No Yes 8.75ECSM
+3Pairing
HCCBEF [5] 3 No 23+26 Yes No No Yes No -
YWD [3] 3 No >58+ 39 Yes No No Yes Yes 6.25ECSM
Priauth 2 Yes 26 Yes Yes Yes Yes Yes 15.75ECSM
+4Pairing
TABLE II
TIMINGS FOR ECSM AND PAIRING OPERATIONS
798MHz Processor 1GHz Processor 1.33GHz Processor | 1.60GHz Processor
ECSM Pairing ECSM | Pairing | ECSM Pairing ECSM Pairing
Time(ms) 1.767 11.888 1.740 11.0 1.729 9.287 1.719 9.028

(9,6, h1, ..., hr,w). Uy’s secret key usk[n] is (A, xy). The
revocation token at interval j of user U, is urt[n][j] = By,
where j€[jn, T].

B. Home Server Update

As described in Section III.B, the lifetime of Priauth, say
Tiife, is computed as Tj; o = T'X Ty Here T is the number
of time intervals while T, is the interval unit. Not only the
length of the master public key of H but also the number
of revocation tokens is linear to 7. As mentioned above, the
master key of H is stored on every subscriber of H while the
revocation tokens are stored on . Considering the limited
storage resource of mobile devices, 1" should be restricted.
However, to extend the lifetime of the proposed protocol, T'
should be large enough. Regarding this point, there exists a
tradeoff. Clearly, at the end of the protocol lifetime, all users
need to re-register to their home server H. In some settings, it
may not be convenient for a user to re-register to his previous
home server H after he leaves his home network. To support
single registration as most existing authentication protocols
do, we present a practical approach which removes the need
of user re-registration after the protocol lifetime expires.

We assume that at interval 77, the lifetime of a server H has
expired. We also assume the number of intervals of the next
lifetime of H is T5. In addition, we assume that at interval 77,
there are Ny subscribers, whose secret key usk[i] is (A;, x;),
respectively. Here i€{1, ..., N1}. To ensure that Priauth still
runs for Vj€[Ty + 1,71 + T3], the home server H just needs
to recompute the new master public key and the revocation
tokens for the /Ny subscribers. The other procedures of Priauth
remain unchanged. The detailed description is as follows. As
the group manager of an independent VLR-GS-BU system, [
selects h;€rG for all je[Th + 1,T1 + T3]. Then it computes
B;; = hft for all ¢+ and j. The new master public key mpk
is (9,9, A1, 41,- -, hry 41y, w). Each subscriber’s secret key
usk[i] is still (A4;, ;). The revocation token at interval j of
subscriber with secret key (4;,z;) is urt[i][j] = B;;. Note
that g, g and w are unchanged. Through the conventional PKI,
the new master public key of H is publicly known to all other

servers. Also, the new master public key of H is distributed
to its subscribers in the following way. When a subscriber U
of H roams into a foreign network administrated by V' after
interval T}, assuming that U somehow has not yet obtained
the new master public key of H, U can obtain the new master
public key by requesting [’s digital certificate from V.

VI. PERFORMANCE AND IMPLEMENTATION

Table I shows the performance comparison of Priauth and
related works ([1]-[5]). Note that the complexity of highly
efficient operations such as hash function and symmetric
encryption/dencryption operation is omitted. Here public-key
operations are counted as follows: ECDSA [13] takes 1 Elliptic
Curve Scalar Multiplication(ECSM) operation for signing, and
1 Multi-ECSM (~1.25 ECSM [14]) operation for verification;
the Diffie-Hellman exchange takes 2 ECSM operations; and a
public key encryption takes 2 ECSM operations. The ECSM
operation of OpenSSL [15], an open source implementation
of the publicly available SSL [16] specification, has been
introduced into the implementation of Priauth. The implemen-
tation results on ECSM and Pairing [17] are summarized in
Table II. we perform the same experiment ten thousand times
and take an average over them. From Table I, it is easy to
visualize that a successful user authentication in Priauth re-
quires 15.75ECSM and 1 Pairing computation (plus 3 Pairing
computations that can be pre-computed) on a roaming user. We
assume the access device of a roaming user runs on a 798 MHz
processor, thus it takes 39.7 ms (plus 35.7 ms pre-computed).
Currently, the clock frequency of most Laptop PCs, PDAs
and smartphones is greater than 700 MHz. Therefore, Priauth
is efficient to be employed on most mobile devices. For new
user joining, it just takes (7' — j,, +2) ECSM computations on
H while the new user does not need to do any computations.
Suppose that a new user hopes to subscribe a 365-day service,
this incurs 366 ECSM computations on H. Additionally, home
server update takes (1+ N7+ N1 xT») ECSM computations on
H. In general, a foreign server or home server is a powerful
server (i.e., mainframe), hence the resource consumption on
them is negligible. For communication overhead, we assume
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that the expected authentication message delivery cost between
the foreign server and the home server is [ unit and that
between the roaming user and the foreign agent is ¢ unit,
respectively. As shown in Table I, same as the scheme of [2],
Priauth outperforms all other protocols on communication
overhead.

VII. CONCLUSION

In this paper, we have proposed a novel protocol to achieve
privacy-preserving universal authentication for wireless com-
munications. The security analysis and experimental results
show that the proposed approach is feasible for real applica-
tions.
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