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Abstract

With the development of the Internet of Things (IoT) field, more and more data are generated by IoT devices and

transferred over the network. However, a large amount of IoT data is sensitive, and the leakage of such data is a privacy

breach. The security of sensitive IoT data is a big issue, as the data is shared over an insecure network channel. Current

solutions include symmetric encryption and access controls to secure the data transfer, but they have some drawbacks such

as a single point of failure. Blockchain is a promising distributed ledger technology that can prevent the malicious

tampering of data, offering reliable data storage. This paper proposes a distributed access control system based on

blockchain technology to secure IoT data. The proposed mechanism is based on fog computing and the concept of the

alliance chain. This method uses mixed linear and nonlinear spatiotemporal chaotic systems (MLNCML) and the least

significant bit (LSB) to encrypt the IoT data on an edge node and then upload the encrypted data to the cloud. The proposed

mechanism can solve the problem of a single point of failure of access control by providing the dynamic and fine-grained

access control for IoT data. The experimental results of this method demonstrated that it can protect the privacy of IoT data

efficiently.

Keywords Blockchain � IoT � Access control � Data privacy � Cloud storage

1 Introduction

The Internet of things is an emerging technology. Owing to

the accompanying growth of IoT, a great deal of attention

has focused on the issues of IoT devices [1]. IoT is a

system of interconnected computing devices with unique

identifiers (UIDs) and can perform data communications

without any human involvement. The definition of the IoT

has evolved due to the convergence of multiple technolo-

gies in it, such as real-time analytics, machine learning,

commodity sensors, and embedded systems. The term

‘‘things’’ refers to intelligent and self-configurable devices.

These devices are used to build efficient and dynamic

platforms for communication and collaboration [2]. The

devices used in IoT are heterogeneous and resource-con-

strained in terms of storage, power, and computation.

According to a study published by Gartner, the number of

connected devices in IoT will rise to 20 billion by the year

2020 [3]. However, there are several serious concerns

raised due to the growth of IoT [4], especially in the areas

of privacy and security of data. Consequently, the gov-

ernments and industry have started taken moves to address

these concerns.

The high-level architecture of IoT is shown in Fig. 1. It

consists of the sensing/perception layer, networking layer,

middleware layer, application layer, and business layer [5].

The perception layer deals with sensor devices. These

devices sense data from the physical world and commu-

nicate it to the middleware layer through the network layer.

The network layer uses different technologies such as 4G,

5G Bluetooth, and ZigBee for the transmission of the data
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to the middleware layer. The middleware layer uses a

database to store all the data from sensors. The application

layer collects the data from the middleware layer and

integrates it with smart apps. Finally, the business layer is

responsible for the management of the whole IoT system

and services.

IoT devices generate a huge amount of data, some of

which may be sensitive. For example, in the smart

healthcare system [6], the data generated by the IoT

devices is related to the personal health status of patients,

which is very confidential. Thus, it is important to protect

these devices and sensitive data from any security breach.

Access control is the first line of defense, which limits the

data access to only those having the correct permissions

[7]. Encryption is also a good option for data security to

ensure data confidentiality and integrity. Without a proper

security mechanism, sensitive data can be vulnerable to

various forms of attack.

Access controls and data privacy are indispensable

means to achieve secure communication in an IoT network

[8, 9]. However, due to the resource-constrained nature of

IoT devices, conventional mechanisms are not suitable for

this complicated system. For example, in centralized

mechanisms such as the ones proposed in [10], there are

problems of scalability, single point of failure, and are

highly prone to security threats during communication. To

overcome these issues, a decentralized mechanism was

proposed in [11], but it still has limited scope in commu-

nication. There is a need for a new mechanism that is more

suitable for the distributed nature of the IoT system.

In recent years, blockchain technology has attracted

significant scientific interest in research areas, one of them

being the Internet of Things [12]. The blockchain tech-

nology can be an effective solution for fog computing and

IoT problems [13–19], mainly due to its decentralized

nature and cryptographic properties. Blockchain allows the

integration of access controls that offer a fine-grained

access control mechanism for IoT devices. Benefiting from

the characteristics of fog computing and the distributed

nature of blockchain, we have proposed a blockchain-en-

abled access control mechanism for the security of IoT

systems. The main contributions of this paper are sum-

marized below:

– A novel decentralized mechanism that provides fine-

grained access control to create a controlled and secure

environment for IoT systems.

– A secure data sharing mechanism for IoT systems by

using mixed linear-nonlinear coupled map lattice and

least significant bit method algorithm.

– The effectiveness of the proposed method was demon-

strated with the case study using IoT data sharing for a

smart city, followed by a security analysis and

comparison with the state-of-the-art blockchain-based

access control techniques.

The remainder of this paper is organized as follows:

Sect. 2 describes the background of our research. Section 3

presents the related work. Section 4 explains our decen-

tralized blockchain-based mechanism. The experimental

setup, case study demonstration, security analysis, and

comparative analysis are presented in Sect. 5. Finally,

Sect. 6 concludes the paper and identifies some future

work.

Fig. 1 Architecture of IoT
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2 Background

This section provides an overview of the blockchain

technology, the least significant bit method algorithm,

mixed linear-nonlinear coupled map lattice, and attribute-

based access control mechanisms.

2.1 Blockchain

Bitcoin was first introduced by Nakamoto (a pseudonym

of Satoshi Nakamoto) in a review of the cryptography

group ‘‘Bitcoin: A Peer-to-Peer Electronic Cash Sys-

tem [20]’’ in 2008. The article described an electronic cash

system based on peer-to-peer technology that can imple-

ment online payment functions without the participation of

any intermediate financial institutions. It proposed a solu-

tion for avoiding double spending, called proof of

work (PoW) mechanism.

When bitcoin was first proposed, it did not attract much

attention. However, with its stable operations and devel-

opment of the network, bitcoin is now popular worldwide.

The underlying technology of bitcoin has gradually been

noticed economy-wide. Authoritative magazines, like The

Economist, Harvard Business Weekly, and Fox Magazine,

have stated that blockchain technology will change the

world. In 2017, the State Council issued the ‘‘National

Technology Transfer System building programs’’ addres-

sed the speed up the transfer of scientific and technological

achievements of blockchain. Later, Gartner listed block-

chain technology as one of the ten major strategic Science

and Technology developments for 2018.

There is no universal definition for blockchain tech-

nology, but a blockchain is generally described as a special

data structure formed by combining data blocks in a chain

of chronological order along with a protocol that guaran-

tees its cryptographic properties like tamper-proof data.

The protocol is decentralized and creates a trust-free dis-

tributed shared ledger system. From a technical perspec-

tive, blockchain is a series of distributed ledger

technologies implemented using a deep integration [21]

of the P2P network, asymmetric encryption, consensus

mechanism, and on-chain scripts techniques. The basic

framework of the blockchain is shown in Fig. 2. It is

mainly composed of a data layer, a network layer, a con-

sensus layer, and an application layer. Blockchain tech-

nology utilizes an encrypted chain of blocks structure to

verify and store data. P2P network technology and con-

sensus mechanisms are used to implement distributed node

verification, communication, and the establishment of trust

relationships. On-chain script technology is used to

implement complex business logic functions and automate

the operation of the data, resulting in a new method of data

recording, storage, and expression.

Blockchain technology has the following characteristics:

1. Decentralization There is no centralized management

for blockchain nodes. All the participating nodes in

blockchain perform network maintenance functions to

maintain the network. Each node has equal status, and

the damage of one/few node(s) will not affect the

operation of the entire system;

2. Trust-free Nodes do not need to rely on trusted third

parties to establish trust relationships between them in

advance. As long as they operate according to the

blockchain protocol, trusted collaboration and interac-

tion can be accomplished among the distributed nodes;

3. Anonymity The users in the blockchain only correspond

to the public key address. Therefore, users can

complete a transaction without revealing their real

identities;

4. Tamper-resistance In a blockchain system, the con-

nected blocks have a verification relationship. To

tamper the data of a block, the entire chain of blocks

needs to change, and it must be changed within a

certain time. Therefore, the more nodes are in the

system, the higher is the security of the blockchain;

5. Traceability The blockchain uses a block structure to

store data adding a time dimension to it also. Each

transaction on the block is cryptographically related to

two adjacent blocks, thus any transaction is traceable;

6. Programmability The blockchain supports the devel-

opment of services in the application-layer by on-chain

scripts, and users can implement complex decentral-

ized applications by building smart contracts.

2.2 Least significant bit method algorithms

Least Significant Bit (LSB) method uses the least signifi-

cant bit in a digital carrier to hide information that needs to

be encrypted. In a colorful image, each pixel is described

by an 8-bit binary code, and for each pixel, when the least

significant bit is removed, the effect on the overall image

can be ignored. So the lowest bits of the pixels in the image

can be used to hide secret information. This mechanism has

a capability of hiding information, it is simple and easy to

implement, and has little impact on the original carrier.

However, due to the irreversibility of the LSB algorithm on

the carrier, and a provided security mechanism, many

scholars have proposed improved methods, such as in

[22–24].

The works in [22, 23] focused on improving reversible

data hiding methods by increasing their efficiency and

capacity. Since the existing data hiding methods have been

published publicly, if these methods are stolen by those
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having enough knowledge of these algorithms, then these

methods cannot be called secure. To address this problem,

scholars have proposed a method of hiding the data com-

bined with the cryptography. This way, even if the stealer

detects the image which contains the secret information,

without having the correct key, the confidential information

cannot be extracted.

2.3 Mixed linear-nonlinear coupled map lattice

In nature, non-linear motions exist widely, and spatiotem-

poral chaotic systems represent one of them [25, 26]. Since

the coupled lattice model (CML) been proposed, many

related works have made the coupled lattice model a

mature theory. Kaige Zhu [25] design a color image

encryption algorithm based on a chaotic system and block

compressive sensing. Xingyuan Wang [26] proposed a

novel spatiotemporal chaos model (McML) by mixing

logistic, Sine, and tent maps into CML maps together.

Many scholars have researched chaotic systems in dif-

ferent fields [27, 28]. The logistic map [29] proposed by

May is a first-order difference equation f(x) = lx(1 - x).

The mixed linear-nonlinear coupled map lattice

(MLNCML) chaotic system is formed by the L logistic

mapping system coupled through the spatial lattice point

linear adjacent and spatial arnold cat mapping. The math-

ematical model is described below:

xnþ1 ið Þ ¼ 1� eð Þf xn ið Þ½ �

þ 1� gð Þ
e

2
f xn iþ 1ð Þ½ � þ f½xn i� 1ð Þ�f g

þ g
e

2
f xn jð Þ½ � þ f½xn kð Þ�f g ð1Þ

where i, j, and k (1 B i, j, k B L) represent space lattice

grids, e(0 B e B 1) is the coupling coefficient, g (0 B

g B 1) is another coupling coefficient, and n ( n = 1,2,3

…) is a time series and f (x) = lx (1 - x), l [ (0,4].

The lattice points between i, j and k are determined by

the arnold cat mapping:

j

k

� �

¼ A
i

i

� �

modL ¼
1 p

q pqþ 1

� �

i

i

� �

modLð Þ ð2Þ

where p and q are mapping parameters. Different param-

eters p, q and g will lead to the different dynamic behavior

of MLNCML system. When the parameters p, q, and g are

set to fixed values, most of the spatial grids still have

chaotic characteristics because the parameter l changes

Fig. 2 Blockchain basic

framework
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continuously. CML systems are suitable for encryption

systems because their periodic windows are smaller than

low-dimensional chaotic systems. The MLNCML system

has a smaller periodic window than the CML system, so it

is also suitable for encryption.

2.4 Attribute-based access control

Access control is a technology needed by almost all

existing information systems. It refers to the technology

that restricts the access of the subject to the object based on

its identity and permissions (read, write, modify, execute,

etc.), to ensure that data and resources are used within legal

limits. Access control guarantees the confidentiality,

integrity, and availability of data and resources. It is an

important measure of system protection and security.

In an open network environment, the interactions

between users and organizations, organizations and orga-

nizations, as well as multiple servers often lie between

multiple different management domains, where the unified

security access control policies cannot be deployed cen-

trally. The attribute-based access control (ABAC) model

provides a solution to this situation. In an ABAC model,

resource requesters, resource owners, and access restric-

tions are all defined by attributes. Different entities in the

system have different attributes, and access control policies

can be processed uniformly based on those attributes. That

is, in an open network environment, the identity of user

doesn’t have much impact, only the attributes related to the

resource requester have proper worth. As long as the

resource requester has the provided attributes, the system

will grant the corresponding access rights to the requester.

For the resource side, the relevant conditions and require-

ments for accessing the resource are generally fixed. So the

appropriate methods can be used to organize these related

conditions and requirements into related attributes. When

the resource requester wants to access the resource, as long

as the resource requester meets certain attribute require-

ments, which means the relevant access control policy is

satisfied, the resource requester is allowed to access the

resource. ABAC framework model is shown in Fig. 3 [30].

The components of the framework are described below:

1. Attribute-based Access Request (AAR) Subject sends

access requests based on the AAR;

2. Policy enforcement point (PEP) the main function is to

establish AAR, send AAR to PDP, execute the deci-

sion result of PDP;

3. The policy decision point ( PDP) whose main function

is to check whether the subject in the AAR meets the

policy rules and send the result back to the PEP

for execution;

4. Policy management point (PAP-Policy Authority

Point) which provides access control policies

required for PDP decisions, PDP decision rules, basis,

and related constraints are defined in the policy;

5. Attribute Authority (AA) is responsible for establishing

and maintaining the subject, resource, and environ-

mental attributes required by your organization or

system.

The execution process of the ABAC model can be

summarized as follow. First, the requester constructs the

original request (NAR) and sends it to the policy

enforcement point (PEP). The access request needs to

contain information about the required subject, object,

resource, current environment attributes, etc. Next, the

policy enforcement point (PEP) receives the NAR and uses

the information in the attribute authority (AA)

and (NAR) to construct an attribute-based access request

(AAR). Then, PEP sends AAR to Policy Decision Point

(PDP). When the PDP obtains the policy from the policy

management point (PAP), it checks the AAR, and finally

sends the conclusion back to the PEP. The PEP performs

inspection results, that is, access is allowed or prohibited.

Casbin is a powerful and efficient open-source access

control framework. Its permission management mechanism

supports multiple access control models. Casbin config-

ures the permission model through a configuration file and

divides a permission model into request policy, policy

effect, and matches. Compared to XACML, Casbin is very

simple. In ABAC, you can use struct (or a programming

language-based class instance) instead of strings to repre-

sent model elements. At the same time, model elements

can be formulated according to specific business access

rules. Policy files can define detailed policies and the

requests can include relevant attributes of access subjects

and objects. The policy effect can determine the final

judgment result based on the above elements. The result is

to permit or to reject the request.

Casbin has the following characteristics:

1. Support for custom request formats. The default

request format is {subject, object, action}.

2. Obeys access control model and strategic policy.

Fig. 3 ABAC basic framework
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3. Supports multi-level role inheritance in RBAC. Not

only the subject can have a role, but the resource can

also have a role.

4. Supports super users, such as root or administrator.

Super users can access any resource without being

restricted by authorization policies.

5. Support a variety of built-in operators, such as key

match, to facilitate the management of path-type

resources, such as / foo / can be mapped to / foo *.

3 Related work

This section discusses some of the developed access con-

trol mechanisms proposed for IoT and privacy

preservation.

Umair Khalid [7] proposed a decentralized authentica-

tion and access control mechanism for lightweight IoT

devices and is applicable to many other applications. The

mechanism is based on the technology of fog computing

and the concept of a public blockchain. The results gained

from the experiments demonstrate a superior performance

of the proposed mechanism when compared to the state-of-

the-art blockchain-based authentication techniques.

Bhabendu Kumar Mohanta [18] proposed a smart IoT

system by using the Ethererum based blockchain system.

Firstly, it reviewed and identified the security and privacy

issue exists in IoT system. Secondly, blockchain technol-

ogy provides some security solutions. The details analysis,

including enabling technology and integration of IoT

technologies, are explained. Lastly, a case study is imple-

mented and the results are discussed.

Tehsin Kanwal [31] answered three major questions for

privacy preservation in e-health cloud. Firstly, how privacy

models and privacy techniques correlate with each other,

secondly, how we can fix the privacy-utility-trade off by

using different combinations of privacy models and pri-

vacy techniques and lastly, what are the most relevant

privacy techniques that can be adapted to achieve privacy

of EHR on cloud.

Soumya Banerjee [32] proposed a three-factor user

access control scheme, which supports multi-authority

ABE. This scheme is highly scalable as both the ABE key

size stored in the user’s smart card and cipher text size

needed for authentication requests are constant with respect

to the number of attributes.

Saqib Ali [33] designed a blockchain-based data storage

and access framework for PingER (worldwide end-to-end

Internet performance measurement project) to remove its

total dependence on a centralized repository. In the pro-

posed framework, metadata of the files are stored on the

blockchain, whereas the actual files are stored off-chain

through DHT at multiple locations using a peer-to-peer

network of PingER Monitoring Agents.

Oscar Novo [34] proposed a new architecture for arbi-

trating roles and permissions in IoT. The new architecture

is a fully distributed access control system for IoT based on

Blockchain technology. The architecture is backed by a

proof of concept implementation and evaluated in realistic

IoT scenarios.

Shiping Fan [35] proposed an IoT information security

protection scheme based on blockchain technology. The

scheme utilizes the security features of the blockchain

combined with the AES encryption algorithm to encrypt

the original IoT information, and the cipher text distributed

storage can effectively solve the IoT data storage problem.

Premanand Ghadekar [36] proposed a new lightweight

and secure architecture for IoT using Ethereum Blockchain

retaining most of its security providing powers. Since

Blockchain is decentralized it solves the single point

authentication problem existing in IoT networks. A Smart

Home System as a representative case study has been

implemented for broader IoT applications. The two

parameters measured are temperature and intrusion detec-

tion. The proposed model tackles some more challenges

that exist in IoT networks. The qualitative evaluation of the

proposed architecture highlights how it outstand various

attacks.

Yuta Nakamura [37] proposed a decentralized and

trustworthy Capability-Based Access Control (CapBAC)

scheme using the Ethereum smart contract technology. In

this scheme, a smart contract is created for each object to

store and manage the capability tokens (i.e., granted access

rights for data structures recording) assigned to the related

subjects, and also a verification of the ownership and

validity of the tokens for access control.

4 Proposed mechanism

The main aim of this work is to provide a blockchain-based

distributed access control system to maintain the IoT data

privacy. In this section, we will discuss the system archi-

tecture of the proposed mechanism.

Figure 4 shows an example of a distributed IoT archi-

tecture that is suitable to provide dynamic and fine-grained

access control. In this IoT architecture, multiple smart

devices are formed in such a way to build a smart envi-

ronment in which the devices are connected to the internet

through the edge node(s). The resource requesters can

access the services of the smart devices through the edge

node(s) after completing an access control process. It is

worth mentioning here, that a resource requester has all

attributes defined under multiple smart environments at the

same time.
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In Fig. 4, each edge node is also a blockchain node. All

the blockchain nodes form an alliance chain. The IoT

device access control policy is store in the blockchain.

Hence, the access control decision can be made by an edge

node in a distributed manner.

In this paper, we propose an LSB image encryption

system scheme combined with MLNCML. The proposed

encryption scheme is described in Fig. 5. Firstly, the

plaintext information is converted to Unicode encoding.

Next, the chaotic series is used to encrypt the Unicode

encoding to obtain encrypted information. The encrypted

information is then made hidden in the original image

through the LSB algorithm to obtain the encrypted image.

Lastly, the MLNCML series is used to perform secondary

encryption on the encrypted image to obtain the final

encrypted image. The decryption process is the reverse of

this process.

When encrypt an image, it follows the steps in Algo-

rithm 1.

Fig. 4 The IoT architecture for distributed access control based on blockchain
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A detailed blockchain-based access control model

combined with chaotic encryption, LSB algorithm, ABAC

access control is proposed. The conceptual model of the

proposed method is shown in Fig. 6. The specific workflow

of the access control model is as follows:

1. The IoT devices generate data and upload data to

edge nodes.

2. The edge node generates corresponding access

control attributes and corresponding model control

strategies for a specific resource and uploads them to

the blockchain. It also generates the corresponding

chaotic sequences and MLNCML sequences and

uploads them to the chaotic sequence coding library.

3. The edge node uses the chaotic sequence and

MLNCML sequence to hide and encrypt the IoT

data using the appropriate carrier map and uploads

the encrypted secret map to the cloud storage.

4. The resource requester sends a resource access

request to the policy enforcement point (PEP).

Fig. 5 LSB image encryption

algorithm flowchart combined

with MLNCML
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5. The PEP then constructs the AAR according to the

access request and attributes information and sends it

to the policy decision point (PDP).

6. The PDP requests to the PAP to query the access

control policy related to the subject of the resource

requester.

7. PAP inquires the relevant policies of the resource

side in the Blockchain according to the AAR.

8. Then PAP feeds back the query results from the

blockchain to the PDP;

9. The PDP makes a decision based on the resource side

policy, resource requester’s attribute information,

and current environmental attributes, etc., and

obtains the decision results such as allowed or

denied access and feeds it back to the PEP.

10. PEP is executed according to the judgment result fed

back by the PDP. If it is allowed, according to the

information of the resource requester, it looks for the

corresponding chaotic sequence and MLNCML

sequence in the chaotic sequence coding library

and returns these two sequences to the resource

requester. After allowing the resource requests, the

requester goes to the cloud storage to download the

corresponding encrypted resource, and then the

requester decrypts and recovers the plaintext infor-

mation according to the chaotic sequence and

MLNCML sequence for the acquired resource.

Note that throughout thewhole process, the security of data

is guaranteed by the encryption of chaotic sequence encoding.

The acquisition of chaotic sequence encoding is obtained

through dynamic access control, which saves the key distri-

bution process. Besides, storing the access control model

strategy on the alliance blockchain has two main advantages:

(1) Only the participants of the alliance blockchain can access

the strategic data on the blockchain, and the participants must

get a license certification to join the blockchain, to increase the

safety of system; (2) The strategic data on the alliance chain is

distributed, which can prevent data from being tampered and

can ensure the validity of the data.

In combination with Casbin, ABAC-based access con-

trol requires only the resource owner to define an access

control models. It does not define any complex or numer-

ous access policies. The resource owner can store the

access control model strategy based on the Casbin defini-

tion on the blockchain, and it is open to all alliance

blockchain members.

Since the resources that require access control are general

resources with certain confidentiality requirements, i.e. cer-

tain requirements are for the subjects that can access the

resources. At the same time, post-audit audits of the accessed

users are required. After comprehensive consideration, alli-

ance chain technology should be used for implementation. In

addition, the model policy data on the block has a timestamp

that is recognized by the entire alliance, which can provide

Fig. 6 Blockchain-based access control model
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effective support for the timeliness of corporate access con-

trol and the fairness of post-event audits.

5 Experiments and evaluation

In this section, first, we will validate the proposed method

by using a case study of IoT data sharing for smart city and

then, provide a Security analysis of this method. At last, we

provide a comparative analysis of the proposed method

with the state-of-art mechanism included in this section.

5.1 Experimental setup

In this case study, the process of distributed access control

and sensitive IoT data sharing is demonstrated. The algo-

rithm for the distributed access control is programed by Go

language and it can run in JetBrains developer tools. The

encryption and decryption algorithm using Mixed Linear-

Nonlinear Coupled Map Lattice and Least Significant Bit

Method algorithm is programmed in MATLAB language

and simulated in MATLAB developer tools.

To provide the validation of the proposed mechanism,

we use communication in a smart city as a case study due

to its significance in IoT-based systems. A smart city sys-

tem contains a lot of heterogeneous sensors from different

IoT systems. Different users may use the data in their

applications. Furthermore, some sensors in a smart city

may generate sensitive data which should get secured by

some means. The use of encryption is important in dis-

tributed systems, where some data is very confidential. If

the data is not properly encrypted, the attacker can easily

get the data which leads to serious consequences, even it

can harm the smart city management. This paper proposes

a security mechanism for securing the privacy of the data.

The whole working process of the mechanism is described

below.

1. The edge node generates the corresponding chaotic

sequence and MLNCML sequence code through the

chaos theory described above.

2. The edge node selects the lena.jpg picture as the

carrier picture. The information that needs to be

encrypted and hidden is as follows: ‘‘plaintext

information’’. Figures before and after encryptions

are shown in Fig. 7.

3. The edge node uploads the encrypted map to the

cloud storage platform.

4. The edge node uploads the corresponding chaotic

sequence code to the chaotic code library.

5. The edge node generates the corresponding access

control model policy, which contains the access

control requirement referring to the IoT device. The

access model strategy is as follows:

Note that the role of the resource requester must

be the administrator of the enterprise. The enterprise

credit score is 70 or more and the IoT devices can be

accessed only at 7 am and 6 pm. After the model

strategy is created, it is automatically uploaded to the

blockchain.

6. When the resource requester A needs to access the

IoT device, it sends an access request to the PEP at

10 am, the request contains the relevant attribute

information of the resource requester, where

Role = ’Admin’, and Credit_score = 90.

Fig. 7 Plain image and Encrypted image
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7. The PEP constructs the AAR according to the access

request and attributes information and sends it to the

PDP.

8. The PDP inquires to the PAP to query the access

control policy related to the requester’s subject.

9. PAP inquires the relevant policies of the IoT device-

side in the Blockchain according to the AAR.

10. PAP feeds back the query results from the block-

chain to the PDP.

11. The PDP makes a judgment based on the IoT device-

side policy, resource requester’s attribute informa-

tion, and the current environmental attributes

(env.Time.Hour = 10). The judgment results are as

follows:

This is the result of the access decision and is then

sent as feedback to PEP.

12. PEP executes according to the judgment result fed

back by the PDP. It searches for the corresponding

chaotic and MLNCML sequence code in the chaotic

sequence coding library according to the information

of the resource requester and returns the two

sequences to the resource requester while allowing

the resource requester to access the cloud storage to

download the corresponding encrypted IoT data. The

resource requester then decrypts and recovers the

plaintext information according to the chaotic and

MLNCML sequence. The recovered information is:

‘‘plaintext information’’;

13 The entire process ends.

Note that in the whole process, the PDP is responsible

for the decision of the dynamic access control request,

while the PEP is responsible for the implementation of the

access control. If the decision given by the PDP is to allow

access, the corresponding chaotic coding and the address of

the resource in the cloud storage will be returned to the

resource requester. Otherwise, the denial of access is the

result of the resource requester.

To verify the anti-attack ability of the encryption

scheme proposed in this paper, the following two experi-

mental schemes were designed:

1. When the value of the core parameter l in the chaotic

coding is modified. The decryption results are shown in

Table 1;

2. When the value of the first pixel of the encrypted

image is modified, the original value is 10011110. The

decryption results are shown in Table 2.

According to the above experimental results, it can be

seen that the proposed encryption scheme is very sensitive

to chaotic encoding parameters and encrypted data.

Therefore, it can prevent modification attacks.

5.2 Security analysis

Security is the main objective of our work. We present here

a detailed security analysis of the proposed framework

including file storage security, anti-data tampering, data

theft prevention and data privacy.

1. File storage security The file is encrypted before it is

uploaded to the cloud. In the case where the chaos

coding is not available, the file cannot be decrypted,

that is, the attacker cannot view the plain data. In this

way, all the stored data are safe.

2. Anti-data tampering All the files stored on cloud are

encrypted. Suppose an attacker gets an encrypted file

by some means and wants to tamper the contents of the

file, with the help of chaos coding, it is very difficult to

decrypt the files without obtaining a proper chaos code.

3. Theft prevention Suppose if the attacker attempts to

replace the real file stored in the system with a fake file

by applying some malicious methods, the replaced file

will not be entertained because of hashing used in this

technique. In this mechanism, when a resource owner

uploads an encrypted file, a hash value will be

calculated for the plain file, and this hash value is

uploaded with the encrypted file. A repetitive hash

Table 1 Results of changing the

value of parameter l
Chaos coding parameter l Decryption result Bit error rate

3.75 Plaintext information 0

3.76 Index out of bounds error 100%

3.74 Index out of bounds error 100%

Table 2 Results of changing the

value of encrypted image pixels

(1, 1)

Encrypted image pixels (1,1) value Decryption result Bit error rate

10011110 Plaintext information 0

10011111 Index out of bounds error 100%

10011101 Index out of bounds error 100%
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value check is required for a file after decryption.

When the attacker intends to use a fake file F0, the hash

obtained by the hash algorithm is hashF0. Whereas, the

hash obtained by the hash algorithm for the source files

F is hashF1. According to the hash rule, if the hash

value obtained by hashing two files are not identical

then the file is considered corrupt, that is, the file is

replaced by an attacker. Therefore, our mechanism

ensures that the user’s source file cannot be replaced by

the fake file used by the attacker, thereby ensuring the

security of the user’s data file.

4. Data Privacy The access control protocol allows the

user to have absolute control over the data files. Firstly,

the resource owner can make the access control model

policy and store it in the blockchain. Secondly, the

resource owner can dynamically update the access

control model policy and achieves the fine-grained

access control of resources. Only the authorized users

who have relevant properties meeting the model policy

requirements can get the access permission to obtain

the encrypted files and get the chaos coding to decrypt

the encrypted files. This way the resource requestor can

only view the required data files without seeing other

sensitive information, making the access control pro-

tocol is very secure.

The access control model policies are stored on the

blockchain to secure them from being tampered with to

achieve effective security of access control. At last, the

Chaos model and LSB algorithm are introduced for the

encryption of the data. This method has a huge key space

and is very difficult to crack the key via brute force attacks.

As a result, the privacy of data is well protected.

5.3 Comparative analysis

The use of blockchain technology combined with access

control to protect privacy can also be used in medical

information, IoT, and cloud data. The results of the com-

parison with the existing solutions are shown in Table 3.

Compared with MDSM [38] that uses the DPOS algo-

rithm, the number of start-up nodes required is much less

than MDSM. Furthermore, MDSM needs to set the voting

rights and ratio in the final results for the users manually.

Compared with the BACC [39], our proposed mecha-

nism provides dynamic access control as BACC uses the

access control list (ACL) where the subjects (data users)

and the permissions granted to them are defined by the data

owner which can’t be updated. Furthermore, the number of

nodes required to maintain the blockchain system is much

less than BACC in our technique and it is not required to

pay when the information is submitted to the blockchain.

Compared with [40], the number of nodes required to

maintain the blockchain system is far much less than that

proposed in [40].

The authors in [41] implemented the octal permission

representation to represent the access permissions granted

to users, it does not support dynamic access control. The

proposed blockchain-based system for data access control

management uses Ethereum, thus, it needs to pay when

using the Ethereum.

The authors in [42] proposed a blockchain-based pri-

vacy-preserving federated learning (BC-based PPFL)

framework, which leverages the immutability and decen-

tralized trust properties of blockchain to provide prove-

nance of model updates. In that solution, the server

generates a pair of public and private keys for each task

which means it does not support dynamic access control.

The blockchain is built over Ethereum and chain operations

are controlled using the Truffle suite, which is a develop-

ment and testing framework for Ethereum, thus it needs to

pay when using the Ethereum.

The authors in [18] proposed a smart IoT system by

using the Ethererum based blockchain system. But it does

not support dynamic access control. The blockchain is built

over Ethereum, so it needs a lot of nodes, and need to pay

when using the Ethereum.

After comparing the literature cited above, it can be seen

that the proposed blockchain system does not need to pay

remuneration, requires a fewer start-up and running nodes

which can be extended later. It requires less computing

power and does not need to artificially set the proportion of

voting rights. Moreover, the dynamic access control strat-

egy can be formulated by using ABAC, and the effective

Table 3 Comparison of security

performance
System Dynamic access control Number of nodes Voting weight setting Pay

MDSM [38] No 121 Yes No

BACC [39] No Many No Yes

Work in [40] Yes Many No No

Work in [41] No Many No Yes

Work in [42] No Many No Yes

Work in [18] No Many No Yes

Our work Yes Less, at least three No No
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management of the rights can be realized. These are the

unique features and advantages of the solution.

6 Conclusion and future work

This paper addressed the existing security problems related

to IoT data privacy as a result of its vulnerability to data

leakage. Moreover, the network, being used for data

transfer, is not safe and brings privacy leakage issues. We

proposed an access control model based on blockchain

technology that embeds the relevant characteristics of

blockchain technology, chaotic encryption technology,

LSB technology, and ABAC, combined with the Casbin

access control framework. Using the ABAC as access

control technology, the edge node can assign the appro-

priate properties to the IoT data file, and only resource

requesters with matching property requirements can access

the IoT data file, setting the first barrier for protecting the

IoT data file. Next, by using the hyperledger fabric

blockchain technology, the file access model policies with

timestamps are stored in blocks that are pre-defined by the

edge node. At any particular time, an edge node can update

the model policies by uploading a new model policy to the

blockchain with a new timestamp giving the option of

dynamic access controls. The PDP will use the latest model

policy file to make an access control decision. Lastly, the

IoT data is encrypted by chaotic and LSB technology, only

the resource requester that meets the access control

requirements can get the chaotic and MLNCML sequence

code to decrypt the data.

We have also demonstrated how the IoT data sharing

process between alliance chains can be adopted. We

described the effectiveness of the framework in the

resource access scenario of the cloud storage platform. The

framework can solve the problem of a single point of

failure of access control by using the alliance chain node as

PDP. Each PDP node has the whole access control policy

ledger. If one alliance chain node is down, another node

can be used as a new PDP node. We also discussed the

effectiveness of the model through experiments, a security

analysis, and comparative analysis with the related work. It

has been verified that t the proposed framework can

achieve fine-grained access control based on blockchain

technology for sensitive data between alliance nodes.

To make the system more practical, the first future work

would focus on the development of a lightweight consensus

protocol, which has good performance in throughput and

quick confirmation. Another very fruitful research area is

the application of blockchain technology to use smart

contracts to implement distributed access control system in

IoT, which can make the access control more effective and

avoid single points of failure. The third interesting

direction is to use trusted computing technology to ensure

the credibility and security of edge nodes.
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