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Developing strategies to m eet the cyber security  and inform ation intelligence 

challenges ahead 
 

As our dependence on the cyber infrastructure grows ever larger, more complex and more distributed, the 
systems that compose it become more prone to failures and/ or exploitation.  Intelligence is information valued 

for its currency and relevance rather than its detail or accuracy.  Information explosion describes the pervasive 
abundance of (public/ private) information and the effects of such.  Gathering, analyzing, and making use of 
information constitutes a business- /  sociopolitical- /  military-intelligence gathering activity and ultimately 

poses significant advantages and liabilities to the survivability of "our" society.  The combination of increased 
vulnerability, increased stakes and increased threats make cyber security and information intelligence (CSII) 
one of the most important emerging challenges in the evolution of modern cyberspace "mechanization." 

 
The goal of the workshop was to challenge, establish and debate a far-reaching agenda that broadly and 

comprehensively outlined a strategy for cyber security and information intelligence that is founded on sound 
principles and technologies.  We aimed to discuss novel theoretical and applied research focused on different 
aspects of software security/ dependability, as software is at the heart of the cyber infrastructure. 

 
The workshop scope covered a wide range of methodologies, techniques, and tools to (1) assure, measure, 
estimate and predict software security/ dependability and (2) analyze and evaluate the impact of such 

applications on software security/ dependability.  We encouraged researchers and practitioners from a wide 
swath of professional areas (not only the programmers, designers, testers, and methodologists but also the 
users and risk managers) to participate.  In this way, we can all understand the needs, stakes and context of the 

ever-evolving cyber world.  We looked to software engineering to help provide us the products and methods to 
accomplish these goals including: 

 

 Better precision in understanding existing and emerging vulnerabilities and threats (e.g., insider 
threat). 

 Advances in insider threat detection, deterrence, mitigation and elimination. 

 Game-changing ventures, innovations and conundrums (e.g., quantum computing, QKD, phishing, 
malware market, botnet/ DOS). 

 Assuring security, survivability and dependability of our critical infrastructures. 

 Assuring the availability of time-critical scalably secure systems, information provenance and security 
with privacy. 

 Observable/  measurable/  certifiable security claims, rather than hypothesized causes. 

 Methods that enable us to specify security requirements, formulate security claims, and certify security 
properties. 

 Assurance against known and unknown (though perhaps pre-modeled) threats. 

 Mission fulfillment, whether or not security violations have taken place (rather than chasing all 
violations indiscriminately). 

 



A principle goal of the workshop was to foster discussions and dialog among the 95 attendees from 21 
countries.  This goal was initiated and facilitated by multiple (daily) keynote speakers and a panel entitled 

"From Application to Network Security Engineering: Theory and Practice" with panelists John Abeles 
(System1), Michael Franz (UCI), Steve Lines (SAIC), Patrick Arnold (Microsoft) and Brian Witten (Symantec). 
A total of 38 papers are included in the proceedings, 6 in the Formal Methods track, 8 in the Intrusion 

Detection /  Insider Threat track, 9 in the Next Generation Security track, 5 in the Security Frameworks track, 5 
in the Learning/ Optimization track, and 5 in the Metric track.  
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Ta b le  o f Co nte nts fo r the  Pro c e e d ing s o f CSIIRW 2008 
Oa k Rid g e  Na tio na l La b o ra to ry, O a k Rid g e , TN 37831 

 

 
Ple na ry Se ssio n 

1. Ric ha rd  M. (Dic k) Ke mme re r, Se c urity G ro up , UC Sa nta  Ba rb a ra , "Ele c tro nic  Vo ting  

Syste ms: Are  Yo ur Vo te s Re a lly Co unte d "      

2. Pa tric k Arno ld , Fe d e ra l CTO , Mic ro so ft, "End  to  End  Trust"   

3. Ste ve  Line s, Dire c to r, Busine ss Co ntinuity a nd  Info rma tio n Assura nc e , SAIC , "Be st Pra c tic e s 

o n Info rma tio n Sha ring  o f Thre a ts a nd  Wa rning s b e twe e n the  USG a nd  Ind ustry"  

4. Mic ha e l Fra nz, Se c ure  Syste ms a nd  So ftwa re  La b o ra to ry, UC Irvine , "Elimina ting  the  Insid e r 

Thre a t in So ftwa re  De ve lo p me nt b y Co mb ining  Pa ra lle lism, Ra nd o miza tio n a nd  

Che c kp o inting " 

5. Mike  Mc Duffie , VP, Pub lic  Se c to r Se rvic e s, Mic ro so ft "Co mp uting  a nd  the  Future " 

6. Bria n Witte n, Dire c to r o f Go ve rnme nt Re se a rc h, Syma nte c , "Inte rne t Se c urity Thre a t 

La nd sc a p e : Curre nt Cha ng e s in Ta rg e ts & Me tho d s" 

7. Je ff Vo a s, Dire c to r o f Syste m Assura nc e , SAIC,  "Thirte e n Rule s fo r Trust"   

Tra c k: Fo rma l Me tho d s  

1. "Se c ure  a nd  Re lia b le  Co ve rt Cha nne l" b y B. Ra y a nd  S. Mishra   

2. "No isy De fe nse s: Sub ve rting  Ma lwa re 's OODA Lo o p " b y D. Bila r  

3. "Fo rma l De riva tio n o f Se c urity De sig n Sp e c ific a tio ns fro m Se c urity Re q uire me nts" b y R. 

Ha ssa n, S. Bo hne r a nd  S. El-Ka ssa s  

4. "Se ma ntic s fo r a  Do ma in-Spe c ific  La ng ua g e  fo r the  Dig ita l Fo re nsic s Do ma in" b y D. Ra y 

a nd  P. Bra d fo rd   

5. "De sig n fo r Surviva b ility: A Tra d e o ff Sp a c e " b y A. Kring s  

6. "A Rig o ro us Me tho d o lo g y fo r Se c urity Arc hite c tura l Mo d e ling " b y Y. Ali a nd  S. El-Ka ssa s  

Tra c k: Intrusio n De te c tio n/  Inside r Thre a t 

1. "Cyb e r Se c urity a nd  Info rma tio n Inte llig e nc e  Re se a rc h Ove rvie w" b y J. Trie n, R.K. 

Ab e rc ro mb ie  a nd  F.T. She ld o n  

2. "De fining  the  Insid e r Thre a t" b y M. Bisho p  a nd  C . Ga te s  

3. "De te c ting  Se nsitive  Da ta  Exfiltra tio n b y a n Insid e r Atta c k" b y Y. Liu, C . Co rb e tt, K. Chia ng , 

R. Arc hib a ld , B. Mukhe rje e  a nd  D. Gho sa l  

4. "Lo g -Ba se d  Distrib ute d  Intrusio n De te c tio n fo r Hyb rid  Ne two rks" b y F. Sa ilha n a nd  J. 

Bo urg e o is  
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5. "Dyna mic  Instruc tio n Se q ue nc e s Mo nito r fo r Virus De te c tio n" b y J. Da i, R. Guha , a nd  J. Le e   

6. "To wa rd s Pra c tic a l Intrusio n To le ra nt Syste ms" b y W. Zha o   

7. "ULISSE, A Ne two rk Intrusio n De te c tio n Syste m" b y S. Za ne ro   

8. "Re a l-Wo rld  Po lymo rp hic  Atta c k De te c tio n using  Ne two rk-Le ve l Emula tio n" b y M. 

Po lyc hro na kis, K. Ana g no sta kis a nd  E. Ma rka to s  

Tra c k: Ne xt G e ne ra tio n Se c urity 

1. "Eme rg e nc e  o f Antifo re nsic s in Cyb e r Se c urity" b y B. Sc hlic he r  

2. "Exte nd ing  Ha rd wa re  Ba se d  Ma nd a to ry Ac c e ss Co ntro ls fo r Me mo ry to  Multic o re  

Arc hite c ture s" b y B. Sha rp , G . Pe te rso n a nd  L. Ya n  

3. "Ac tive  Se ma ntic a lly Awa re  Ha rd  Re a l-Time  Se c urity Hyp e rviso rs" b y V. Yo d a ike n a nd  C . 

Do ug a n  

4. "Ac c e ssing  a nd  Ma nip ula ting  Me a ning  o f Te xtua l a nd  Da ta  Info rma tio n fo r Info rma tio n 

Assura nc e  a nd  Se c urity a nd  Inte llig e nc e  Info rma tio n" b y V. Ra skin, B. Buc k, A. Ke e n, C . 

He mp e lma nn, a nd  K. Trie ze nb e rg   

5. "Auto mo tive  Syste ms Se c urity: Cha lle ng e s a nd  Sta te  o f the  Art" b y R. R. Bro o ks, S. Sa nd e r,  

J. De ng  a nd  J. Ta ib e r  

6. "Q ua ntum Info rma tio n Op p o rtunitie s a nd  Cha lle ng e s" b y R. Be nnink   

7. "Se c urity in a  Pe e r-to -Pe e r Da ta  Grid  Sto ra g e  Syste m" b y L. Xia o  a nd  I.L. Ye n   

8. "End -to -End  Ac c o unta b ility in G rid  Co mputing  Syste ms fo r Co a litio n Info rma tio n Sha ring " b y 

E. Be rtino , W. Le e , A. C . Sq uic c ia rini a nd  B. Thura ising ha m   

9. “Se c uring  Ve hic le s Ag a inst Cyb e r Atta c ks”  b y U. La rso n a nd  D. Nilsso n  

Tra c k: Se c urity Fra me wo rks 

1. "NIST PRISMA Enha nc e me nt" b y J. Ab e le s   

2. "Imp ro ving  the  Cyb e r Inc id e nt Missio n Imp a c t Asse ssme nt (CIMIA) Pro c e ss" b y R. G rima ila , 

R. Mills, a nd  L. Fo rtso n   

3. "Cre a ting  the  Se c ure  So ftwa re  Te sting  Ta rg e t List" b y R. Ma rtin a nd  S. Ba rnum   

4. "Co mp re he nsive  Se c urity in Co nstra ine d  Enviro nme nts" b y B. Ara zi   

5. "A Multi-La ye re d  Se c urity Arc hite c ture  fo r Mo d e ling  Co mp le x Syste ms" C . Bla c kwe ll  

Tra c k: Le a rning /  Op timiza tio n 

1. "Op timizing  Qua lity o f Se rvic e  (Q o S) fo r Wire le ss Mo b ile  Ad -Ho c  Ne two rks (MANETs) Using  

Evo lutio na ry Co mp uta tio n" b y T. Sa p ie nza    
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2. "An Ab stra c t Inte rfa c e  fo r Cyb e r-De fe nse  Me c ha nisms" b y F. We b b e r, P. Pa l, P. Rub e l a nd  

M. Atig he tc hi   

3. "Ma rko v Mo d e ls fo r Ap p lic a tio n Be ha vio r Ana lysis" b y G . Ma ze ro ff, J. Gre g o r a nd  M. 

Tho ma so n  

4. "Pe e r to  Pe e r Bo tne t De te c tio n fo r Cyb e r-Se c urity: A Da ta  Mining  App ro a c h" b y M. Ma sud , 

J. G a o , L. Kha n, J. Ha n, a nd  B. Thura ising ha m   

5. "Imp ro ving  Se lf De fe nse  Le a rning  fro m Limite d  Exp e rie nc e " b y K. Ha ig h a nd  S. Ha rp    

Tra c k: Me tric s 

1. "Eva lua ting  Se c urity Co ntro ls Ba se d  o n Ke y Pe rfo rma nc e  Ind ic a to rs a nd  Sta ke ho ld e r 

Missio n" b y F. She ld o n a nd  R. Ab e rc ro mb ie    

2. "A Co mp re he nsive  Ob je c tive  Ne two rk Se c urity Me tric  Fra me wo rk fo r Pro a c tive  Se c urity 

Co nfig ura tio n" b y M. Ahme d , E. Al-Sha e r a nd  L. Kha n  

3. " Cyb e r-Vulne ra b ility o f Po we r G rid  Mo nito ring  a nd  Co ntro l Syste ms" b y C . W. Te n, C . C . Liu 

a nd  M. Go vind a ra su   

4. "Te mp o ra l Me tric s fo r So ftwa re  Vulne ra b ilitie s" b y J. Wa ng , F. Zha ng , a nd  M. Xia   "Me a suring  

Se c urity Risk o f Ne two rks Using  Atta c k G ra p hs" b y A. Sing ha l, L. Wa ng , a nd  S. Ja jo d ia   
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