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Abstract. Impossible differential and zero correlation linear cryptanal-
ysis are two of the most important cryptanalytic vectors. To character-
ize the impossible differentials and zero correlation linear hulls which
are independent of the choices of the non-linear components, Sun et al.
proposed the structure deduced by a block cipher at CRYPTO 2015.
Based on that, we concentrate in this paper on the security of the SPN
structure and Feistel structure with SP-type round functions. Firstly, we
prove that for an SPN structure, if oz — f1 and a2 — [2 are possi-
ble differentials, ai|azs — 1|82 is also a possible differential, i.e., the
OR “|” operation preserves differentials. Secondly, we show that for an
SPN structure, there exists an r-round impossible differential if and on-
ly if there exists an r-round impossible differential @ /4 [ where the
Hamming weights of both a and g are 1. Thus for an SPN structure
operating on m bytes, the computation complexity for deciding whether
there exists an impossible differential can be reduced from O(2°™) to
O(m?). Thirdly, we associate a primitive index with the linear layers
of SPN structures. Based on the matrices theory over integer rings, we
prove that the length of impossible differentials of an SPN structure is
upper bounded by the primitive index of the linear layers. As a result
we show that, unless the details of the S-boxes are considered, there do
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not exist 5-round impossible differentials for the AES and ARIA. Lastly,
based on the links between impossible differential and zero correlation
linear hull, we projected these results on impossible differentials to zero
correlation linear hulls. It is interesting to note some of our results also
apply to the Feistel structures with SP-type round functions.

Key words: Impossible differential, Zero correlation linear, SPN struc-
ture, Feistel structure, AES, Camellia, ARIA

1 Introduction

Block ciphers are the vital elements in constructing many symmetric crypto-
graphic schemes and the core security of these schemes depends on the resistance
of the underlying block ciphers to known cryptanalytic techniques. Differential
cryptanalysis [4] and linear cryptanalysis [20] are among the most famous crypt-
analytic tools. Nowadays, most block ciphers are designed to be resilient to these
two attacks. To prove the security of a block cipher against differential/linear
attack, a common way is to give an upper bound on the rounds of the differential
characteristics/linear trails that can distinguish a round-reduced cipher from a
random permutation. Or equivalently, one can show when the number of the
rounds of a block cipher is more than a certain 7, there do not exist any useful
differential characteristics or linear trails. However, the security margin of the
ciphers against extended differential and linear cryptanalysis, such as impossi-
ble differential [3,13] and zero correlation linear cryptanalysis [6], may not be
yet well studied and formulated. To some extend, the success of such attacks
relies mainly on the attackers’ intensive analysis of the structures used in each
individual designs.

In differential cryptanalysis, one usually finds differential characteristics with
high probability and then uses statistical methods to sieve the right keys. How-
ever, the main idea of impossible differential cryptanalysis, which was indepen-
dently proposed by Knudsen [13] and Biham et al. [3], is to use differentials
that hold with probability zero to discard the wrong keys. So far, impossible
differential cryptanalysis has received lots of attention and been used to attack
a variety of well-known block ciphers [5, 7,16, 22].

The first step in impossible differential cryptanalysis is to construct some
impossible differentials that cover as many rounds as possible. For any function
F : Foo — Fo, we can always find some « and 8 such that « — S is an im-
possible differential of F'. However, when b is large and we know little about the
algebraic structure of F, it is hard to determine whether o — [ is a possible
differential or an impossible one. A block cipher E(-, k) may exhibit a differential
a — B that is a possible differential for some key &k while it is impossible for
the rest. In practice, such differentials are difficult to determine in most of the
cases. Generally, in a search for impossible differentials it is difficult to guar-
antee completeness. Therefore, from the practical point of view, we are more
interested in the impossible differentials that are independent of the secret keys.
Since in most cases the non-linear transformations applied to = can be writ-
ten as S(z @ k), we always employ impossible differentials that are independent
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of the S-boxes, which are called truncated impossible differentials, i.e., we only
detect whether there are differences on some bytes and we do not care about
the values of the differences. Usually, an impossible differential is constructed
by the miss-in-the-middle technique, i.e., trace the properties of input and out-
put differences from the encryption and decryption directions, respectively, if
there are some contradictions in the middle, an impossible differential is then
found. Several automatic approaches have been proposed to derive truncated
impossible differentials of a block cipher effectively such as the U-method [12],
UID-method [18] and the extended tool of the former two methods generalized
by Wu and Wang [24] (WW-method). It has been proved in [21] that the WW-
method can find all impossible differentials of a structure, or equivalently, it can
find all impossible differentials of a block cipher which are independent of the
choices of the non-linear components. Similar ideas have found applications in
cryptanalysis against hash functions BMW [10] and BLAKE [2].

In linear cryptanalysis, one uses linear characteristics with high correlations.
Zero correlation cryptanalysis is a novel technique for cryptanalysis of block
ciphers [6]. The distinguishing property used in zero correlation cryptanalysis is
the zero correlation linear approximations, i.e., those linear approximations that
hold with a probability p = 1/2, that is, strictly unbiased approximations having
a correlation ¢ = 2p — 1 equal to 0. As in impossible differential cryptanalysis,
we are more interested in the zero correlation linear hulls that are independent
of the choices of the non-linear layers.

In CRYPTO 2015, Sun et al. proposed the concept of structure to character-
ize what “being independent of the choices of the S-boxes” means, and proposed
dual structure to study the link between impossible differentials and zero corre-
lation linear hulls [21]. One of the basic statements in [21] is that constructing
impossible differentials of a structure is equivalent to constructing zero corre-
lation linear hulls of the dual structure. Therefore, all the known methods to
construct impossible differentials of structures can also be used to construct
zero correlation linear hulls.

Despite the known 4-/4-/8-round impossible differentials for the AES, ARIA
and Camellia without FL/FL~! layers [1,9,14,17,19,25], effort to find new im-
possible differentials of these ciphers that cover more rounds has never stopped.
On the other hand, we already have some novel techniques such as the wide
trail strategy [8] and the decorrelation theory [23] to prove that a cipher is re-
silient to differential and linear attacks. However, the provable security of block
ciphers against impossible differential and zero correlation linear cryptanalysis
is still missing. Noting that for a dedicated iterated block cipher, there always
exist impossible differentials for any rounds with some keys, we wonder that if
we consider the impossible differentials that are independent of the choices of
the S-boxes, there may exist an integer R such that there does not exist any
impossible differentials that cover more than R rounds, which can give some
insights on provable security of block ciphers against impossible differential and
zero correlation linear cryptanalysis, i.e., R is the upper bound of such attacks.
Furthermore, since the WW-method can only determine whether a given dif-
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ferential/mask is an impossible differential/zero correlation linear hull or not,
though it can theoretically find all impossible differentials/zero correlation lin-
ear hulls of a structure, it is impractical to exhaust all the differentials/masks to
determine whether there exist r-round impossible differentials/zero correlation
linear hulls or not. Therefore, finding new techniques to solve these problems in
a practical way remains as an open problem.

Our Contributions. Inspired by the provable security of differential and linear
cryptanalysis, this paper mainly concentrates on the provable security of block
ciphers against impossible differential/zero correlation linear cryptanalysis and
we aim at determining an upper bound for the longest rounds of impossible
differentials/zero correlation linear hulls of SPN structures and Feistel structures
with SPN round functions. The main results of this paper are as follows:

(1) For SPN structures, we prove that if oy — $; and as — B2 are possible
differentials, then aj|as — (1|82 is also a possible differential, based on
which we conclude that there exists an r-round impossible differential if and
only if there exists an impossible differential « — [ where the Hamming
weight of both « and 8 is 1. Therefore, for an SPN structure with m bytes,
the complexity of testing whether there exist r-round impossible differentials
is reduced significantly from O(22™) to O(m?).

(2) For Feistel structures with SP-type round functions, we prove that if a«; — 1
and ay — (B2 are independent possible differentials (we will define it later),
then ay|ag — B1]|B2 is also an independent possible differential, then similar
result as in (1) applies.

(3) For any matrix over finite fields, we can always define two polynomials to
calculate an upper bound on the highest possible rounds of impossible differ-
entials of SPN structures and independent impossible differentials of Feistel
structures with SP-type round functions. Our results show that, unless we
take the details of the S-boxes into consideration, there do not exist 5-round
impossible differentials of the AES and ARIA, and 9-round independent im-
possible differentials of Camellia without FL/FL™! layers.

(4) Since the zero correlation linear hull of a structure is equivalent to the impos-
sible differential of its dual structure, our results on impossible differentials
cryptanalysis also apply to zero correlation linear cryptanalysis.

From the theoretical point of view, our results demonstrate some direct insight
to the longest possible rounds of truncated impossible differentials and zero
correlation linear hulls. And from the practical point of view, our results could
reduce the work effort to find impossible differentials and zero correlation linear
hulls of a structure.

Organization. The rest of this paper is organized as follows. Section 2 will
introduce some definitions that will be used throughout this paper. In Section
3, we give some new features of the structures. We investigate on the SPN
structures and Feistel structures with SP-type round functions in Section 4 and
Section 5, respectively. Section 6 concludes the paper.
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Fig. 1. Feistel structure with SP-type round functions

2 Preliminaries

2.1 Block Ciphers

SPN Ciphers. The SPN structure is widely used in constructing cryptographic
primitives. It iterates some SP-type round functions to achieve confusion and
diffusion. Specifically, the SP-type function f : FJ; — FJ; used in this paper is
defined as follows.

Assume the input z is divided into m pieces = (xo, ..., Tm—1), where z; is
a b-bit byte. First, apply the non-linear transformation s; to x;,

y=S(z) = (50(20),- -+ 8m—1(Tm-1)) € F.

Then, apply a linear transformation P : FJ; — F} to y, and Py is the output
of f. Notice that the linear transformation in the last round of an r-round SPN
structure is omitted, i.e., an r-round SPN cipher is simply denoted as (SP)"~1S.

Feistel Ciphers. An r-round Feistel cipher F is defined as follows: Let (Lg, Ro) €
F2™ be the input of E. Iterate the following transformation 7 times:

0<i<r—1,

Liy1=F(L;))®R;
Riy1=1L;

where L;, R; € Fy', see Fig.1. The output of E is defined as the output of the
r-th iteration. In this paper, we will focus on the case that F;’s are defined as
SP-type functions.

2.2 Vectors and Matrices

Assume a, 3 € F;, where FJ; is the vector space over Fy» with dimension m.
Then «|f is defined as the bit-wise OR operation of o and S. Let 6 : Fo» — Fo

be defined as
0(z) = 0 z=0,
1 z#0.
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Then, for X = (x0,...,2m—1) € F}, the truncated characteristic of X is defined
as

xX(X) = (0(x0), .-, 0(xm-1)) € F5".

The Hamming weight of X is defined as the number of non-zero elements of the
vector, i.e. H(X) = #{i|lx; #0,i =0,1,...,m — 1}.

For P = (pi;) € F3,*™, denote by Z the integer ring, the characteristic
matriz of P is defined as P* = (pj;) € Z™*™, where p;; = 0 if p;; = 0 and
p;; = 1 otherwise. A matrix M € Z™*™ is non-negative if all elements of M
are non-negative, and positive if all elements of M are positive. Therefore, the
characteristic matrix is always non-negative.

Definition 1. Let P € F;’me, P* be the characteristic matriz of P, and

fi(z) =,

Z?: x?% t = 2h,
g:(x) = W g _
Yo T t=2h—1.

Then the minimal integer t such that fi(P*) is a positive matriz is called type
1 primitive index of P, and the minimal integer t such that g.(P*) is positive is
called type 2 primitive index of P.

If the input X to the linear layer P is viewed as a column vector, then
the output Y can also be viewed as a column vector which is computed as
Y = PX. According to the definition of characteristic matrix, pj; = 0 means
the i-th output byte of the first round is independent of the j-th input byte.
Generally, let f;(P*) = (P*)" = (qi;), then ¢;; = 0 means the i-th output byte
of the t-round SPN cipher is independent of the j-th input byte. Furthermore,
let (P*)" + (P*)'2 = (u;j), then u;; = 0 means the i-th output bytes of both the
t1-round and t3-round SPN cipher are independent of j-th input byte. Similarly,
let ¢g;(P*) = (wi;), then w;; = 0 means the i-th output byte of the ¢-round
Feistel cipher is independent of the j-th input byte.

2.3 Impossible Differentials and Zero Correlation Linear Hulls

Given a function G : Fy — Fa, the correlation ¢ of G is defined by

A(G@) 2 5 3 (16,

zEFy

Given a function G : F} — F%. the correlation c of the linear approximation for
a k-bit output mask b and an n-bit input mask «a is defined by

C(CL{E &P bG(x)) — i Z (_:Uaz@bG(m).

on
z€FY
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If ¢c(axz ® bG(x)) = 0, then (a — b) is called a zero correlation linear hull of G.
This definition can be extended as follows: let A C F%, B C F5, if for alla € A
and b € B, c(ax ® bG(x)) = 0, then (A — B) is also called a zero correlation
linear hull of G.

Let § € F} and A € F5. The differential probability of § — A is defined as

s #{z e F3|G(z) @ Gz & 6) = A}

p(6d = A) o

If p(06 = A) = 0, then § — A is called an impossible differential of G, this
definition follows that in [13,3]. Let A CF%, B CF5. If foralla € A and b € B,
pla — b) =0, A — B is called an impossible differential of G.

3 Differential Properties of Structures

In many cases, when constructing impossible differentials and zero correlation
linear hulls, we are only interested in detecting whether there is a difference
(mask) in an S-box or not, regardless of the actual value of the difference (mask)
which leads to the following definition:

Definition 2 ([21]). Let E : F} — F3 be a block cipher with bijective S-bozxes
as the basic non-linear components.

(1) A structure EF on F% is defined as a set of block ciphers E' which is ex-
actly the same as E except that the S-boxes can take all possible bijective
transformations on the corresponding domains.

(2) Let a, B € F3. If for any E' € EF, o/ B is an impossible differential (zero
correlation linear hull) of E', o / B is called an impossible differential (zero
correlation linear hull) of EF.

Thus the structure deduced by a single S layer can be written as £°; the structure
deduced by a single S layer followed by a P layer can be written as £7. If o« — 3
is not an impossible differential of £, i.e., there exist some x and E' € £F such
that E'(z) ©@ E'(x © o) = B3, we call it a possible differential of EF.

Definition 3. Let £ be a structure and o 4 B an impossible differential of €.

If for all o* and B* satisfying x(a*) = x(a) and x(6*) = x(B8), a* A B* are
impossible differentials, we call o » B an independent impossible differential of
E. Otherwise, we call it a dependent impossible differential of £.

As shown in [25], for any « # 0 and 8 # 0,
(0]ojo[o]o]0[0]0, x|0]0[0[0]0[0]0) # (/3]0]0]0]0[0[0]0, 0]0]0]0]0]0]0[0)

is an 8-round impossible differential of Camellia without FL/FL~! layers. Ac-
cording to the definition, such an impossible differential is an independent im-
possible differential of Camellia without FL/FL™! layers.
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A dependent impossible differential means that there are some constraints on
actual differences of both the input and output bytes. For example, for any given
a, (0,a) 4 (0,a) is a 5-round impossible differential of Feistel structures with
bijective round functions. However, we cannot determine that (0, ) 4 (0, ) is
an impossible differential for any « # 8. Thus, (0,a) 4 (0,«) is a dependent
impossible differential of 5-round Feistel structure with bijective round functions.

Usually, we have many different ways to define a linear transformation, which
means we have many different ways to express the matrix of the linear trans-
formation. However, no matter which one we use, the transformation is always
linear over Fy, thus the bit-wise matrix representation of a linear transformation
is call the primitive representation. The definition of dual structure is proposed
to study the link between impossible differential and zero correlation linear hulls:

Definition 4 ([21]). Let Fsp be a Feistel structure with SP-type round func-
tion, and let the primitive representation of the linear transformation be P. Let
o be the operation that exchanges the left and right halves of a state. Then the
dual structure Fgp of Fsp is defined as 0 o Fprgoo.

Let Egp be an SPN structure with primitive representation of the linear trans-
formation being P. Then the dual structure Egp of Esp is defined as Egp-1yr-

Next, we are going to give some statements on the differential properties of
structures while they may not hold for dedicated block ciphers.

Let £ be an r-round iterated structure. If & — 3 is a possible differential of
£ then for any x, there always exists F; € £") such that By (z)® B (2®a) =
B. If B — ~ is a possible differential of £"2), for y = Ey(x), there always
exists By € £(2) such that Fy(y) ® Ex(y @ 8) = 7. Let E = Ey o By, we have
E(z)®E(x®a) = v which means a — = is a possible differential £ +72). See (1)
for the procedures. Accordingly, for a structure &, if there do not exist r-round
impossible differentials, there do not exist R-round impossible differentials for
any R > r.

E Es
r — Yy — z
B: | | (1)

x@agy®ﬂﬂ>z®”y

Next we show that a — f3 is a possible differential of a single S layer £ if and
only if x(a) = x(B). Firstly, we cannot construct a bijective S-box such that a ze-

ro difference causes a non-zero difference. Secondly, let a = («q, ..., @m-1),8 =
(Bo, -y Bm—1) € FL. If x(a) = x(B), for any = = (xo,...,2m-1) € F}, we
can always construct an S = (sg,...,Sm—1) where s; : Foo — Fos, such that

S)®dSxda)=0,ie., si(z;) Bsi(v;®a;) =0;,i=0,...,m—1.

4 Cryptanalysis of SPN Structures

In this section, we will simply use Eg; to denote an r-round SPN structure.
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4.1 How to Check Whether A Differential Is Impossible or Not

Assume o — (3 is a possible differential of Eg}. Then, there always exist some
o' and B’ such that

S PS...SP S
oo f B £, B
is a possible differential of Eg;. Thus for any o* and * such that x(a*) = x(«a),
x(87) = x(B),

o o FEN g
is still a possible differential. In other words, impossible differentials of SPN
structures are independent impossible differentials.

Therefore, for an SPN structure, to check whether there exists an r-round
impossible differential or not, one needs to test (2™ — 1) x (2™ — 1) ~ 227
candidates. However, this complexity could be further reduced as illustrated in
the following.

Lemma 1. Assume m < 2°=' — 1. If oy — 1 and aa — Bo are possible differ-
entials of £, then there always exist o and B such that

x(@) = x(a1)|x(az2),
X(8) = x(B1)|x(B2),

and o — 3 is a possible differential of £ .

The proof of this lemma is shown in Appendix A. In the following, we always
assume m < 2b=1 — 1 which fits well with most cases. Furthermore, since the
last round only has the S layer, we have:

Corollary 1. Ifa; — (1 and g — B2 are possible differentials ofé'glg, ar|ag —
B1|B2 is also a possible differential of Egll.

Assume (z9,0,...,0) = (y0,0,...,0) and (0,21,0,...,0) = (0,41,0,...,0)
are possible differentials of £gp, where xg, 1, 9, y1 are non-zero. Then according
to Corollary 1, (zo,1,0,...,0) = (yo,¥1,0,...,0) is a possible differential. In
other words, if (zg,z1,0,...,0) = (yo,41,0,...,0) is an impossible differential
of Esp, either (,0,...,0) = (40,0,...,0) or (0,21,0,...,0) = (0,41,0,...,0)
is an impossible differential. Generally, we have the following theorem:

Theorem 1. There exists an impossible differential of Eg; if and only if there
exists an impossible differential o 4 B of Egg, where H(a) = H(B) = 1, with
H(x) denoting the Hamming weight of .

Thus with the help of Theorem 1, for every SPN structure, and any (a, )
where H(a) = H(B) = 1, we can use the WW-method to check whether & —
is a possible differential or not. Therefore, we could reduce the complexities of
checking whether there exists an impossible differential of an SPN structure from
0(22) to O(m?).

Since the zero correlation linear hull of Esp is the impossible differential of
Es(p-1yr which is also an SPN structure, we have the following:
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Corollary 2. There exists a zero correlation linear hull of Eglg if and only if
there exists a zero correlation linear hull oo 4~ B of Eg} where H(a) = H(B) = 1.

4.2 An Upper Bound for the Rounds of Impossible Differentials

As discussed above, we can use the WW-method to determine the maximal
length of impossible differentials for an SPN structure. In the following, we are
going to show an upper bound for the length of impossible differentials for an
SPN structure, which only uses the property of the P layer. To characterize the
longest impossible differential of an SPN cipher, we first recall that if 8 = Pa,
then there always exist ag and Sy such that x(ag) = x(a), x(Bo) = x(8) and
ag — Po is a possible differential of a single round of SPN structure. Then
according to Corollary 1, the following theorem holds.

Theorem 2. Let Ri(P) and R_1(P) be the type 1 primitive indexes of P and
P~ respectively. Then there does not exist any impossible differential or zero

correlation linear hull of Eg} forr > Ri(P)+ R_1(P)+ 1.

A 5, a
—> <«
sd DS T
.......... » 85 B S—
—> -«
s = EY I bt
- -
R (P) R (P)

Fig. 2. Constructing (R1(P) + R—1(P) + 1)-round differential for Esp

Proof. See Fig.2. Firstly, for any oy # 0, H(a1) = 1, according to Lemma 1,
there always exist some 81 where H(31) = m such that oy — [ is a possible
differential of Ry (P)-round Esp. Secondly, for any ag # 0, H(as) = 1, according
to Lemma 1, there always exist some 8y where H(33) = m such that ag — B9
is a possible differential of R_;(P)-round decryption of Egp.

Since x(81) = x(B2), f1 — P2 is a possible differential of the single S layer
&%, we conclude that a; — ao is a possible differential of (Ry(P)+ R_1(P)+1)-
round Esp. By Theorem 1, there does not exist any impossible differential or

zero correlation linear hull of 8&1 for r > Ry(P)+ R_1(P) + 1. O

4.3 Applications

The Advanced Encryption Standard (AES) is one of the most popular SPN
ciphers up to date. Firstly, if we consider the 4 x 4 state as a vector in F}¢, the
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composition of the ShiftRows and MixColumns can be written as the following

16 x 16 matrix over Fas:

20000300001 0000O01

1000020000300001
100001000O0200003
30000100001000O00O02
0001200003000O010O0
00011000020000360
0003100001000O020
0002300001000O01O0

0010000120000300
0030000110000200
00200003100001O00O0

0010000230000100
0300001000012000O0
020000300001 1000O0

0100002000031000
010000100002 3000O0

P

Therefore, the characteristic matrix of P is

10000100001 O0O0O0OO01

000110000100O0OO0CT1TO
0001100001 00O0OO0CT1TO0
000110000100O0O0CT1TO0

000110000100O0O0CT1TO0
001000011000O01O0O0
001000011000O01O0O0
00100001100001O0O0
001000011000O01O0O0
010000100001 1O0O0O0

010000100001 1O0O00O0
010000100001 1O0O00O0
010000100001 1O0O00O0

P =

Since

1111111111111111
1111111111111111
1111111111111111
1111111111111111

)

1111111111111111
1111111111111111
1111111111111111
1111111111111111
1111111111111111
1111111111111111
1111111111111111
1111111111111111
1111111111111111
1111111111111111

2. Therefore, we have

2. Similarly, we can get R_1(P)

we get Ry (P)

Proposition 1. There does not exist any impossible differential or zero corre-
lation linear hull of EAPS which covers r > 5 rounds. Or equivalently, there does

not exist any 5-round impossible differential or zero correlation linear hull of the

AES unless the details of the S-bozes are considered.
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ARIA is another famous SPN cipher which uses a linear transformation P such
that P = P~!. Since

7222242 422442442
272242 4222444224
2272242 444224224
222742 4244222442
242 4722224422244
424 2272242242244
242 4227242244422
(P*)Q _ 424 2222724424422
22 4424427222242 4
22 4442242722424 2
4 42 2422422722424
4 4222 44222274242
244222 4424247222
422 422 4442422722
422 4442224242272
2442 442242422227

we have Ry (P) = R_1(P) = 2. Therefore, we have

Proposition 2. There does not exist any impossible differential or zero correla-
tion linear hull of EARIA which covers r > 5 rounds. Or equivalently, there does
not exist any 5-round impossible differential or zero correlation linear hull of the
ARIA unless the details of the S-boxes are considered.

Since we already have 4-round impossible differential and 4-round zero correla-
tion linear hull of £4F9 and £474 unless we investigate on the details of the
S-boxes, with respect to the rounds, we cannot find neither better impossible
differentials nor zero correlation linear hulls for the AES and ARIA.

5 Cryptanalysis of Feistel Structures with SP-Type
Round Functions

In the following, we simply use F. g’}l to denote an r-round Feistel structure with
SP-type round functions. Since the techniques to study the Feistel structure with
SPN round functions are almost the same, we only give the results as follows.

Lemma 2. Assumem <21 —1. If (a1, 81) = (71, 1) and (o, B2) — (72, 2)
are possible differentials of F ;113 Then, there always exist «, 8 and 7y, such that
x(a) = x(a1)x(az), x(8) = x(B1)|x(B2), x(7) = x(1)Ix(12), and (e, B) —
(v, @) is a possible differential of ]—'él;.

We have shown that all impossible differentials of an SPN structure are in-
dependent impossible differentials. However, this does not hold for the Feistel
structure. In the following, we only consider the independent impossible differ-
entials of a Feistel structure which fits well with most of the practical cases.

Lemma 3. If a3 — (1 and as — P2 are independent possible differentials of
fg]l, (a1]ae) = (B1]|B2) is also an independent possible differential.
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Theorem 3. There exists an independent impossible differential of ]-—glg if and
only if there exists an impossible differential o /4 B of fglz where H(a) =
H(B) = 1.

Therefore, checking whether there exists an r-round independent impossi-
ble differential of a Feistel structure with SP-type round functions can also be
reduced to checking whether there exists an r-round independent impossible d-
ifferential with the Hamming weights of both the input and output difference
being 1. Since the dual structure of Fgp is 0o Fprgoo, the results on impossible
differentials cannot be applied to zero correlation linear hulls directly. However,
in case P is invertible, we always have

Fprs = ((PT)_la(PT)_l) o Fgpr 0 (PT,PT) £ Py o Fgpr 0o Pout,

which indicates that despite some linear transformations applied to the input and
output masks, respectively, both Fgp and F. é‘P are Feistel structures with SPN
round functions. We use the following definition of independent zero correlation
linear hulls for Fsp.

Definition 5. Let o 4 8 be a zero correlation linear hull of Fsp. If for all
a* and B* satisfying X (Pna™) = X(Pua) and x(PoutB*) = X(PoutB), o™ /» B
are zero correlation linear hulls, we call « /4 3 an independent zero correlation
linear hull of Fgp. Otherwise, we call it a dependent zero correlation linear hull

Of]:SP.

Then based on the links between impossible differentials and zero correlation
linear hulls, we have:

Corollary 3. There ezists an independent zero correlation linear hull of ]—'g;l
if and only if there exists an independent zero correlation linear hull o % B of
Fg]i where H(Ppo) = H(Pow ) = 1.

Theorem 4. Let Ry(P) be the type 2 primitive indexes of P. Then, there does
not exist any independent impossible differential or zero correlation linear hull

offérlz forr > 2Ry(P) +5.

The proof is similar with the SPN structures. The key point is that, as in the
proof of Lemma 1, we can always choose 1, 82,71,72 and ¢, where H(S1) =
H(B2) = H(p) = m such that the differential shown in Fig.3 is a possible one.

To avoid some potential attack, an F'L/FL~! layer is inserted to the Feistel
structure every 6 rounds in Camellia. Denote by £¢@elie* the structure deduced
by Camellia without the FL/FL~! layer. Since

43545544
44354554
54434455

2 35445445

(P +I=|359345344]|>
43234534
34324453
23433445
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a, 0 0 a,
P P
S S
0 a, a, 0
- -
R, (P) R, (P)

Fig. 3. Constructing (2R2(P) + 5)-round differential for Fsp

where I is the identity matrix, we have Ro(P) = 2. Therefore, we obtain the
following proposition:

Proposition 3. There does not exist any independent impossible differential of
ECamellia™ yhich covers r > 9 rounds. Or equivalently, there does not exist any 9-
round independent impossible differential of Camellia without FL/FL™! unless
the details of the S-boxes are considered.

In other words, unless we investigate the details of the S-boxes, the known
independent impossible differentials of Camellia without FL/FL~! cannot be
improved with respect to the rounds.

Zodiac is another Feistel cipher with SP-type round function. Please refer to
[11, 15] for more details of Zodiac. Since we have Ry(P) = 6, if we do not exploit
the details of the S-boxes, there does not exist any 2 x 6 + 5 = 17 independen-
t impossible differential of Zodiac, while the longest impossible differential of
Zodiac is 16 rounds[22].

Although there may exist some dependent impossible differentials of Feistel
structures with SP-type round functions, we believe that the bound given above
is also applicable to all impossible differentials.

6 Conclusion

In this paper, we mainly investigated the security of structures against impossible
differential and zero correlation linear cryptanalysis. Our approach is to deter-
mine an upper bound for the longest impossible differentials for a structure. We
first reduced the problem whether there exists an r-round impossible differential
to the problem whether there exists an r-round impossible differential where
the Hamming weights of the input and output differentials are 1. Therefore,
we reduced the time complexity of checking whether there exists an impossible
differential of an SPN structure or an independent impossible differential of a
Feistel structure with SP-type round functions from O(22™) to O(m?). Then, by
using the structures and dual structures, as well as the matrices theory, we have
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given an upper bound for the rounds of impossible differentials and zero corre-
lation linear hulls for both SPN structures and Feistel structures with SP-type
round functions.

As in the provable security of differential and linear cryptanalysis, we gave
an upper bound on the longest rounds of the impossible differentials that are
independent of the choice of the non-linear components. Although we are only
interested in the truncated impossible differentials, we believe that this kind of
impossible differentials cover most of the known cases. Therefore, they not only
have theoretical significance, but also have practical significance. As a result, see
Table 1, we show that unless the details of the non-linear layer are considered,
there does not exist any 5-round impossible differentials of the AES or ARIA,
and there does not exist any 9-round independent impossible differentials of the
Camellia without FL/FL™! layer.

Table 1. Known results for some block ciphers

Bound Known rounds Reference

AES 1 1 [19]
ARIA 4 4 [25]
Camellia 8 8 [25] independent ID
Zodiac 16 16 [22] independent ID
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A  Proof of Lemma 1.
Firstly, a1 — (1 and as — [ are possible differentials of £5F implies that
there exist some of, b, x(af) = x(a1), x(a3) = x(az2), such that the following

differentials hold:
S
a1 — o
{ S
g — &

For any A € I}, since x(Aas) = x(a2), a2 5 Aok L B is also a possible

differential of £57.
Without loss of generality, let

IR

ﬁlu
Ba.

N¥* %

yu}22) Y OT2 Y (2) )

ym—rg —ws

B2 =

where 0; =0---0, :cﬁ“,yﬁ” € (F3,)". Let
¢

T, = (aél), e ,afﬂll)fl)
) = (ai,. . al)
ygz) = (b((Jl)v '7b1(1112)—1)
gy = (067, b))

and let

1 1 1 1
M)

w1 — ’wg—l

Since #A4 < wy +ws < m+m =2m < 2x (2071 —1) =20 2 F3, \ Ais a
non-empty set. Therefore, for A € F, \ A, we always have

x(af © Aaz) = x(ajlas)
X(B1 @ A2) = x(B1]B2),
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which implies that
a1 |as 5 al ® Aaj L B1 ® A\B2

is a possible differential of £5F.



