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Abstract. We present the first efficient statistical zero-knowledge pro-
tocols to prove statements such as:

— A committed number is a prime.

— A committed (or revealed) number is the product of two safe primes,

i.e., primes p and ¢ such that (p — 1)/2 and (¢ — 1)/2 are prime.
— A given integer has large multiplicative order modulo a composite
number that consists of two safe prime factors.

The main building blocks of our protocols are statistical zero-knowledge
proofs of knowledge that are of independent interest. We show how to
prove the correct computation of a modular addition, a modular multi-
plication, and a modular exponentiation, where all values including the
modulus are committed to but not publicly known. Apart from the va-
lidity of the equations, no other information about the modulus (e.g., a
generator whose order equals the modulus) or any other operand is ex-
posed. Our techniques can be generalized to prove that any multivariate
modular polynomial equation is satisfied, where only commitments to
the variables of the polynomial and to the modulus need to be known.
This improves previous results, where the modulus is publicly known.
We show how these building blocks allow to prove statements such as
those listed earlier.

1 Introduction

The problem of proving that a number n is the product of two primes p and
g of special form arises in many recently proposed cryptographic schemes (e.g.,
[718)20l21]) whose security is based on both the infeasibility of computing discrete
logarithms and of computing roots in groups of unknown order. Such schemes
typically involve a designated entity that knows the group’s order and hence
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is able to compute roots. Although the other involved entities must not learn
the group’s order, nevertheless, they want to be assured that it is large and not
smooth, i.e., that computing discrete logarithms is infeasible to the designated
entity as well. An example of groups used in such schemes are subgroups of Z.
Here, it suffices that the designated entity proves n to be the product of two safe
primes, i.e., primes p and ¢ such that (p — 1)/2 and (¢ — 1)/2 are prime. More
precisely, if n is the product of two safe primes p and ¢ and a? # 1 (mod n)
and ged(a? — 1,n) = 1 holds for some a (which the verifier can check easily),
then a has multiplicative order (p—1)(¢—1)/4 or (p—1)(¢—1)/2 [21]. Another
example are elliptic curves over Z,. In this case, n is required to be the product
of two primes p and ¢ such that (p +1)/2 and (¢ + 1)/2 are prime [25]. Finally,
standards such as X9.31 require the modulus to be the product of two primes p
and ¢, where (p —1)/2, (p+1)/2, (¢ — 1)/2, and (¢ + 1)/2 have a large prime
factor that is between 100 and 120 bit [39 . Previously, the only way known
to prove such properties was applying inefficient general zero-knowledge proof
techniques (e.g., [23/516]).

In this paper we describe an efficient protocol for proving that a commit-
ted integer is in fact the modular addition of two committed integer modulo
another committed integer without revealing any other information whatsoever.
Then, we provide similar protocols for modular multiplication, modular expo-
nentiation, and, more general, for any multivariate polynomial equation. Pre-
viously known protocols allow only to prove that algebraic relations modulo
a publicly known integer hold [A9ITI6I8]. Furthermore, we present an efficient
zero-knowledge argument of primality of a committed number and, as a conse-
quence, a zero-knowledge argument that an RSA modulus n consists of two safe
primes. The additional advantage of this method is that only a commitment to
n but not n itself must be publicly known. If the number n is publicly known,
however, more efficient protocols can be obtained by combining our techniques
with known results which are described in the next paragraph.

A number of protocols for proving properties of composite numbers are found
in literature. Van de Graaf and Peralta [37] provide an efficient proof that a given
integer n is of the form n = p"¢®, where r and s are odd, p and ¢ are primes and
p=q =3 (mod4). A protocol due to Boyar et al. [2] allows to prove that a
number n is square-free, i.e., there is no prime p with p|n such that p?|n. Hence,
if both properties are proved, it follows that n is the product of two primes p and
g, where p = ¢ =3 (mod 4). This result was recently strengthened by Gennaro
et al. [22] who present a proof system for showing that a number n (satisfying
certain side-conditions) is the product of quasi-safe primes, i.e., primes p and

! However, it is unnecessary to explicitly add this requirement to the RSA key gener-
ation. For randomly chosen large primes, the probability that (p —1)/2, (p+1)/2,
(g—1)/2, and (¢ +1)/2 have a large prime factor is overwhelming. This is sufficient
protection against the Pollard p — 1 and Williams p + 1 factoring methods [32|38].
Moreover, an efficient proof that an arbitrarily generated RSA modulus is not weak
without revealing its factors seems to be hard to obtain as various conditions have
to be checked (e.g., see [1]).
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q for which (p — 1)/2 and (¢ — 1)/2 is a prime power. However, their protocol
can not guarantee that (p — 1)/2 and (¢ — 1)/2 are indeed primes which is what
we are aiming for. Finally, Chan et al. [L1I] and Mao [29] provide protocols for
showing that a committed number consists of two large factors, and, recently,
Liskov & Silverman describe a proof that a number is a product of two nearly
equal primes [28].

2 Tools

In the following we assume a group G = (g) of large known order @ and a second
generator h whose discrete logarithm to the base g is not known. We define the
discrete logarithm of y to the base g to be any integer x such that y = ¢g® holds,
in particular discrete logarithms are allowed to be negative. Computing discrete
logarithms is assumed to be infeasible.

2.1 Commitment Schemes

Our schemes use commitment schemes that allow to prove algebraic properties
of the committed value. There are two kinds of commitment schemes. The first
kind hides the committed value information theoretically from the verifier (un-
conditionally hiding) but is only conditionally binding, i.e., a computationally
unbounded prover can change his mind. The second kind is only computation-
ally hiding but unconditionally binding. Depending on the kind of the commit-
ment scheme employed, our schemes will be statistical zero-knowledge arguments
(proofs of knowledge) or computational zero-knowledge proof systems. Cramer
and Damgard [16] describe a class of commitment schemes allowing to prove
algebraic properties of the committed value. It includes RSA-based as well as
discrete-logarithm-based schemes of both kinds. For easier description of our
protocols, we will use a particular commitment scheme which is due to Pedersen
BI]: A value a € Z¢ is committed to by ¢, := g*h", where r is randomly chosen
from Zg. This scheme is unconditionally hiding and computationally binding,
i.e., a prover able to compute log, h can change his mind. Therefore our protocol
will be statistical zero-knowledge proofs of knowledge (or arguments). However,
our protocols can easily be adapted to work for all the commitment scheme
exposed in [I6].

2.2 Various Proof-Protocols Found in Literature

We review various zero-knowledge protocols for proving knowledge of and about
discrete logarithms and introduce our notation for such protocols.

Proving the knowledge of a discrete logarithm x of a group element y to a base
g [13135]. The prover chooses a random r €r Zg and computes ¢ := ¢g" and
sends ¢ to the verifier. The verifier picks a random challenge ¢ € {0,1}* and
sends it to the prover. The prover computes s := r — cx (mod @) and sends
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s to the verifier. The verifier accepts, if ¢g°y° = t holds. This protocol is an
honest-verifier zero-knowledge proof of knowledge if k = O(poly(log Q)) and
a zero-knowledge proof of knowledge if k = O(loglog(Q)) and when serially
repeated O(poly(log Q)) times. This holds for all other protocols described in
this section (when not mentioned otherwise). Adopting the notation in [8], we
denote this protocol by PK{(a) : y = ¢g“}, where PK stands for “proof of
knowledge”.

Proving the knowledge of a representation of an element y to the bases g1,... , g
[3/12], i.e., proving the knowledge of integers 1, . .. , x; such that y = Hézl git.
This protocol is an extension of the previous one with respect to multiple bases.
The prover chooses random integers 71, ... ,r; €g Zg, computes t := Hé:l AR
and sends the verifier ¢. The verifier returns her a randomly picked challenge
c €gr {0,1}*. The prover computes s; := 7; — cz; (mod Q) fori=1,...,l and
sends the verifier all s;’s, who accepts, if t = y° Hizl g;* holds. This protocol
is denoted by PK{(a1,...,q;) 1y = Hi’:l g7}

Proving the equality of the discrete logarithms of elements y; and y2 to the bases
g and h, respectively [T4]. Let y; = ¢* and y2 = h*. The prover chooses a
random r € Zg), computes ¢ := g, ¢ := h", and sends ¢1,12 to the verifier.
The verifier picks a random challenge ¢ € {0,1}* and sends it to the prover.
The prover computes s := r — cz (mod @) and sends s to the verifier. The
verifier accepts, if ¢g°y{ = t1 and h®yS = to holds. This protocol is denoted by
PK{(a) : y1 = g® Ay2 = h®}. Note that this method allows also to prove that
one discrete log is the square of another one (modulo the group order), e.g.,
PK{(a) 151 = g% Ny2 = yi'}.

Proving the knowledge of (at least) one out of the discrete logarithms of the ele-
ments y; and yo to the base g (proof of OR) [T7J34]. W.l.0.g., we assume that
the prover knows x = log, y1. Then 1, s2 €r Z§, c2 €r {0, 1}* and computes
t1 == g™, 12 := ¢g®y5? and sends t; and 2 to the verifier. The verifier picks a
random challenge ¢ € {0,1}* and sends it to the prover. The prover computes
c1:=c@ ey and 81 :=7r; — c1z (mod Q) (where @ denotes the bit-wise XOR
operation) and sends s, $2,c¢1, and ¢o to the verifier. The verifier accepts, if
c1 @ = candt; = g%y;* holds for i € {1,2}. This protocol is denoted by
PK{(o,) : y1 = g% V y2 = ¢g°}. This approach can be extended to an effi-
cient system for proving arbitrary monotone statements built with A’s and V’s
[T734].

Proving the knowledge of a discrete logarithm that lies in a given range, that is,
20 9k < log, y < 26 4 2% for some parameters £; and fo. (The parameter
24 acts as an offset and can also chosen to be zero.) In principle, this statement
can be proved by first committing to every bit of # = log, y and then showing
that the committed values are either a 0 or a 1 and constitute the binary
representation of x. This method is linear in the number of bits of z. A more
efficient but only statistical zero-knowledge protocol can be obtained from the
basic protocol proving the knowledge of log,y by restricting the verifier to
binary challenges and by requiring the prover’s response s to satisfy 261 —
2¢atl g < 260 4 2¢02F1 where € > 1 is a security parameter. Now, when
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considering how the knowledge extractor can compute an x = log, y from two
accepting protocol views with the same first message, it can be concluded that
the prover must know an = = log, y such that 200 _ 9¢2F2 g < 96 | 9cla2
holds [LI]. We denote this protocol by

PK{(a):y=g* A28 — 22 < q < 20 4 2P}

where /5 denotes el5+2 (we will stick to that notation for the rest of the paper).
For more details on this protocol we refer to [6/11]. Finally, the restriction to
binary challenges can be dropped if the order of the group is not known to
the prover (e.g., if a subgroup of an RSA-ring is used) and when believing in
the non-standard strong RSA-assumptior [I8[19]. Although we describe our
protocols in the following in the setting where the group’s order is known to
the prover, all protocols can easily be adapted to the case where the prover
does not know the group’s order using the techniques from [I8[I9].

All described protocols can be combined in natural ways. First of all, one can use
multiple bases instead of a single one in any of the preceding protocols. Then,
executing any number of instances of these protocols in parallel and choosing the
same challenges for all of them in each round corresponds to the A-composition
of the statements the single protocols prove. Using this approach, it is even
possible to compose instances according to any monotone formula [I7)34]. In the
following we will use of such compositions without having explained the technical
details involved for which we refer to [AI9ITOIT7I34].

3 Secret Computations with a Secret Modulus

The goal of this section is to provide an efficient protocol to prove that a® = d
(mod n) holds for some committed integers without revealing the verifier any
further information (i.e., the protocol is zero-knowledge). A step towards this
goal are protocols to prove that a committed integer is the addition or the
multiplication of two other committed integers modulo a third committed integer
n.

The algebraic setting is as follows. Let ¢ be an integer such that —2¢ <
a,b,d,n < 2° holds and € > 1 be security parameter (cf. Section[2). Furthermore,
we assume that a group G of order Q > 22¢+5 (= 22¢+1) and two generators g
and h are available such that log, h is not known. This group could for instance
be chosen by the prover in which case she would have to prove that she has
chosen it correctly. Finally, let the prover’s commitments to a, b, d, and n be
Cq = g*h™, ¢ == gPh™2, cq := g®h"™®, and ¢, := g"h"*, where 11, 73, r3, and 74
are randomly chosen elements of Zg.

2 The strong RSA assumption states that there exists a probabilistic polynomial-time
algorithm G that on input 1™ outputs an RSA-modulus n and an element z € Z7,
such that it is infeasible to find integers e € {—1, 1} and w such that z = u® (mod n).
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3.1 Secret Modular Addition and Multiplication

We assume that the verifier already obtained the commitments c,, ¢, ¢4, and
¢n. Then the prover can convince the verifier that a + b = d (mod n) holds by
sequentially running the protocol denotedd by

S+ = PK{(O[767’Y’ 5767 Can7ﬁ7ﬂ-a )‘) P Cg = gah,ﬁ A (722 <a< 2E) A
c,=g"h? A (—22 << 22) A cqg = g°hS A (—22 <e< 22) A
en=g"? A (=20 <p<2l) n S —pr A (2 <n < 25)}
CqCp
k times. Alternatively, she can convince the verifier that ab = d (mod n) holds
by running the protocol

S, = PK{(, 8,7,6,6,(,n,9,0,6) : ca=g*h" A (—22 <a< 22) A
ey, =g h® A (—22 <y < 22) A cqg=gh¢ A (—22 <e< 22) A
cn = g"h? A (7212 <n< 22) A cq=cpcRhs A (722 <p< 212)}

k times with him.

Remark. In some applications the prover might be required to show that n has
some minimal size. This can by showing that 7 lies in the range 2t —ob < n <
201 1 2%2 ingtead of —2¢ < n < 2! for some appropriate values of ¢; and ¢y (cf.

Section 2.2)).

Theorem 1. Let a, b, d, and n be integers that are committed to by the prover
as described above and assume computing discrete logarithms in G is infeasible.
Then the protocol S is a statistical zero-knowledge argument that a +b = d
(mod n) holds. Furthermore, the protocol Si is a statistical zero-knowledge ar-
gument that ab = d (mod n) holds. The soundness error probability for both
protocols is 27°F.

Proof. The statistical zero-knowledge claims follows from the statistical zero-
knowledgeness of the building blocks.

Let us argue why the modular relations among the committed integers hold.
First, we consider what the clauses prove that S and S, have in common.
Running the prover with either protocol (and using standard techniques), the
knowledge extractor can compute integers a, b ci, n, 71, T2, 73, and 74 such
that ¢, = gah”, ch = gbh”, cd = gbhr?’, and ¢, = ¢™h™ holds. Moreover,
2l < a <2l 2l < b <2 —2' < d < 2! and =27 < A < 2! holds for these
integers.

When running the prover with S5, the knowledge extractor can further com-
pute integers 75 € Zg and 4 with —2¢ < i < 2 such that ca/(cacy) = c2h's

holds. Therefore, we have gd a=bpia=f1—f2 — ¢t R#F s and hence, provided

3 Recall that ¢ denotes €l + 2.
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loggh is not known, we must have d = @ + b + @n (mod Q). Thus we have

d=a-+0b+an + W@ for some integer w. Since 220+1 @ and due to the con-
straints on a, b, d n, and 4, we can conclude that the integer w must be 0 and
sod=a+b (mod fL) must hold.

Now consider the case when running the prover with S.. In this case the
knowledge-extractor can addltlonally compute integers 7g € ZQ and 0 with

—2l < 4 < 2 such that cg = clc®h’e and thus gdhis = g“b"’”"h‘”z"’””"’”’
holds. Again, assuming that log, h is not known, we have d=ab+on (mod Q).

As before, due to Q?Z‘H < @ and the constraints on a, b, d, n, and 0 we can
conclude that d = ab (mod 7) must hold for the committed values. O

3.2 Secret Modular Exponentiation

We now extend the ideas from the previous paragraph to a method for proving
that a” = d (mod n) holds. Using the same approach as above, i.e., having the
prover to provide a commitment to an integer a that equals a® (in Z) and proving
this, would required that G has order about 2% and thus such a protocol would
become rather inefficient. A more efficient protocol is obtained by constructing a’
(mod n) step by step according to the square & multiply algorith, committing
to all intermediary results, and then prove that everything is consistent. This
protocol is exposed in the following. We assume that an upper-bound ¢, < ¢ on
the length of b is publicly known.

1. Apart from her commitments c¢,, ¢y, ¢4, and ¢, to a, b = Zfl’:gl b;2%, d, and
n, the prover must commit to all the bits of b: let ¢, := gbi h™ with 7; €g
Zg for i € {0,...,¢, — 1}. Furthermore she needs to provide commitments
to the intermediary results of the square & multiply algorithm: let ¢,, :=

g(azz (If“’d "Dh%i (i =1,...,0,—1), be her commitments to the powers of a,
i.e., a® (mod n), where 7; €p Zg, and let ¢, == g“ih™, (i=0,...,0,—2),
where u; == u;_1(a®>)% (mod n), (i =1,...,0,—2), up = a® (mod n), and

7; €r Zq. The prover sends the verifier all these commitments.
2. To prove that a® = d (mod n) holds, they carry out the following protocol

k times.
ST:ZPK{(a,ﬁ,&X,%&E,Cm’( iy Wi Vi &y i Ty iy @iy i) 1 (i 02)527%)
e=g"h? A =2 <a <2l A (1)
ca=g"h% A —of < v < 2l A (2)
en=ghS A =20 <e <2l A (3)

ly—1

(H czj)/cb:h" A (4)

* In practice a more enhanced exponentiation algorithm might be used (see, e.g., [15]),
but one should keep in mind that it must not leak additional information about the
exponent.
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Coy :g)\lh;ufl A LA Cop, 1 :g)\eb—lhuebq A (5)
Co, = COCREY A ¢y, 7CA16V2h§2 Ao N ey = cﬁf: et RS A (6)
2l <2l ALA =2l n, <2l A (7)
—22<u1<22/\.../\—2@<ugb_1<22/\ (8)
wp = gﬂ'thl AN 6“55*2 = gﬂlb72h9£b—2 A (9)
ol em <2 AN 2 <y <2t A (10)
((Cbo =h A Cuo/g = hm) v (Cbo/g = h’ A cuo/cil = h¢0)> A (11)
((cb1 =R A cuyfeuy =hT) V (12)
(Cbl/g =h" A ey, = cﬁécﬁlhwl A —2f < p1 < 22)) /AN
((ebrye = 17> A Cup gy = BT) ¥ (13)
A

(cbebﬂ/g =h"2 A Cugy—2 = Cuﬁ: i en P TRV A _2E < @g-2 < 2€)>

((cber1 =h*"t A cafcu,, 5 = Y (14)

\ ) )
(Cbyy 1 /g =h"1 A ca=cupen® Y A =20 <oy, <2f)>}

Let us now explain why this protocol proves that a® = d (mod n) holds and
consider the clauses of sub-protocol S;. What the Clauses [[H3] prove should be
clear. The Clause dlshows that the ¢p,’s indeed commit to the bits of the integer
committed to in ¢, (that these are indeed bits is shown in the Clauses TIHI4).
From this it can further be concluded that ¢ commlts to a value smaller than 2% .
The Clauses[EH8 prove that the c¢,,’s indeed contain a® (mod n) (cf. SectionB.1).
Finally, the Clauses [OHI4 show that ¢,,’s commit to the intermediary results of
the square & multiply algorithm and that cq commits to the result: The Clauses (@l
and[M0 show that the c,,’s commit to integers that lie in {—2°+1,...,2¢—1} (for
Cu, this follows from Clause[IT). Then, Clause [[Tlproves that either ¢, commits
to a 0 and ¢, commits to a 1 or ¢p, commits to a 1 and ¢,, commits to the same
integer as ¢,. The Clauses [[2] and [I3 show that for each i =1,... £, — 2 either
¢p, commits to a 0 and ¢,, commits to same integer as c,, , or ¢, commits to

a 1 and ¢,, commits to the modular product of the value ¢,, , commits to and

-1
of a® (mod n) (which ¢,, commits to). Finally, Clause [ proves (in a similar
manner as the Clauses 2 and [[3) that ¢4 commits to the result of the square &

multiply algorithm and thus to a® (mod n).

Theorem 2. Let c,, ¢, cq, and ¢, be commitments to integers a, b, d, and n
and let Cogs .- 5 Chy_yy Corsevv s Copy 15 Cugs - -+ 5 Cuyy o DE auailiary commitments.
Then, assuming computing discrete logarithms in G is infeasible, the protocol Sy
is a statistical zero-knowledge argument that the equation a® = d (mod n) holds.
The soundness error probability is 27F.
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Proof. The proof is straight forward from Theorem[Tland the explanations given
above that cpy, ... ,Cp, 15 Coyps - - s Cogy 13 Cugy - -+ > Cugy 25 S implement the square
& multiply algorithm step by step. O

In the following, when denoting a protocol, we refer to the protocol St by
adding a clause like (aﬁ = v (mod (5)) to the statement that is proven and
assume that the prover sends the verifier all necessary commitments; e.g.,

PK{(@,8,7,8,& 5,%,0) : ca = g*h* A ey ='W’ A ca=g"h7 A

Cn = g‘shs A (6P =y  (mod (5))}

3.3 Efficiency Analysis

We assume that G is chosen such that group elements can be represented with
about log @@ bits. For both Sy and S, the prover and the verifier both need
to compute 5 multi-exponentiations per round. The communication per round
is about 10log @ + 5ef bits in case of S, and S.. In case of S}, the prover
and the verifier need to compute about 7/, multi-exponentiations per round.
Additionally, the prover needs to compute about 3¢, multi-exponentiations in
advance of the protocol (these are the computations of the commitments to the
intermediary results of the square & multiply algorithm). The communication
cost per round is about 144, log Q) + 44,ef bits and an initial 3¢, group element
which are the commitments to the intermediary results of the square & multiply
algorithm.

3.4 Extension to a General Multivariate Polynomial

Let us outline how the correct computation of a general multivariate polynomial
equation of form

I t
b..
flze, ...,z a1, ... yabig, ... b, n) :Zainxj”’z 0 (mod n)
i=1  j=1

can be shown, where all integers x1,... ,2¢,a1,...,a;,b1,1,... ,b+, and n might
only given as commitments: The prover commits to all the summands s; :=
ay H;:1 xsl’j (mod n),...,s :=q H;Zl xsl’j (mod n) and shows that the sum
of these summands is indeed zero modulo n. Then, she commits to all the product
terms p1 1 := x?“ (mod n),... ,pes = xf” (mod n) of the product and shows
that s; = a; H;lew- (mod n). Finally, she shows that p;; = x?i’j (mod n)
(using the protocol S;) and that for all 4 the same x; is in p; ;. This extends
easily to several polynomial equations, where some variables appear in more
than one equation.
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4 A Proof that a Secret Number Is a Prime

In this section we describe how a prover and a verifier can carry out a pri-
mality test for an integer hidden in a commitment. Some primality tests reveal
information about the structure of the prime and are hence not suited unless
one is willing to expose this information. Examples of such tests are the Miller-
Rabin test [30J33] or the one based on Pocklington’s theorem. A test that does
not reveal such information is due to Lehmann [27] and described in the next
subsection.

4.1 Lehmann’s Primality Test

Lehmann’s test is variation of the Solovay-Strassen [36] primality test and based
on the following theorem [26]:

Theorem 3. An odd integer n > 1 is prime if and only if
VaeZ’: a™V/?=41 (modn)and 3JaeZ’: a™ /2 =—-1 (modn).

This theorem suggest the following probabilistic primality test [27]:

— Choose k random bases a, ... ,ar € Z,
— check whether agn_l)m = +1 (mod n) holds for all i’s, and
— check whether a§n71)/2 = —1 (mod n) if true for at least one i € {1,... ,k}.

The probability that a non-prime n passes this test is at most 27%, and that a
prime n does not pass this test is at most 27* as well. Note that in case n and
(n —1)/2 are both odd, the condition that agnfl)/Q = —1 (mod n) holds for at
least one i can be omitted. In this special case of Lehmann’s test is equivalent
to the Miller-Rabin test [33] and the failure probability is at most 4=*.

4.2 Proving the Primality of a Committed Number

We now show how the prover and the verifier can apply Lehmann’s primality
test to a number committed to by the prover such that the verifier is convinced
that the test was correctly done but does not learn any other information. The
general idea is that the prover commits to ¢ random bases a; (of course, the
verifier must be assured that the a;’s are chosen at random) and then proves
that for these bases aEnil)/Q = 41 (mod n) holds. Furthermore, to conform with
the second condition in Theorem [] the prover must commit to a base, say a,
such that @™~ 1/2 = —1 (mod n) holds.

Let £ be an integer such that n < 2¢ holds and let € > 1 be a security param-
eter. As in the previous section, a group G of prime order Q > 22> and two
generators g and h are chosen, such that log, i is not known. Let ¢, := g"h™
with 7, €r Zg be the prover’s commitment to the integer on which the primal-
ity test should be performed.

The following four steps constitute the protocol.
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1. The prover picks random a; € Z,, for ¢ = 1,... ;¢ and commits to them as
Ca, := g% h i with ra, €R Zg for i =1,...,t. She sends c4,, ... ,ca, to the
verifier.

2. The verifier picks random integers —2¢ < a; < 2¢ for i = 1,... ,¢ and sends

them to the prover.

3. The prover computes a; := a; + d; (mod n), ¢q, = g*h™ with ro, €r Zq,
d; = a§n71)/2 (mod n), and cq, = g%h": with rq, €r Zg for all i =
1,...,t. Moreover, the prover commits to (n — 1)/2 by ¢, := g(»=1/2pm
with 7, €g Zg. Then the prover searches a base a such that a("~V/2 = —1
(mod n) holds and commits to @ by cz := g%h"® with r; €g Zg.

4. The prover sends ¢p, Ca, Cayy- - - 5 Cays Cdys - - - Cd, tO the verifier and then they
carry out the following (sub-)protocol k times.

Sp = PK{(OL,ﬁ,’Y,I/,g, o, W, (52"57;7(7;’77%191'771-2'7 Qia’{ia.ui’wi)z:l) :

o =g°h? A =20 <a <2l A (15)
en=g"ht A 2L <v <2l A (16)

cig/cn =h" A (17)

ca=9°h" A (0*=-1 (modv)) A (18)

ar = 9OhEY A LA ca, = gOhTt A (19)

Car /9 = gO SR A LA e, /g™ = GO SR A (20)
ol esy <2t A n 2P <5 <2t A (21)
72Z<§1<2ZA A 725<Ct<22/\ (22)

Cay = gAY A LLUA o, = g%tRTE A (23)
(ca, /9= ROV cq,g9 = hﬂl) A A (ca /9= RYV ¢q,9 = hﬂt) A (24)
cay = g"hYY AN cq, = gMtRYE A (25)

(of =1 (mod v)) A...A (of =p:  (mod v)) } (26)

Let us analyze the protocol. In Step 1 and 2 of the protocol, the prover
and the verifier together choose the random bases aq, ... ,a; for the primality
test. Each base is the sum (modulo n) of the random integer the verifier chose
and the one the prover chose. Hence, both parties are ensured that the bases
are random, although the verifier does not get any information about the bases
finally used in the primality test. That the bases are indeed chosen according
to this procedure is shown in the Clauses TIH23] of the sub-protocol S,, where
the correct generation of the random values a;, committed in c,,, is proved.
The Clauses I6HIT prove that indeed (n — 1)/2 is committed in ¢, and the
Clause M8 shows that there exists a base a such that @™~Y/2 = —1 (mod n). In
the Clause [24] it is shown that the values committed in cq, are either equal to
—1 or to 1. Finally, in Clause 28 (together with the Clauses T3] [T6], 23], and 25])
it is proved that a§n71)/2 = d; (mod n), i.e., a§n71)/2 (mod n) € {-1,1} and
thus the conditions that n is a prime with error-probability 27¢ are met.
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Note that all modular exponentiations in Clause 28] have the same b and n
and hence the proofs for these parts can be optimized. In particular, this is the
case for the Clauses[3, [, and [IHI4]in S;.

Theorem 4. Assume computing discrete logarithms in G is infeasible. Then,
the above protocol is a statistical zero-knowledge argument that the integer com-
mitted to by ¢, is a prime. The soundness error probability is at most 27F +27¢.

Proof. The proof is straight forward from the Theorems [ 2] and 3l O

In the sequel, we abbreviate the above protocol by adding a clause such as
a € primes(t) to the statement that is proven, where ¢ denotes the number of
bases used in the primality test.

Remark. If (n — 1)/2 is odd and the prover is willing to reveal this, she can
additionally prove that she knows x and ¢ such that /g9 = (g>)Xh¥ and —2f <
X < 2¢ holds and skip the Clause[I8. This results in a statistical zero-knowledge

proof that n of form n = 2w + 1 is prime and w is odd with error-probability at
most 272,

4.3 Efficiency Analysis

Assume that the commitment to the prime n is given. Altogether ¢+ 1 protocols
that a modular exponentiation holds are carried out where the exponents are
about log n bits. Thus, prover and verifier need to compute about 7t logn multi-
exponentiations per round each. Additionally, the prover needs to compute about
2t log n multi-exponentiations for the commitments to the intermediary results
of the square & multiply algorithm. (Note that the exponents in Clause[28 is the
same in all relations and hence the commitments to its bits need to be computed
only once.) The communication cost per round is about 14¢ logn log Q+4t log nel
bits and an initial 2tlogn group elements which are the commitments to the
intermediary results of the square & multiply algorithm and the commitments
to the bases of the primality test.

5 Proving that an RSA Modulus Consists of Two Safe
Primes

We finally present protocols for proving that an RSA modulus consists of two
safe primes. First, we restrict ourselves to the case where not the modulus but
only a commitment to it is not known to the verifier. Later, we will discuss
improvements for cases when the RSA modulus is known to the verifier.

5.1 A Protocol for a Secret RSA Modulus

Let 2¢ be an upper-bound on the length of the largest factor of the modulus
and let € > 1 be a security parameter. Furthermore, a group G of prime order



Proving that a Number Is the Product of Two Safe Primes 119

@ > 22"5 and two generators g and h are chosen, such that log, & is not known
and computing discrete logarithms is infeasible. Let ¢, := g"h"™™ be the prover’s
commitment to an integer n, where she has chosen r, €r Zg, and let p and ¢
denote the two prime factors of n. The following is a protocol that allows her to
convince the verifier that ¢,, commits to the product of two safe primes.

1. The prover computes the commitments c, := gPh'», c; := g®~V/2p75 ¢, =
g?h™, and ¢z = gl9=V/2h" with 1,,75,74,73 €r Z¢ and sends all these
commitments to the verifier.

2. The two parties sequentially carry out the following protocol k times.

S51 = PK{(a7ﬂ7’Ya§7Q7V7§7X7€aC7n):

5 =g’ A cg=g"h° A ¢, =g°h" A cg=g"hX A (27)
cp/(c?,g) =h" A cq/(cég) =hS A cp= cf,h" A (28)

a € primes(t) A v € primes(t) A (29)

0 € primes(t) A & € primes(t)} , (30)

where ¢ denotes the number of bases used in Lehmann’s primality tests. (The
length conditions on «, 7, g, and £ are shown in the primes(t)-parts of the
protocol.)

Theorem 5. Assume computing discrete logarithms in G is infeasible. Then,
the above protocol is a statistical zero-knowledge argument that the integer com-
mitted to by c,, is the product of product of two integers p and q and p, q, (p—1)/2
and (¢ —1)/2 are primes. The soundness error probability is at most 27% + 27,

Proof. The proof is straight forward from the Theorems [ 2 and [4l O

The computational and communication costs of this protocol are reigned
by the primality-protocols and thus about four times as high as for a single
primality-protocol (cf. Subsection F3]).

5.2 A Protocol for a Publicly Known RSA Modulus

In cases the number n is publicly known and fulfills some side-conditions (see
below), much less rounds of the Lehmann test will be sufficient if the prover
and the verifier first run the protocol due to Gennaro et al. [22] (which includes
the protocols proposed by Peralta & van de Graaf [37] and by Boyar et al. [2]).
This protocol is a statistical zero-knowledge proof system that there exist two
integers a,b > 1 such that n consists of two primes p = 2p® + 1 and ¢ = 2¢° + 1
with p,¢,p,¢ £ 1 (mod 8), p # ¢ (mod 8), p £ ¢ (mod 8) and p, ¢ are primes.
Given the fact that (p—1)/2 is a prime power, and assuming that it is not prime,
the probability that it passes a single round of Lehmann’s primality test for any
a > 1is at most p'= < /2/(p — 1) (for q the corresponding statement hold).
Hence, if p and ¢ are sufficiently large, a single round of Lehmann’s primality
test on (p —1)/2 and (¢ — 1)/2 will be sufficient to prove their primality with
overwhelming probability. Thus, the resulting protocol to prove that n is the
product of two safe primes is as follows.
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1. First the prover computes ¢, := gPh™, c; := g~ V/2p" ¢, := g9h™ and
cg = g9 V20" with r,,1r5,7,7; €r Zo and sends these commitments
together with n to the verifier.

. The prover and the verifier carry out the protocol by Gennaro et al. [22]

3. and then k times the protocol denoted by

S52 = PK{(O[,ﬂ,’Y,(S, Q7€7§7X557C7n) :

[\

cp = g*hP A cG = g'h’ A cp =g°h A cg= g hX A (31)
cp/(c%g) =h" A cq/(cgg) =K A ¢g" = cgh" A (32)
« € primes(l) A v € primes(1)}, (33)

where the length conditions on a and « are hidden within in the sub-protocols
primes(1).

Theorem 6. Let n be the product of two primes p and q such that p = 2p* + 1
and ¢ = 2@ + 1 with p,q,p,G # 1 (mod 8), p # q (mod 8), p #Z ¢ (mod 8),
a,b > 1 and p,§ are primes. Assume computing discrete logarithms in G is
infeasible. Then, the protocol Sso is a statistical zero-knowledge argument that
n is the product of two integers p and q and that p, q, (p —1)/2, and (¢ —1)/2
are primes. Assume p > q. Then the soundness error probability is at most
27k +/2/(q - 1).

The computational and communication costs of this protocol is dominated
by the costs of a single round (i.e., t = 1) of the primality protocol described in
the previous section and the costs of protocol of Gennaro et al. [22].

It is obvious how to apply our techniques to get a protocol for proving that n
is the product of two strong primes [24] (i.e., (p —1)/2, (¢—1)/2, (p+1)/2 and
(g+1)/2 are primes or have a large prime factor) or, more general, two primes p
and ¢ such that @5 (p) and @y (q) are not smooth, where @y, is the k-th cyclotomic
polynomial. (Recall that smoothness of @y (p) or i(q) for any integer k > 0,
k = O(logn) allows to factor n efficiently [1]). Lower bounds on p, ¢, and on n
might also be shown. Also, factors r other than 2 in (p — 1)/r could easily be
incorporated.

6 Acknowledgments

The authors are grateful to Christian Cachin, Ivan Damgard, Markus Stadler,
and Robert Zuccherato for valuable discussions and helpful comments. While the
second author was with Ubilab, UBS, he was supported by the Swiss National
Foundation (SNF/SPP project no. 5003-045293).

References

1. E. Bach and J. Shallit. Factoring with cyclotomic polynomials. In 26th FOCS,
IEEE, pp. 443-450, 1985.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Proving that a Number Is the Product of Two Safe Primes 121

J. Boyar, K. Friedl, and C. Lund. Practical zero-knowledge proofs: Giving hints
and using deficiencies. Journal of Cryptology, 4(3):185-206, 1991.

S. Brands. Untraceable off-line cash in wallets with observers. In Advances in
Cryptology — CRYPTO ’98, volume 773 of LNCS, pp. 302-318, 1993.

S. Brands. Rapid demonstration of linear relations connected by boolean operators.
In Advances in Cryptology — EUROCRYPT °97, volume 1233 of LNCS, pp. 318-
333. Springer Verlag, 1997.

G. Brassard, D. Chaum, and C. Crépeau. Minimum disclosure proofs of knowledge.
Journal of Computer and System Sciences, 37(2):156-189, Oct. 1988.

J. Camenisch and M. Michels. Proving in zero-knowledge that a number n is the
product of two safe primes. Technical Report RS-98-29, BRICS, Departement of
Computer Science, University of Aarhus, Nov. 1998.

J. Camenisch and M. Michels. A group signature scheme based on an RSA-variant.
Tech. Rep. RS-98-27, BRICS, Departement of Computer Science, University of
Aarhus, Nov. 1998. Preliminary version appeared in Advances in Cryptology —
ASIACRYPT ’98, volume 1514 of LNCS, pages 160-174. Springer Verlag, 1998.
J. Camenisch and M. Stadler. Efficient group signature schemes for large groups.
In Advances in Cryptology — CRYPTO ’97, volume 1296 of LNCS, pp. 410-424.
Springer Verlag, 1997.

J. Camenisch and M. Stadler. Proof systems for general statements about discrete
logarithms. Technical Report TR 260, Institute for Theoretical Computer Science,
ETH Ziirich, Mar. 1997.

J. L. Camenisch. Group Signature Schemes and Payment Systems Based on the
Discrete Logarithm Problem. PhD thesis, ETH Ziirich, 1998. Diss. ETH No. 12520.
A. Chan, Y. Frankel, and Y. Tsiounis. Easy come — easy go divisible cash. In
Advances in Cryptology — EUROCRYPT 98, volume 1403 of LNCS, pp. 561—
575. Springer Verlag, 1998. Revised version available as GTE Technical Report.
D. Chaum, J.-H. Evertse, and J. van de Graaf. An improved protocol for demon-
strating possession of discrete logarithms and some generalizations. In Advances
in Cryptology — EUROCRYPT °87, volume 304 of LNCS, pp. 127-141. Springer-
Verlag, 1988.

D. Chaum, J.-H. Evertse, J. van de Graaf, and R. Peralta. Demonstrating pos-
session of a discrete logarithm without revealing it. In Advances in Cryptology —
CRYPTO ’86, volume 263 of LNCS, pp. 200-212. Springer-Verlag, 1987.

D. Chaum and T. P. Pedersen. Wallet databases with observers. In Advances in
Cryptology — CRYPTO 92, volume 740 of LNCS, pp. 89-105. Springer-Verlag,
1993.

H. Cohen. A Course in Computational Algebraic Number Theory. Number 138 in
Graduate Texts in Mathematics. Springer-Verlag, Berlin, 1993.

R. Cramer and I. Damgard. Zero-knowledge proof for finite field arithmetic, or:
Can zero-knowledge be for free? In Advances in Cryptology — CRYPTO ’98,
volume 1642 of LNCS, pp. 424-441, Berlin, 1998. Springer Verlag.

R. Cramer, I. Damgard, and B. Schoenmakers. Proofs of partial knowledge and sim-
plified design of witness hiding protocols. In Advances in Cryptology — CRYPTO
’94, volume 839 of LNCS, pp. 174-187. Springer Verlag, 1994.

E. Fujisaki and T. Okamoto. Statistical zero knowledge protocols to prove modular
polynomial relations. In Advances in Cryptology — CRYPTO ’97, volume 1294 of
LNCS, pp. 16-30. Springer Verlag, 1997.

E. Fujisaki and T. Okamoto. A practical and provably secure scheme for pub-
licly verifiable secret sharing and its applications. In Advances in Cryptology —
EUROCRYPT 98, volume 1403 of LNCS, pp. 32-46. Springer Verlag, 1998.



122

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

Jan Camenisch and Markus Michels

R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin. Robust and efficient sharing
of RSA functions. In Advances in Cryptology — CRYPTO 96, volume 1109 of
LNCS, pp. 157-172, Berlin, 1996. IACR, Springer Verlag.

R. Gennaro, H. Krawczyk, and T. Rabin. RSA-based undeniable signatures. In
Advances in Cryptology — CRYPTO ’97, volume 1296 of LNCS, pp. 132-149.
Springer Verlag, 1997.

R. Gennaro, D. Micciancio, and T. Rabin. An efficient non-interactive statistical
zero-knowledge proof system for quasi-safe prime products. In 5rd ACM Conference
on Computer and Communicatons Security, 1998.

O. Goldreich, S. Micali, and A. Wigderson. How to prove all NP statements in
zero-knowledge and a methodology of cryptographic protocol design. In Advances
in Cryptology — CRYPTO ’86, volume 263 of LNCS, pp. 171-185. Springer-Verlag,
1987.

J. Gordon. Strong RSA keys. Electronics Letters, 20(12):514-516, 1984.

K. Koyama, U. Maurer, T. Okamoto, and S. Vanstone. New public-key schemes
based on elliptic curves over the ring Z,. In Advances in Cryptology — CRYPTO
’91, volume 576 of LNCS, pp. 252-266. Springer-Verlag, 1992.

E. Kranakis. Primality and Cryptography. Wiley-Teubner Series in Computer
Science, 1986.

D. J. Lehmann. On primality tests. SIAM Journal of Computing, 11(2):374-375,
May 1982.

M. Liskov and B. Silverman. A Statisical limited-knowledge proof for secure RSA
keys. manuscript, (1998).

W. Mao. Verifable Partial Sharing of Integer Factors. to appear in Proc. SAC’98,
1998.

G. L. Miller. Riemann’s hypothesis and tests for primality. Journal of Computer
and System Sciences, 13:300-317, 1976.

T. P. Pedersen. Non-interactive and information-theoretic secure verifiable secret
sharing. In Advances in Cryptology — CRYPTO ’91, volume 576 of LNCS, pp.
129-140. Springer Verlag, 1992.

J. M. Pollard. Theorems on factorization and primality testing. Proc. Cambridge
Philosophical Society, 76:521-528, 1974.

M. O. Rabin. Probabilistic algorithm for testing primality. Journal of Number
Theory, 12:128-138, 1980.

A. de Santis, L. di Crescenzo, G. Persiano, M. Yung. On Monotone Formula Closure
of SZK. 35th FOCS, TEEE, pp. 454-465, 1994.

C. P. Schnorr. Efficient signature generation for smart cards. Journal of Cryptology,
4(3):239-252, 1991.

R. Solovay and V. Strassen. A fast monte-carlo test for primality. SIAM Journal
on Computing, 6(1):84-85, Mar. 1977.

J. van de Graaf and R. Peralta. A simple and secure way to show the validity of
your public key. In Advances in Cryptology — CRYPTO ’87, volume 293 of LNCS,
pp- 128-134. Springer-Verlag, 1988.

H. C. Williams. A p + 1 method of factoring. Mathematics of Computation,
39(159):225-234, 1982.

X9.31 - 1998 Digital Signatures using reversible public key cryptography for the
financial services industry (rDSA). American National Standard, Working Draft,
59 pages, 1998.



	Introduction
	Tools
	Commitment Schemes
	Various Proof-Protocols Found in Literature

	Secret Computations with a Secret Modulus
	Secret Modular Addition and Multiplication
	Secret Modular Exponentiation
	Efficiency Analysis
	Extension to a General Multivariate Polynomial

	A Proof that a Secret Number Is a Prime
	Lehmann's Primality Test
	Proving the Primality of a Committed Number
	Efficiency Analysis

	Proving that an RSA Modulus Consists of Two Safe Primes
	A Protocol for a Secret RSA Modulus
	A Protocol for a Publicly Known RSA Modulus

	Acknowledgments

