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1 Introduction

With the rapid development of the communication technology and network applications,
the Internet has become an important platform for people sharing news and ideas [1].
Meanwhile, the Internet has become a powerful mechanism for propagating malicious
computer virus programs such as worms, Trojans horses, and so on. What is more seri-
ous, enormous financial losses and social panic have also been caused by these computer
viruses [2]. Therefore, it is urgent to understand the behavior of computer viruses and to
pose effective measures of controlling their spread across the Internet.

In recent years, many models have been established to investigate spread of computer
viruses since the pioneering work of Kephart and White [3]. They investigated the com-
puter virus spreading in the Internet by using the SIS epidemic model inspired by the com-
pelling similarities between computer viruses and their biological counterparts. The SIR
classical epidemic model and some other different epidemic models are used to investi-
gate the spread of malware in the Internet [4—7]. The authors of [8—11] proposed different
SEIR models that assume that the recovered computers in networks have a permanent
immunization period. SEIRS models and SEIQRS models have also been developed and
studied in [12-15]. However, all the models mentioned overlook the fact that a computer
can infect other computers immediately after it gets infected [16]. This is not consistent
with realization. Because of that, an infected computer has infectivity during its latent pe-
riod. Very recently, Kumar et al. [17] proposed the following computer virus model with
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graded infection rate based on the work by Yang et al. [18]:
B = - BSL() + B(2)) + £R(E) - uS(e),
O = BS(E)(L(E) + B@)) — (1 + @)L(2),
PO = al(t) = (u+y +n+0)B(), (1)

Q0 _ yB(t) — (1 + 0 +8)Q(),
RO _ 5Q(t) - (11 + €)R(E) + 1B(E),

where S(t), L(¢), B(t), Q(t), and R(¢) denote the percentages of uninfected computers that
have no immunity, infected computers that are latent, infected computers that are break-
ing out, infected computers that are quarantined, and recovered computers that have tem-
porary immunity at time ¢, respectively; p is the rate at which external computers are
connected to the Internet, and it is also the rate at which the internal computers are dis-
connected from the Internet; o is the crashing rate of the computers due to the attack of
computer viruses; and «, B, v, €, 17, and § are the state transition rates of system (1).

It is well known that it needs some time to clean the computer viruses in the infected
computers that are breaking out and in the infected computers that are quarantined for
the anti-virus softwares. That is, system (1) neglects the delay due to the period that the
anti-virus software needs to clean the viruses. To the best of our knowledge, until now
there is no analysis on the dynamics of system (1) with time delay. Motivated by this fact,

we consider the following delayed system:

% =1 — BS(E)(L(t) + B(t)) + eR(£) — uS(t),

A0 - BS(e)(L(E) + B(L)) — (i + )L (D),

PO = al(t) = (u+y +n+0)B), )
% =yB(t) - (u+0 +8)Q(t),

% =8Q(t—1) - (+&)R(t) + nB(t - 1),

where 7 is the delay due to the period that the antivirus software needs to clean the viruses.
This paper mainly focuses on the effect of time delay on system (2).

The subsequent materials of this paper are organized as follows. In Section 2, we prove
the local stability of the viral equilibrium and the existence of a Hopf bifurcation. Section 3
is devoted to investigations in direction of the Hopf bifurcation and stability of the bifur-
cating periodic solutions. Then, we validate the obtained results by using simulations in
Section 4. We summarize this work in Section 5.

2 Stability of viral equilibrium and existence of Hopf bifurcation

According to the analysis in [19], we can obtain that system (2) has a unique viral equilib-

rium E(Sy, Ly, By, Qy, R,) if the basic reproduction number Ry = % > 1, where

_lrmlyrprnro) 1 yrptnto,
Bla+y+u+n+o) Ry * o *
y Sy +n(u+o+6)

:73; = )
Q. w+o+8 Ture)uto+8) "
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_ pe(p + o+ 8)( + )(1 = Ro)
T Roayde + (+o +8)[Roane —B(p+e)u+a+y +n+o)]

The linearized system of system (2) at the viral equilibrium E,(S,, L+, By, Qs R,) is

% = anS(t) + annL(t) + a13B(t) + asR(¢),

LD = 421S(8) + anL(t) + axB(2),
BY — g3 L(t) + assB(t), (3)
% = ag3B(t) + a4 Q(t),

% = assR(t) + bs3 Q(t — ) + bsa B(t — 1),

where

an =—-PB(L.+By) -, app = —BS,, a3 = —BS,, a5 =&,
an =P(Li+By),  an=BS.—(n+a),  ax=pS,

asz =, agz=p+y+0o+1, ag =7y, as=—(U+0 +96),
ass = —(p + &), bss =1, bsy =6.

The characteristic equation of system (2) at E.(S., Ly, B«, Q«, R,) can be obtained as fol-

lows:
A5+ part + p3d® + pad? + pih+ po + (uh +qo)e T =0 (4)
with

Po = daadss [6133(61126121 —anay) + az(andss — ﬂ130121)],

b1 =ass [ﬂuﬂzz(ﬂss +daq) + azasa(an + ﬂzz)] + anaas3das
+ a13a21a32(asa + dss) — axzaz [6111(6144 +ass5) + 61441155]
— a12d21 [6133 (asa +ass) + ﬂ446l55]7

P2 = axnazn(an + duy + ass) + andn (ass + aay + ass)
— a13a1a3y — anda(ass + das) — azzasa(an + as)
—dass [ﬂuﬂzz +az3das + (an + ax)(ass + ﬂ44)],

P3 = andx + aszdas + ass(an + axn + asz + daa)
+(an + axn)(ass + ass) — ana — axas,

pa =—(an +axn + asz + as + ass),

qo = a15a32(aaabss — aazbsa), = —a15a32bs3.

When t = 0, equation (4) becomes

28 +p4k4 +pg)\3 +p2A2 +(pr+q)r+po+q0=0. (5)
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Suppose that the following inequalities are satisfied, which we refer to as condition (H;):

det1 =pP4 > 0, (6)
1
det, = [£* >0, (7)
P2 P3
Pa 1 0
detg =\ p2 P3 Pa > 0, (8)
0 pi+q1 p2
Pa 1 0 0
1
dety= | 22 P pa >0, )
Potqgo pr1tqa P12 P3
0 0 Potqo pP1+q1
Pa 1 0 0 0
P2 P3 Pa 1 0
dets = | po+q0 pr1+q )2 V3 Pa > 0. (10)
0 0 Potdqo p1+q P2
0 0 0 0 Po +qo

Then E, (S, L, Bs, Q«, R,) is locally asymptotically stable.
For t > 0, let A = iw (w > 0) be a root of equation (4). Then,

QLo SINTw + go COS Tw = paw? — paw* — po,

qiwCOSTw — o SINTw = p3w® — w° — pro. -

It follows that

o™ + eq0® + e30° + er0* + ey0? +po=0, (12)
where

e=p;~do @ =pi—2pop2—di,

=Py +2p0pa— 2013, e =p3+ 2P -2pops,  ea=py—2ps.
Letting w? = v, equation (12) becomes

VY reat +e31® +e? +ev+ep=0. (13)

The discussion of the distribution of positive real roots of equation (13) is similar to
that in [20]. Obviously, if ey < 0, then equation (13) has at least one positive root. In the
following, we discuss the distribution of the roots of equation (13) as ey > 0.

Denote

h(v) =" + eav? + e31® + e + ev + . (14)
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Then,
H () =5vt + degv® + 3e31” + 2e5v + €. (15)
Define
5vt + deg® + 3e31? + 2ev + €, = 0. (16)
Letv=2z- %4. Then, equation (16) becomes
4 2 _
e raz+c=0 (17)
with
3 4. 3 5
Co=———€F + ——e2e3 — —eqey + —e1,
07 625 125 47 25 2T 5
8 5
€1 = —€ + —eqes + —ey,
Y15t T a5t T3
6 , 3
C=——e +—e
T 75475

If ¢; = 0, then we can obtain the four roots of equation (17) as follows

—Cy + &/ Ao —Cy + 4/ AQ
D=7 D= T
2 2
—C2 — A/ AO —C2 — A/ AO
Z3 = f; Zy = — f;

with Ag = ¢ — 4cp. Thus, v; = z; - %4 (i=1,2,3,4) are the roots of equation (16). Then we
have the following result.
Lemma 1 Suppose that ey > 0 and ¢; = 0.
(i) If Ao <0, then equation (13) has no positive real roots;
(i) If Ao =0, ¢y >0, and cy >0, then equation (13) has no positive real roots;
(iti) If (i) and (ii) are not satisfied, then equation (13) has positive real roots if and only if

there exists at least one v* € {v1,Vva,Vv3, vy} such that v > 0 and h(v*) < 0.

Next, we assume that ¢; # 0. Consider the resolvent of equation (17)

$2
cf —4(s— CZ)<Z - co> =0,

that is,

(18)

$% — ¢y8% — degsy + deacy — cf =0. 19)

Denote

o = lc% —4cy, Bi= —icg +—cyco -,
3 27 3
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1 1

A1=—Ol3+—/32 01=l+
27 174"V 2

o|%

By the Cardan formula equation (17) has the following three roots:

o o c
sl=\3/_?l+\/A1+\3/—71— A1+—2,

3

[« [« c
sz:ol3—§+\/A1+033—§—,/A1+E2,

o o c
53:0'12\?/—71+ A1+O’13—?1—\/A1+32.

Let s, = 81 # ¢3. Then equation (17) is equivalent to
s 52
s+ 2| (e =) —ciz+ = —co|=0. (20)
4 4
If s, > ¢y, then equation (20) is

2 2
5 Sx 1
zZ+ = - Sy — 2 — ——— =0. 21
( 2) ( * 2 ) ,—S*—Cz) ( )

After factorization, we obtain

2+ s*—czz—L+s—*=0 (22)
2/sc—¢c; 2
and
P S*_02Z+#1—02+S§=0' (23)
Denote
20 2¢

A2=—S*—C2+ AgZ—S*—CQ—

4/S*—C2, S*—CQ'
Then, we can obtain the roots of equation (17):

— /8% — Co + /Do B — /S —Cy — A/ Dy

zZ] = z

! 2 2 2

. _4/3*—cz+4/A3 . _4/5*—02—«/A3

3 = b 4 = .
2 2

Then, v; = z; - %4 (i=1,2,3,4) are the roots of equation (16). Thus, we have the following

result.

Lemma 2 Suppose that ey > 0, ¢; 0, and s, > c;.
(i) If Ay <0 and A3 <0, then equation (13) has no positive real roots;
(i) If (i) is not satisfied, then equation (13) has positive real roots if and only if there
exists at least one v* € {v1, v, V3, v4} such that v* > 0 and h(v*) < 0.
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Finally, if s, < ¢y, then equation (20) is

2 2
5 Sk a

) _ sz ——— | =0. 24
(z+2) (cz $4Z 5 62_5*) (24)

a

Denote v = m

— 2. Hence, we have the following result.
Lemma 3 Suppose that ey > 0, ¢; # 0, and s, < ¢y. Then equation (13) has positive real
2
roots if and only ifm;fls*)z +%=0andv>0,h(v)<0.
In conclusion, we can obtain that equation (13) has at one positive real root if the coef-

ficients in equation (13) satisfy one of the conditions in (Hy):

(H>) (a) eg <0; (b) eg >0, ¢c; =0, and ¢; < 0 or ¢g > 0, and there exists at least one v* €
{v1,va,v3,v4} such that v* > 0 and A(v*) < 0; (c) eg > 0, ¢; 0, 84 > ¢y, Ay >0, or
A3z > 0, and there exists at least one v* € {vy, 2, v3,v4} such that v* > 0 and Z(v*) < 0;

2
(d)6020,61#0,3*<cz,W;ﬁ+%*=0,and17>0,h(f/)§0.

)

Suppose that the coefficients in equation (13) satisfy one of the conditions in (H>). Then
equation (13) has at least one positive real root vy such that equation (4) has a pair of

purely imaginary roots iwg = £i,/vo. For @y, we have

1 _ 6 _ 4 _ 2
w- L arccos{ Qi + (3 p4q0)2w0 +2(P22610 P191)w; = Poqo } (25)
@o 9o + 41 @y
Differentiating equation (4) with respect to 7 and using equation (4), we get
1! 5A% + 4pyd3 + 3p3a? + 2pad + py Q T 26)
— | =- + -—.
dt MDA+ pad® + psh® + pod? + prh + po) - Maqih+qo) A

Substituting A = iwy into equation (26) and taking its real part, we have

Re[dxr H(v,)

e =73, 2 2
dt =10 9o T+ 41 wo

where v, = w3.

Obviously, if condition
(Hs) H(w) #0

holds, then Re[j—i];ﬁro # 0. Thus, we can conclude that if condition (H3) holds, then the
transversality condition is satisfied. According to the Hopf bifurcation theorem in [19], we

have the following:

Theorem 1 For system (2), if conditions (Hy)-(H3) hold, then the viral equilibrium
E.(Ss, Ly, By, Qs, R,) is asymptotically stable for © € [0, ty). A Hopf bifurcation occurs at
the viral equilibrium E. (S, L+, By, Qs Ry) when t = 1y, and a family of periodic solutions
bifurcate from the viral equilibrium E,(Sy, L, By, Q«, Ry) near t = 1.
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3 Stability of the bifurcating periodic solutions

Let u1(£) = S(2) — Sk, ua(t) = L(¢) — Ly, us(t) = B(£) — By, ua(t) = Q(f) — Qu, us(t) = R(t) -
R,, T = 19 + 4, i € R. By the transformation ¢ = ¢/t system (2) becomes the following
functional differential equation in C = C([-1,0], R®):

u(t) = Lyuy + F(u, uy), (27)

where u; = (u1(2), us(t), u3(t), ua(t), us(£))" = (S(¢), L(2), B(t), Q(£), R(®))" € R®, uy(0) = u(t +
0) e C,and L, : C — R® and F(u, u;) — R° are defined by

an a2 ais 0 ais 000 0O
aj); a2 0 0 0 000 0O
Lip=(ro+n)| 0 asp a3 O 0 |40 +(ro+u)] 00 0 0 0 |o(-1)
0 0 as3  aAgq 0 000 0O
0 0 0 0 ass 00 b53 b54 0
and
~B(#1(0)$2(0) + ¢1(0)¢3(0))
B(#1(0)¢2(0) + ¢1(0)¢5(0))
Fu, @) = 0
0
0

By the Riesz representation theorem there is a bounded-variation function 7(6, 1) in
0 € [-1,0] such that

0
L= / dn(O,9(0) forg e C. (28)

In fact, we choose

an app a3 0 ais

ayaxp 0 0 0
nO,u)=(to+m)| 0 axass 0 0 |386)

0 0 agzag O

00 0 0 ass

0O 0 O 0 O
0O 0 O 0 O
+(to+m)]0 0 O 0 0]806+1),
0O 0 O 0 O
0 0 b53 b54 0
where §(0) is the Dirac delta function.
For ¢ € C([-1,0],R®), we set
d¢(0) -1<6<0,

Aweg=1{ @
[ dn(6,m)p6), 6=0,
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and
0, -1<6<0,
R(w)p =
F(/L! ¢), 6=0.
Then system (27) can be rewritten as
u(t) = A(p)ue + R(w)uy. (29)
For ¢ € C}([0,1]), (R%)*, we define the operator
. —dflis), 0<s<l1,
@)=y .00
S dn"(s,0)p(-s), s=0,
and the bilinear inner form
0 )
(0(600)) = 0)00) - [ [ (e -0)dno)s(6)ds, (30)
——1Je=0

where n(0) = n(6,0).

Then, it is easy to see that A(0) and A*(0) are adjoint operators and that +iw, are the
eigenvalues of A(0) and also the eigenvalues of A*(0).

Let p(0) = (L, p2, p3, pa, p5) T €0™% and p*(s) = (1, p3, p3, Pi, P2 )€™ be the eigenvectors
of A(0) and A*(0) corresponding to +iwg Ty, respectively. Then, it is not difficult to show
that

iwy — ass a1as3z
P2=—""P3 P3 = 7 p ,
asy (iwg — an)(iwy — ass) — azzazn
o a4303 o bs303 + bsapa
= T 5= T
lwg — dgq (iwg — azs)ei™wo
. lwotan . a2+ (lwg +ax)p;
Py =—""7 P3 =— ’
a)n asy
iTowo
. aisbsae w ais
Py = 72 ; ’ Pg=—7T——.
(iwg + asa)(iwo + ass) lwo + dss

Using equation (30), we can obtain

—iTgwQ

(p*(s), p(0)) = D[1 + p2pp3 + P35 + papy + P5Ps + Toe i (bs3ps + bsapa)].

Then we choose

—iTowQ

- _ _ _ - a1
D= [1 + 0205 + P33 + PaPy + P5P; + To€ pi(bs3p3 + b54,04)]

such that (p*, p) =1 and {p*, p) = 0.

Page 9 of 13
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Following the method introduced in [19] and using a similar computation process in
[21-23], we can get the following coefficients:

&0 =270DB (05 —1)(p2 + p3),
g = 0DB(p5 — 1) (Re{p2} + Refps}),

g02 = 210DB(p5 — 1) (P2 + 3),

o 1 _ 1
&1 =2B1D(p5 - 1) (Wﬁ)(o)pz t3 Wio(0)52 + W (0) + 5 W3 (0)
M L &) L e
+ Wn (0)ps + EWQO (0)ps + Wn (0) + EWQO 0) ),

with

Wio(6) = ig200(0) 0000 18020(0) it | B 2ot
ToWo REAYON

i 0) . ignp(0) _,
Wiy (0) = - ig110( )e”O"’O” s 2110( )e—ltowo<9 vE,
Towo ToWo

where E; and E; can be determined by the following equations:

2iwo — an —an —d3 0 —ais
—al] 2la)() —a —as3 0 0
0 —ads3y 2iwg — ﬂgge_ZiTOwO 0 0 E
0 0 —as3 216()0 — A44 0
0 0 —b53€_2ﬁ°w0 —b54€_2how0 2iwg — dss
—B(p2 + p3)
B(p2 + p3)
= 0 )
0
0
an an a1z 0 a5 —B(Re{p2} + Re{ps})
an axp a3 0 0 B(Re{pa} + Re{ps})
0 a3y ads3 0 0 E2 =- 0
0 0 a4s3 A 0 0
0 0 bss bsy ass 0

Then, we can get the following coefficients:

i lgo2I*\  gu

C(0) = —— —2lgul - &

1(0) Tro0 <gug20 lgu 3 )+ )
1y _RECIO)
2= T -, a2
Re{)\'(19)}

B2 = 2Re{C1(0)},
_Im{Cy(0)} + p2 Im{X' (o)}

Towo

T, =
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In conclusion, we have the following results.

Theorem 2 Let E, (S, Ly, By, Q. Ry) be the viral equilibrium of system (2).
(i) The Hopf bifurcation at the viral equilibrium E,(Sy, Ly, By, Qy, Ry) is supercritical if
o > 0 and subcritical if py < 0;
(i) The bifurcating periodic solutions are stable if By < 0 and unstable if By > 0;
(ili) The period of the bifurcating periodic solutions increases if To > 0 and decreases if
T5 < 0.

4 Numerical simulations

This section is concerned with some numerical simulations of system (2) to illustrate the
results obtained in Sections 2 and 3. We fix the parameter set = 0.02, 8 = 0.3, ¢ = 0.3,
a=03,1=035y=01171n=04,0 =02, =0.1 and let v vary. With these parameter
values, we get the following particular case of system (2):

BB _0.02 - 0.35(£)(L(2) + B(2)) + 0.3R(£) — 0.025(2),
4 _ 0.388(1)(L(t) + B(t)) - 0.32L(t),

dt
4B - 0.3L(t) - 0.72B(2), >
490 - 0.1B(¢) - 0.32Q(),

= =0.1Q(t - 7) - 0.32R(¢) + 0.4B(t - 7).

By direct computation we get Ry = 1.3281. Then, we obtain the unique viral equi-
librium E,(0.7530,0.0326,0.0136,0.0043,0.0183). Further, we can verify that the con-
ditions for the occurrence of a Hopf bifurcation are satisfied. By complex computa-
tions we obtain wy = 0.5499 and 1y = 53.3616. From Theorem 1 we easily see that
E.(0.7530,0.0326,0.0136,0.0043,0.0183) is asymptotically stable for T € [0,53.3616),
which is illustrated by Figure 1. A Hopf bifurcation occurs when 7 = 7, = 53.3616,
E.(0.7530,0.0326,0.0136,0.0043,0.0183) loses its stability, and a family of periodic so-
lutions bifurcate from E,(0.7530,0.0326,0.0136,0.0043, 0.0183). Therefore, the bifurcat-
ing periodic solutions exist at least for the values of t larger than the critical value 7o. This
property can be seen from Figure 2.

Further, we obtain A'(79) = 0.5386 — 2.2362i and C;(0) = -0.9466 — 7.6058i by some
complex computations. Then, we can get 8, = -1.8932 < 0, up =1.7575 > 0, and T3 =
0.3931 > 0. According to Theorem 2, we can conclude that the Hopf bifurcation is su-
percritical, the bifurcating periodic solutions are stable, and the period of the bifurcating
periodic solutions increases. Since the bifurcating periodic solutions are stable, we know
that the five kinds of computers in system (32) may coexist in an oscillatory mode from
the viewpoint of biology. In this case, it is difficult to control the propagation of computer
virus described in system (32).

5 Conclusions

A delayed SLBQRS computer virus model is proposed based on the model studied in [17].
Compared with the model studied in [17], the model in this paper incorporates the time
delay due to the period that the antivirus software uses to clean the viruses in the breaking
out computers and the quarantined computers. So, our delayed SLBQRS computer virus
model is more general.

Page 11 0of 13
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0.06

0.04 0.05

0.03

0.7 0.02

0.01
S() B(t)

Figure 1 E, is locally asymptotically stable when T = 48.2308 < 7y = 53.3616 with initial value ‘0.65,
0.049, 0.0552, 0.007, 0.018".

0.06

S() B(t)

Figure 2 P, loses its stability when 7 = 68.4658 > 7y = 53.3616 with initial value ‘0.65, 0.049, 0.0552,
0.007,0.018.

We mainly investigate the effect of the time delay on the model. We prove that there
exists a critical value 7y of the time delay below which the model is stable and above which
the model will lose its stability. Practically speaking, propagation of the computer viruses
can be controlled easily when the model is stable. However, it will be out of control when
the model is unstable. That is, the time delay in system (2) can affect propagation of the
computer viruses. Furthermore, properties of the Hopf bifurcation at the critical value 7
are also investigated.

It should be pointed out that the delayed model in this paper only considers the time
delay due to the period that the antivirus software uses to clean the viruses. There are also
some other types of delay in system (2) such as latent delay and delay due to a temporary
immunity period of the recovered computers. We will investigate dynamics of system (2)
with multiple delays in the near future.
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