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Abstract: Evaluating security threat status is very important in network security management and analysis. A
quantitative hierarchical threat evaluation model is developed in this paper to evaluate security threat status of a
computer network system and the computational method is developed based on the structure of the network and the
importance of services and hosts. The evaluation policy from bottom to top and from local to global is adopted in
thismodel. The threat indexes of services, hosts and local networks are calculated by weighting the importance of
services and hosts based on attack frequency, severity and network bandwidth consumption, and the security threat
status is then evaluated. The experiment results show that this model can provide the intuitive security threat status
in three hierarchies: services, hosts and local networks so that system administrators are freed from tedious analysis
tasks based on the alarm datasets to have overall security status of the entire system. It is also possible for them to
find the security behaviors of the system, to adjust the security strategies and to enhance the performance on system
security. This model is valuable for guiding the security engineering practice and developing the tool of security
risk evaluation.
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Table3 Information about hosts, running services and their importances in HoneyNet network
3 HoneyNet
. . Degree of service } Lo Degree of host Weights of host
1P Running services importance Weights of service importance importance importance
101 {ftp, telnet, rpc, dns, socks} {3,1,3,3,2 (0.25, 0.083, 0.25, 0.25, 0.167) 40.5 0.122
102 {ftp, rpc, dns, socks} {3,3,3,2} (0.273, 0.273, 0.273, 0.181) 38 0.114
103 {ftp, telnet, rpc, dns, socks} {3,1,3,3,2 (0.25, 0.083, 0.25, 0.25, 0.167) 40.5 0.122
104 {ftp, rpc, dns, socks} {3,3,3,2} (0.273, 0.273, 0.273, 0.181) 38 0.114
105 {ftp, rpc, dns, socks} {3,3,3,2} (0.273, 0.273, 0.273, 0.181) 38 0.114
106 {ftp, rpc, dns, socks} {3,3,3,2} (0.273, 0.273, 0.273, 0.181) 38 0.114
107 {ftp, rpc, dns, socks, www} {3,3,3,2,1}  (0.25,0.25, 0.25, 0.25, 0.167, 0.083) 40.5 0.122
108 {ftp, rpc, dns, socks} {3,3,3,2} (0.273, 0.273, 0.273, 0.181) 38 0.114
109 {ftp, rpc} {3,3} (0.5,0.5) 21 0.063

2 ; 2 )
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