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Cyberspace has become the most popular carrier of information exchange in every corner of our life, which is beneficial for our life
in almost all aspects. With the continuous development of science and technology, especially the quantum computer, cyberspace
security has become the most critical problem for the Internet in near future. In this paper, we focus on analyzing characteristics of
the quantum cryptography and exploring of the advantages of it in the future Internet. It is worth noting that we analyze the quantum
key distribution (QKD) protocol in the noise-free channel. Moreover, in order to simulate real situations in the future Internet,
we also search the QKD protocol in the noisy channel. The results reflect the unconditional security of quantum cryptography

theoretically, which is suitable for the Internet as ever-increasing challenges are inevitable in the future.

1. Introduction

With the popularization and rapid development of the
Internet, human society has entered the information age.
Nowadays, all walks of people and all aspects of life can not be
separated from the network. In 1990s, the term “cyberspace”
was used to represent many new ideas and phenomena in
the Internet, networking, and digital communication [1].
Nowadays, this term is used to describe the domain of the
global technology environment by experts and researchers
of technical strategy, security, government, military, and
industry and enterprises. Also, this term is used to refer
to anything associated with the Internet. Using this global
network, people can engage in all kinds of activities such as
communicating ideas, sharing information, providing social
support, conducting business, directing actions, creating
artistic media, playing games, and engaging in political
discussion. Typical applications based on cyberspace include
cloud computing [2, 3] and personalized recommender sys-
tems [4].

Despite all benefits and advantages of cyberspace, it is
regarded as the largest unregulated and uncontrolled field

in human history. Therefore, the problem of information
security is the primary problem of cyberspace. On the one
hand, information technology and industry have entered an
unprecedented stage of prosperity. On the other hand, the
means of all kinds of attacks emerge in an endless stream.
Attacks, like hacker attacks, malicious software invade, and
computer viruses, pose a great threat to cyberspace infor-
mation security. Moreover, the progress of science and
technology also poses new challenges to cyberspace security.

Due to the characteristics of the quantum computer,
many existing public key cryptography (RSA [5, 6], ELGa-
mal [7], elliptic curve cryptography (ECC) [8], and so on)
will be no longer safe in the quantum computer. Namely,
the well-known discrete logarithm problem (DLP) or the
integer factorization problem will no longer be difficult
under quantum computer. This suggests that in order to
resist quantum computers, new cryptosystems that are not
based on discrete logarithms problem or the large factor
decomposition problem should be explored. Only in this way
can the information security of cyberspace be ensured in the
future Internet.
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Taking protective measures at all levels and scope of
the network is the basic idea of cyberspace security [9].
These measures aim at detecting and discovering all kinds of
network security threats and taking corresponding response
actions.

Quantum cryptography is still in its infancy. But we can
not ignore the challenges it brings to the security of existing
cyberspace. In 1994, mathematician Shor has proposed the
quantum algorithm [10] by which the integer factorization
problem and the discrete logarithm problem can be efficiently
solved in polynomial time. Note that so far researchers have
not found the classical algorithm to solve the large integer
decomposition and the discrete logarithm problem efficiently
under the Turing machine model. Therefore, the challenge
of the emergence of quantum computers to the traditional
cryptosystems can not be ignored even if it is still in its
infancy.

Cryptography and network security are the key technolo-
gies to ensure the security of the information system [11].
Quantum cryptography is an important branch of cryptog-
raphy, which is the combination of quantum mechanics and
classical cryptography. The security of communication can be
guaranteed by Heisenberg’s uncertainty principle and quan-
tum no-cloning theory [12]. The main goal of the study of
quantum cryptography is to design cryptographic algorithms
and protocols, which is against quantum computing attacks.

As stated previously, exploring quantum cryptographic
protocols will be an essential part of cyberspace security
issues for future Internet. In this paper, we concentrate
on analyzing and exploring the quantum key distribution
protocol target for cyberspace security for the future Internet.

L1 Organization. The rest of this paper is organized as
follows. Section 2 introduces some related works about
quantum cryptography. Section 3 presents preliminaries of
quantum physics and quantum communication. Section 4
presents benefits that quantum cryptography brings to the
future Internet and analyze the security of it. Section 5
concludes our paper.

2. Relate Works

Quantum cryptography stems from the concept of quantum
money, which was proposed by Wiesner in 1969. Limited by
the level of technology in history, this novel and creative idea
cannot be realized, which makes it remain unpublished until
1983 [13].

The first practical QKD protocol [14] was proposed by
Bennett and Brassard, in 2011. By leveraging single photon
polarization, they pioneered the implementation of the quan-
tum key distribution protocol. After that, a lot of effort was
put into QKD in order to improve security and efficiency.
In 1991, Ekert proposed the protocol [15] that is based on
Bells theorem. Note that [15] employs a pair of quantum
bits (i.e, an EPR pair), which is essentially the same as
[14]. Subsequently, in 1992, the improvement [16] of the
scheme [14] was put forward by Bennett. Employing any two
nonorthogonal states, the improvement is more efficient and
simple. After that, many QKD protocols [17, 18] using the
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basic principles of quantum mechanics have been proposed
successively.

As an important cryptographic basic protocol, the obliv-
ious transfer protocol is one of the key technologies for
privacy protection in cryptography [19]. The oblivious trans-
fer protocol is a protocol, where the sender sends many
potential information to the receiver, but the sender itself is
not aware of the specific content of the transmission. The
concept of quantum oblivious transfer (QOT) [20] was fist
put forward by Crépeau in 1994. After that, many works have
been devoted to the QOT protocol. In 1994, the the “oblivious
transfer” security of [21] against any individual measurement
allowed by quantum mechanics was proved by Mayers and
Salvail in [22]. In 1998, the protocol [23] was proposed,
which proves the security of the QOT protocol under an
eavesdropper. Other protocols [24, 25] were proposed to
improve QOT protocol to varying degrees.

Quantum authentication (QA) protocol is also one of the
quantum cryptographic protocols. It was proposed in [26]
in 2001. After that, many QA protocols [27, 28] have been
proposed one after another.

The quantum cryptography protocol has developed many
branches now. In addition to the protocols (i.e., QKD pro-
tocol, QOT protocol, and QA protocol) we discussed above,
quantum cryptography protocols also include quantum bit
commitment (QBC) protocols [29, 30] and quantum signa-
ture (QS) protocols [31, 32].

3. Preliminaries

In many respects, quantum communication and information
processing are superior to that of classical, which is rooted in
the characteristics of quantum information.

3.1. Properties of Quantum Information. Properties of quan-
tum information mainly include uncertainty principle, quan-
tum no-cloning theory, the quantum teleportation, and the
hidden characteristics of quantum information, which can
be employed to resist attack (passive or active attack [33]) in
cyberspace communication.

Heisenbergs uncertainty principle and quantum no-
cloning theory [12].

(i) Uncertainty principle: it is known as Heisenberg’s
uncertainty principle, which was introduced in 1927
by the German physicist Heisenberg [34]. The main
idea of uncertainty principle is that the particle
position in the micro world is impossible to be
determined, and it always exists in different places
with different probability.

(ii) Quantum no-cloning theory [12]: quantum no-
cloning theory is the uncloned and undeleting prop-
erties of the unknown quantum state. Cloning means
producing a completely identical quantum state in
another system. Scientists have proved that machines
capable of replicating quantum systems do not exist
[35]. The undeleting principle can guarantee that any
deleting and damaging effect of the enemy on the
quantum information will leave a trace in secure
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F1GURE 1: Quantum direct communication model.

communication. It was proposed in [36] in Nature
that deleting a copy of an arbitrary quantum state is
not allowed by linearity of quantum theory.

(iii) Quantum teleportation: the classic information is
obtained by the sender measuring the quantum state
of the original, which will be told by the sender
in the way of classical communication. Quantum
information is the rest of the information that the
sender does not extract in the measurement, and it is
passed to the recipient by measurement. In 1993, the
scheme that teleports an unknown quantum state was
proposed in [37].

(iv) Hidden characteristics of quantum information:
quantum information has unique properties that
classical information does not possess. Specifically,
the information of the quantum code in the entangled
state can not be obtained by the local measurement
operation, which can only be revealed by joint mea-
surement. The works about quantum information
concealment was proposed in 2001 by Terhal et al. in
[38].

3.2. Quantum Communication System. The quantum com-
munication can be divided into quantum direct communi-
cation and quantum teleportation communication. Quantum
direct transmission model is the simplest mode to realize the
transmission of quantum signals in different places. Figure 1
depicts quantum direct communication model.

In this Figure 1, Alice wants to communicate with Bob
through a quantum channel. In the quantum direct transmis-
sion model, Alice first needs to produce a series of photons
through the preparation device according to the message
she wants to share with Bob. After the generation of the
quantum source, this information also needs to be processed
by quantum source encoder and quantum error correcting
code (QECC) encoder. Then, the quantum information can
be transmitted directly to the quantum channel (optical
fiber or atmosphere). Here, the quantum channel is easily
disturbed by external noise. Therefore, the receiver Bob first
performs QECC encoding to the received signal and then
performs quantum source encoding. Finally, Bob obtains the
initial quantum message.

The other quantum communication is the quantum
teleportation. Unlike the classical communication, the qubits
not only can be in a variety of orthogonal superposition
states but also can be in the entangled state. The principle
of quantum teleportation is to establish a quantum channel

Bob

Classical
channel

Bell-state
measurement

FIGURE 2: Quantum teleportation.

by using the maximum entangled state of two particles. Then
the message is transmitted by the quantum operation. Note
that selection of communication channels is the difference
between the teleportation and the direct communication.
Model of the quantum teleportation is illustrated in Figure 2.
In this model, we depict that Alice who wants to transmit
one-bit quantum whit Bob in other place. Firstly, an EPR
pair is generated by the EPR entanglement source. Secondly,
one of the particles is sent to Alice and the other is sent to
the receiver Bob through the quantum channel. Thirdly, in
order to transmit information, Alice needs to measure the
particles in the EPR entangled pairs and the pending bits she
holds. And then, Alice informs Bob of measurement results.
Finally, based on the measurement results of Alice and the
measurement of the EPR pair of himself, Bob can obtain
information about the particles to be transmitted.

4. Quantum Cryptography for Future Internet

Security for cyberspace in the future Internet should be
guaranteed as it is the collection of all information systems
and the information environment for human survival. For the
growing security problem in cyberspace, quantum cryptogra-
phy becomes the first consideration.

4.1. Unconditional Security. Cable and light are the main
carriers of today’s Internet communication. This communi-
cation system model is shown in Figure 3. Alice and Bob are
legitimate users in the system while Eve is an eavesdropper.
In order to ensure security, they encrypt messages and then
transmit it on the public channel. The classical cryptosystem
is roughly divided into two kinds, which are symmetric key
cryptosystems and asymmetric key cryptosystems. For these
two cryptosystems, their security is mostly based on the
complexity of computing. However, the rapid development
of hardware equipment and the proposed new advanced
algorithms have brought unprecedented challenges to the
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security of classical cryptosystems. Moreover, the rapid devel-
opment of quantum computing has also made many difficult
problems in classical mathematics have the solvability in the
field of quantum physics. For example, the DLP and the
integer factorization problem have been solved in [10] in 1994.
Therefore, exploring quantum cryptographic protocols will
be an essential part of cyberspace security issues for future
Internet.

Shannon, the founder of the information theory, made a
pioneering study of unconditional security in the 50s of last
century [39]. In this study, unconditional security conditions
of “one-time-pad” were given. Namely, rather than the
pseudo-random number, the encryption/decryption key is
real random. And this key is used only once. Furthermore, the
key length is equal to the plaintext and performs the exclusive
or operation with the plaintext by bit. However, the problem
of key distribution at one-time pad has never been solved. It
is worth noting that this problem of key distribution can be
solved by the principle of quantum mechanics.

Figure 4 illustrates the model of the famous QKD protocol
[14].

In this model, sender wants to share a common con-
ference key with his/her counterpart, which can be used to
encrypt/decrypt messages they communicate. In this QKD
protocol, the real randomness of the key is guaranteed by the
essential properties of the quantum: uncertainty principle.
Moreover, an attacker is definitely detected if it exists.

4.2. Sniffing Detection. In Figure 3, Alice and Bob exchange
information in public channel. In order to ensure confi-
dentiality, their information is encrypted, but they cannot
prevent an attacker from eavesdropping on the channel.
Moreover, because of the characteristics of the device itself,
the eavesdropper can not be detected whether it is in cable
communications or in optical fiber communications. In
cable communications, the listener can use a multimeter or
oscilloscope to monitor. In optical fiber communications, the
eavesdropper can get information from a part of the light
signal. Note that the fiber loss is influenced by environmental
factors, such as temperature and pressure, which makes the
loss caused by eavesdropping not be perceived.

In quantum communication, the eavesdropper is sure to
be detected owing to quantum no-cloning theory. Specifically,
in Figure 4, if an eavesdropper monitors the quantum
channel, for a bit of quantum information, he will choose
the same measuring base with the sender with a 50%
probability. Therefore, the eavesdropper will be detected at a
50% probability for a bit of quantum information. Note that,
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TABLE 1: Measurement results.

Results Polarization
® ®
Bases
- 1 0: 50%; 1: 50%
! 0 0: 50%; 1: 50%
7 0: 50%; 1: 50% 0
N 0: 50%; 1: 50% 1

for the quantum information of n-bit, the probability of the
eavesdropper being detected is 1 — (1/2)".

4.3. Security of the QKD. In this subsection, in order to
simulate real situations in the future Internet, we first analyze
the quantum key distribution protocol in noise-free channel.
Moreover, we further search the quantum key distribution
protocol in noisy channel.

In order to analysis security of QKD protocol, we list
the encoding of quantum information and the measurement
results under different measurement bases in Table 1. The
two parties agree in advance that the horizontal and oblique
downwards polarization represents “1” while the vertical and
oblique upward polarization represents “0.”

The probability of the existence of a eavesdropper on the
QKD protocol is as follows.

Pr = Pr{Base, = Baseg A Measure, # Measureg}. (1)

The probability that the eavesdropper is found for 1-bit
quantum information is calculated as 1/2 x 1/2 x 1/2 = 1/8.

Figure 5 illustrates the probability of the eavesdropper
being detected in noise-free channel. From the graph we can
see that when the number of transmissions exceeds 40, the
probabilities of the eavesdropper are close to 100%. While
Figure 6 illustrates the probability of the eavesdropper being
detected in the channel with 30% noise. The graph shows
that when the number of transmitted photons is close to 80,
the probability of the eavesdropper being detected is close
to 100%. From the above two figures we can conclude that
the eavesdropping behavior in quantum communication is
certain to be detected. In particular, the more the number
of transmission data the higher the probability of the eaves-
dropper being detected, no matter whether there is noise
interference or not.

Figure 7 shows the probability of error in the receiver
when the eavesdropper eavesdrops on the channel in different
probability. It indicates that the error rate of the receiver is
25% in the absence of eavesdropper, while that of the receiver
is about 31% when the eavesdropper monitors the channel
with a probability of 50% and that of the receiver rises to
about 37% when the eavesdropper monitors every bit of the
channel.

Figure 8 shows the eavesdropper being detected when
he/she eavesdrops on the channel in different probability.
In this picture, the purple line represents that the attacker
monitors the channel in the possibility of 100% while the
green line and the red line represent that the attacker
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FIGURE 6: QKD protocol with 30% noise.

monitors the channel in the possibility of 50% and 20%,
respectively. From these three curves, we can observe that
regardless of probability of the eavesdrop monitoring the
channel, the probability of him/her being detected is nearly
100% as the number of transmitted bits is rising.

From the above discussion, we can conclude that the
quantum cryptography offers unconditional security and
the sniffing detection properties for secure communication.
These properties can ensure security for cyberspace in the
future Internet.

® Quantum channel

Reserve
Identical measurement base

Abandon
Different measurement base

Base Receiver

0.28 - J

Probability of error in the receiver

0.26 - 1

0.24 1 1 1 1 1 1 1 1 1
0 01 02 03 04 05 06 07 08 09 1

The probability of eavesdropper to eavesdrop on the channel

FIGURE 7: The effect of eavesdropping on the rate of error.

0 1 1 1 1 1 1 1 1 1
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The number of photons measured

The probability of the eavesdropper being detected

FiGURe 8: The eavesdropper detects the channel with different
probability.

5. Conclusion

Based on quantum mechanics and classical cryptography,
quantum cryptography is a novel one in the field of cryp-
tography. Compared with classical cryptography, its ultimate
advantages are the unconditional security and the sniffing
detection. These characteristics can solve cyberspace security
critical problem for the future Internet. In particular, quan-
tum cryptography provides security for various applications
(e.g., Internet of things and smart cities [40]) in cyberspace



for the future Internet. Our experimental analysis results
show the unconditional security and sniffing detection of
quantum cryptography, which makes it suitable for future
Internet.
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