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ABSTRACT

Pacific Northwest Laboratery conducted a study to evaluate alternatives to
the design and operation of nuciear power plants, emphasizing a reduction of
their vulnerability tc sabotage. Estimates of core melt accident frequency
during normal operations and from sabotage/tampering events were used to rank
the alternatives. Core melt frequency for normal operations was estimated using
sensitivity analysis of resuits of probabilistic risk assessments. Core melt
frequency for sabotage/tampering was estimated by developing a model based on
probabilistic risk analyses, historic data, engineering judgment, and safeguards
analyses of plant locations where core melt events could be initiated. Results
indicate the most effective alternatives focus on large areas of the plant,
increase safety system redundancy, and reduce reliance on single locations for
mitigation of transients. Less effective options focus on specific areas of the

plant, reduce reliance on some plant areas for safe shutdown, and focus on less
vulnerable targets.






ECUTI MMA

Pacific Northwest Laboratory (PNL) has conducted a study that evaluates
alternatives to the basic design of nuclear power plants, based on reducing
plant vulnerability to sabotage. This study was completed for the U.S. Nuclear
Regulatory Commission (NRC) in support of Generic Safety Issue A-29, Nuclear
Power Plant Design for the Reduction of Vulnerability to Sabotage (U.S. NRC
1978).

The NRC identified a total of 25 sabotage and tampering avoidance
technology (STAT) alternatives to be ranked in this study. These alternatives
cover a wide range of potential plant design and operational changes. Some
represent alterpatives for future plant designs. Others are possible design
changes for all plants to reduce the threat from persons with access to plant
equipment (insiders). The rema1n1ng alternat1ves were selected from
NUREG/CR-2585 ,

igr_ﬁghg;ggg__ﬁgiggjlgﬂ (U.5. NRC 1982a), as examp1es-of damage contro1 measures
to mitigate the effects of sabotage.

2C0PE

The PNL study is an assessment of core melt frequency (CMF) for the purpose
of relative comparisons between STAT alternatives., Results of probabilistic
risk assessments (PRAs), vital area studies, and historic data were used to
complete the analysis. Design-basis threat assessment results were not used
because of their lack of frequency information, and physical protection
simulatjons were judged to be too resource-intensive and thus were not used in
the study.

The approach developed assumes that STAT can reduce the frequency of
accident initiating events and can improve the capability of the plant to
mitigate transients prior to core damage. The effects of changes in plant
operation and design were measured in terms of reduced CMF from accidents and
deliberate acts of sabotage and tampering. The methodology is an extension of
the CMF reduction analysis approach developed in another NRC project, the
Prioritization of Generic Safety Issues (NUREG-0933, .S, NRC 1983a).

Core melt frequency was chosen to measure risk due to the 1imitations
imposed by current models of nuclear power plant resistance to sabotage and by
PRAs. Vital area models measure combinations of equipment failures as to their
potential for causing any release of radioactivity, with 1ittle or no
differentiation based on release size or composition. PRAs consider only acts
leading to core melt. Thus, release of material from storage locations at power
piants or diversion and dispersal of material at other locations were not
considered,

Major simplifications have been required in developmenti of the methodology
to produce an approach that can be implemented with the rescurces avaijable for
the ranking of STAT alternatives. First, historic acts of sabotage and
tampering data were used to define the threat to be evaluated. Data on sabotage
and tampering are very limited in scope. Data for power reactors, test
reactors, and fuel cycle facilities were combined to expand the available
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experience. The combined data is believed to be a reasonable representation of
the scope of actions that have occurred. Second, no rigorous uncertainty
calculations were performed. This project focused instead on the development of
point estimates. Sensitivity analyses of critical assumptions were considered
adequate to rank STAT alternatives, A third means of simplifying the approach
was to use existing risk results for the evaluation of future plants. This
simplification may have introduced significant errors, since future plants are
1ikely to have many differences in addition to those introduced for the purposes
of avoiding sabotage and tampering. Finally, modificaticn of the NRC
definition of sabotage was necessary. In the context of PRA, a core melt event
is possible only if both an accident initiator and equipment faflures occur.
Initiation of accident sequences was defined in this study as an act of
sabotage. Core melt probabilities given an accident sequence can then be
described in terms of both deliberate and random equipment failures, Acts that
de not initiate accident sequences were defined as tampering. Tampering
requires that a random accident initiator take place to cause core melt.

Simplifications required to complete the analysis 1imit its applicability
to situations in which relative results are adequate. The study results are not
intended to be used for absolute evaluations of public risk from sabotage and
tampering.

APPROACH
The analysis was performed in three steps:
1. Base levels of CMF attributable to sabotage and tampering were determined.

2. The effectiveness of each STAT alternative in reducing CMF from sabotage
and tampering and in normal operations was evaluated.

3. The CMF reductions were calculated and the 25 STAT alternatives were
ranked.

Sabotage and tampering contributions to CMF were added to a PRA based model
of plant risk using information from the following three sources:

e vital area studies (safeguarded information that is not publicly available)
e sabotage/tampering threat model
¢ a FRA study resolvable to the cut set level.

¥ital area studies are safequarded analyses that indicate minimal
combinations of locations in which equipment essential to the prevention of core
melt and radioactive material release are installed. The sabotage/tampering
threat model was developed by the study. Based on historic acts of damage in
NRC and U.S. Department of Energy (DOE) facilities, it calculates the frequency
and probability of damage associated with various types of actions,

A base CMF was determined by caiculating the frequency attributable to

sabotage and tampering and adding it to PRA results. This was done by first
selecting a specific vulnerable location from the vital area studies. Second,
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the affected equipment and the probability of equipment failure given an attack
were determined using the threat model. Finally, the equipment failure
probabilities and accident initiator freguencies were modified in the PRA model
and an adjusted-case CMF was calculated. Results of PRAs for Grand Gulf and
Arkansas Nuclear Unit-1 (ANO-1) (U.S. NRC 1982) were used in the analysis to
represent BWRs and PWRs, respectively.

The CMF reduction due to implementation of a STAT alternative is the
difference between the base-case and the adjusted-case CMF. These cases were
estimated based on judgments by PNL staff of the effectiveness of each
alternative in reducing sabotage and tampering contributors.

The 25 alternatives were ranked based on prioritization categories (high,
medium, Tow/drop priorities from NUREG-0933 [U.S. NRC 1983al]}. The use of the
CMF categories developed in NUREG-0933 was a convienience for presentation. The
STAT alternatives could also be ranked on a purely relative basis, independent
of NUREG-0933 criteria. Changes in or deletion of assumptions used in the CMF
calculations could result in significant changes in the magnitude of CMF
reduction. This would change the divisions between high, medium and low/drop
priority categories, but would have 1ittle effect on the relative ranking.

RESULTS

Results include the development of a threat model based on historic events
and the evaluation of the 25 STAT alternatives, Results of the threat model are
summarized in Table S.1. Significant events are a fraction of actual events in
which potential or actual plant damage occurred. The fractional weights were
developed using judgment and data on observed damage levels. Tampering is the
most likely act, with vandalism and arson the most 1ikely form of attack.
Sabotage is much less 1ikely, based on historic data.

TABLE §,1. Summary of the Facility Threat Model

Percent of
Act Significant Events

Tampering

Bombs 2.4

Intrusion 6.9

Yandalism 73

Arson 13
Sabotage

With tampering 0.22

Without tampering 2.2



Several conclusions can be drawn from the threat model:

e Intrusion is a minor contributor to piant threat. Damage done by intruders
has also been minor.

e Vandalism is a major contributor to plant threat. The majority of the more

serious of these acts stem from employee malcontent, from mental iliness,
and from political idealism.

e The sabotage value is based on transients initiated to embarrass plant
management.

& Sabotage-with-tampering frequencies are based on one act at a test reactor.

Data fer this category are very limited and may overestimate the threat for
power reactors.

Estimates of the contributions to CMF from sabotage and tampering are shown
in Tabie 5.2. The results indicate that, based on CMF, accident inftiation
without equipment damage (sabotage) has not had a significant effect on safety.
Based on a single act by insiders, sabotage with tampering is significant.
However, as stated above, the absolute magnitude of the sabotage-with-tampering
CMF is highly uncertain, based on the methodology developed in the PNL study.
Tampering alone is between one and two orders of magnitude less important than
sabotage with tampering. Assumptions made in the selection of a primary target
indicate that protected areas may make as great a contribution to plant CMF

vulnerabilities as areas with augmented physical protection (e.g.,» "important
areas").

TJABLE S§.2. Sabotage and Tampering CMF Contribution

Core Melt Frequency
Contribution,

Scenarie events/ reactor vear
Grand Gulf ANO-1

Tampering (primary target indicated)

Frotected location 3E-6 3E-5
Important location 9E-7 3E-5
Sabotage only 1E-7 3E-7
Sabotage with tampering ZE-4 2E~4

Results of the CMF reduction assessment for the 25 STAT alternatives are
shown in Tabte S.3. The rationale for the rankings was based on NUREG-0%33.
Each STAT alternative was ranked based on its potential for CMF reduction in
normal operations, tampering, and sabotage with tampering. The values in Table
8.3 are the highest of either the tampering or sabotage-with~tampering category.
The nominal overall ranking was based on results for sabotage and tampering
categories., Normal-operation CMF reductions were used to raise the rankings by
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up to two levels (i.e.,» low to high} if the values were significant,
Alternative 20 was reduced by one level due to a predicted increase in CMF
during normal operations. Alternative 4, dealing with the SNUPPS design, was
not considered due to limited information.

The trend in the overall ranking indicates that high priority alternatives
focus on wide areas of the pilant, provide significant increases in redundancy.
and reduce the reliance on the control room for the mitigation of accidents.
Medium priority alternatives focus on smaller areas of the plant, are effective
in increasing the redundancy in a few systems, and reduce reliance on
combinaticns of a small number of locations in the plant. Low/drop priority
alternatives focus on systems with Tittle vulnerability or are alternatives that
were judged ineffective in reducing potential damage from sabotage and
tampering.

[ABLE S.3. Prioritization of STAT Alternatives
Sabotage/Tampering
CMF Reduction
Frequency
No,  _{l/reactor year) Title
High Priority
1 2E-5 Three 100% trains of safety related equipment
2 1E-4 For a BWR--two additional bunkered RCIC pumps
For a PAR--two additional bunkered AFW pumps
5 1E-5 Implementation of the two man rule
7 1E-5 Manual/local operation of BWR safety-relief
valves
8 2E-6 Feed-and-bleed operation of suppression pool
13 1E-5 Use control rod drive hydraulic system to

supply reactor coolant makeup
Z21 2E-6 Provide cross-connection between Class IE/
non-Class IE
Medium Priority

6 2E-6 Installation of TV cameras in vital areas

11 2E-7 Use of fire water as source of cooling RHR
heat exchangers

12 3E-8 Connect SI pump in series to raise discharge
pressure
14 2E-6 Use main condenser pump to provide reactor

coolant makeup

i . ™
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Sabotage/Tampering
CMF Reduction
Frequency

No, _{l/reactor year}

15

17

18

19

24

10

16

20

22

25

2E-6

2E-6

2E-6

2E-6
2E-6
Low/Drop Priority

0

3E-8

2E-7

2E-6

JABLE $.3. (Contd)

Title

Cross-connect service water with essential
sorvice water (ESW)

Use ESW to directly cool components cooled
by CC®

Provide local pressurizer and SG tevel
indication

Provide local readouts for $G pressure

Provide a standby non-Class IE combustion
turbine generator

A passive steam condenser for the steam
generators of a PWR

Use of safety-injection (SI) pumps to
supply water to steam generators (5Gs)

Provide spring-lcaded safety valves for
venting steam generators

Cross-connect fire system and ESW

Provide emergency AC power to nonsafety
related equipment

Provide multiple DC feeders to DC powered
components

Provide an alternate water source to maintain
coolant inventory (PHR)

Provide capabiiity to place an emergency
diesel generator in service without DC power



CONCLUSTONS

This project combined avajlable plant vulnerability models and
probabilistic risk assessment to yield a ranking of 25 alternatives for sabotage
and tampering mitigation. The results offer an insight different than that
available from evaluations using physical protection models. With refinements,
the model could be used to evaluate additional alternatives and suggest the
development of others.

The results of this study are intended for use in selecting some of the 25
alternatives for additional work in support of resolving Generic Safety Issue
A-29, No accurate, absolute measure of sabotage and tampering was developed.
Historic data were was used solely for the purposes of scaling the frequency of
damage to be, to the extent possible, consistent with PRAs,

Data indicate that most acts of damage in power plants are committed by
insiders. Intruders from offsite and unauthorized access to restricted areas by
onsite staff are a small part of the acts to date. Insider acts to date cover a
wide range of damage, Most acts have had no offsite consequences and there is
no evidence of obvious intent to cause them. However, the acts with intent to
cause plant damage have been committed by those knowledgeable of the safety
systems and with access to sensitive equipment. There are several methods of
dealing with this threat. The first, covered to some extent by the 25 STAT
alternatives evaluated in this report, is to reduce vulnerabilities through
increased operating flexibility and surveillance. The second is the subject of
other NRC actions addressing staff qualifications and access to sensitive areas.

Sabotage (initiation of an accident) with concurrent tampering failures of
safety equipment is one to two orders of magnitude more important than tampering
alone. Sabotage with tampering may also be a significant contributor to core
melt accident frequency. STAT alternatives that increase the availability of
important equipment to mitigate damage or reduce the opportunity for sabotage
from a single or a few locations could be effective in controlling the
sabotage-with-tampering threat. Tampering alone is more difficult to control
due to the number of options available to a motivated person or persons., Areas
of augmented physical protection, if selected on the basis of sabotage, may not
optimize prevention of tampering acts.
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1.0 INTRODUCTICN

This report documents a methodology used by Pacific Northwest Laboratory
(PNL) to aid the U.S. NRC's Office of Nuclear Reactor Regulation in developing
strategies to prevent sabotage and tampering in nuclear power plants or to
mitigate their effects. This report has ranked alternatives in the operation
and design of nuclear power plants based on their ability to protect the public
from intentional releases of radioactive material. This report describes the
methodology that was develcped to perform this ranking and summarizes data on
historic sabotage incidents that were collected to implement the method.
Information presented in this report, along with other factors, can be used by
the NRC to focus future regulatory and research activities.

1.1 BACKGROUND

Generic Safety lssue A-29, Nuclear Power Plant Design for the Reduction of
¥Yulnerability to Sabotage (U.S. NRC 1978}, considers alternatives to the basic
design of nuclear power plants, with emphasis on reducing their vulnerability to
sabotage. Present plant designs and physical security systems provide a great
deal of inherent protection against industrial sabotage. Issue A-29 explores an
alternative approach to more fully consider reactor vulnerabiiities along with
economy, operability, reliability, maintainability, and safety during the
preliminary design phase.

The NRC objective in ramking alternatives in sabotage and tampering
avoidance technology (STAT) is to use NRC and industry resources to produce the
greatest safety benefits at a reasonable cost. Numerous factors are considered
in the implementaticn of STAT. These include risk to the public, core melt
frequency (CMF), dose to power plant workers, and cost to the NRC and industry.
This report is intended to quantify, on a relative basis, the portion of the
decision,

Core melt frequency was chosen as the risk measure due to the limitations
imposed by current models of nuclear power plant resistance to sabotage. These
modeis currently resolve these events as to their potential for causing any
release of radicactivity. Little or no differentiation is currently made on
release size or composition. To be consistent with previous risk assessments,
only acts leading to core melt were considered. Release of material from
storage locations at power plants or diversion and dispersal of material at
other Teccations were not considered.

The CMF reduction term is defined based con previous work by the NRC in the
prioritization of generic safety issues (U,S. NRC 1983a) as the product of the
number of plants affected by the STAT, the average remaining 1ife of the plants,
and the average risk reduction due tc offsite releases from accidents. This can
be stated as:

1.1



(8F) rota7 = | CMF before STAT - | CMF after STAT
Implementation Implementation

(aF) ;
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where 1 the index of the representative plant type

N1 = the number of affected plants to which representative
plant~type 1 corresponds

—
1]

the average remaining operating 1ife of affected plant-type 1

the CMF reduction for representative plant-type i
in events/reacter-year

-
>
-
o
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Il

F o= average original total CMF level for plants with PRAs

F . = total original CMF for representative plant i.

Since comparison between current plant population and future piant
population is not possible, all comparisons in this report are based on
individual plants. The number of plants affected by any one alterpative was
considered, to the extent that the information was available, as a secondary
factor in assigning the final rankings.

1.2 A BOTAGE

The NRC defined a total of 25 alternatives to prevent or mitigate the
effects of sabotage. These alternatives are 1isted in Table 1.1, The first
four were intended to represent alternatives for future plant designs. Items 5
and 6 are applicable to all plants to reduce the threat from insiders. Items 7
through 25 were selected from NUREG/CR-2585 (U.S. NRC 1982) as examples of
damage control measures to mitigate the effects of sabotage. Each of the
alternatives is described in additicnal detail in Appendix A.

JABLE 1.1. Summary of STAT Alternatives

_No, Description of Alternative
1 Three 1008 trains of safety related equipment
2 For a BWR--two additional bunkered RCIC pumps
For a PWR--two additional bunkered AFW pumps
3 A passive steam condenser for the steam generators of a PWR
4 The SNUPPS design with complete separation

1.2
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TABLE 1.1. ({Contd)

Pescription of Alternative

Implementation of the two man rule

Installation of TV cameras in vital areas
Manual/local operation of BWR safety-relief valves
Feed-and-bleed operation of suppression pool

Use of safety-injection (SI) pumps to supply water to steam
generators (5G)

Provide spring-loaded safety valves for venting stream
generators

Use fire water as source of cooling RHR heat exchangers
Connect SI pump in series to raise discharge pressure

Use control rod drive hydraulic system to supply reactor
coolant makeup

Use main condenser pump to provide reactor coolant makeup
Cross-connect service water with essential service water (ESW)
Cross-connect fire system and ESW

Use ESW to directly cool components cooled by CCW

Provide local pressurizer and SG level indication

Provice local readouts for SG pressure

Provide emergency AC power to nonsafety related equipment
Provide cross-connection between Class IE/non-Class IE
Provide multiple OC feeders to DC powered components

Provide an alternate water source to maintain coolant
inventory (PWR)

Provide a standby non-Class 1E combustion turbine generator

Provide capability to place an emergency diesel generator in
service without DBC power
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1.3 APPROACH TO THE RANKING OF STAT ALTERNATIYES

This is the first attempt at the calculation of CMF from historic data on
sabotage and tampering acts. The approach was developed after a review of
information available from probabilistic risk assessments {PRAs), threat
assessments, historic data, vital area studies, and physical protection
simuiations. The attributes of each technique of interest te this project are
as follows:

® Probabilistic Risk Assessment - PRA is a structured method to quantify
safety through the integration of historic data, engineering analysis, and
engineering judgment. NRC uses this tool to rank research objectives and
evaluate new rules.

e Historic Data on Sabotage and Tampering - It was recognized that data in
NRC and DOE files is limited for sabotage and tampering. However, acts
have occurred at NRC and DOE facilities that cover a broad range of
potential damage and motivations,

® Threat Assessment - Threat assessment is based on a review of the facility
and a determination of the resources needed to complete acts resulting in
various levels of damage. Frequencies of threats are not usually
considered.

® Physical Protection Simulations - These simulations predict the level of
damage and area of attack based on facility access control, the resources
available to the attackers, and the response of plant perscnnel,

e Vital Area Studies - These studies evaiuate combinations of locations in
the plant where destructive acts could lead to releases of radicactive
material. VYital area studies can be integrated with physical protection
simulations to provide a 1ist of likely sabotage targets and the acts
required to cause a release,

The original intent of this study was to combine results of the bulleted
techniques above to calculate the contribution of sabotage to public risk.
Limitations imposed by the various model results, resources available to the
project:, and historic data forced the scaling back of the conceptual approach.
It was decided that a practical goal would be to use the results of PRAs,
historic data. and vital area studies to bound the contribution of sabotage and
tampering to CMF for the purposes of relative rankings of STAT alternatives. If
additional information becomes available to reclassify release categories andg
their consequences, this method could be extended to pubic risk calculations.
Physical protection simulations were not used due to resource limitations,

An undertying assumption of the study is that STAT can impact accident
initiators and/or can improve the capability of the plant to terminate
transients prior to core damage. The effects of changes in plant operation and
design can then be measured in terms of reduced CMF from accidents and
de)iberate acts of sabotage and tampering. The methodology described in this
report is an extension of the CMF reduction analysis developed for the
prioritization of generic safety issues {NUREG-0933, U.S. NRC 1983a).
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The relatively large number of alternatives to be analyzed required that
the methodology emphasize estimates of CMF reduction for only those alternatives
that are technically defensible and within the project budget.

Major simplifications have been required to produce an apprecach that can be
implemented with the level of effort available for the ranking of STAT
alternatives. For example, historic acts of sabotage and tampering were used to
define the threat to be evaluated. The uncertainty in these data s large.
However, the data are believed to be a reasonable representation of the scope of
actions that have occurred, and assumptions made in the use of the data
significantly overestimate the extent of damage that has occurred. Use of
historic data is a break from traditional physical protection analyses that
postulate scenarios for the design of physical protection equipment. This is
consistent with PRA analyses that predict the future experience in terms of
consequences and frequency rather than on the evaluation of design bases. The
relative relationship between the historic acts and the design basis threat can
be developed if the frequency of design basis events can be estimated.

No rigorous uncertainty calculations were performed because they were
considered beyond the resources and scope of the project. This project has
focused instead on the development of point estimates. Sensitivity analyses of
critical assumptions were considered adequate to rank STAT alternatives,

Other simplifications include the use of existing risk results for the
evaluation of future plants and the use of several plants with PRA results to
represent all existing plants. These simplifications introduce significant
errors, since future plants and current plants not specifically considered have
many differences in addition to those introduced for the purposes of avoiding
sabotage and tampering. Also, the existing CMF equations do not model the
impact of STAT directly. Modifications of original equations, in additfon to
the threat model, are developed on a case-by-case basis to accommodate
alternative-specific information. Finally, alternatives treated by using this
method are assumed to be independent.

An additional assumption is in the definition of sabotage for this study.
An act of sabotage is defined by the NRC as a deliberate act that could endanger
the health and safety of the public by exposure to radiation. Interpreting this
definition on a prebabilistic basis could include all acts of damage to the
plant that in any way degrade safety equipment, since these acts would reduce
the ability of the plant to respond to accidents. It coula also be interpreted
as only those acts in which releases of radioactivity actually occur. NRC
practice suggests a definition closer to the latter based on no recorded acts of
sabotage. In the context of PRA, a core melt event is only possible if both an
accident initiator and equipment failures occur. Equipment failures can result
from deliberate acts or from random failures. Thus, the initiaticn of accigent
sequences was assumed necessary and sufficient as a sabotage initiator,
Releases can then be described probabilistically in terms of both deliberate and
normal equipment failures. Acts that do not trigger an initiator were treated
as tampering. Tampering requires that a random accident initiator take place to
impact plant safety by decreasing the availability of pilant safety systems.
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1.4 REPORT CONTENTS

The remainder of this report provides guidance on developing the CMF
information for use in ranking STAT alternatives. A six-step procedure was
used:

1. CQuantify the general level of CMF attributable to sabotage and tampering.
2, Catalog impacts of each STAT alternative on plant vulnerabilities.

3. Order the STAT alternatives based on their relative effectiveness in
reducing sabotage and tampering impacts.

4. Scale the ordered 1ist of STAT alternatives to the results of Step 1.

5. Compare CMF reductions for each STAT alternative in normal cperations and
impacts on sabotage and tampering.

6. Complete the final ranking.

Chapter 2 of this report develops a threat model based on historic data.
Chapter 3 develops additional details of the methodology to calculate general
CMF levels due to sabotage and tampering. Appendixes are provided to discuss
details of selected portions of the analysis. Appendix A contains a description
of each issue, the calculation of the issue contribution to CMF reduction during
normal operatfon, and a description of the process ranking for sabotage and
tampering., Appendix B is a safeguarded (unpublished) description of the
sabotage CMF reduction calcutation for the Grand Gulf and ANC-1 plants.
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2.0 SABOTAGE AND TAMPERING DATA COLLECTION AND THREAT ASSESSMENT

Available data from the DOE and the NRC were compiled on the frequency,
type, and severity of incidents that have occurred in federal and commercial
nuclear facilities. This chapter summarizes the data collected and assumptions
made in the formulation of the historic sabotage and tampering threat model.
This threat model is then used to estimate the impact of sabotage and tampering
acts on CMF Tevels.

2.1 NRC RECORDS

The major source of information on events at l1icensed nuclear facilities is
described in the Safeguards Summary Event List (SSEL) (U.S. NRC 1983b}, which
covers the period 1976 through 1983. This document provides brief summaries of
several hundred safeguards-related events involving nuclear material or
facilities regulated by the NRC. Events are described under the following

categories:

o DBopb-related; concerned with explosive or incendiary devices, or
incendiary material and related threats. These events are divided into
actual and unsubstantiated threats.

o Intrusjon: includes incidents of attempted or actual penetration of
safeguards systems or a facility barrier.

¢ Missing and/or allegedly stolen: includes those events in which Ticensed

material is missing.

e Transportation: deals with incidents away from the licensee site.

e Tampering/vandalism: includes destruction or attempted destruction of
property., parts, and equipment that does not directly cause a radioactive
release; or hoax incidents, threats, and associated harassment.

e Arson: includes intenticnal acts inveolving incendiary materfals and
resulting in damage.

e Firearms related: concerned with the discharge, discovery, or loss of
firearms at a licensed facility.

e Radiological sabotage: the occurrence of any deliberate act directed
against a licensed activity that could endanger public health and safety by

exposure to radiation.

e Miscellaneous: events with some significance that do not fit into any of
the other categories.

Table 2.1 is a summary of the events covered in the NRC 1isting. A total
of B33 events have occurred during the period covered by the study. The
majority of the events have involved bomb threats. Nine bombs have been found
outside critical areas. Detonations that have occurred have not damaged
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TABLE 2.1. Summary of NRC Safequards Events (1976-1983)

Type of Event

Bombs
Threats
Device Present
Potential to damage one system
Potentjal tc damage multiple systems
Damage to plant systems
Intrusion
Listings
Unknown or Malevolent Intent
Protected Areas
Potential tc damage one system
Potential to damage multiple systems
Actual damage t? plant system
Important Areas'?
Potential to damage one system
Potential to damage multiple systems
Plant damage occurred
Missing and Assumed Stolen
Incidents
Those with Power Piant Safety Implications
Yandal ism
Total Acts
Damage to plant systems
Protected Areas (tota1/0?erat1ng plants)
Damage to one system(b
Damage to mu]}:isﬂe systems
Important Areas'? (tot?1/operat1ng piants}
Damage to one system d)
Damage to multiple systems
Arson
Total Events
Damage to plant systems
Protected Areas (total/operating plants)
Damage to one system
Damage to multiple systems
Important Areas (total/operating plants)
Damage to one system
Dama?g)to multiple systems
Sabotage
Firearms
Total Events
Unknown or Potential Factor in Cther Events
Miscellaneous
Total Events
Related to Power Plant Safety

{a) Included in protected area incidents.
{b) 2 plant trips results (1 from feedwater),
1 potential LOCA.

(¢) Gun taken from empioyee in one of plant trip events.

Not used directly in crime.

{d) NRC defines sabotage as deliberate attempts to endanger

public health and safety.
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safety-related equipment. Intrusions with unknown or malevolent intent have
occurred 17 times. These acts were judged to have the potential to damage plant
systems because the intruders were not always caught, and because they had
occupied protected and important areas of the plant, unobserved, for significant
amounts of time. No damage has ever been attributed to intruders. Vandalism
has been the largest contributor to plant damage. Damage to single and multiple
systems has occurred in plants both under construction and in operation. Three
events judged to be contributors to an accident injtiator have occurred.
Significant events have involved the closure of emergency coolant valves, the
repositioning of switches and wires, damage to diesel generators and new nuclear
fuel elements, initiation of plant trips, and damage to core cooling water
piping. Arson has occurred in both protected and important areas of operating
and partially completed plants. Damage to multiple systems has been the most
1ikely consequence.

Most of the damage to date has occurred during the construction phase of
the facility. Ouring this phase, access {s much easier and the potential
consequences of damage are not as great as during operations. However. to be
conservative, all significant damage attempts were included in the data base for
this study as if they had occurred at operating plants.

2.2 DOE RECORDS

The U.S. DOE (IAEL 1983) has maintained records of incidents in DOE
facilities over the last 35 years. Over 4000 vioiations have occurred. A
summary of the incidents is shown in Table 2.2. The non-nuclear designation
discriminates between those crimes that involved nucliear materials, processes,
components, and information, and those that did not, even though they may have
occurred at a nuclear facility. The nuclear designation does not necessarily
indicate a release of radioactivity.

In general, the DOE statistics show that the majority of violations were of
1ittle consequence. Between 75% and 80% of the cases involved relatively minor
cases of theft, malicious mischief, or vandalism, and general forms of personal
misconduct of 1ittle significance (as measured by costs and actual or potential
harm). The remaining crimes and incidents had or could have had an impact on
national security or public health and safety (IAEL 1983). Table 2.3 lists the
number of significant crimes {based on the degree of consequence or loss) that
occurred within the DOE facilities., Only 20 percent of the 822 cases fall into
this more serious category. The 97 nuclear cases considered serious in
magnitude compose less than 2.5% of the total cases recorded. "Sabotage events"
in the DOE data base were reviewed individually because of their potential
jmportance to this study. It was found that, with one exception, these events
do not fall under the NRC definition of sabotage; they conform more to the
gefinition of vandalism in the NRC system.

Insider motivation is recorded in the DOE files. The information was
derived from interpretations of information recorded in violation files,
contents of interoffice notes, and interviews with DOE or contractor security
personnel involved in or familiar with the cases. Of the case files, 32
contained entries documenting the motivation of the offender. Table 2.4
illustrates the distribution of the known motivations for the various types of
crimes, Table 2.5 deals with the motivations of potentially significant crimes
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IABLE 2,2, Total Crimes Recorded in the DOE Data Base (IAEL 1983)

Iype of Crime Non~-Nuclear Nuclear [otal

Arson 12 2 14
Assault and battery 18 1 19
Bombing/attempted bombing Z 1 3
Bomb threat (insider) 1 1 2
Commercial bribery 5 2 7
Personal bribery 3 0 3
Breaking and entering 1zZ7 3 130
Conflict of interest 19 1 20
Contraband possession 8 0 8
Contractor irregularities 17 0 17
Possession/sale of drugs

or alcohol 93 1 94
Destruction of information 6 ¥ 6
Embezz]ement 14 0 14
Espionage/treason ) 8 14
Extortion Z 1 3
Forgery 35 2 37
Fraud 122 4 126
Gamb11ing 6 0 6
Hoax 2 1 3
Kickback 16 0 16
Kidnapping 2 0 2
Libel 3 0 3
Misuse of classified

information 17 22 39
Murder/attempted murder 5 1 6
Misappropriation of:

- materials/equipment 138 5 143

- funds 29 0 29
Racketeering 2 0 2
Rape/attempted rape 5 0 5
Sabotage/attempted sabotage 21 L) 26
Suicide 8 1 9
Sale/possession of

stolen property 70 3 73
Sexual harassment 21 0 21
Theft of materials 515 16 531
Theft of equipment 1704 5 1799
Theft of money 385 0 385
Threat of violence 26 2 28
Vandalism/malicious

mischief 263 10 273
Violence 18 1 19
Wiretapping 3 0 3
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JABLE 2.3. Number of Crimes of Significance in the DOE
Data Base {(IAEL 1983)

Type of Crime Non-Nuclear Nuclear JTotal

Arson 10 1 11
Assault and battery 11 0 11
Bombing/attempted 1 1 2
Bomb threat (insider) 1 1 2
Commercial bribery 3 0 2
Personal bribery 2 1 3
Breaking and entering 14 3 17
Conflict of interest 9 1 10
Contractor irregularities 5 0 5
Possession/sale of drugs

or alcchol 19 1 20
Destruction of information 1 0 1
Embezzlement 11 0 5
Espionage/treason 4 & 10
Extortion 2 0 2
Forgery 16 2 18
Fraud 57 3 60
Gamb1ing 3 0 3
Kickback 14 0 14
Kidnapping 1 0 1
Misuse or compromise of

classified information 2 13 15
Murder/attempted murder 4 1 5
Misappropriaticn of:

- materials/equipment 33 1 5

- funds 13 0 13
Racketeering 1 0 1
Rape/attempted rape 5 0 5
Sabotage/attempted sabotage 10 5 15
Suicide 5 0 5
Sale/possession of

stolen property 32 3 35
Sexual harassment 10 0 10
Theft of materials 101 9 101
Theft of equipment 235 4 239
Theft of mioney 26 0 26
Threat of violence 13 0 13
Vandalism/majicicus

mischief 28 3 31
Yiolence 5 0 5
Wiretapping 2 0 2
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TABLE 2.4, Ins{der Motivation Reported in the DDE Data Base

Percentage

Intent _of Total

Greed/persconal use of gain 49
Opportunity/availability 20
Disgruntiement
Personal Toyalty
Game playing

Mental illness/drugs
Cover-up

Political/ ideological
Revenge

Company loyalty

Gain recognition
Bribery

Gain power

Pay debts

Coerced

Fund cause

Peer pressure
Gambl1ng debts
Threatened

Religious

D OOORFRFHFFHFHEFERNNRNNWR ;O
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TABLE 2.5. Significant Characteristics of High-Consequence Crimes
Reported in the DOE Data Base (IAEL 1983)

Motivation %

Political/ Disgruntle~ Peer Mental

_Jype of Crime  lIdeological __ment = Revenge Pressure Illness
Arson 20 40 5 0 10
Assault and battery 3 56 g 0 g
Bombing 67 17 17 0 0
Destruction of

information 22 44 11 0 11
Kidnapping 0 0 33 0 33
Murder/attempted 50 0 13 0 25
Rape 0 0 14 0 25
Sabotage 10 47 10 4 2
Suicide 0 17 0 0 66
Threat of violence 3 27 16 0 24
¥iolence 0 62 14 0 10
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such as sabotage, nuclear theft, and violent crimes. The distribution of
motivations changes when high consequence crimes are involved. Disgruntiement
is a prime motivation in many destructive or vioient crimes. Bombing incidents
usually fnvolve political/ideological motivations. Sabotage is the only
category in which peer pressure played a role. Again, sabotage was viewed as
similar to vandalism in the NRC system. The data suggest that most disgruntled
employees who are upset enough with the work environment to act in an i1licit
manner do so by harming the facility rather than their fellow employees.

2,3 USE OF DATA

One data set was created to estimate the frequencies of the various acts
and the conditional probabilities associated with various states of damage.
Several steps were taken to complete this task:

1. Integrate the NRC and DOE data.
2., Establish the base of experience to estimate incident freguencies.

3. Develop a severity function to combine events of potential damage with
events of actual damage.

4. Present the information in a usablje form.

For Step 1, the DOE data had to be Timited in scope. It was assumed that
only those significant incidents recorded in the Nuclear category (see Table
2.3) would be considered. Next, a correlation was made between the categories
in Table 2.3 and those in Table 2.1 (the NRC data). Results of this correlation
are shown in Table 2.6. Bombings and bomb threats in the NRC and DOE data bases
were added; it was assumed that incidents in the OOE bomb category had the
potential to damage multiple systems. DOE breaking and entering data were added
to the NRC intrusion data. It was assumed that these attempts had the potential
to damage multipie systems in either protected or important areas of the plant,
The DOE categories of theft of materials, theft of equipment, and theft of money
were added to the NRC category of "missing and assumed stolen." It was assumed
that there were no events with safety significance fo power plants in this
category. Vandalism events were added. DOE events were assumed analocgous to
events in protected and important areas of operating plants that damaged
muitiple systems. Arson events recorded by the NRC were added to DOE events
with damage to multiple systems in protected and important areas of operating
piants.

A fundamental issue in the combination of gata was the definition of
sabotage. The review of the events listed as sabotage in the DOE files
indicated that four cut of five are a double counting of NRC events in other
categories. However, the OOE data also indicate a suspected intentional act
that destroyed the SL1 reactor in Idaho Falls. If this event had occurred it
might have been included as a sabotage event. Firearm events were not Jlisted
separately by DOE. Al1 other categories were similar to the NRC miscellaneous
category and assumed unimportant to safety.

A time periocd had to be defined to calculate a frequency for the sabotage
and tampering events, Based on the number of U.S. operating plants in 1983, 575
years of operating experience were specified. While the NRC data base does not
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cover the entire period that plants have operated, the addition of the DOE data
was assumed to make the total number of acts equivalent to what it woula be if
the NRC data had been gathered for the operating life of all plants.

Alternative bases could be developed to model historic events. An example
would be the number of person-years expended at the plant. Informatijon to
perform this evaluation was not directly available, although if staffing
questions are to be addressed in the future, it could be developed.

A number of assumptions were made to weight the significance of acts that
occurred during construction. Acts were assumed to be less severe than those
occurring during plant operations due to increased access and a lessened chance
of immediate discovery. In weighting historic events of each type,» it was
assumed that significant plant damage had occurred. These adjusted numbers of
events were then divided by 575 reactor-years to yield the frequency for each
event. Results are shown in Table 2.7. If these weighting factors are omitted,
the contribution from outsiders woul< be larger.

The assumed weighting factors for the prediction of plant damage from bombs
were set at 0.5 for one system and 0.1 for multiple systems, due to the size of
the devices that have been found and the fact that no large bombs have ever been
placed in proximity to safety-related equipment. Likewise, no damage has ever
been recorded from intruders. However, opportunities for intruders to commit
acts of damage have occurred. A value of 0.5 was assumed for acts that damage
one system. Acts that damage multiple systems were assigned a value of 0.1,
based on the roughly 10 acts that have been observed in the protected area.

Acts in important areas were assigned a value of 0.05, since roughly 20 acts
have occurred and no damage was observed.

Welghting factors for vandalism and arson were set to the ratio of the
number of incidents at operating plants to the number of incidents at
nonoperating plants. The weighting factor for sabotage with plant damage was
set to 0.1, due to the differences between commercial plants and the reactor at
Idaho Falls., A weighting factor of 0.5 was used for plant trips, since it
appeared that the intent was to embarrass management rather than cause a
release, Firearms were considered a factor in only one of three events.
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TABLE 2.6. Summary of Historic NRC and DOE Insider Events

Type of Event

Bombs
Threats
Device Present
Potential to damage one system
Potential to damage multiple systems
Damage to plant systems
Intrusion
Listings
Unknown or Malevolent Intent
Protected Areas
Potential to damage one system
Potential to damage multiple systems
Actual damage(t? plant system
Important Areas'?
Potential to damage one system
Potential to damage multiple systems
Plant damage occurred
Missing and Assumed Stolen
Incidents
Those with Power Plant Safety Implications
Yandalism
Total Acts
Damage to plant systems
Protected Areas (totaW{g?eratTng plants)
Damage to one system
Damage to mu1Fi?1e systems
Important Areas'?
{(total/operating plants)
Damage to one system
Damage toc multiple systems
Arson
Total Events
Damage to plant systems
Protected Areas (totai/operating plants}
Damage to one system
Damage to mu1?i?1e systems
Important Areas'?
(total/operating plants)
Damage to one system
Damage to multiple systems
Sabotage
Damage to plant systems
Trip initiated
Firearms
Total events
Unknown or Potential Factor in Other Events
Miscellaneous
Total Events
Related to Power Plant Safety

(a) Inciuded in protected area jincidents.

{b} 2 plant trips resulted {1 from feedwater):

NRC

424

OO

167

47

37
24/18
13/5

8/5
8/2

1/0
5/4

2/2

1l potential LOCA.

known in sabotage {NUREG-0525, U.S. NRC 1983b).

(c) Gun taken from employee in one of plant trip events.

Not used directly in crims.
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TABLE 2.7. Summary of NRC and DOE Insider Events

Bombs
Threakts
Device Present
Potential to damage one system
Potential to damage multiple syatems
Pamage to plant syastems
Intrusion
Linkings
Unknown or Malevolent Intent
Protected Areas
Fotential to damage one nysies
Porentlal to demage multiple aystemws
Actual da-n?e to plant aystema
Important Areani®)
Potentisl to demege ovne pystem
Potential to damage multiple aysiena
Plant damage occurred
Missing and Asaumed Stolen
[acidents
Those with Power Plant Safety Implications
Yandaliam
Total Acta
Damage te plent Bystems
Frotected Areas (totnl/ogetatlng planta)
Damage to one systen(b
Damage to mulriple Bystems
Iwportant Areas (a) {(totsl fcoperating planta)
Damage to oue syotem
Bamage to multiple syatemn
Araon
Total Events
Damage to Plant Syatemn
Protected Areas {total/operating plantas}
Damage to one ayatem
Demage to -ultigle aystedn
Important Arean{®) {toval/operating plants)
Damage to one BfELem
Damage to multiple ayatemn
Sabotage
Damege to Flant System
Trip initiated
Fivreazws
Total Evencs
Unknawn or Potentlal Factor in Other Events
Mlacelilaneous
Total Events
Related to Power FPlant Safaty

fa) Included in protected area incidentsa,
(b} Twe plant trips results (1 from feedwater}:
{c

Weight
for Low- Rormalize Event
Actpal Damage Events to Frequency
Eventn Events Predict {plent-year-1)
{Col.1} {Col.2} Damage (Cal.3)
{Col,1xCol.2)
415
10
1 0.5 0.5 B.7F-04
6 0.1 G.6 1,0E-03
0 —— — ———
51
20
3 0.5 1.3 2.4E-03
L7 0.1 i.7 3.0E-03
]
0 — — e
B 0,065 0.40 7. 0E-046
0 -—— - S
180
0 [ —_ ——
50
40
24/18 0.75 22.5 3.9E-02
16/8 3.5 12 2.1E-02
B/5 0,75 7.25 1.3E-02
1175 0.5 8,0 1.4E-D2
14
7
1/0 0.5 0.5 8.7E-04
6/5 0.80 5.8 1.0F-02
0/u -— —-—- -e-
373 1.0 3.0 5.2E-03
1 0.1 0.1 1.7E-04
2 0.5 1.0 1.7E-03
38
3{c) 0.3 1 1.7E-03
131 -—= ——— ——
0

)} Gun taken frowm employee In one of plant irip events.
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3.0 SABOTAGE AND TAMPERING RISK CALCULATIONS

In Chapter 1, safety benefits of implementing 25 STAT alternatives were
defined as reductions in CMF. Core melt frequency is reduced by reducing the
frequency and severity of sabotage and tampering attempts. This chapter
presents the development of & general CMF model and the methods to estimate each
of these CMF varijables, including the use of sabotage/tampering information
developed in Chapter 2. Detailed calculations for the 25 STAT alternatives are
presented in Appendixes A and B,

3.1 DEVELOPMENT OF A GENERAL CMF MODEL

To calculate the relative value of each STAT alternative, a model was
created that includes major contributors to plant CMF from random faiiures and
failures due to sabotage and tampering. The model was then exercised to
determine the change in relative plant CMF due to the implementation of each
STAT alternative. The impact of changes in plant design and operation to
prevent and/or mitigate sabotage and tampering was calculated by a method
similar to that used in the examples shown in NUREG-0933 (U.S, NRC 1983a),
except that it was expanded tc consider the effects of sabotage and tampering.

Overall plant CMF is generally defined as the sum of the frequencies of all
anticipated accidents. Contributers to CMF are called accident sequences. Each
accident sequence 1s expressed in terms of accident initiator frequencies and
system failure probabilities. Boolean algebra 1s used to combine the
combinations of plant equipment fatlures that contribute teo accident sequences.
Each combination is called a cut set,

The CMF reduction for each STAT alternative is the difference between the
base (before STAT alternative) and the adjusted (after STAT alternative) CMF.

For all STAT alternatives, only the accident sequences leading to core melt were
consicered.

Some STAT aiternatives are not directly related to the existing parameter
in the CMF sequences. It was necessary to modify the existing sequences to
consider the frequency and effect of tampering (which was considered an
additional failure mode for equipment), and sabotage acts (which were considered
an additional contributor to accident initiators). Implementation of the STAT
&lternatives was assumed to affect sabotage, tampering, and random contributions
to system failure probabilities and accivent initiators. Development of
ltechniques to modify the CMF equations to cover sabotage and tampering is
discussed in Sections 3.2.2 and 3.2.3,

3.2 ESTIMATION OF CMF VALUES

The reduction in CMF at a representative plant due to a STAT alternative
resglution is estimated by subtracting the CMF before implementation (base case)
from the CMF after implementation (adjusted case). PRAs do not include
sabotage/tampering. To define a base case, they were added to the PRA results.
Implementation of the STAT alternative would alter the total CMF value to some
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adjusted-case level. Only accidents leading to core melt are analyzed here.
Previous work (Hall et al. 1979) has concluded that less severe accidents are
only minor threats to public safety.

Several steps are involved in estimating CMF reducticn:

issue definition and selection of the plant model
development of the sabotage/tampering model

identification of affected parameters in the CMF equations
calculation of the base-case CMF

calculation of the adjusted-case CMF

calculation of the CMF reduction.

These steps are discussed in the following subsections.

3.2.1 Issue Definition and Selection of the Plani Model

A STAT alternative must be clearly defined in terms of its impacts on
sabotage/tampering, plant systems, and the applicable plants. A systematic
procedure is described in the following sections to ai¢ the analyst, but
knowledge of plant systems is needed to utilize the procedure effectively.

STAT alternatives are generic, affecting a wide range of nuclear plants.
An accurate estimate of all plant types which each alternative affects is
required. Ideally, the CMF equation and sabotage/tampering threat are known for
each plant. However, only certain plants have currently been subjected to CMF
and sabotage/tampering vulnerability studies. The analyst must select one or
more of these plants to represent the entire group of affected plants. For this
analysis two plants. Arkansas Nuclear 1 (ANO-1) and Grand Gulf, were selected as
representative PWR and BWR plants, respectively.

3.2.2 fEquipment Fajlure

The damage evaluation mode)l was developed to quantify the probability of
equipment failure in a nuclear power plant given the potential acts of tampering
described in Table 2.7. Sabotage acts were assumed toc fail targeted equipment.

This section describes the conditional probabilities for equipment failure
given an act, discovery/repalir given a failure, and the probability of repair
during an accident sequence. Results of this assessment are shown in Table 3.1.

Bomb damage functions were set to the values shown based on the size of the
bombs that have been placed in plants to date. Bombs have been small and of the
type that are most 1ikely to be aimed at other individuals. A large bomb of
this type was assumed to fail equipment in the vicinity with a probability of
0.1.

Intrusion and damage by outsiders were assumed to be successful 90 percent
of the time in failing one piece cf equipment. Detection by security and
prevention of further damage were assumed to lower the probability to 0.1 for
multiple pieces of equipment. This assumption was made to account for the
possibility of an area-type threat (i.e., a bomb} to all pieces of equipment in
the vicinity.
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ABL . Damage Function Parameters and Values

Months for
Probability Discovery
of Equipment  and Repair Probability

Failure from (non-acci- of Repair
Threat Act deot) faccident)
Bombing
Damage to one system 0.5 1 0
A1l affected systems 0.1 1 0
Intrusion
Protected Areas
Damage to one system 0.9 1 0
A1 affected systems 0.1 1 0
Important Areas
Damage to one system 0.9 1 0
A1l affected systems 0.1 1 0
Vandai ism
Protected Areas
Damage to one system 1 1 0.25
A1l affected systems G.1 1 0.25
Important Areas
Damage to one system 1 1 0.25
A1l affected systems 0.1 1 0.25
Arson
Protected Areas
Damage to one system 0.5 1 0
A1l affected systems 0.2 1 0
Important Areas
Damage to one system 0.5 1
A1l affected systems 0.2 1 0

¥andalism was assumed to be 100 percent effective in failing one piece of
equipment. An act aimed at multiple pieces of equipment was assumed to fail equipment
in the vicinity 10 percent of the time. Recovery during an accident sequence was
assumed 25 percent of the time.

Arson was assumed to fail pieces of equipment based on the size of the fires that
have been set to date, A single piece of equipment was assumed to fail in 50 percent
of the attempts. Larger fires were assumed to fail the equipment in the vicinity 20
percent of the time.

The length of time to discover and repair damage as a result of tampering acts,
in the absence of system demand, was assumed to be 1 month in every case. It is
recognized that most acts would be quickly discovered and that repairs may compose the
bulk of the down time. It was assumed that the plant would not shut down or trip
during this time. Modifications to this assumption may be appropriate, depending on
the Jocation of the act assumed in the use of the PRA results.
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Repair probability is the chance of repair given an accident in progress.
Most events were assumed to be nonrecoverable during the course of an accident.

3.2.3 CMF Evaluations

This section describes an approach for adding sabotage and tampering to
CMF. Three sources of information were needed to complete the process:

e vital area studies
¢ PRA study resolvable to the cut set level
e sabotage/tampering threat model.

Yital area studies are safeguarded analyses that indicate minimal
combinations of locations in which equipment and systems that are essential to
the prevention of core melt and radiocactive material release are installed.
Both core melt and dispersal releases are modeled. Results of the analyses
include "location cut sets." These are sets of leocations that, if completely
protected, would preclude the release of radicactivity for the modeled
sequences. Access to any of these location combinations i1s a necessary
condition for release. The plant response to sabotage and tampering was
interpreted in this study as a function of both the number and order (i.e,
single, double, and higher order combinations) of location cut sets, the Tevel
of protection that the rooms are given, and the response of equipment contained
in the rooms to the sabotage/tampering threat model developed previously.

Safety is presumably improved through:

improvements in access control

improvements in equipment resistance to attack

reductions in the frequency or severity of attack

reduction in the number or increase in the size of location cut sets
determination of alternatives to the use of damaged equipment,

A multi-step procedure is followed to establish a base case for sabotage
and tampering contributions to CMF:

1. Determine a set of locations for Tikely attack.
2, Define the equipment and important failure modes in the selected Tocations.
3. Evaluate the frequency of sabotage/tampering-related failures.

4. Modify PRA data to reflect the sabotage/tampering contribution. Estabiish
the base level of the sabotage/tampering contribution to CMF.

SIQQ |. I*QIQCIII]I]Q ﬂIIQQES IanIanﬁ

Attack locations were selected from the representative plant vital area
study based on the judgment of the analyst, since NRC and DOE data are not
sufficiently detailed to support a location~specific analysis. No more than two
areas were considered. Multiple fajlures were assumed to occur in only one of
the areas, based on historic data, which indicate that damage in more than one
area is rare. The incidents of multiple area attack alsc {ndicate that small
numbers of equipment pjeces are damaged in each area.
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It was assumed that a person attacking the plant would have detaiied
knowledge of the plant. It was also assumed that a set of two locations, ocne
potentially in an fimportant area and one in a protected area, represents the
most sensitive configuration for the modifications being considered by this
project. The selection of the two-Tocation sets is based on historic
occurrences of tampering in single areas. The damage from historic acts is more
conservatively modeled if spread over two locations,

An important location was defined to have more access control than a
protected location and was selected on the basis of the vital area studies to
avoid unrestricted access to any combination of location that could lead to a
core melt accident. Sets of important locations would have tightened access
control for both leocations and were deemed less 1ikely targets. Sets of
protected areas with potential for core melt accidents were precliuded. Sabotage
from a single location was assumed Tess 1ikely due to increased access control,
resistance to damage, or the fact that the location is normaily occupied by
personnel.

To determine a potential attack location, the vital area study is first
reviewed following this procedure:

1. List all locations in the two-locatijon cut sets.

2. List the number of times that each location appears in the two-location cut
sets.

3. List the total number of times that each location appears in all Tocation
cut sets. This s available directly from the Tisting.

4, Identify all locations not included in each level of minimal protection
sets. Consider larger protection sets until the number of locations not
included is narrowed to a few,

5. List the total number of events that are included in each location.

The two-location set is to be selected using the judgment of the analyst
and the above information. The two locaticns must include at Teast one location
that may not be designated as important, and they nust form a two-location cut
set. It is desirable to maximize the number of events in the locations to
af fect the largest number of systems. Results of the above exercise using Grand
Gulf and AND-1 are shown in Appendix B.

Step 2: Define Equipment and Equipment Failure Modes

This step is intended to catalog equipment in the target location, failure
modes for sabotage and tampering, and the affected systems to a level that is
consistent with the plant PRA. A worksheet for indivicdual items in a rcom is
shown in Figure 3.1. The reascon that a differentiation is made between the
failure modes of equipment is that equipment that is consicdered failed in its
normal operating position was assumed vulnerable to all threats. Equipment that
requires a change in status to be in a failed state was assumed vulnerable to
specific actions rather than to area-wide threats such as fires and bombs. An
important function of the worksheets is to identify combinations of failures in
the two rooms that coula result in the failure of complete systems. These
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combinations are identified by tracking the consequences of indivicual faijures
and combinations of faflures through the vital area study to determine their
impact on system perfermance. Each item must be tracked at least to a level at
which its relatienship to the PRA can be determined. Combinations that result

in accident initiation and equipment failures are potential sabotage mechanisms.
Completed sheets for Grand Gulf and ANO-1 are shown in Appendix B.

Location:
Protected/Important (Circle one)

Description (Vital Area System, PRA system, sabotage/tampering):

Failure Mode (check onel:
Failed in normal position/operatien (Vulnerable to all threats)

Single Failure Fails System

Fails System in Cenjunction with other Components

List Related Components/Events:
Fajls in Altered Position/State (Yulnerable to Intrusion and Yandalism)

Singie Component Fails System

Fails System with Other Components/Events
List Related Events/Components:

Summary of Vital Area Tree:

FIGURE 3.1. Equipment Listing, Failure Mcde, and Frequency

. Eval the Probability of S T {nq Failures

This step assigns a probability of failure to variables in the plant PRA
that correspond to equipment failures (single failures or groups of failures) in
the vital area study. Failure probabilities due to tampering are calculated for

specific pieces of equipment and for all equipment in a specific lecation. The
approach for these calculations is as follows:

e Single Failure Case - This case quantifies the probability of failure of a

piece of equipment Tocated in an important area or protected area due to
acts of tampering. This piece of equipment is the primary target.
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e Multiple Failure Case - This case quantifies the probability of failure of
muttiple pieces of equipment located in an important or protected area due
to acts of tampering. This affects all equipment not considered the
primary target.

The damage probability calculated by the single failure model represents
the "additional™ unavailability imposed on a piece of equipment or a system due
to acts of tampering. This estimate can then be added to the failure
probability of the pieces of equipment modeled in the PRA study. By doing so,
the consequences of a damage attempt can be quantified in terms of CMF, In
cases where direct correspondence of equipment does not exist between the vital
area study and the PRA, these probabilities were summed on a functional basis.
The following is a mathematical description of the single failure case:

N

PDamage = E (Freq;) (PFail ) (PRepair,)

i=1
where:
PDama e = Average unavailability of one piece of equipment due
9 to intentional acts of damage and tampering.

N = Number of tampering categories,

Freqi = Relative frequency of occurrence of act i
(i.e.» number of bombings/total normalized events;
see Table 2.7).

PFai]i = Failure probability of a piece of equipment or an
equipment due to act i (see Table 3.1).

PRepair. = Discovery and repair time of a piece of equipment

or an equipment after act i has occurred (in months)
(see Table 3.1}.

The multiple failure case was developed to detemmine the additional
unavailability imposed on all equipment in a single location not considered
under the single failure model as a primary target for tampering. A single
target in the second room of the two-location cut sets is also selected by the
analyst as a multiple feilure to maximize the number of systems/trains that
would be disabled. The attack on a single piece of equipment in the second
location was assumed to represent the extent of tampering in multiple Tocations
based on historic data. This case js evaluated in the same manner as the single
failure case, except that multiple faflure values from Table 2.7 are used.

Sabotage with tampering was treated nonmechanistically due to limited
historic data. The model used applied judgment to the potential for each STAT
alternative to 1) reduce the number of targets (in this case, targets refer te
locations where these acts could be successful), 2) make general improvements in
plant mitigation capabilities, and 3) reduce insicer opportunities. Sabotage
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threats were evaluated by changing accident initiation frequencies (see Step 4)
to those in Table 3.7, setting failure probabilities of equipment identified by
the two-location cut sets to unity, and calculating a new CMF level. A
worksheet for each location is shown in Figure 3.2. A completed worksheet for
Grand Gulf and ANO-1 is shown in Appendix B.

Sensitivity cases can be performed at this point to test the effect of
critical assumptions. The selection of important and protected designations for
each room is one example of a critical assumption. This assumption 1s evaluated
for Grand Gulf and ANO-1 in Appendix B.

Location:

Protected/Important (Circle one)
Location:
Protected/Important (Circle one}

Tampering Threat PRA Yalue
Bomb Intrusion V¥Yandalism Arscn Total Affected Total
PRA Threat Original (Threat +
Yariable Probability Original)

Secondary Tampering Target Component/Event:

Sensitivity Cases and Assumptions:

EIGURE 3.2, Worksheet of System/Train Failure Probabilities

Cal Baso ( :

This step involves the calculation of base and adjusted CMFs using the
results of Step 3 and the PRA. CMF is calculated by subtracting the
adjusted-case CMF levels after implementation of the STAT alternative from the
base case CMF levels before implementation. This section summarizes discussion
of the calculations developed for the prioritization of safety issues (U.S. NRC
1983a) as the method applies to STAT.
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Base-Case CMF, The base case CMF is calculated by assuming values for the
affected parameters that are characteristic of the STAT alternatives before
implementation. These are developed using Steps 1 to 3 and then substituted into
the CMF equation of the representative plant. The affected parameters have values
that are the sum of those used in the original PRA study and the threat model.

Normal FRA methods woulcd calculate the unavailability of equipment due to
tampering and add it directly to the published results. This would
underestimate the contribution because the PRA model assumes independence of
equipment failures. To correct for common cause effects, conditional failure
probabilities given tampering or sabotage with tampering were added to¢ random
failure vatues in the PRA. Accident initiator frequencies were then modified to
account for tampering coincidental with random accident initiators or sabotage.

Modified accident initiator frequencies were calculated using Figure 3.3.
For sabotage, the frequency of the act was substituted for the normal accident
initiator frequency. For tampering. accicent initiators are assumed to occur
randonly during the period in which the damage is not repaired. Thus the
frequencies are reduced to account for the incidence of tampering, the total
number of reactor years' experience and repair time. The frequency can be
calculated using the fullowing formula:

Tampering accident frequency = (PRA initiator freq) (47 events/575
reactor years)(1l/12 year repair time)

Plant Name:
Alternative for analysis.

Initiator Tampering Sabotage
T - Wi - -
Base Adjusted Base Adjusted Base Adjusted

Sensitivity Cases and Discussicn:

FIGURE 3,3, Accident Initiator Calculations
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Once the base-case values for the affected parameters and accident
initiator freguencies have been estimated, the frequencies of the minimal cut
sets (those containing affected parameters) are quantified. These are summed to
yield the frequencies of the accident sequences. Once the base-case frequencies
for the accident sequences have been estimated, the frequencies of the core-melt
release categories are summed to yield the total CMF. The adjusted case CMF due
to the STAT alternative is compared against this base case CMF to yield the CMF
redquction for issue resolution.

Adjusted-Case CMF, The adjusted case, affected CMF is calculated by
changing the values for the affected parameters to cnes that would be
characteristic of the alternative subsequent to its implementation. These
values are then substituted into the CMF equation of the representative plant.
This could be done directiy for calculation of CMF in ncrmal cperatiens.
However, with the 1imitations imposed by the sabotage/tampering model, an
approach was used that estimated CMF reductions directly.

Adjustment of the affected parameter values primarily involve engineering
Jjudgment, since the analyst is essentially projecting a future situation for
which no data currently exist. The analyst generally modifies assumptions and
frequencies in the tampering model. Results of the model are then used in the
PRA equations. If commonly caused fajlures were incorporated into the base case
CMF calculaticns, they must also be retained in the adjusted case. Quantifi-
cation of the frequencies of the minimal cut sets and accident sequences for the
adjusted case paraliels that for the base case.

CMF_Reduction Calculation. The CMF reducticn (AF) due to the STAT
alternative is the difference between the base-case (F) and the adjusted-case
CMF, This calculation is perfermed for the two representative plants. The
total CMF reduction is the sum of the total contribution from all affected
plants of each representative type over their average remaining operating lives.
Because some of the STAT alternatives in this report deal with future designs,
it was decided to compare them on an individual plant basis. Thus for all of
the analyses N and T were set equal to unity:

(AF)

F_.
o1

AP 1otal ‘; N:T;

where i the index of the representative plant-type

N1 = the number of affected plants teo which representativ
plant-type i corresponds

Ti = the average remaining operating Tife of affected plant-ty,c i

(&F)i = the CMF reduction for representative plant-type i
in events/reactor-year
Foi = total original CMF for representative plant i.



This formula could be applied directly to CMF reductions in normal cperations.
However, sabotage/tampering CMF reductions used insights derived from historic
data, PRAs, and vital area studies with engineering judgment to evaluate the
effectiveness of STAT alternatives in reducing tampering and sabotage with
tampering. These evaluations were then scaled to the CMF estimates for Grand Gulf
and ANO-1 to estimate the adjusted case value for each alternative. This procedure
was done in three steps:

1. Parameters for the cases of sabotage with tampering and tampering alcne were
defined. Sabotage without tampering was not treated due to the relatively low
contributicn to CMF calculated in Appendix B. Each parameter was assigned a
scale based on its importance for the evaluation.

2. STAT alternatives were assigned a rating for each parameter and these values
were summed for an overal) rating of each STAT alternative.

3, ©STAT alternatives were then scaled on the basis of a maximum and minimum
effectiveness to estimate CMF reductions.

Sabotage/tampering parameters considered the following concepts: historic
tampering data suggested that piant equipment failures from tampering can cover a
wide area. Acts have failed single systems or small groups of systems. Tampering
fajlures are controlled by opportunity, system resistance to damage., and reduction
of metivations to commit the acts. Sabotage with tampering, to be successful, must
focus on a relatively small portion of the plant. It is controlled by target
accessibility and response of the plant to mitigate transients with concurrent
equipment failures., Parameters were defined as follows:

Sabotage with Tampering:

e Single-Location Cut Set Reduction. This insight was from the vital area
studies. These areas are important because of their relationship tc all
equipment in the plant. These are the areas in which it Is possible to
initiate a transient and disable aill safety systems from a single locaticon. A
scale of 0 to 12 was used for this parameter.

e Two-Location Cut Set Reduction. This parameter was bhased on the vital area
studies and was included because damage at more thar one location is credible
based on historic data on tampering. Two-Jocation cut sets are those areas
that require tampering in two rooms to initiate a transient and disabie all
safety systems. A scale of 0 to 5 was used for this parameter.

® Reduce Sabotage Threat. This parameter is based on trends observed in
tampering data. It was chosen to indicate increased physical protection and
deterrence to committing acts of sabotage with tampering. A scale of 0 to 6
was used for this parameter,

e System Availability Increase., This parameter was chosen based on the vital
area study results and tampering data. It indicates the degree to which the
equipment is hardened against successful attack. A scale of 0 to 3 was used.



® Backup System Availability Increase., This paraneter was developed based on
PRA insights. It indicates the relative importance of the affected

equipment in the operability of other equipment. A scale of 0 to 5 was
used,

Tampering:

¢ Reducticn in Opportunity. This parameter is based on vital area study

results and indicates improvements in physical protection and surveillance.
A scale of 0 to 6 was used.

e Increase System Availability. This indicates improvements in system
resictance to attack. A scale of 0 to 6 was used.

¢ Reducing Tampering Motivation. This is based on the threat model and
represents reductions in motivation based on deterrence and plant-wide
reductions in available targets. A scale of 0 to 6 was used.

Results for the 25 STAT alternatives are presented in Tables 3.2 and 3.3.
The basis for the indivicual ratings is discussed in Appendix A.

Scaling was dcne by defining a maximum and minimum effectiveness for
tampering and sabotage with tampering. A nonlinear scale was used to bias the
results in favor of parameters with greater importance and penalize STAT
alternatives with small contributions. In this way, items with smaller and more
uncertain benefits woulcd be ranked Jower than items with more promise., The
following numerical values were used. Scaling parameter ranges were used for
effectiveness determinaticns (effectiveness is the Towest category satisfying
the inequalities).

Act. Effectiveness (%)
0 1 5 10 25 50
Sabotage with tampering <3.2 <7.6 <12 <16.4 <20.8 >20.8
Tampering <l1.6 <4.8 <8 <11.2 <14.4 >14.4

The results of all CMF calculations are presented in Table 3.4. The STAT
alternative CMF results were categorized to provide an cverall priority ranking.
The values set for high, medium. low/drop priorities are taken from NUREG-0933
(U.S, NRC 1983a). This framework was selected primarily for convenience, since
the absolute values of the CMF reducticon are uncertain. Numerous assumptions
were made in order to perform the CMF calculations. Changes or deletion of
these assumptions could have a large impact on the magnitude of CMF reduction
results. However, little or no change in the ranking order js anticipated.

In assigning STAT alternatives to the priority categories, the primary
consideraticn was the CMF reduction for sabotage with tampering. This iritial
category was raised or Towered by one or two levels based on the CMF reduction
predicted for tampering alone and normal operations.
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Issue # Title t0-12t {0-5} (0-5} (0~6} {033 Total

TABLE 3.2. Sabotage With Tampering Effectiveness Summary

Paramcters/Range

Single Iwo Backup
Location Location System Reduce System
Cutset Cutsect Avallabiiity Sabolage  Avallability
Reduction  Reductign increase Threat Increase Farameter

1 Three 1005 Trains of
safety equipment 4] 5 5 0 3 12

2 For & BWR--two additionatl
tunkered RCIC pumps
For a PWH--two additional
bunkered AFW pumps 12 5 5 4] 2 24

3 A passive steam condenser
for the steam generators

Sabotage
With Tampering
Ef fectlvenoss
te)

Core-Mel t
Frequency
Redyction

to

Ll

2E-5

1E-4

of a PR SEE #7

4 The SMUPPS design with

complete separation NOT TREATED

5 Implementation of the two
man rule L] 2 i} L] 1 o

G Installation of T¥
cameras in vital aresas 0 0 Q0 4 0 4

7 Marual/ local) operation
of EMR rafety-rel)lef valves i} INCREASE 3} o z 10

B fead~and-bleed operation
of suppression pool 0 0 5 0 ? 7

9 bse of safety-1njectiaon {51)
pumps to supply water
to steam generators ([5G} 0 o i [} 1 2

10 Provide spring-leaded
safety valves for
venting steam generators 0 0 o 0 1 1

1l Use fire water as source
of copling RHR heat

1E-%

ZE-6

exchangers SEE FI6

1z Connect 51 pump in series to

raise discharge pressure SEE #9

13 Use contrel rod drive
hydrauiic system to supply
reactor coolant maksup 0 3 3 0 3 8

H = High Priority (> 1E-5/ry)

M
L
D

wou

Madium Friority {: 1E-6/ry, < 1E=5/ry)
Low Friority (> 1E-7/ry, < lE-6/ry}
Nrop Priority (< 1E=7/ry)

1E-%



PL7E

oOrEzxT

Issue #

Reduction

Title

TABLE 3.2. {Contd)

Parameters/Hange

Twe Backup
Location System
Cutset Availlability
Reduction Increase
(0-5) (0-5%)

Single
Location
Cutset

Reduce
Sabptage
Threat

(9-121 {0-6)

14 Use mafn condenser pump
to provioe reactor
coolant makoup

15 Crossconnect service water
with essential service
water (ESH)

16 Crossconnect fire system
ang ESHW

17 Use ESW to directly
cool components cooled

by COW

18 Provida local pressurizer
and 56 level fndication

1g Provide local readguts

SEE #15

SEE #1B

for 5G pressure

20 Frovide emergency AC power
to nonsafety related

oquipment

21 Provide crossconnection
between Class IE/non-
Cass IE

22 Provide multiple DC
feaders to DEC powered

SEE #21

SEE #25

components

23 Provide an alternate water
source to niintain coolant
inventory [FWR}

24 Provide a standby non-
Class If combustion
turbine generator

28 Frovide capability to
place an energency diese)
generator in service with-
out DO power
High Priority {» 1E~5/ry)
Medium Priority (> 1E-6/ry. < 10-5%/ry}
Low Prierity (> 1E=F/ry, < 1F-6/ry)
Drop Priority (< 10=F/py}

System
Avallability
Increase

(0-3)

. Sabotage
With Tampering
Paramater Effectiveness
Total %)

Core=Melt
Frequency
Reduction

ZE-6

2E-6

ZE-6



TABLE 3.3. Tampering Effectiveness Summary

Parameters/Rangs

Increase

Raduction Mitigation

in System

Oppartunity Avaflab$lity Motivation
[0-6) Rating

lssue F Title (0-6) {0-6)

Reduce

Total

Tampering
Reduction
Effectivenass Reduction

%) i

Core-Melt
Frequency

1 Throg 1008 Trains of
safety equipment b L]

2 For a BYR--two additional
bunkgred RCIC pumps
For a PMR--two additicnal
bunkered AFW pumps 2 4

3 A passive stuam condenser
for the steam generators
of a PWR

4 The SMUPPS design with
complete separation

5 Implementation of the two
man rule L) 0

6 Installation of TY
cameras In vital arsas 2 0

1 Manual/local opsration
of BWR safety-relief valves 0 4

8 Fead-and-bTeeq aperation
of suppression poal o 4

] Use of safety-injuction (51D
pumps to supply water
to steam gemerators (5G) o 4

10 Frovide spring~Toaded
safety valves for
venting steam goperators 0 ¢

11 Use fire water as source
of coeling RHR heat
axchangers

1z Connect SI pump 1n series to

ralse discharge pressure

13 Use control rod drive
hydraulic system to supply
reactor coclant makeup 0 o

i4 Use main condenser pump
to provide reactor
coolant makeup ] )]

15 Crossconnect service water
with gzsential service
water {ESW) 0 by

16 Crossconnect fire system
and ESW 0 2

17 Usa ESW to directly
cool components cooled
by COw

1E-6

SEE #2

NCT TREATED

SEE #16

10

ZE-6

1E-7

3E-8

3E-8

SEE #9

THCREASES z

2E-7

26-7

Modium Priority (> 1E-E/ry, < E-5/ry)
Low Pricrity (> 1E~7/ry, < 1E~B/ry}
Orop Prierity (< 1E-3/ryd

-
nHon

{a) Average of BWR and PWR core-melt frequency reduction

3.15

SEE £#15



TABLE 3.3. (Contd)

Parameters/Range
Increase -
Reduction Mitigation Tampering Core—Metlt
in Systam Reduce Reduction Frequancy
Opportunity Availability Mativation Total Effectiveness Reduction
Issue # Title (-6 {0-6) (&) Rating (%) (1/ry)
18 Provide local pressurizer
and 56 level indication 1] a 1 o a b]
19 Provide local readouts
for 5 pressure SEE #18
20 Provide emergancy AC power
ta nonsafety related
squipmant SEE #21
21 Frovida crossconnactiun
between Class JE/non—
Class IE 0 o 0 0 0 [
22 Provide multiple DG
feedars to DEC powered
components SEE #25
2 Provide an alfernate water
soyrce to maintain coolant
inventory (PWR) 0 i} 0 0 0 Q
24 Provide a standby none
Class IE combustion
turbine generator 2 4 a 5 5 1E-7
25 Proy {de capabllity to
piace an emergency df asel
genarator in seryvice with-
out DG power 1] a a a o o

H = High Priarity (> lE-5/ry)

M = Medium Priority (> 1E-6/ry: < 1E-5/ry)

L= Low Priority > 1E-2/ry, < 16-6/ry}

D = Brop Priority (< 1E-7/ry}

{a) Average of BWR and PYR core-melt fraquency reduction



TABLE 3.4. Results of CMF Assessments

Hormal Gperations Tamparing Sabotage
MF Rank CHF Rank CMF Rank
Reduction Change Changa Total
Issue # Title ry-1ta} RY-1 RY-1 Ranking
1 Three 1008 Trains 1E-5 H 1E-§ H 2E-5 H H
z For a DWR--two additional
bunkered RCIC pumps
For a PRR-=two additional
bunkerad RFW pumps 1E-5 H 1E-6 H 1€-4 M H
3 A passive steam condenser
for the steam gererators
of & PR il )] o o 0 b o
4 The SHUPFS design with
complete separation NOT ESTIMATED HOT ESTIMATED NOT ESTIMATED
5 Implementation of the two
man rule 1E-7 L 2E-6 H 1E~5 K H
6 Installation of TV
cameras fn vital areas 0 L 1E-7 [} 2E-6 M H
7 Manual/local operation
of EWR safety-rellef valves 4E-7 L 3JE-B D 1E-5 H H
a Fead-and-bleed operation
of suppression pogl 2E-5 H 3E-8 o ZE-G M H
9 L of safety-injection (5I)
pumps to supply water
to steam gererators (35} 2E-5 N 3E-8 o] 0 o] L
10 Prov 1de spring-1loaded
safety valves for
venting steam generators 0 o 0 D 0 )] D
131 Use fire water as source
of cooling RHR heat
exchangers 2E-5 H SEE F16 SEE #16 L]
12 Connact 51 pump 1n series to
ratse discharge pressure 1E-5 H SEE #9 SEE #9 L]
13 Use control rod drive
hydraulic system to supply
reactor coolant makeup 3E-6 M ] D 1E-5 H H
14 Use matn condenser pump
to provide reactor
coolant makeup 2E-7 L 0 D 2E-6 L] M
15 Crossconnect service water
with essential service
water (ESW) 1E-5 H 2E-7 L 2E-5 M M
16 Crossconnect fire systom
and ESN 1E-5 H 2E-7 t 1] s} L
17 Use ESW to directly
coo} components cooled
by COw -6 L] SEE 415 SEE 115 M
18 Provide local pressurizer
and 56 level indication 2E-6 M ] D 2E-D& M M
19 Frovide local reagouts
for 53 pressure 2E-6 M SEE F18 SEE 718 M

High Priority (> 1IE-5/ry]
Medium Priority (> 1E-6/ry. < 1E-5/ry)
Low Friority {> LE~T/vry, < 1E~6/ry}
Orop Priority (¢ 1E-7/ry)

OrrET

i+ NN

(a) Avarage of BWR and MWR core-melt frequency reductfon
b} PWR Results

{c) (=~} fngicates an 'ncrease in plant risk
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TABLE 3.4. (Contd)

Normal Operatfons Tamper{ng Sabatage
OMF Rank CHF Rank CMF Rank
Raduction Change Chanhge Tatal
Issue # Title Ry-1{a} /Y-1 RY-1 Ranking
20 Frovide emergency AL power
to nonsafaty relatad
aquipmenrt -3E-6 v} SEE #21 SEE #2721 D
21 Frovide crossconnection
betweoen Class JE/non-
Class IE 1E-5 H a 0 2E-6 M H
22 Provide multiple DC
fapders to DEC powered
componants 1£-6 M SEE #25 SEE #25 L
23 Provide an alternate water
soyrce to maintain coolant
frventory (PWR) 5E-7 o 1] 1] o ol o
24 Provide a standby non-
€lass IE combustion
turbine generator 4E-5 M 1E-7 0 2E-§ W H
25 Frov{de capability to
p ace an emergency diesel
generator in service with-
out OC power 1E-6 H ¢] 1) a o L

High Prierity (> 1lE-5/ry)
Wodium Priority > 1&E-6/ry, < 1E-5/ry}
Low Priority {> LE-7/ry. ¢ 1E~6/ry}
Drop Priority (< 1E-7/ry)

ito# N

(=N i 3= o

{a) Average of BWR and PWR core-melt frequency reduction
(b} PWR Results
fct {-} fndicates an increase in plant risk
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APPENDIX A

CORE_MELT FREQUENCY CALCULATIONS FOR 25 SAROTAGE
AND TAMPERING AYOIDANCE TECHNOLOGY ALTERNATIVES

This appendix provides supporting documentation for the core melt frequency
(CMF) reductions discussed in Chapter 3. Also presented are a description of
each of the 25 STAT alternatives and the CMF reductions for random accidents and
for tampering and sabotage.
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STAT ALTERNATIVE 1:
THREE 100 PERCENT SAFETY TRAINS

This STAT alternative refers to three independent safety trains. The
present arrangement in plants is to have two independent safety trains--from
sensors; through Togic circuitry; through engineered safeguards actuation; to
the paths for safety injection, containment isolation/spray, and emergency
power generation. This arrangement provides separation of the train components
in such a way that the single fajlure criterion is met, acceptable Tevels of
reliability are established, and convenient means of surveillance testing are
possible without shutting down the plant. Vital areas are physically and
administratively protected, and equipment is shielded against missiles and
protected against natural phenomena. Still, it would be possible for a
knowledgeable and determined group of individuals to quickly knock out a
sufficient amount of equipment to paralyze many plant safety functions,
including reactor protection.

ASSUMPTIONS

To be effective, a third isolated safety train would have to be located
in different facilities than those that now exist at each plant. 1In the first
place, there is no physical room to add another set of systems with all the
diversity, fail-safeness and other requirements mentioned above. In the second
place, merely locating a third train where it would be exposed to the same
sabotage threat as the first two would not increase the overall availability
of systems important to safety; it would Just take a longer period of time or
a larger group to accomplish the same result. An entirely new, protected,
and possibly passive failsafe system would have to be created. In the case
of existing plants, a specially hardened facility independent of the existing
auxiliary building and tankage would be necessary to achieve the same
imperviousness as the passive system mentioned ahove.

The following assumptions were used to apply this measure to ANO-1, whose
PRA was used in the evaluation:

1. There are already three independent engineered safeguards features
electrical busses, so no additional bus was assumed.

2 Manual initiation of the high pressure injection (HPI) system is not af-
fected by the existence of a third safety train.

3. HPI system pipe faults are generally assumed to be mitigated by the
presence of the third train, The third train is not modeled in the PRA,
so its effect has been added to the PRA dominant minimal cut set elements
directly related to safety train behavior.
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4. The assumption was made that the emergency diesel generators would not be
affected by the presence or action of a third independent safety train.

5. The assumption was made that the high pressure recirculation system would
not be affected by the third safety train.

The elements affected in the PRA are listed below. These elements were
selected based on the interpretation that this measure would significantly
affect systems dominated by independent fajlure modes. To determine the impact
of adding a third 100 percent train on overall plant safety, the redundant
systems created by this STAT alternative were added to the appropriate cut
sets. This was numerically simulated in the PRA by assuming that the added
term will have the same failure probability as the existing systems. Therefore,
the product of these two terms was inputted in the existing cut sets. This
is illustrated below.

Parameter Base-Case Value Adjusted-Case Value
LF-HPI-H14 1.4E-2 2E-4
LPI-1407A-VCC-LF 8.2E-03 J/E-5
LF-LPI-L25 1E-04 1E-8
LPI-1408B-VCC-LF 8.2E-03 7E-5
LF-DC-D0O7 1,1E-03 1.2E-6
LF-DC-DO6 1.1E-03 1.2E-6
LF-DC-DO2 1E-04 1E-08
LF-AC-A3 2.4E-04 6E-08
LF-DC-DO01 1E-04 1E-08
LF-AC-B5 4.4E-04 2E-07
LF-LPI-119 2.68-02 7E-04
LF-LPI-L20 2.6E-02 7E-04

EFFECT ON CORE MELT FREQUENCY

The reduction in core melt frequency at ANO-1 is computed to be 2,0E-05/ry
for application of this measure.

The following are assumptions for application of the measure to Grand Gulf,
whose PRA was used in the evaluation:
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1. Similar to the ANO-1 evaluation, the impact of adding a third independent
safety train was analyzed by changing the values of dominant minimal cut
sets,

The purpose of the reactor core isolation cooling (RCIC) system is to
supply high pressure makeup water to the reactor vessel when the reactor
is isolated from the main condenser and the condensate and feedwater
system is not available. The functional classification of the RCIC system
is that of a safety related system and an engineered safety feature (ESF),
but it is not part of the ECCS, although it can help maintain the core
coolant level in the event of a small (< 1 in.) break LOCA. No credit

is taken for the RCIC in LOCA analyses, but the RCIC is considered an

ESF because of its role in mitigating the consequences of a control rod
drop accident. Should a rod drop accident occur, it is possible that

the main steam lines might isolate on a high radiation signal. The RCIC
system then performs its normal isolation cooling function.

The RCIC system consists of a steam turbine driven pump and associated
valves and piping capable of delivering water to the reactor vessel.

The turbine is driven by the steam produced from decay heat. Water is
taken from either the condensate storage tank {CST) or the suppression
pool and delivered to the reactor vessel to maintain an adequate level,
Turbine exhaust is directed to the suppression pool, where it is condensed.

The RCIC system is also used in conjunction with the residual heat removal
(RHR) system in the steam condensing mode to pump condensate from the RHR
heat exchangers back into the reactor vessel,

Alternate flow paths are provided to allow recirculation to the CST for
testing purposes, discharge to the suppression pool to ensure minimum
flow through the pump, and recirculation for turbine lube oil cooling.

Because the RCIC is a safety related system, it is reasonable to postulate
that a parallel system could be installed as part of the definition of
"third train." The fmpact of adding a third train is once again determined
by changing the valves of dominant minimal cut sets.

2. The impact of adding a third train on availability of the flow path from
the suppression pool to the core spray nozzles was also determined by
changing the valves of appropriate cut sets.

3. Systems not affected by the addition of a third safety train were the RHR
system, the low pressure coolant injection system, and the standby service
water system, because these systems already have three trains.

4. The suppression pool makeup system has only two trains. The impact of
adding a third train was also considered.

Similar to the procedure adopted for ANO-1, the values of appropriate

element cut sets were adjusted to reflect the impact of design chaqge. The
elements affected and their “adjusted" failure probabilities are listed below.
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RACT
L

SA

SB
SAACC
SBACC
SCVA
SCVB

The reduction in core melt frequency at Grand Gulf due to
of this STAT alternative was computed to be 6,5E-06/ry.

Base-Case Value

0.051
0.0012
0.021
0.014
0.014
0.0012
0.0012
0.032
0.032

A5

Adjusted-Case Value
.003
.0000015
.0004

.0002

.0002
.0000015
.0000015
.001

.001
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STAT ALTERNATIVE 2:
FOR A BWR - TWO ADDITIONAL BUNKERED RCIC PUMPS

This STAT alternative refers to the addition of two additional reactor core
isolation cooling (RCIC) pumps in a protected environment. Early model BWRs
(BWR/2 and some BWR/3 plants) have no RCIC system. Instead they have an
inventory conserving system called the isolation condenser system or emergency
condenser system. This system has much the same results as use of the RCIC
system with the steam condensing mode of the residual heat removal (RHR)
system. The remainder of this description is specific to the RCIC system.

In present RCIC designs, there is typically one RCIC pump driven by a steam
turbine. The turbine is run with steam from the main steam Tine, The purpose
of the RCIC system is to supply high pressure makeup water to the reactor

vessel when the reactor is isolated from the main condenser and the condensate
and feedwater system 1s not available. The RCIC system is not part of the

BWR emergency core cooling system, and no credit is taken for the RCIC in

LOCA analyses. The RCIC system js considered to be an engineered safety feature
(ESF} system because of its role in mitigating the consequences of a contro]l

rad drop accident. The RCIC system is completely backed up by the high pressure
core spray (HPCS) system, which is one of the emergency core cooling systems.

ASSUMPTIONS

It is assumed that a separate facility with totally independent systems,
utilizing one motor and one steam driven pump, will be necessary to achieve
measurable gain against the sabotage threat. Extending the cross connections
among the water and steam systems will make it more difficult for a saboteur,
but the gain in availability may be difficult to calculate because the increase
complexity tends to reduce availability.

The following special consideration is important for application of this
measure to Grand Gulf, whose PRA was used in the evaluation. Any element of
the dominant minimal cut sets whose unavailability affected the present RCIC
pump was assumed to represent an effective reduction in its unavailability of
75 percent due to the additional pumps and related hardware.

Parameter Base-Case Value @ Adjusted-Case VYalue
R 0.051 0.01275
RACT 0.0012 0.0003

EFFECT ON CORE MELT FREQUENCY

The reduction in core melt frequency was computed to be 4.2E-06/ry for
application of this measure to Grand Gulf.
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STAT ALTERNATIVE 2:
EOR A PWR - TWO ADDITIONAL BUNKERED AFW PUMPS

This STAT alternative refers to the addition of two additional auxiliary
feedwater pumps in a protected environment. In present designs, there are
typically three auxiliary feed pumps: two that are electric motor driven and
one that is steam driven. The plumbing is cross connected in such a way that
any one motor driven pump can fail and the other pumps can carry the load.
The steam driven pump automatically comes on when the motor driven pumps are
not available, such as in a blackout (loss of site power). This would also
be the case if the AC electrical busses were sabotaged. The source of steam
is either the steam generators, which are still steaming when a blackout occurs
and the plant is operating, or the auxiliary (aux) steam boiler(s), which is
0il fired. The aux boiler is used for warming up a cold plant, as well as
providing for other steam-heated or driven equipment on the plant site when
main steam is not available. On multiple plant sites, the auxiliary steam
systems are interconnected, and it is possible to interconnect the auxiliary
feedwater systems.

ASSUMPTIONS

The present amount of redundancy and diversity of aux feed is ample for
the normal perils envisaged, but may not be impervious to a determined sabotage
effort. Bunkering of the pumps (they are at present in protected vital areas)
in itself may not provide sufficient protection against sabotage. A separate
facility with totally independent systems, utilizing both motor- and
steam-driven pumps, will be necessary to achieve measurable gain against the
sabotage threat. Extending the cross connections among the water and steam
systems will make sabotage more difficult, but the gain in availability may
be difficult to calculate because the increased complexity tends to reduce
availability. It should be kept in mind that there is no room in existing
plants for additional aux feed pumps. A new facility will have to be built,
but that will have to be done anyway to make a meaningful reduction of the
sabotage threat. Along with additional pumps, greater security against loss
of aux feed will be achieved if new sources of water are provided as well.

The following special considerations are important for application of this
measure to ANO-1, whose PRA was used in the evaluation:

1, The diesels were assumed not to be affected by this measure because the
steam turbine driven pumps make separate electric power sources unneces-
sary,

2. All of the dominant minimal cut sets consisting of the turbine driven pumps
were affected due to the additional pumps and related hardware. This
applied to control power (batteries) as well., The affect was quantified
by adding the two additional AFW pumps to appropriate cut sets.
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Similar to the approach in evaluating STAT Alternative 1, the valves of
affected elements in the appropriate cut sets were adjusted to reflect addition
of two bunkered AFW pumps. The listing of those elements and their values is
provided below. Note that it is assumed the added systems have the same failure
probability and reliability as the existing systems.

. Parameter Base-Case Value _Adjusted-Case Value
LF-DC-DO7 1.1E-03 1E-09
LF-DC-D06 1.1E-03 1E-09
LF-EFS-E11 4E-03 6E-08
LF-EFS-E4 0.012 2E-06
LF-EFC-ACBD4 0.011 1E-06
LF-EFC-VCD2 9.4E-03 8E-07
LF-EFS-E29 8.1E-03 5E-07
LF-EFC-BB7B1CM 5.4(-03 2E-07
LF-EFS-E5 0.012 2E-06
LF-EFW-E28 8.1E-03 5E-07
LF-EFS-E22 3E-04 3E-07
LF-EFC-CSY2 3.9E-03 6E-08
LF-EFS-E2 1E-04 1E-12
EFFECT ON CORE MELT FREQUENCY

The change in core melt frequency for ANO-1 was computed to be 1.7E-05/ry.
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STAT ALTERNATIVE 3:
A PASSIVE STEAM CONDENSER FOR THE STEAM GENERATORS OF A PWR

This STAT alternative refers to the provision of an alternative means of
condensing steam if the main condenser is unavailable. At present, the main
steam condensers are not available unless there is adequate vacuum and at
least half of the circulating water capacity is operating (one of two pumps).
If the condenser is not avajlable, the steam is vented to the atmaosphere, If
there is a tube leak or rupture that allows radiocactive primary coolant to
reach the secondary side, the unavailability of the condenser leads to a gaseous
release of activity. This is the situation if there is a station blackout at
the same time a tube rupture occurs. It is the basis of primary coolant radio-
activity limits. Sabotage of the condenser does not threaten the plant, but
can result in a release of activity.

This STAT alternative has no effect on core melt frequency, but since it
concerns the possibility of radioactive material release to the atmosphere, it
should be caonsidered.

ASSUMPTIONS

If the objective of the sabotage prevention measure is to reduce the
likelihood of radicactive releases to the atmosphere, a passive condenser
would fulfill the requirement. Two types of passive steam condensers may be
considered; one would be similar to the suppression pool used with BWRs., It
could be Jocated outdoors, underground, or be combined with existing tankage,
ponds, or other water quench arrangements for the steam. There is no assurance
that the noncondensible gases would be contained with such a system, unless
it was closed to the atmosphere. The other solution would be a Targe air-cooled
condenser using natural circulation. This would be isolatable from the
atmosphere, Some combination of the two techniques could also be employed.
One novel arrangement would be to have a large piping array built into the
inside of a natural draft cooling tower, The piping would drain to a retention
tank. The piping would be nonfunctional during normal operation of the plant,
but secondary steam could be diverted into the piping array when the condenser
was unavailable., The heating effect inside the tower, even though the water
cascade structure at the base was not necessarily operating, would be sufficient
to create an air draft. Mixed cooling systems involving forced air and then
water spray are being proposed now for full power operation of plants in
water-short areas, so the technology could easily be adapted to this
application, where the heat to be dissipated by natural circulation would be
far less than that at full power. The plant would be tripped hy the effect
of the sabotage, just as it would be by a blackout Teading to the same scenario.

The following special consideration is important for attempted application
of this measure to ANO-1: no elements of the dominant minimal cut sets of ANO-1
seem to relate to the availability of atmospheric steam dumps or secondary
safeties, This is because the ANO-1 PRA concentrates on core melt frequency,
which is unaffected by condenser availability. Clearly, though, the release
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to the public due to loss of station power would be zero if all steam were

contained by a passive condenser system. Since the passive condenser is a
backup to the main condenser during normal operation, this STAT alternative
will not result in any change in core melt frequency. -
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THE SNUPPS DESIGN WITH COMPLETE SEPARATION

This STAT alternative was not analyzed due to the unavailability of a PRA
and a vital area study related to the SNUPPS design.
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STAT ALTERNATIVE 5:
IMPLEMENTATION OF THE TWO MAN RULE

This STAT alternative would T1imit the access to important areas to teams
of workers with at least two persons of equivalent experience. If work were
being done in an important area, one person would be working while the second
person, with equivalent experience in the task being performed, would be
observing the first person.

This STAT alternative will have potential positive and negative effects
on normal plant operation. The potential positive effects would be related
to improvements in maintenance outage. If the second person {observer) could
catch mistakes of the first person, the maintenance outage could be reduced
either by speeding up the task or by eliminating additional maintenance outage
due to previous maintenance mistakes. The potential negative effects would
relate to the need for either more workers to accomplish the given two man
tasks or more time to accomplish the tasks. This potential negative effect
is considered more of an economic effect rather than a risk related effect,

ASSUMPTIONS

To calculate the risk change due to implementing the two man rule during
normal operation, an assumption was made related to improvement in maintenance
outages. It is assumed that a 5 percent decrease in maintenance outage could
be achieved by implementing the two man rule. This 5 percent decrease is
applied to all maintenance outage terms in both the ANO-1 and Grand Gulf PRA
dominant cut sets. The reduction in core melt frequency for ANO-1 was
calculated to be 1.4E-07/ry. The reduction in core melt frequency for Grand
Gulf was calculated to be 1.3E-07/ry.
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STAT ALTERNATIVE 6:
INSTALLATION OF TY CAMERAS IN VITAL AREAS

This STAT alternative would allow for observation of the totat field of
view within an important area. It is assumed that the TV cameras will be
monitored in the control room. It is also assumed that because of all the
other activities occurring in the control room besides monitoring the TV

cameras, the TV cameras will have no significant effect on normal operational
risk.
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STAT ALTERNATIVE 7:
MANUAL /LOCAL OPERATION OF BWR SAFETY-RELIEF VALVES

A1l light water reactors are provided with some means of relieving the
reactor coolant system pressure to avoid overpressurizing the system. This
capability is provided by pressure relief valves located in the main steam
lines. These valves can be operated automatically or manually from the control
room. In addition to overpressure protection, these valves are required to
perform another function: automatic depressurization of the primary system in
the event of a small-break LOCA. 1In a small-break LOCA event, primary coolant
system pressure remains high. The automatic depressurization system {ADS) is
used to reduce primary system pressure to allow core cooling using the ltow
pressure cooling systems. ADS is needed because the Tow pressure systems are
not capable of injecting cooling water into the core when primary coolant
system pressure is high.

The ADS Togic has two independent channels, either of which can cause
ADS valve actuation. Typically, both low reactor water level and high drywell
pressure indications are needed for automatic actuation of the ADS to occur.
Remote/manual ADS actuation can be accomplished via remote manual switches
in the control room. For plants with a high pressure emergency cooling system,
the ADS operates only in the event of a failure in the high pressure system.
For older plants that are not provided with high pressure cooling systems,
the ADS actuates to reduce primary coolant system pressure to allow core cooling
by means of low-pressure cooling systems.

In the sabotage scenario, a loss-of-offsite-power transient is assumed
to occur, which causes the turbine-generator to trip on loss of load. The
high pressure injection systems are assumed to be unavailable, so the ADS system
will be needed to reduce primary coolant system pressure. The sabotage action
is assumed to prevent automatic and remote/manual actuation of the ADS system,
which prevents the operators from using Tow pressure injection systems to
provide cooling water to the core. This proposed STAT alternative would provide
a third means of actuating ADS by adding local/manual valve actuation
capability. This capability could be provided by adding manual handwheel
actuators to the ADS valves. Local/manual actuation of the ADS valves would
only be used if both automatic and remote/manual actuation was not successful.

ASSUMPTIONS

The overall unavailability of the ADS system is not specified in the
grand Gulf PRA. One element of ADS unavailability, the failure of the control
room operator to actuate ADS under transient conditions (cut-set element OP),
is included in many of the minimal cut sets for the dominant accident sequences,
In transients, it is expected that monitored containment parameters do not
reach LOCA initiation setpoints, so manual actuation by the operator is
required. It is assumed that operator failure is the dominant contributor to
ADS unavailability under transient conditions. This assumption is consistent
with the Grand Gulf PRA. The probability of operator failure under these
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conditions was estimated at 0.0015 per demand. Thus, the base-case
unavailability of the ADS system is assumed to be 0.0015 per demand.

The proposed STAT alternative will increase the availability of the ADS
system by providing a third means of actuation., If ADS is not activated
automatically and the operator is not successful in activating ADS remotely
from the control room, it is possible that an operator could be sent to operate
the hand-wheel on the ADS valves. The resulting fault tree for failure of
ADS to reduce primary system pressure is shown in Figure A.1, It is assumed
that failure of a sufficient number (four of eight) of ADS valves to open
given that the operator actuates them is a nondominant contributor to ADS
unavailability. This assumption is consistent with the results of the Grand
Gulf PRA, The probability that the operator fails to activate the ADS valves
locally was assigned a value of 0.5/demand, assuming that the operator would
be required to act correctly within 30 minutes of a stressful situation. The
valve failure to open on demand is assumed to be 1E-3 based on WASH-1400 data.
As a result, the adjusted-case probability of ADS failure to reduce primary
system pressure is 0,00075.

AFFECTED PARAMETERS

The resolution of this potential sabotage issue affects only one parameter:
the unavailability of the ADS system to reduce primary coolant system pressure.
This value of this parameter was assumed to be dominated by the frequency of
operator failure to activate the ADS (parameter OP in NUREG/CR-2800,

Appendix B, U.S. NRC 1983c). The base-case and adjusted-case values for this
parameter appear below.

Parameter Base-Case Yalue Adjusted-Case Value
0P 0.0015 0.00075

EFFECT ON CORE MELT FREQUENCY

The reduction in core melt frequency was computed to be 4,2E-07/ry for
application of this measure to Grand Gulf.
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EIGURE A,1. Revised Fault Tree for Unavailability of the
Automatic Depressurization System (ADS)
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STAT_ALTERNATIVE 8:
FEED-AND-BLEED OPERATION OF SUPPRESSION POOL

This STAT alternative would provide an alternative method for cooling
the suppression pool in the event that normal suppression pool cooling systems
are disabled. Acceptable suppression pool temperature would be maintained by
supplying “cold" water to the pool and draining off "hot” water. Radioactively
contaminated water from the pool would be transferred to large onsite tanks
where possible (condensate storage tank [CST] or refueling water storage tank
[RWST]}, or to a large onsite settling basin.

The normal heat removal path from the reactor, steam blowdown to the main
condenser, is lost following a Toss of offsite power due to loss of the main
circulating water system which cools the condenser and maintains 1ts vacuum.
When this occurs, steam is vented to the suppression pool when safety/relief
valves open due to high pressure, Cooling water is supplied to the core by
the reactor core isolation cooling (RCIC) system, the high pressure coolant
injection (HPCI) system, or the high pressure core spray (HPCS) system. After
initial supplies of water stored in the CST and/or RWST are exhausted, these
systems are realigned to draw water from the suppression pool. Suppression
pool cooling is provided via heat exchange to component cooling (CC) and/or
service water (SW) systems, which transfer heat to the ultimate heat sink.
This is accomplished by a single-mode containment spray system or by an
operating mode of another system such as the low pressure core spray (LPCS)
system, the low pressure coolant injection (LPCI} system, or the residual
heat removal (RHR) system, If suppression pool cooling is lost, the poo]l
will heat up to its design temperature/pressure limit within a matter of hours.
This STAT alternative would provide an alternative method to prevent such
heatup.

In the sabotage scenario a loss of offsite power is assumed to occur
coincidentally with sabotage of the suppression pool cooling systems. Other
safety related systems are assumed to operate normally, including those
supplying water from the suppression pool to the core, and the emergency diesel
generators.

ASSUMPTIONS AND AFFECTED PARAMETERS

In the suppression pool of the Grand Gulf plant, cooling is provided by
the RHR system, In the PRA, dominant minimal cut sets of dominant accident
sequences contain elements representing various RHR and/or SW system failures.
These incliude failures of control circuitry, valves, and pumps. These cut
sets also include a factor, RECOVERY1, defined as failure to restore
maintenance/test faults or to take other corrective actions within 30 hours.
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For this analysis it is assumed that the effects of operator initiation
of feed-and-bleed cooling of the suppression pool on core melt probability can
be modeled by modifying the value of the parameter RECOVERY1. This is
reasonable since operator action is required to initiate feed-and-bleed
operation. This is in fact a recovery mode.

The value of RECOVERY1 (the probability of failure to recover suppression
pool cooling within 30 hours) used in the Grand Gulf PRA is 0.21. If plant
modifications are made so that water supplied by other systems (RCIC, HPCI,
HPCS) can be piped to alternative storage/cooling locations, the value of
RECOVERY1 is assumed to become the product of its present value multiplied by
the probability of failure of the new cooling method (assuming system
independence). The failure probability of the feed-and-bleed cooling method
is assumed to be 0.1, This is a reasonable and conservative value for systems
requiring operator action to inftiate, where hardware failure probability is
expected to be much lower.

Based on the discussion above, for normal operations in which sabotage is
not a factor, the value of RECOVERY1 should be 0.21 x 0.1.

Parameter = Base-Case Value = Adjusted-Case Value
RECOVERY1 0.21 0.021

Inputting the above valves in the PRA results in an estimated reduction
in core melt frequency of 1.65E-05/ry.

A.18



STAT ALTERNATIVE 9:
USE QF SAFETY-INJECTION PUMPS TQ SUPPLY WATER TO STEAM GENERATORS

The purpose of this STAT alternative is to supply water to the steam
generators through the use of the safety injection pumps in the event that
the auxiliary feedwater (AFW) is disabled through actions of sabotage. This
assumes a loss of the main feedwater system (i.e., loss of offsite power [LOOP]
and main turbine trip on loss of load will result in loss of main feedwater)
(NUREG/CR-2585, U.S. NRC 1982a).

In some plants the loss of steam generator function will result in a
loss of a portion of the decay heat removal function, Eventually this results
in a high reactor coolant system (RCS) pressure. In this condition the plants
with safety injection systems which cannot pump against full RCS pressure do
not have the capacity to provide coolant makeup with the emergency core coolant
system (ECCS) because the reactor pressure exceeds the shutoff head of the
high pressure safety injection pumps,

Under the postulated sabotage condition a total loss of feedwater results
when main feedwater is lost and there is a coincident sabotage of the AFS.
Initially, the power-operated relief valves (PORVs) will open and then close.
[t is anticipated that the RCS temperature will drop after valve closure due
to greater energy being removed by the steam generator than that being input
to the system by the stored and decay heat from the core. This balance changes
as the steam generators boil dry and secondary side cooling capacity is lost.
Consequently, more heat is added to RCS and the RCS temperature and pressure
increase to the PORV or pressurizer safety valve setpoints. After steam
generator dryout, blowdown through the pressurizer safety relief valves is
the only significant decay heat removal pathway for RCS. Consequently, the
primary system remains at high pressure. At this point the plants with safety
injection systems capable of pumping against a full RCS pressure will be able
to maintain adequate core cooling inventory and should maintain a safe condition
through feed-and-bleed operations. The plants without safety injection systems
capable of pumping against full RCS would probably not be able to maintain

adequ§te coolant inventory with the low capacity charging system alone (U.S. NRC
1982a),

The resolution of this sabotage issue proposes a physical connection
between the safety injection system and the AFS. An example of a safety
injection system modified to provide backup AFS capability is illustrated in
Figure A.2. The following items, taken directly from NUREG/CR-~2585, describe
the basic features of a backup AFS system.

e Valving is provided to align individual safety injection pump discharges
to the RCS or the steam generator, as required. Initially, realignment
of two safety injection pumps to the steam generators would 1ikely be
required. Any remaining safety injection pump(s} could perform its normal
reactor coolant inventory controls function. As AFW coolant demands
decrease, an additional safety injection pump could be returned to its
normal alignment,
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e Valving is provided to align individual safety injection pump suctions to
the refueling water storage tank (RWST) or to the condensate storage
tank (CST), as required. Safety injection pumps performing a reactor
coolant inventory control function would be aligned to the RWST and would
provide borated water to the RCS. This would be the normal system
alignment. When providing coolant to the steam generators, the
corresponding pump suctions would be aligned to the CST, which is the
normal water supply for the AFW system. This alignment would preserve
the inventory of borated water in the RWST for primary coolant inventory
control,

e Interlocks would be provided to match suction and discharge valve alignment
if power-operated valves are used. This would prevent the inadvertent
introduction of unborated water from the CST into the RCS. If manual
valves are used, operating procedures must be developed to ensure proper
valve alignment.

¢ Interlocks are provided to prevent realignment of safety injection pump
discharges to the steam generators during large LOCA conditions. Heat
removal via the steam generators is not required during large LOCAs.
Suitable Togic, such as the coincidence of low RCS pressure and high
containment pressure, could provide the required interlocks,

e The physical connection between the safety injection system and the AFW
system should be selected on a plant-specific basis. A possible location
would be immediately upstream of the containment isolation valves in the
AFW supply lines to each steam generator. No new containment penetrations
or containment isolation valves would be required, and the impact of
faults in the AFW system on the new backup AFW capability would he
minimized. The interconnection should also be upstream of any valves
operated by the AFW loop selection logic {if -~ovided), which identifies
and isolates a failed steam generator. This i.gic ensures that AFW flow
is only provided to an intact steam generator,

e Electrical separation and independence of - =ty injection trains must
be maintained throughout the interconnectio.. .ith th. AFW system.

ASSUMPTIONS

This analysis assumes that the interconnect between systems done after
a plant by plant examination, and that procedures and hardware dev. :pment
preclude inadequate core coolant inventory when a portion of the safety
injection system is serving to provide water to the AFW. This analysis also
assumes that the physical interconnect is either a temporary spooling piece
or that Tnterlocks are provided which prevent an interfacing LOCA condition.
With these assumptions the advantage of installing a backup water supply to
the auxiliary feedwater system (AFWS) is assumed to increase its avajlability
in affected dominant accident sequences where AFWS parameters influence core
melt frequency.
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AFFECTED PARAMETERS

The system parameters affected are those influencing the unavailability
of the AFWS, It is assumed that only parameters associated with AFW are
affected and that the availability of the control signal path is unchanged.
For the adjusted case it is assumed that operator action and timing are critical
to realignment of valves and spool pieces, if used. Therefore, a 20 percent
decrease in unavailability of the AFWS turbine-driven pump as a part of
LF-EFS-E11 is assumed in the adjusted case.

Parameter Base-Case Value Adjusted-Case Value
LF-EFS-E11 3.7E-03 3.0E-03
Base-Case Affected Adjusted-Case Affected Change in Core Melt
Core Melf Frequency Core Melt Frequency Frequency
8.78E-06/ry 7.13E-06/ry 1,6E-06/ry

The reduction in CMF is then estimated to be 1.6E-06/ry.
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STAT ALTERNATIVE 10:
SPRING-1QADED SAFETY VALVES FOR VENTING STEAM GENERATORS

The purpose of this proposed STAT alternative is to provide a decay heat
removal and overpressure protection capability by venting the steam generators
to the atmosphere via the main condensers or supplying additional secondary
side spring-ioaded safety valves in the event that main steam line safety
valves and the power-cperated atmospheric dump valves are disabled.

Each main steam line from the steam generator to the main steam isolation
valve {MSIV) has both spring-loaded safety valves and power-operated atmospheric
dump valves. These provide overpressure protection for the secondary side of
the steam generator and the main steam piping as well as the controlled removal
of reactor decay heat when the condenser is not in service and in conjunction
with the auxiliary feedwater system when the main feedwater system is not in
service (e.g., following loss of offsite power, or LOOP),

Figure A.3 illustrates a simplified diagram of the safety valves and the
main turbine bypass system {TBS}. The TBS system is automatically actuated
and designed to Timit the main steam pressure following different transients
and for decay heat removal when the condenser is available as a heat sink.

The turbine bypass capacity in PWR plants is in the range of 15 to 85 percent
of the rated main steam line flow. However, the TBS is not available when the
main condenser vacuum is less than the setpoint value (approximately 18 inches
Hg absolute}. This condition would 1ikely occur following loss of the main
circulating water system, loss of air ejectors and LOOP. In addition, the
bypass valves fail closed on loss of pneumatic system pressure or electrical
power to the control system or solenoid pilot valve (U.S. NRC 1982a).

It should also be noted that the MSIVs are required to be open during
bypass operations and that the valves fail closed on loss of hydraulic system
pressure or loss of electric power to the MSIV control system. Conditions
that may initiate MSIV closure include, among other things, high or low steam
generator pressure {(U,S. NRC 1982a).

The sabotage scenario assumes a LOOP, a turbine trip, and a TBS
unavailabitity due to LOOP., This results in reduced flow from the steam
generators to the turbine and an increased pressure in the steam generator
secondary side and main steam }ines. Under these conditions pressure would
normally be controlled by releases via the safety valves. Under postulated
sabotage conditions all safety valves are assumed to be forced closed, which
negates overpressure protection for the steam generator and main steam lines,
causing potential overpressurization of the system.
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Under normal operating conditions there are two ways in which the addition
of spring-loaded safety valves can affect the probability of core melt. These
include the unavailability of the valves when demanded open and the failure
of the valves to close following a demand. Neither of these scenarios is
considered a dominant accident sequence in the ANO-1 representative PRA.
However, in an effort to estimate the order of magnitude effect on core melt
frequency when installing additional safety valves, the first scenario is
investigated as the upper bound condition.

The initiating conditions assume LOOP (0.2/ry), turbine trip, and loss of
TBS. The latter two conditions are given in this scenario and are considered
te have a probability of 1.0. A progression of events from this point includes
reactor trip, demand for emergency power, and failure of the auxiliary feedwater
system (AFWS). Assumptions here include a steam driven AFWS that needs no
electrical power and failure of the AFWS at some point in time due to
deadheading against steam pressure, At this point overpressure is assumed to
occur and relief valves are demanded. A conservative assumption is that the
relief capacity of each valve is between 750 and 1050 kib/hr. Assuming a
total rated main steam flow of approximately 8000 kib/hr, 8 valves would be
required. If the plant had a maximum of 20 valves, 13 would have to fail in
order to have overpressure conditions. The probability of failing 13 of 20
valves in parallel, assuming a single failure probability of 1E-05, is
calculated below:

%g 201 (1£-05)1¢20-n)
P(3/20) = 53 Ti{z0-n1)
P(13/20) = < 1E-08 insignificant

Figure A.4 illustrates the event sequence up to the random failure of all
safety valves under normal conditions. This sequence could continue to core
melt by postulating additional failures on the primary side. For example,
decay heat removal requirements would demand relief valves and high pressure
injection, and a feed-and-bleed scenario might progress. These additional
events have not been analyzed because the failure probability is already much
tess than E-08.

PARAMET

Resolution of this sabotage issue affects the number of safety valves
an the main steam line. Assuming that the number of total relief valves is
increased by 50% and that 8 valves are still required to vent total steam
pressures, the failure probability would now be calculated assuming 23 valve
failures out of 30 valves. The probability of 23 random failures is alsc
insignificant. Although there may be order of magnitude changes in core melt
frequency due to resolution of this issue, core melt frequencies still approach
zero, Therefore, the resolution of this issue is assumed to have an
insignificant contribution to core melt frequency.
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pressures, the failure probability would now be calculated assuming 23 valve
failures out of 30 valves., The probability of 23 random failures is also
insignificant. Although there may be order of magnitude changes in core melt
frequency due to resolution of this issue, core melt frequencies still approach
zero, Therefore, the resolution of this issue is assumed to have an
insignificant contribution to core melt frequency.

Lose Of Reactor Emergency Auxiliary Safety Relief
Offsite Power Trip Power Feedwater Valves {sec. side)
(.2/ry)
3.6E-5 1.1E-2
{{E-08
insignificant
1.8E-2

FIGURE A.4. Events Leading to Safety Relief Valve Failures on Secondary
Side (probabilities from NUREG/CR-2497, Minarick and
Kukielka 1982; and NUREG/CR-2800, U.S. NRC 1983c)
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STAT ALTERNATIVE 11:
USE FIRF WATER AS A SQURCE OF COOLING RHR HEAT EXCHANGERS

The essential service water (ESW) system in a BWR is used to transfer
heat from the residual heat removal {RHR) heat exchangers to the ultimate
heat sink during normal and emergency conditions. The ESW system is also
used to remove heat directly from several components, including diesel generator
cooling systems and several safety-related pump and room coolers (e.g., LPCI,
LPCS, RHR, RCIC, HPCI, and HPCS pump and room coolers). The ESW system
typically consists of three independent trains with one train assigned to
provide cooling to the high-pressure coolant systems after an accident., The
other two trains supply cooling water to safety- and nonsafety-related
components and are in operation during normal plant conditions.

The sabotage scenario associated with this STAT alternative assumes that
a loss-of-offsite-power transient occurs coincidentally with successful sabotage
of the ESW pumps that supply cooling water to the suppression pool cooling or
RHR heat exchangers (in most BWR plants, these are the same heat exchangers).

The RCIC, HPCS, and HPCI systems operate to maintain coolant inventory,

These systems maintain reactor coolant level and exhaust to the suppression
pool. The heated water in the suppression pool is then pumped through the
RHR heat exchangers, where the decay heat is transferred to the ESW system
and then to the ultimate heat sink. The RHR {or suppression pool cooling)
system is operable, but a complete heat transfer path to the ultimate heat
sink cannot be established because no coolant flow path to the secondary side
of the RHR heat exchanger is available. Under these conditions, suppression
pool temperature will continue to rise unless an alternative source of service
water can be established. This proposed STAT alternative would use the plant
fire water system as an alternative coolant supply for the secondary side of
the RHR heat exchanger.

ASSUMPTIONS

It is assumed here that major fire water system design changes are
imptemented. The design changes would include increased pumping capabilities
to provide both fire protection and alternative ESW services. It is also
assumed that the fire protection system pumps will be supplied with Class 1E
electric power or will be diesel-engine driven so they will be operable
following a loss of offsite power.

AFFECTED PARAMETERS

Using the fire protection system as an alternative coolant source the
ESW system effectively provides an additional coolant flow path to transfer
heat from the RHR heat exchangers to the ultimate heat sink. This would
increase the avaitability of coolant for component cocling.
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To determine the impact of this STAT alternative, the availability of
fire water has been added to appropriate cut sets in the PRA. Based upon
available data, it is assumed that the failure probability (unavailability)
of fire water is 0.1. This is a conservative estimate and considers the
inadequacy of the current design and capacity of the fire water system. 1In
other words, this is 1ike increasing the availability of coolant for component
cooling by a factor of 10.

This STAT alternative provides alternative ESW coolant capabilities similar
to STAT Alternative 15, which uses the nonsafety plant service water system
as an alternative source of ESW system cooling water. Use of the fire
protection system to provide this capability would produce an equivalent change
in core melt frequency because both "fixes" essentially add redundancy to the
ESW system; i.e., both fixes add an additional ESW system pump train. As a
result, the effect on core melt frequency for implementing this STAT alternative
would be equivalent to the change in core melt frequency estimated for STAT
Alternative 15. The reduction in core melt frequency is therefore estimated
to be 2.4E-05/ry.
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STAT ALTERNATIVE 12:
CONNECT SI PUMPS N SERIES TQ RAISE DISCHARGE PRESSURE

This STAT alternative would allow the connection of high pressure safety
injection (HPSI) pumps in series, to increase the resulting injection pressure
above reactor coolant system (RCS) safety valve operating pressure. This is
needed to allow core cooling when all feedwater, i.e., both main feedwater
(MFW) and auxiliary feedwater (AFW), is lost.

When all feedwater is lost to the steam generators, they rapidly boil
dry. Consequently this path of heat removal from the reactor core is lost.
RCS temperature and pressure increase until power-operated relief valves (PORVs)
and safety valves open at about 2500 psig. This provides an adequate heat
removal path from the core into the containment as long as RCS inventory is
maintained and the core is covered.

In more than half of the operating plants the HPSI systems cannot produce
sufficient pressure to inject against safety valve operating pressure
(approximately 2500 psig). MNormal charging pumps, which can inject against
this pressure, provide insufficient flow to compensate for relief/safety valve
losses when steam generator cooling is lost. Consequently reactor vessel
water level will drop, reaching the top of the core roughly an hour after
feedwater Toss. This STAT alternative would allow adequate HPSI flow to keep
the core covered when steam generator cooling is lost.

In the sabotage scenario, a loss of offsite power is assumed to occur
coincidentally with a loss of main and auxiliary feedwater. This results in
reactor and turbine trip, and a need for high pressure safety injection at
system design pressure. Emergency diesel generator operation is not affected;
the generators start and supply the emergency busses.

Aligning the HPSI pumps in series may increase output pressure, but the
adequacy of flow is uncertain for all scenarios.

ASSUMPTIONS

It is assumed that all valves and plumbing to allow the option of HPSI
pump operation in series is made to the plant.

Due to the complex nature of this STAT alternative and the limited
resources to perform the analysis, the change in core melt frequency due to
implementing this alternative is assumed to be 10 percent of the total core
melt frequency of ANO-1 (5.1E-05/ry). The reduction in core melt frequency
is thus 5.1E-06/ry.
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USE_CONTROL ROD DRIVE HYDRAULIC SYSTEM TQ SUPPLY
REACTOR COOLANT MAKEUP IN A BWR

The control rod drive hydraulic system (CRDHS) supplies pressurized water
to operate and cool the control rod drive mechanisms. The CRDHS typically
has two 100 percent capacity pumps, each capable of delivering approximately
100 gpm at reactor operating pressure (about 1000 psig). These pumps take
suction from the condensate storage tank, and the water used to perform the
CRDHS functions is ultimately discharged to the reactor vessel.

In the sabotage scenario, it is assumed that a loss-of-offsite-power
transient occurs coincidentally with successful sabotage of the high pressure
injection systems, which may include the reactor core isolation cooling (RCIC)
system, the high pressure core injection (HPCI) system, the high pressure
core spray {HPCS) system, or the feedwater coolant injection (FWCI) system.

The proposed STAT alternative would use the CRDHS as an additional high pressure
injection system. Availability of any of the other high pressure injection
systems would negate the need for using the CRDHS as a source of high pressure
coolant makeup. It is assumed that low pressure injection systems are
upavailable due to the inability of the operator to actuate the automatic
depressurization system (ADS); i.e., failure to depressurize the reactor vesse!
to the point where the low pressure systems can be used.

ASSUMPTIONS

It is assumed here that the necessary water connections for water supply
and controls are added to the CRDHS to allow its use as a source of high
pressure reactor coolant makeup. The CRDHS pumps are powered from the Class
1E electrical system and are considered nonsafety loads. This means that an
operator must start the CRDHS pumps manually after a lToss-of-offsite-power
transient occurs and the diesel generators are energized. Failure of these
pumps to start after an accident occurs was not examined.

The proposed STAT alternative could not be implemented without significant
plant changes. These changes would be needed to provide additional pumping
capacity and larger piping and valves. The plants are assumed to implement
these changes. The unavailability of the CRDHS to provide coolant to the
core is assumed to be modeled similarly to the RCIC and HPCS systems. For
these systems, it was determined (see the Grand Gulf PRA [Hatch et al. 1982])
that greater than 40 percent of the unavailability was a result of combined
hardware and maintenance unavailability. This was assumed to apply to the
modified CROHS.

AFFECTED PARAMETERS

Using the CRDHS as a potential source of high pressure reactor coolant
makeup is not modeled in WASH-1400 or the Grand Gu!f RSSMAP. To estimate the
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impact of this STAT alternative on plant safety, the frequencies of events
involving unavailability of the high pressure injection systems were adjusted
to account for an additional flow path. The first step was to review the
Grand Gulf LOCA and transient event trees and identify the accident sequences
that include failure of the high pressure injection systems. The affected
accident sequences are:

® T{QUV: Tloss-of-offsite-power transient followed by failure of the power
convers1on system (Q), and failure of the high pressure systems (U} and
Tow pressure injection systems (V) to provide emergency core cooling.
The frequency of this accident sequence is:

T{QUV = 1.9E-06

) PQE: loss of offsite power followed by a stuck-open relief valve (P},
wﬁlch leads to a LOCA. All emergency core cooling systems, including
high and Tow pressure systems, are unavailable (E). The frequency of
this sequence is:

T{PQE = 2.3E-07

o T,3PQE: transients other than loss of offsite power followed by a stuck-
0pen relief valve and failure of all emergency core cooling systems (E).
The frequency of this sequence is:

ToqPQE = 5.4E-07
The Boolean equation used to model event U is:
U (base case) = HPCS * RCICS = 1,7E-03

This equation was modified to account for the increased availability of
high pressure coclant as follows:

U (adjusted case) = HPCS * RCICS * CRDHS = 1.7E-3 * CRDHS

It is assumed that the unavailability of the CRDHS is equivalent to the
unavailability of the HPCS (3.3E-2). Substituting this value into the latter
equaticon results in a new value of 5.6E-05 for the adjusted-case U. The next
step was to substitute the adjusted-case U into accident sequence T{QUV along
with known values for the parameters Ty (0.2/ry}, Q (1), and V E 03).

The adjusted-case frequency for this acc1dent sequence is then 4 9E 08/ry.
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This represents approximately a factor of 30 reduction in core melt frequency
for this particular accident sequence.

A similar procedure was followed to estimate adjusted-case frequencies
for the other two accident sequences. This involved calculating base-case
and adjusted-case values of E for Ty and T»3 transients. Both accident
sequences are initiated by a transient but gecome small LOCAs because of a
stuck-open relief valve,

The hase-case value of E, which is defined as the failure of the emergency
core cooling system to provide reactor coolant makeup, was calculated by solving
the Boolean equations for E and substituting known values of T, and T,3, P,
and Q. These equations take the form:

E(T1) = (2.3E-07) / T{PQ = 1.25E-05

E(T23) = (5.4E-07) / To4PQ = 7.7E-07

The base-case Boolean equation that models event E for small LOCAs, as
presented in the Grand Gulf RSSMAP, is:

E = RCICS * HPCS * ADS or HPCS * RCICS * LPCS * 2-out-of-3 LPCI

This equation was adjusted to account for the additional coolant makeup supply
provided by the CRDHS as follows:

E (adjusted case} = RCICS * HPCS * ADS * CRDHS
or
HPCS * RCICS * LPCS * CRDHS * 2-out-of-3 LPCI
The value of E is different for Ty (loss-of-offsite-power) and T, (other
than loss-of-offsite-power) transients. The adjusted-case values of E for

these transients were calcutated by substituting the parameter values from
the Grand Gulf RSSMAP into the above equation. These values are:

HPCS(T1) = 3,3E-02 LPCIA(T1)* = 4.1E-02
HPCS(T23) = 2.2E-02 LPCIB(T1) = 4,1E-02
RCICS(T1 and T23) = 5.2E-02 LPCIC(T1) = 3,6E-02
LPCS(T1) = 3.5E-02 LPCIA(T23) = 2.8E-02
LPCS(T23) = 2,2E-02 LPCIB(T23} = 2.8E-02

LPCIC(T23) = 2.3E-02

* |PCIA refers to train A of the LPCI system.
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As shown in the Boolean equation for E, there is a 2-out-of-3 failure
criterion for the LPCI system. For a close approximation of the unavailability
of the LPCI system, it was assumed that the unavailability of each Toop was
equal to the unavailability of the least reliable loop; i.e., loop A. The
unavailability of a two-out-of-three system can then be approximated using
the following equation {McCormick 1981):

LpcI (2/3) = 3(Lpc1)? - 2(Lper)®

Then, the values of LPCI were calculated for Ty and T,3 type transients and
substituted into the adjusted-case Boolean equation for E. The following
adjusted-case values for E for both types of transients were determined:

E{T1) = 9.5E-08 E(T23) = 3.9E-08

These values were substituted for the base-case values of E in the accident
sequences, as follows:

T{PQE

T>3PQE

(0.2)(0.1)(9.5E-08) = 1,9E-09/ry

(7)(0.1)(3.9E-08) = 2.7E-08/ry

The next step was to multiply the adjusted-case accident sequence frequencies
by the containment failure probabilities presented in Table B.3 of NUREG/CR-2800
(U.S. NRC 1983c). The adjusted-case core melt frequencies for each accident
sequence were then substituted into Table B.1 of NUREG/CR-2800 to calculate

the adjusted-case total core melt frequency. A revised Table B.1 is presented
in Tables A.1 and A.2. As shown, the frequencies of the nondominant accident
sequences were also assumed to bhe affected by this STAT alternpative. It was
assumed that the percent change in core melt frequency for nondominant accident
sequences is equivalent to the percent change in dominant accident sequence
frequencies. The frequencies of the nondominant accident seqguences were
adjusted by multiplying the adjusted-case dominant accident sequence frequencies
by the ratio of the base-case nondominant accident frequency to the base-case
dominant accident frequency. The overall reduction in core melt frequency is
3.0E-06. It should be noted that this is a first-order approximation based

on available data. More detailed analyses are needed to further refine this
estimate,

A.33



TABLE A.1, Grand Gulf Dominant Accident Se
for the Base Case (reactor-year

Accident

Sequence
T,PQI
T,5P0I
T,PQE
T3PQE
SI

T{QW
T23W
ToaC
T,QUV
Nondominant
Total

4.6E-08

_1E-08_
1.1E-07

1.6E-06
3.7E-06

4,6E-06
6.2E-06
1,2E-05
5,4E-06

3.4E-05

Total Core Melt Frequency = 3.7E-05/ry
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1.2E-07
2,7E-07

9.5E-07
_1E-07
1.4E-06

gfﬁnces and Frequencies

1.2E-07

2.7E-07

9.5E-07

1.6E-06



TABLE A.2, Grand Gulf Dominant Accident Sequencies and Frequencies
for the Adjusted Case (reactor-year ")

BWR Release Category

Accident

T1PQI 1.6E-08 1.6E-06

T»3PQI 3.7E-08 3.7E-06

T{PQE 9,5E-10 9.5E-10
To3PQE 1.4E-08 1.4E-08
SI 4.6E-08 4,6E-06

T1Qw 6.2E-06

T,3QW 1.2€-05

T)3C 5.4E-06

T,QUV 2.5E-08 2.5E-08
Nondominant 1£-08 _3.0E-09 _8.9E-09
Total 1.1E-07 3.4E-05 4.3E-08 4.9E-08

Total Core Melt Frequency = 3.4E-05/ry
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STAT ALTERNATIVE 14:
MAIN CONDEN v R _COOLANT

The main feedwater (MFW) system supplies feedwater to the reactor vessel
during normal operations. The system includes condensate pumps that draw suction
from the main condenser hotwell, The flow is directed through a series of auxiliary
condensers, a condensate cleanup system (demineralizers), feedwater heaters, and
then through booster pumps. Flow may then be directed through additional feedwater
heaters and then to the main feedwater pumps, From the main feedwater pumps,
coolant is directed to the reactor vessel., The main feedwater and condensate
systems are typically not available following a loss of offsite power. However,
some plants use these systems in a high pressure coolant injection mode; these
systems are referred to as the feedwater coolant injection (FWCI) system. Class
1E electric power is provided for the FWCI system. This issue only appiies to
the operating BWRs.

The sabotage scenario assumes that a loss-of-offsite-power transient occurs
coincidentally with successful sabotage of all normal coolant makeup systems.
These systems include the high pressure coolant injection systems (HPCI, HPCS,
RCIC, FWCI) and Tow pressure coolant injection systems (LPCI, LPCS, and LPCI of
the RHR system). The automatic depressurization system (ADS) cannot be activated
automatically using the ADS actuation Togic, but the control room operator can
operate the safety relief valves using the individual valve control circuits.
Thus, the reactor vessel can be depressurized, which makes it possible to use the
main condensate pumps to restore core cooling. Suppression pool cooling is also
needed, but it is assumed that the RHR system, which provides the suppression
pool coolting function, has been sabotaged.

ASSUMPTIONS

This proposed STAT alternative would provide system connections necessary
to use the condensate pumps for low pressure coolant makeup. This would inciude
additional piping and valves to align the condensate pump suction with ejther the
condensate storage tank or suppression pool and to align the discharge to the
LPCS spray header. Electrical power must also be provided from a Class 1E source
or from an alternative onsite source of Nonclass 1E power.

AFFECTED PARAMETERS

Using the condensate pumps as a source of low pressure coolant makeup 1is

not modeled in WASH-1400 or the Grand Gulf RSSMAP. To estimate the impact of
this STAT alternative on plant safety, the probabilities of high and low pressure
coolant makeup system failure were adjusted to account for the additional flow
path provided by the condensate system. The first step was to review the Grand ‘
Gulf LOCA and transient event trees and identify the accident sequences that include
failure of the high and low pressure injection systems. The affected sequences
are:
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e T,QUV: loss of offsite power followed by failure of the power conversion
system (Q), the high pressure coolant systems (U), and Tow pressure coolant
systems (V). The base-case frequency of this accident sequence is:

T1QUY = 1.9E-06/ry.

¢ T,PQE: loss of offsite power followed by a stuck-open relief valve (P}, which
leads to a small LOCA. A1l emergency core cooling systems are unavailable
(E}. The base-case freguency of this seguence is:

T{PQE = 2.3E-07/ry.

o T,,PQE: transient other than loss of offsite power occurs followed by a stuck-
23 ; ; .
open relief valve and failure of all emergency core cooling systems (E).
The base-case frequency of this sequence is:

T23PQE = 5.4E—0?/ry.
The parameters of concern here are V and E. The unavailabilities of these systems

will be adjusted to account for the additional flow path provided by the main
condensate system.

The Boolean equation used to model event V was:

V = ADS + LPCS * [(LPCIA * LPCIB) + (LPCIA * LPCIC) + {LPCIB * LPCIC)]
The final terms indicate that two out of three LPCI loops must operate for adequate
core cooling. A base-case value of V can be calculated by substituting known

values for the terms in the above equation. The following values were obtained
from the Grand Gulf RSSMAP:

LPCS (T1) = 3.5E-02 LPCIC (T1) = 3.6E-02
LPCS (T23) = 2.2E-02 LPCIA (T23) = 2.8E-02
ADS = 1.5E-03 LPCIB {T23) = 2.8E-02
LPCIA (T1) = 4,1E-02 LPCIC (T23) = 2.3E-02
LPCIB (T1) = 4,18-02

=

The base-case value of V for the Ty sequence was determined to be 1.7E-03.

The Boolean equation for V was modified to account for the additional flow
path provided by the main condensate system (MCS) as follows:

V = ADS + [MCS * LPCS * {(LPCIA * LPCIB) + (LPCIA * LPCIC) + (LPCIB * LPCIC)}]
It was assumed that the unavailability of the MCS is the same value as that used
for the LPCS system. This is because the two systems would be similar and would

also discharge coolant to the reactor vessel through the same core spray headers.
The adjusted-case value of V for T, sequences then becomes 1.5E-03.
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The adjusted-case frequency of accident sequence T,QUV is the base-case
frequency multiplied by the ratio of the adjusted-case 6 to the base-case V.
This ratio is 1.5E-03/1.7E-03 or 0.88. The adjusted case fregquency then becomes:

T{QUV = 1.7E-06/ry

A similar procedure was followed to calculate the adjusted-case frequencies
of the other two accident sequences. Event E, for small LOCAs, was modeled using
the Boolean equation shown below:

E = (RCICS * HPCS * ADS) + (HPCS * RCICS * LPCS * 2-out-of-3 LPCI)

After substituting values for the parameters in the above equation and calculating
E, it was found that the unavailability of E was dominated by the first term,
which represents the unavailability of the high pressure systems and failure to
depressurize the reactor vessel, This proposed STAT alternative would not
significantly affect the value of E because it would not affect the first term.

As a result, the frequencies of accident sequences T4PQE and T,3PQE would not be
significantly affected.

The next step in the analysis was to multiply the adjusted-case frequency of
the T,QUY sequence by the containment failure probabilities given in NUREG/CR-2800.
The aéjusted—case accident frequencies were then substituted into Table B.1 to
calculate the adjusted-case core melt frequency. A revised Table B.1 is shown as
Table A.3. As shown, the frequencies of the nondominant accident sequences were
also assumed to be affected by this STAT alternative. It was assumed that the
percent change in core melt frequency for nondominant accident sequences is
equivalent to the percent change in dominant accident sequence frequencies. The
frequencies of the nondominant accident sequences were adjusted by multiplying
the adjusted-case dominant accident sequence frequency by the ratio of the base-case
nondominant accident sequence frequency to the base-case dominant accident sequence
frequency. The results are shown in Table A.3.

The overall reduction in core melt frequency that results from this proposed

STAT alternative is the difference between the adjusted-case and base-case total
core melt frequency., This is estimated to be 2E-07/ry.
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Accident

sequence
T;PQI
T53PQI
T1PQE
T,3PQE
SI

T{QW
To3QW
T53C

T,QUV

TABLE A.3. Grand Gulf Dominant Accident Sequences
and Frequencies (reactor-year °)

4.6E-08

Nondominant 1E-08

Total

Base-case core melt frequency

Adjusted case core melt frequency

1.1E-07

Change

A.39

2 3 4
1.6E-06
3.7E-06
1.2€-07 1.2E-07
2.7E-07 2.7E-07
4.6E-06
6.2E-06
1.2E-05
5.4E-06
8.5E-07 8.5E-07
— 9.3E-08 _2.8E-07
3.4E-05 1.3E-06 1.5E-06
= 3,71E-05/ry
= 3,69E-05/ry
= 2.0E-07/ry



STAT ALTERNATIVE 15:
CROSS-CONNECT SERVICE WATER WITH ESSENTIAL SERVICE WATER

The essential service water (ESW) system is used in a PWR to transfer
heat from a component cooling water (CCW) system to the ultimate heat sink.
Typically, this heat transfer occurs in a centralized heat exchanger that
provides the cooling capability for several components. In a BWR, heat is
transferred directly from the components that require cooling to the ESW system.
The ESW system then transfers the heat to the ultimate heat sink. The ESW
system is used during both normal operations and emergencies. A list of several
important components cooled by the ESW systems at BWRs and PWRs is shown below.

BWR PWR

Diesel generators (cooling Reactor coolant pump coolers

system heat exchangers) RHR or shutdown heat exchangers
HPCS pumps and room coolers Control rod drive mechanism coolers
LPCS pumps and room coolers Containment emergency fan coolers
LPCI/RHR pumps, heat ex- Diesel generator coolers

changers, and room coolers Room coolers (e.g., safety injection
RCIC room cooler pump room, containment spray pump
Containment spray/suppression room, RHR pump room)

pool cooling system pumps, RHR pump coolers

heat exchangers, and room LPSI and HPSI pump coolers

coolers Containment spray pump coolers

In the sabotage scenario associated with this STAT alternative, successful
sabotage of the ESW system is assumed. This event is assumed to occur
concurrently with a loss-of-offsite-power transient. The emergency diesel
generators start up and operate to provide electric power to the Class 1E
electrical system, If this occurs, the systems and components cooled by ESW
would be operating without a heat sink and would begin to heat up. Component
failure will occur unless flow in the ESW system can be restored. The STAT
alternative would provide the capability to use the plant service water system
(SWS), which is not a safety-related system, to provide cooling water flow to
the components served by the ESW system. The nonsafety-related service water
systems provide cooling water for nonsafety systems.

ASSUMPTIONS

This proposed STAT alternative could be implemented by providing
cross-connections between the ESW system and the nonsafety service water system.
It is assumed that the capability to rapidly restore ESW system flow will be
provided by power-operated isolation valves in the ESW/nonsafety service water
system cross-connection. Rapid realignment is needed to support operation of
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the diesel generators, which would rapidly fail if cooling were not restored.
It will also be necessary to restore electric power to the nonsafety service
water system, which is not normally needed to operate under accident conditions.

AFFECTED PARAMETERS

Different approaches for PWR and BWR plants were used to estimate the
reduction in core melt frequency associated with this STAT alternative. For
PWRs, the ESW system is modeled in detail in NUREG/CR-2787 (Kolb et al. 1982)
for ANO-1, Therefore, the effect on PWR core melt frequency can be estimated
by assuming a percentage improvement in ESW system availability and calculating
the effect on core melt frequency using the computer code. For BWRs, the ESW
does not explicitly appear in the dominant cut sets for the dominant accident
sequences, The approach to estimating the change in core melt frequency for
BWRs will be described later.

The affected parameters for PWRs were identified by reviewing the ANO-1
PRA. The results of the review, which includes a 1ist of dominant accident
sequences and the ESW component failures which appear in the dominant cut
sets, is shown below.
o B(1.2)Dy: Base-case frequency = 2.8E-06/ry
ESW Component Fajlures Base-Case Unavailability
LF-SWS-S2 0.005

e B8(1.2)DC: Base-case frequency = 4.4E-06/ry

ESW Component Fajlures Base-Case Unavailability
{F-SWS-S1 0.005
LF-SWS-S52 0.005

e B(4)H;: Base-case frequency = 1.4E-06/ry

ESW Component Failures -Case Unavailabilit
LF-SWS-S2 0.005

® T(DOl)LDlYC: Base-case frequency = 3,1E-06/ry

ESW Component Fajlures Base-Case Unavajlability
LF-SWS-S1 0.005
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o B(1.66)Hy: Base-case frequency = 1.2E-06/ry
Dominant cut sets are the same as for sequence B(4)H1.

The affected parameters are LF-SWS-S1 and LF-SWS-S52, which represent
the pipe segments that contain the SWS pumps 4C and 4B, respectively.

Providing the cross-connection between the plant service water and ESW
systems establishes an additional coolant flow path for safety-related
components that require cooling. Thus, the proposed STAT alternative would
increase the availability of LF-SWS-S1 and LF-SWS-S2 by an assumed factor
of 10,

A 1ist of the affected elements of the dominant cut sets is shown helow.
Also shown are the hase-case and affected-case unavailahilities for each
component.

Parameter Base-Case Value Adjusted-Case Yalue
LF-SWS-S1 0.005 0.0004
LF-SWS-S2 0.005 0.0004

The effect of these changes in parameter values was calculated using the ANO-1
computer code. The change in core melt frequency is 1.0E-08/ry.

For a BWR the affected elements of the Grand Gulf dominant cut sets are
shown below. Also shown are the base-case and affected-case unavailabilities
for each component. The affected parameters are SSA, SSB, and SSC, which
represent the pipe segments that contain the SWS pumps A, B, and C,
respectively. Providing the cross-connection between the plant service water
and the standby service water system (SSWS) establishes an additional coolant
flow path for safety-related components that require cooling. Thus the proposed
damage control measure would increase the availability of SSA, SSB, and SSC by
an assumed factor of 10.

Parameter Base-Case Value Adjusied-Case Value
SSA 0.021 0.0021
SSB 0.021 0.0021
SSC 0.014 0.0014

The overall reduction in core melt frequency for this STAT alternative
is the difference between the base-case and adjusted-case frequencies, or
2.4E-05/ry.
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STAT ALTERNATIVE 16:
CROSS-CONNECT FIRE SYSTEM AND ESW SYSTEM

The essential service water (ESW) system in a BWR is used to transfer
heat from the residual heat removail (RHR) heat exchangers to the ultimate
heat sink during normal and emergency conditions., The ESW system is also
used to remove heat directly from several components, including diesel generator
cooling system and several safety-related pump and room coolers {e.g., LPCI,
LPCS, RHR, RCIC, HPCI, and HPCS pump and room coolers). The ESW system
typically consists of three independent trains with one train assigned to
provide cooling to the high-pressure coolant systems after an accident. The
other two trains supply cooling water to safety- and nonsafety-related
components and will be in operation during normal plant conditions.

The sabotage scenario associated with this STAT alternative assumes that
a loss-of-offsite-power transient occurs coincidentally with successful sabotage
of the ESW pumps that supply cooling water to the suppression pool cooling or
RHR heat exchangers (in most BWR plants, these are the same heat exchangers)
and other components cooled by the ESW. The RCIC, HPCS, and HPCI systems
operate to maintain coolant inventory. These systems maintain reactor coolant
Tevel and exhaust to the suppression pool. The heated water in the suppression
pool is then pumped through the RHR heat exchangers, where the decay heat
would be transferred to the ESW system and then to the ultimate heat sink.
The RHR {or suppression pool cooling) system is operable, but a complete heat
transfer path to the ultimate heat sink cannot be established because no coolant
flow path to the secondary side of the RHR heat exchanger is available. Under
these conditions, suppression pool temperature will continue to rise unless
an aiternative source of service water can be established. The proposed STAT
alternative would use the plant fire water system as an alternative coolant
supply for the secondary side of the RHR heat exchanger. This is similar to
the "fix" proposed for STAT Alternative 15,

ASSUMPTIONS

It is assumed here that major fire water system design changes are
impiemented. The design changes would include increased pumping capabilities
to provide both fire protection and alternative ESW services. It is also
assumed that the fire protection system pumps will be supplied with Class 1E
etectric power or will be diesel-engine driven so they will be operable
following a loss-of-offsite-power transient.

AFFECTED PARAMETERS

Using the fire protection system as an alternative coolant source for
the ESW system effectively provides an additional coolant flow path to transfer
heat from the RHR heat exchangers to the ultimate heat sink. This would
increase the availability of the ESW system.
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The alternative ESW coolant capabilities of this STAT alternative are
similar to those of STAT Alternative 15, which uses the nonsafety plant service
water system as an alternative source of ESW system cooling water, Use of
the fire protection system to provide this capability would produce an
equivalent change in core melt frequency because both fixes essentially add
redundancy to the ESW pump system; i.e., both “fixes" add an additional ESW
system train. As a result, the effect on core melt frequency for implementing
this STAT alternative would be equivalent to the change in core melt frequency
estimated for STAT Alternative 15, The reduction in core melt frequency is
therefore estimated to be 2.4E-05/ry for a BWR, and 1.0E-08/ry for a PWR,

It should be noted that fires were not analyzed in the Grand Gulf (BWR)
and ANO-1 (PWR) PRAs. Based on information in an unpublished NRC report titled
i i i i , the contribution to core

melt frequency from fires ranges from 25 percent to 40 percent of the total
core melt frequency in the three plants analyzed. Without more detailed design
information, it is not possible to estimate whether the availability of the
overall fire protection system will be increased or decreased due to being
cross-connected to the ESW system. Therefore for this analysis, no change in
fire protection system availability is assumed.
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STAT Al TERNATIVE 17:
USE_ESW TO DIRECTLY COOL COMPONENTS COOLED BY CCW

The component cooling water (CCW) system in a PWR provides an intermediate
heat transfer loop between several plant systems and components and the
essential service water (ESW) system. The CCW system typically consists of
CCW pumps to circulate cooling water to the components requiring cooling and
CCW heat exchangers to transfer the heat from the CCW system to the ESW system.
The ESW system then transfers the heat to the ultimate heat sink. A list of
components that are typically cooled by the CCW system includes reactor coolant
pumps, emergency diesel generators, a shutdown cooling heat exchanger, and
several safety-related pump and room coolers.

In this sabotage scenario, it is assumed that a loss-of-offsite-power
transient occurs, followed by a trip of the power conversion system. It is
also assumed that the normal CCW pumps have been disabled by sabotage. Under
these conditions, components cocled by the CCW system heat up because there
is no flow in the CCW system. The most critical components are likely to be
the diesel generators, if they are cooled by the CCW system (at some plants,
the diesel generators are cooled directly by the ESW system). This proposed
STAT alternative would provide cross-connections, valves, and pumping capability
needed to align the ESW system to directly cool the components normally cooled
by the CCW system.

ASSUMPTIONS

[t is assumed that the ESW pumps are capable of providing sufficient
pumping capabilities to serve as backup for the normal CCW system pumps. ESW
system pumps with sufficient shutoff head to reach the upper portions of the
plant would need to be installed. In addition, a cross-connection from the
ESW system to the CCW system would be needed to permit rapid realignment of
the systems, particularly if the diesel generators were cooled by the CCW
system, It should be noted that at ANO-1, most safety-related components are
cooled directly by the ESW system and a central CCW heat exchanger is not
used, For the purposes of this assessment, it is assumed that a central heat
exchanger is provided at ANO-1,

AFFECTED PARAMETERS

The overall effect of this STAT alternative is to increase the avail-
ability of the components that are cooled by the CCW system. This is analogous
to saying that implementation of this "fix” increases the availability of
cooling water to cool these components. As a result, the change in core melt
frequency can be estimated by reducing the unavailability of the events in
the ANO-1 PRA that involve failure of one or more components of the ESW system,
which could cause ESW cooling water flow to be unavailable. This approach
also minimizes the effect of the assumption that a central CCW heat exchanger
is provided at ANO-1 because both the approach and the assumption
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assume that the unavailability of the CCW heat exchanger is nondominant,
The affected elements of the dominant minimal cut sets, as shown in the ANO-1
PRA, are:

LF-SWS-S1 LF-SWS-35 LF-SWS-582
LF-SWS-52 LF-SWS-S14 LF-SWS-S83

The next step was to adjust the values of the above terms to reflect
their increased availability. It is assumed that the unavailability of coolant
used for cooling of components will increase by a factor of 10 as a result of
this STAT alternative, which requires that operators perform several actions
to reestablish coelant flow to the components. The above assumptions were
applied in the PRA by adding ESW to the appropriate cut sets. To be
conservative, it was assumed that the failure probability of ESW is 0.1. The
operator role was also quantified by assuming that there is a 50 percent
probability that the operator will fail to realign the system. The net effect
is then to multiply base-case valves by 0.5/10, or 0.05. The affected
parameters and their base-case and adjusted-case values are shown below.

Parameter ~  Base-Case Value =  Adjiusted-Case Value

LF-SWS-S1 0.005 0.00025
LF-SWS-S2 0.005 0.00025
LF-SWS-S5 0.01 0.0005
LF-SWS-S14 0.01 0.0005
LF-SWS-S82 0.023 0.0012
LF-SWS-583 0.023 0.0012

These values were input to the ANO-1 PRA to determine the change in core
melt frequency. The reduction in core melt frequency was estimated to be
1.7E-06/ry.
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STAT ALTERNATIVE 18:
LOCAL PRESSURIZER AND STEAM GENERATOR WATER LEVEL INDICATION

Steam generator and pressurizer level indications provide information
via sensors and transmitter units to safety- and nonsafety-related instru-
mentation and control systems, and serve as information sources for control
room operations. The purpose of this STAT alternative is to provide local
steam generator and pressurizer water Tevel indication in the event that the
normal level indication has been disabled through sabotage,.

Under normal conditions the loss of offsite power (LOOP) requires the
auxiliary feedwater system {AFWS) for core cooling and the charging system or
high pressure safety injection (HPSI) system for core coolant inventory control.
The steam generator level indications provide input to the reactor protection
system (RPS) to initiate reactor trip on steam generator low level, to the
AFS for automatic actuation, and to the safety-related display instrumentation
in the control room. In addition, the safety-related logic systems provide
input to nonsafety-related systems to initiate turbine trip, main feedwater
pump trip, and feedwater valve closure in the event of a high steam generator
water level condition. The pressurizer provides input to the RPS for
high-pressurizer level trip and to control room instrumentatijon. This
information may also be provided to nonsafety-related systems (e.g., pressurizer
heater control system and chemical and volume control systems for automatic
control of charging pumps and letdown 1ine flow) (U.S. NRC 1982a).

It is important to note that there are typically three to six independent
safety-related channels monitoring steam generator water levels, The RPS and
AFW actuation logic both use coincidence logic to compare multiple channels
and determine the need for actuation. Plants have upgraded power supplies so
that each integrated control system (ICS) bus and non-nuclear instrumentation
bus (NNI) has two separate power supplies each, coming from a different bus.
This action was in response to a review of past transients, which identified
nonredundant power supplies as vulnerable to single failures with resulting
significant consequences. According to NUREG/CR-2787 (Kolb et al. 1982), power
supply failure or malfunction to or from the ICS/NNI was the only event found
which could “"cause both loss of main and emergency feedwater flow. In addition,
the ICS has shown a tendency to cause feedwater oscillations, which have led
to high reactor coolant trips, low reactor coolant trips, actuation of
engineered safety systems, loss of main feedwater and loss of emergency
feedwater." Critical control room indications have been lost and resulting
dryout, overfill, and depressurization of both steam generators have occurred
(Kolb et al. 1982).

The postulated sabotage scenario suggests a loss of primary indications
required for the operator to assess the adequacy of core cooling and coolant
inventory. This scenario may entail disabled the station batteries, major
instrument cable runs, or instrument cabinets. The fixes include the provision
of level gauges inside containment; level gauges outside containment; or
portable, self-powered, calibrated level instruments that can be connected to
signal cables from selected level transmitters.
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ASSUMPTIONS

The basic assumption is that system failures are caused by loss of steam

generator and pressurizer level signal transmission and that resolution of

this issue provides only monitoring capabiiities which allow for some increased
probability of recovery in the progression to core melt., It is assumed that
resolution only affects recovery from loss of these systems (e.g., AFS and
HPSI), and initial system failures are not affected., It is further assumed
that the affected accident sequences include nondominant accident sequences
with the T{PSC) initiator and dominant sequences with the T{LOP) initiator.

AFFECTED PARAMETERS

Recovery factors are assumed to be the affected parameters for this issue.
It is assumed that they apply to recovery of the AFS and HPSI in sequences
where the initiating events are total interruption of the power conversion
system and Toss of offsite power, Below are the affected accident sequences
for the representative plant (ANO-1) with the base-case core melt frequencies,
which include recovery factors based on credit taken for recovery prior to
resolution of this issue:

Base-Case Seguence

Parameter Erequency w/ Recovery (/ry)
T(PCS)LD1 3.9E-07
T(PCS)LQ-D3 B.8E-07
T{LOP)LD1 3.8E-07
T(LOP)LD1C 2.5E-07
T{LOP)LD1YC 9.9E-06

The adjusted case includes the new recovery factor (X) and is based on
the assumption that the operator recognizes and acts on the need to monitor
local gauges, and the probability that the action is correct. The resolution
does not provide a significant incentive to increase the probability of the
first action. Therefore, the probability that the operator fails to act given
the new local monitor is 80 percent. However, assuming that the operator
acts (20 percent of the time), the high probahility that operator actions
will be correct is assumed (assume a failure probability of 40 percent). This
means that the probability of nonrecovery due to resolution is 0,80 + (0.20 *
0.40) = 0.88. The factor X becomes an additional factor in each of the
sequences:
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Base-Case Sequence

Parameter Erequency w/ Recovery (/ry)
T(PCS) LD1X 3.43E-07
7(PCS)LQ-D3X 7.74E-07
T(LOP)LD1X 3,34E-07
T{LOP)LD1CX 2.20E-07
T(LOP)LD1YCX 8.71E-06

Applying these assumptions to the previous parameters results in a
reduction in core melt frequency of 1.6E-06/ry,
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STAT ALTERNATIVE 19:
LOCAL READQUTS FOR STEAM GENERATOR PRESSURE

The purpose of this proposed STAT alternative is to provide local readouts
for steam generator pressure in the event that this indication is lost in the
control room and at the emergency shutdown panel due to sabotage. Proposed
methods for providing local indication of steam generator pressure include 1)
replacing the main steam line sensor/transmitter with a unit that has a local
readout, 2) providing a portable calibrated gauge that could be connected
to a pressure sensing line (e.g., a blowdown valve), 3) providing a portable,
calibrated pressure unit with a self-contained DC power supply and appropriate
leads to connect to pressure sensor terminals in instrumentation cabinets or
control boards, and 4} installing separate local pressure gauges with physical
protection (U.S. NRC 1982a).

Steam generator pressure sensors and transmitters are located inside
containment, with signal cables penetrating containment to provide the
communication link with instrumentation systems (e.g., RPS, ESFAS), indicators,
recorders, and a computer system. Other pressure sensors monitor main steam
line pressure. These are located between containment and the main steam
isolation valves (MSIVs) and provide a good indication of steam generator
pressure.

Past experience has shown that Toss of the integrated control system
(ICS) and non-nuclear instrumentation (NNI) power has caused depressurization
of steam generators, which has led to isolation of main and emergency feedwater
flow to the steam generators., This has been attributed to the design of the
steam generator isolation logic (Xolb et al. 1982).

The sabotage scenario assumes that offsite power is lost and that
instrumentation systems that receive Class 1F power function normally except
that all steam generator pressure and main steam line pressure indication on
the steam generator side of the MSIVs has been disabled by sabotage action
(U.S. NRC 1982a).

ASSUMPTIONS

It is assumed that a loss of offsite power exists and that the low steam
generator signal actuates emergency feedwater (EFW) system and the emergency
feedwater initiation and control (EFIC) system in the representative plant
(ANO-1). The EFIC performs the function of steam generator isolation after
depressurization and approach to overfill. Since the EFIC-related failures
are only expected to cause failure of the power conversion system, they were
not considered as individual initiating events. These failures were considered
as part of the nondominant accident sequences with the T{PCS) initiators (Kolb
et al. 1982). It is also assumed that installation of local pressure indicators
does not in itself change the probability of system failures, although increased
monitoring of system pressure could potentially avert fajlures., It is assumed
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here that the addition of monitoring equipment would more likely provide
monitoring capability for recovery from system failures.

AFFECTED PARAMETERS

Recovery factors are assumed to be the affected parameters for this
sabotage issue. Potential recovery of the EFW and EFIC systems are considered.
Initiators considered include loss of offsite power, causing transients, and
Toss of the power conversion system, causing transients and transient-induced
LOCAs. The affected accident sequences for the representative plant with the
base-case core melt frequencies, which include recovery factors based on credit
taken for recovery actions prior to resolution of this issue, are:

Base-Case Sequence

Parameter uen

T{PCS)LD1 3.9E-07
T(PCS)LQ-D3 8.8E-07
T{LOP)LD1 3.8E-07
T(LOP)LD1C 2.5E-07
T(LOP)LD1YC 9.9E-06

The adjusted case includes a new recovery factor (X) and is based on the
assumption that the operator recognizes and acts on the need to recover plant
conditions., The probability that the operator will fail to use the local
monitoring gauges given an accident condition is assumed to be 80 percent. This
assumes a probability of success of 20 percent. The probability that correct
action is taken to avert core melt assumes that the appropriate human action
is taken (assume a failure rate of 40 percent). The failure probability for
X is 0.80 + (0.20 * 0,40) = 0.88. Therefore, X becomes an additional factor
in each sequence, and the resulting adjusted-case sequence frequencies are:

AdjgstedTCase Sequence

Parameter W

T(PCS)LD1X 3.43E-07
T(PCS)LQ-D3X 7.74E-07
T(LOP)LD1X 3.34E-07
T9LOP)LDICX 2.20E-07
T(LOP)LD1YCX 8.71E-06

Applying these assumptions to above parameters results in a reduction in core
melt frequency of about 1.6E-06/ry.
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STAT ALTERNATIVE 20:
PROVIDE EMERGENCY AC POWER TO NONSAFETY-RELATED FQUIPMENT

This section addresses the use of plant emergency AC electrical systems to
operate nonsafety systems that may be used to substitute for sabotaged safety
systems. Specific system substitutions or realignments are considered in other
STAT alternatives. For example, the essential service water system could he
substituted for by the service water system, the fire water system, or the
condensate system. Suppression pool feed-and-bleed cooling could be provided hy
the refueling water transfer system. However, these nonsafety systems generally
cannot be connected to the plant Class 1E emergency AC power supply system. Since
essentially all sabotage scenarios assume a coordinated offsite sabotage of incoming
power sources, proposed modifications to the nonsafety systems required to allow
their use in damage control must include provision of a source of AC electric
power. This STAT alternative addresses modifications to allow their connection
to the Ciass 1E power supply.

Because operation of the Class lE emergency electrical power supply is
essential to maintaining the plant in a safe shutdown condition, stringent design
conditions are imposed upon this system and on any connections to non-Class 1E
systems. In particular, two independent, separated, and redundant systems are
required so that no single credible failure can prevent operation. During
emergencies non-Class 1E loads must be automatically disconnected and prevented
from automatic or manual connection until the transient is stabilized. The
objective of these separation requirements is to create an independent Class 1E
electrical system that can provide necessary power to safety related systems
irrespective of faults in, or unavailability of, the nonCclass 1E system. This
section addresses the potential effects of degradation of the reliability of the
Class 1E system by modifications and interconnections required to allow the supply
of electrical power to nonsafety systems as proposed in other STAT alternatives.

ASSUMPTIONS

Several STAT alternatives have heen proposed which may require electrical
power to be supplied to non-Class 1E systems. Descriptions of these measures are
conceptual and lack engineering detail. Consequently, at best a general estimate
of the effects of such interconnections can be obtained. It is assumed that the
dominant effect on Class 1E system availability is the potential for operator error
in manually disconnecting and connecting loads to a Class lE bus (load shedding),
which may lead to overloading and tripping the emergency diesel generator (EDG)
supplying the bus, This effect is incorporated by increasing the probability of
occurrence of a local fault in the EDG or associated support systems and contrel
circuitry by a factor of 3.

It is assumed that only one of the EDGs is affected by the operator error.
Due to the importance of the Class 1E system, it is assumed that emergency
procedures directing circuit interconnections would prohibit disconnect/connect
operations to more than one Class 1E bus at a time, and that they would prohibit
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further such operations if they led to the trip of an EDG, until such time as the
tripped circuit was recovered. It is, however, realized that by fmplementing

this STAT alternative, the recovery of the power system is more likely. Therefore,
the recovery factors C-14 and LOPNRL in ANO-1 and Grand Gulf, respectively, will
then be reduced by a factor of 1/3.

AFFECTED PARAMETERS
ANO-1

For evaluation of the potential deleterious effects of interconnecting Class
1E and non-Class 1E systems in a PWR such as ANO-1, the parameter LF-AC-DG1 from
ANO-1 is used. Its value is modified to reflect the assumed increase in probahility
of loss of EDG 1 and the Class 1E 4160 VAC hus A3, which it powers.

Parameter Base-Case Value Adjusted-Case Value
LF-AC-DG1 0.033 0.1
C-14 0.36 0.24

This STAT alternative is estimated to result in an increase in core melt
frequency of about 1E-06/ry.

Grand Gulf

The Grand Gulf plant is used as representative of BWRs, affecting the variable
Diesell and LOPNRL.

Parameter Base-Case Value Adjusted-Case Yalue
Diesell 0.036 0.1
LOPNRL 0.1 0.067

Similar to ANO-1, this STAT alternative is estimated to result in an increase
in core melt frequency of about 2.7E-06/ry.
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PROYIDE CROSS-CONNECTION BETWEEN 125 V DC CLASS 1E
AND NON-CLASS 1E POWER SYSTEMS

This STAT alternative would provide cross-connections to permit the non-Class
1E batteries to supply DC power to safety related systems when one or more Class
1E batteries are disabled. Tie circuits would be installed between 125 V DC busses
in the Class 1E and non-Class 1E systems. Stringent controls would be imposed
upon the bus tie circuits to maintain separation and independence of the Class 1E
DC system. This includes the provision of removable disconnect links in each bus
tie ¢ircuit and the provision of two circuit breakers in series located at different
physical locations to minimize the 1ikelihood of inadvertentiy or accidentally
crosstying the circuits, Administrative controls over installation of the
disconnect links would ensure that separation and independence of the Class 1E DC
power system is maintained during all plant conditions when normal Class 1E power
sources (battery and/or battery chargers} are available.

In the sabotage scenario a loss of offsite power is assumed to occur
coincidentally with sabotage of one or more Class 1E batteries. At least one
emergency diesel generator receives control power from an operable Class 1E DC
supply and operates, providing Class 1E AC power to safety related systems.

ASSUMPTIONS AND AFFECTED PARAMETERS

It is assumed that the emergency diesel generator receiving control power
from the inoperable Class lE battery cannot be started without this power.
Consequently, the coincident loss of offsite power and battery power result in
loss of the associated Class 1E DC bus, It is therefore assumed that the effects
of this transient may be estimated by adjusting the probabilities of loss and
recovery of the 125 V DC Class 1E emergency safeguards busses D01 and D02 in the
ANO-1 PRA.

The parameters T(D01) and T{(D02) give the failure frequencies of busses DOl
and D02, Loss of one of these busses is the initiating event for 5 of the 14
dominant accident sequences evaluated in the ANO-1 PRA, The ability to energize
either of these busses from an alternative power source enhances the likelihood of
recovery from such transients. Recovery requires correct operator action, including
the physical installation of a removable disconnect link in the circuit.
Installation must be prompt, within about 1 hour, to prevent core melt. It is
assumed that the effects of DC bus failure can be remedied by disconnection of
normal and battery power sources and connection of the appropriate non-Class 1E
power supply. Incorporation of these effects into the analysis is accomplished
by modifying the values of T(DO1} and T(D02) to include an effective nonrecovery
factor associated with completion of the bus tie circuit and removal of the fault
at the bus.

It is assumed that there is roughly a 70 percent probability of an operator
successfully completing the bus tie within the hour available to combat the
transient, This is incorporated into the calculation by multiplying the values
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of T(D01) and T{D02) by 0.3, the correspondiny nonrecovery factor. For calcu-
lational simplicity, in the adjusted case this product is used in place of base-case
values for these two parameters.

We recognize that this STAT alternative may also have detrimental effects.
The ability to cross-connect Class 1E and non-Class 1E busses allows the opportunity
for operator error and degradation of Class 1E bus independence by cross-connection
during normal operation. This would increase the value of T(D01) and T{D02) above
the base-case value, prior to multiplication by the nonrecovery factor of 0.3.
If the increase were 50 percent and a nonrecovery factor of 0.2 were assumed, the
adjusted-case value of T{DO1) would be 0.3*T(D01), the same value assumed in the
paragraph above. Since we cannot estimate more precisely, this value is assumed
for this analysis.

Parameter Base-Case Value Adjusted-Case Value
T{DO1) 0.018/ry 0.0054/ry
T(D02) 0.018/ry 0.0054/ry

Applying the above values to the ANO-1 PRA results in a reduction in core melt
frequency of about 1.1E-05/ry.
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STAT ALTERNATIVE 22:
PROVIDE MULTIPLE DC FEEDERS TO DESIGNATED DC POWERED COMPQNENTS

This STAT alternative would provide multiple selectable feeders to designated
DC powered components to allow them to be rapidly energized from an alternative
feeder if power from the normal feeder source is lost. This feature is occasionally’
provided in nuclear power plants for certain equipment. Control circuits must be
designed so that circuit breakers and/or transfer switches cannot automatically
transfer loads between redundant power sources. This is to assure that no single
interconnection failure can cause paralleling of Class 1E power supplies.

This STAT alternative is functionally similar to STAT Alternative 21 in that
an alternative source of 125 V DC power is provided. In this case power is provided
directly to selected components from an alternative Class 1E DC power supply bus,
whereas in STAT Alternative 21 an alternative non-class 1E bus is connected to
the normal power supply bus via bus tie circuits. 1In this case the selected com-
ponents can be directly energized even if their normal supply bus is disabled.

In this sabotage scenario a Toss of offsite power is assumed to occur
coincidentally with sabotage of a Class 1E DC bus, At least one emergency diesel
generator receives control power from an operable Class 1E DC supply and operates,
providing Class 1E AC power to safety systems.

ASSUMPTIONS

The effect of supplying DC power by feeder lines is almost the same as that
of reenergizing the disabled bus if all loads are energized. It is assumed that
this is the case for this STAT alternative. Thus, by the use of transfer switches
for the feeder lines to individual loads, DC power is reestablished to the loads
as 1f the bus function had been recovered. Consequently, as was discussed for
STAT Alternative 21, this effect can be incorporated into the calculation by
modifying the probabilities of loss and recovery or the 125 V DC Class 1E emergency
safequards busses DO1 and D02 in the ANO-1 PRA. The following discussion parallels
that for Alternative 21 with one significant exception. Simultaneous loss of
busses D01 and D02 is nonrecoverable for this alternative, since these busses are
the only sources of Class 1E DC power. In Alternative 21 it was recoverable because
use of an operable non-Class 1E bus was assumed.

As discussed under Alternative 21, it is assumed that the effects of energizing
components normally supplied by either bus DOl or D02, by connecting them to the
alternative bus by independent feeder lines, can be accomplished by modifying the
values of T(D01) and T(D02) to include the effects of recovery. Specifically,
adjusted-case values are obtained by multiplying base-case values by 0.3, an
effective nonrecovery factor representing an approximate 70 percent likelihood of
completing all transfer switching correctly. This value is the same as that used
for Alternative 21.

A.56



The important difference between this case and Alternative 21 is in the
nonrecoverability of the simultaneous loss of busses DOl and D02, In the ANO-1
PRA this is found in the cut sets T(D0O1)*LF-DC-D0O1 and T{DO2)*LF-DC-D01. 1In these
cut sets, for which the PRA already assumes a nonrecovery factor of 1.0, the
adjusted-case values of T(DO1) and T(D02) should be the same as those for the
base case.

Parameter Base-Case Value Adjusted-Case Value
T(Do1)" 0.018 0.0054
T(002)" 0.018 0.0054
T(DO1)™™ 0.018 0.018
T(D02)™™ 0.018 0.018

*  Value used in all cut sets except T{DO1}*LF-DC-D02 and T(D02)*LF-DC-DO1.
** Value used only in the cut sets T(D0O1)*LF-DC-D02 and T{DO2)*LF-DC-DO1.

Applying the above values to the ANO-1 PRA results in a reduction in core melt
frequency of about 7.2E-06/ry. It should be noted that this STAT alternative
could not be modeled adeguately in the representative BWR PRA. Therfore, it was
assumed that the derived benefit from implementation of this alternative would be
the same for both BWRs and PWRs.
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STAT ALTERNATIVE 23:
PROVIDE AN ALTERNATE WATER SOURCE TQ MAINTAIN COOQLANT INVENTORY

The purpose of this STAT alternative is to provide alternative water sources

to maintain reactor coolant inventory and to remove decay heat during hot shutdown.
Normally, these functions are performed at high pressure in a PWR by the emergency
feedwater system (EFS), which is also called the auxiliary feedwater system at

some plants, The EFW system supplies water to the secondary side of the steam
generators to remove decay heat from the reactor coolant system. The steam is
then vented to the atmosphere. The normal water source for the EFW system is the
condensate storage tank (CST). Other water sources are also typically available,
such as the condenser hotwell, the service water system, fire protection system,
or other auxiliary water supplies.

In the sabotage scenario, it is assumed that the normal sources of water

for the EFS are disabled by sabotage. A coincident failure of offsite power causes
the turbine to trip and the plant to shut down. Reactor core decay heat removal

is being performed by the EFW system. If the shutdown cooling system {(or residual
heat removal system) is available, the EFS will be used to cool and depressurize
the reactor coolant system to the point where the shutdown cooling system can be
used, Sahotage actions may prevent this transition. Thus, the EFS must be used
for Tong-term decay heat removal with the plant in hot shutdown. Since the EFW
system is open-loop, this may increase the ultimate heat sink water requirements.

For this STAT alternative, it is assumed that adequate water supplies are available
onsite to permit long-term maintenance of a hot shutdown condition. A number of
valves and cross-connections would be needed to permit realignment of the potential
water sources to provide water to the EFS.

ASSUMPTIONS

This proposed STAT alternative could be implemented by providing
interconnections to permit operators to rapidly realign the EFS pump suction when
needed. The pumps used to supply water from the alternative sources are assumed
to be available following loss of offsite power. In addition, the capabilities
of these pumps are assumed to be compatible with the requirements of the pumps
that are utilizing the alternate water source. Booster pumps may be needed but
are not recommended because they present additional targets for sabotage actions,

It is assumed that these "fixes" have been made and the plant is fully capable
of providing alternate EFS water sources,

AFFECTED PARAMETERS

The ANO-1 PRA was reviewed to identify events involving the EFS. It is assumed
that this STAT alternative will significantly reduce the unavailability of providing .
water to the EFS. This has been presented in the PRA by reducing the unavailability
of LF-EFS by a factor of 10, The effect is similar to adding another term
(alternative water source) to the appropriate cut sets and assuming a failure
probability of 0.1 for that term:
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Parameter _Base-Case Value i -
LF-EFS-E22 IE-04 3E-05

The change in core melt frequency that would result from implementing this STAT
alternative is the difference between the base-case and adjusted-case core melt
frequencies; the reduction in core melt frequency is estimated to be 5E-07/ry.
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STAT ALTERNATIVE 24¢
PROVIDE A STANDBY NON-CLASS 1F COMBUSTION TURBINE GENERATOR

Nuclear power plants are provided with several systems that are capable of
maintaining the plant in a safe shutdown condition. These systems can be
categorized as either safety related or nonsafety related, depending on their
importance to the plant's response to accident conditions. In general,
safety-related systems and components must be designed to withstand credible
accident conditions such as earthquakes and floods without failing. These systems
are provided with redundant backup emergency AC power and are designed to operate
after a loss of offsite power. Nonsafety systems are not designed to standards
as stringent as those for safety systems but still may be undamaged and operable
during emergency conditions, These systems and components are usually isolated
during an accident and are not normally provided with backup electric power.

Two potential sabotage scenarios are considered for this STAT alternative.
Both scenarios assume that a loss-of-offsite-power transient occurs and the main
turbine trips on loss of load. This effectively eliminates that the sources of
non-Class 1E power to plant systems. In the first sabotage scenario, it is assumed
that successful sabotage of the safety-related systems required for safe shutdown
has occurred. In addition, electric power to the nonsafety systems that could
bring the plant to a safe shutdown is unavailable. In the second scenario, it is
assumed that all emergency diese) generators have been sabotaged, preventing the
operation of most safety-related systems. The nonsafety systems have not been
sabotaged but are unavailable because of the loss of non-Class 1E power. In either
scenario, if electric power could be restored to safety- or nonsafety-related
systems, they could bring the plant to a safe shutdown condition. It should be
noted that the plants are also provided with 1imited battery capacity that can be
used to operate at least one train of the auxiliary feedwater system and the RCIC
and HPCI systems independently of AC power for at least 2 hours, This STAT
alternative proposes to provide an additional source of electric power using a
combustion turbine generator.

ASSUMPTIONS

It is assumed here that a gas turbine generator will be provided as a backup
source of AC power, The generator is assumed to be connected to the non-Class 1E
power system via the existing distribution system. If the diesel generators are
also unavailable, the gas turbine generator could be used to supply the Class 1E
electric system from the startup bus using the existing distribution system. It
is further assumed that if electric power can be restored, the plant can be brought
to safe shutdown,

AFFECTED PARAMETERS

For BWRs, the approach to calculating the change in core melt frequency was
to increase the availability of the diesel generators to account for the additional
AC power source provided by the gas turbine generator. The factor used to determine
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the increased reliability was established by first calculating the base-case
unavailability of all three emergency power system trains (EPS-1, EPS-2, and EPS-3),
given that they are called on to activate, The simultaneous unavailability of

all three trains can be approximated by multiplying the independent unavailabilities
of each train. The following values are from Appendix B of the Grand Gulf PRA:

EPS-1 = 6.7E-02 EPS-2 = 6.7E-02 EPS-3 = 5,5E-02

The resulting value for the simultaneous unavailability of all three EPS trains
is then 2.5E-04,

The results of the Grand Gulf PRA indicate that failure of Diesel
Generator 1 contributes over 50 percent of the event EPS-1 unavailability. Thus,
(EPS-1) = 2DIESEL1. If it is assumed that the same is true for events EPS-2 and
EPS-3, then {(EPS-2) = 2DIESELZ and (EPS-3)} = 2DIESEL3. As a result, another form
for the Boolean equation describing the failure of the emergency power system
{assuming independent trains) is:

Unavailability
of backup AC
power

(base case)

2DIESEL] * 2DIESFL2 * 2DIESEL3
8(DIESELY)3

11

3.7E-04

The adjusted-case Boolean equation would include an additional term for the
unavailability of the combustion turbine generator. This equation would take the
form:

Unavailability

of backup AC = (EPS-1) * (EPS-2) * (EPS-3) * (CTG)
power

(adjusted case)

where CTG is the unavailability of the combustion turbine generator system. The
unavailability of the CTG itself is assumed here to be eguivalent to the
unavailability of a diesel generator (CTG unavailability = DIESEL1 = 0.036/demand).
Again, assuming that 50 percent of the unavailability of the EPS trains is due

to faults in the diesel generators, the Boolean equation can be rewritten:

Unavailability
of backup = (2DIESEL1) * (2DIESEL2) * (2DIESEL3) * (2DIESEL1)
power
(adjusted case) = 16DIESEL14
= 2.7E-05
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The adjusted-case unavailability of backup AC power is approximately 93 percent
lower than the base case. This increase in reliability as a result of providing
a CTG is assumed to be analogous to increasing by 60 percent the reliability of
the three existing diesel generators. The adjusted-case values for these cut-set
elements become:

DIESEL1 = DIESEL2 = DIESEL3 = 0.0025

The adjusted-case values were input to the Grand Gulf computer code with the
following result:

Change in core melt frequency = 6.8E-06/ry.

A similar approach was used to evaluate the reduction in core melt freguency
for implementing this STAT alternative at PWRs. First, the ANO-1 PRA was reviewed
to identify elements of dominant cut sets that involve failure of the emergency
AC power system. The unavailability values for these parameters were then reduced
by 93 percent to determine the adjusted-case values. The cut-set elements and
their base-case and adjusted-case values are shown below.

Parameter Base-Case Value Adjusted-Case Value
LF-AC-DG1 3.3E-02 2.3E-02
LF-AC-DG2 3.3E-02 2.3E-02

These values were input to the ANO-1 computer code with the following result:

Change in core melt frequency = 7.8E-07/ry.
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STAT ALTERNATIVE 25:

PROVIDE THE CAPABILITY TO PLACE AN FMERGENCY DIESEL GENERATOR
IN SERVICE WITHQUT DC POWER

In this sabotage scepario, it is assumed that a loss-of-offsite-power transient
occurs coincidentally with successful sabotage of the DC power supply for one or
more emergency diesel generators. This would create a station blackout condition.

Under these conditions and if all feedwater were lost, a PWR core would be
uncovered to its midplane in about 2 hours., Additional time would be gained if
the turbine-driven auxiliary feedwater (AFW) system (typically designed to be
operable on DC power alone) was operable and decay heat could be removed via the
steam generators. In a BWR, these conditions could lead to the core being uncovered
to its midplane in about 1.4 hours. Adequate core coolant inventory could be
maintained by the reactor core isolation cooling {RCIC)} or high pressure coolant
injection (HPCI) systems, which are typically designed to be operable on DC power
alone. For both types of plants, AC power would eventually be needed for the
operation of long-term decay heat removal systems (e.g., RHR or suppression pool
cooling in a BWR, and a charging pump for reactor coolant makeup in a PWR).

This proposed STAT alternative provides a local/manual capability to start
up and operate one or more diesel generators without DC power, This would involve
a number of design changes to the diesel generators, including the following:

¢ Provide a system to mechanically drive the diesel generator cooling water
system without dependence on any equipment outside the diesel generator
building. One example is a system of V-belts and pulleys connected to the
diesel engine output shaft. The V-belts and pulleys would be connected to
an overhead rotating shaft that turns another set of V¥-belts and pulleys
that are connected to diesel cooling water system fans. This would reduce
the dependency of diesel generator cooling on the service water system.

¢ Provide a manual handwheel or lever on the air-start solenoid valves to permit
local/manual startup of the diesel engine.

¢ Develop a means to ensure that sufficient residual magnetism is present in
the generator to “flash" the generator field to begin generating voltage,
This could be done by decreasing the diesel generator test interval from 30
days to 15 days.

Plant operators would also need to receive additional training on the procedures
for local/manual startup, operation, and control of the diesel generators.

ASSUMPTIONS

It is assumed here that this STAT alternative increases the availability
of the emergency diesel generators. It is further assumed that the existence
of sufficient residual magnetism in the generator can be ensured by decreasing
the diesel generator test interval to 15 days. It is also assumed that the diesel
engine cooling system can be operated without the service water system in a manner
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similar to that described above. It is assumed that all operations regarding the
startup and contrel of the diesel generators can be performed within the diesel
generator building.

AFFECTED PARAMETERS

The approach to evaluating the reduction in core melt frequency for this
STAT alternative was to identify potentially affected parameters of the dominant
cut sets, adjust the base-case values for the affected parameters, and input the
adjusted-case values into the computer codes. It is assumed that the alternative
will increase the reliability of the diesel generators to start, or alternatively,
will reduce the probability that the diesel generators fail to start. As a result,
the parameters affected by this STAT alternative are failures of the diesel
generators themselves. These parameters are:

_ PWR _BWR
LF-AC-DG1 DIESEL1
LF-AC-DG2Z DIESELZ

DIESEL3

The ANO-1 PRA contains an expansion of events LF-AC-DG1 and LF-AC-DGZ2. It
is assumed that this STAT alternative increases the probability that the diesel
generators will start by 50 percent (or alternatively, reduces the unavailability
due to failure to start by 50 percent). The proposed "fix" also increases the
unavailability due to maintepance and repair and due to test. Since it is assumed
that the test interval is doubled, it is also assumed that these unavailabilities
will double. The expansion of event LF-AC-DG1 into its component failures and
the base-case and adjusted-case values for this parameter are shown in Table A.4.

As shown, the adjusted-case value for LF-AC-DG1 {and for LF-AC-DG2) is

0.0237/demand.

The Grand Gulf PRA also contains an expansion of events DIESEL1, DIESELZ,
and DIESEL3. It is assumed that similar changes can be made to these parameters
as were made to the ANO-1 (PWR) parameters; i.e., a 50 percent increase in
reliability of the diesel generators to start and a 100 percent increase in
upnavailability due to test and maintenance. The expansion of this event is shown
below.

DIESEL1 = DIESELZ = DIESEL3 Base-Case Adjusted-Case
Failure to Start 0.030 0.015
Maintenance 0.0064 0,0128

0.036 0.028
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The adjusted-case values for the affected parameters were then input to the
ANO-1 and Grand Gulf computer codes to calculate the reduction in core melt
frequency. The reduction in core melt frequencies of ANO-1 and Grand Gulf PRA
are estimated to be 4.0E-07/ry and 2.0E-06/ry, respectively.

The CMF values are believed to represent the upper bound of benefit that
would be obtainable due to implementation of this STAT altermative. This is because
to be effective, the STAT alternative would require Toss of offsite power (LOOP),
loss of DC power supply, toss of DG, loss of steam-driven AFW pumps, loss of
ultimate heat sink and other safety systems (depending upon the plant design).
The frequency of the first two terms, LOOP and loss of DC power supply, is
approximately 2E-05/ry, Combining this with the probability of the remaining
terms would Tower this contributor by 2 to 3 orders of magnitude. Also, the ability
to start the diesels without DC power would lower the value by another 1 to 2
orders of magnitude. Thus, the difference in the CMF before and after is
intuitively on the order of 1E-07/ry to 1E-08/ry. It was decided to use the
upper-bound estimates for the evaluation of this STAT alternative to he consistent
with the approach taken on others,
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IABLE A.4, Expansion of Event LF-AC-DG1 (composite failures)

LF-AC-DG1: Local fault of diesel generator 1 [fails HPIS (P36) A and B pumps,
RBCS (SF1) A and B cooler fans, RBSI A pump (P35A), and EFS electric
pump {P7B)].

Component Subevent Subevent Unavailability
Type Description Base Case Adjusted Case
Diesel generator Failure to start 2.5E-02 1.3E-02
{DG1)
Failure to run, 7.8E-04 7.8E-04

given start

1 of 5 shorts to SE-05 SE-05
power in time
delay relays

Maintenance, repair 1.5E-03 3.0E-03
of DGl
Unavailability of 1,2E-04 1E-03
DGl due to test
Qutput circuit Failure to mechani- 1E-03 1E-03
breaker for cally transfer
DG1 (308)

Circuit breaker
control circuit:

(a) Failure of 1 of 5.4E-04 5.4E-04
5 contacts

(b) Failure of 2 2E-04 2E-04
relays to
energize

Maintenance, repair 4E-06 4E-06
of CB308

Tie breaker from Failure to mechani- 1E-03 1E-03
Al to A3 (309) cally open

A.66



Subevent Unavailability

TABLE A.4. (Contd)
Component Subevent
Type Description Base Case
(A) 1 of 3 circuit (a) Failure of 1 of 2E-04
breaker UV 2 relays to
control cir- energize
cuits (309-A31) (b) Failure of 1 of
[ANDed with (B) and (c) Open circuit in 1.1E-03
(C) below] cable
(B} 1 of 3 circuit (a) 1 of 2 relays not 2E-04
breaker UV energized
control circuits (b) Failure of 1 of 2 2,2E-04
(309-A32) contacts
[ANDed with (A) above (c) Open circuit in 1.1E-03
and (C) below] cable
{C) 1 of 3 circuit (a) 1 of 2 relays not 2E-04
breaker UV energized
control circuit {(b) Failure of 1 of 4 4.3E-04
(309-B5) contacts
[ANDed with (A) (c) Open circuit in 1.1E-03
and (B) above] cable

Circuit breaker
(D114)

Cable (D114)
Bus (D114)
Motor-driven

fuel pump for
DGl (P16A)

Overload surge pro-

2,4E-05

tection malfunction

Open circuit
Open circuit
Failure to start

Failure to run,
given start

Circuit breaker over-

7.28-05
7.2E-05
1E-03

7.2E-04

2.4t-05

toad surge protection
malfunction {5114)

Open circuit in cable
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0.033

Adjustied Case

2E-04

1.1E-03

2E-04
2.2E-04

1.1E-03

2t-04
4.3E-04

1,1E-03

2.4E-05

7.2E-05
7.2E-05
1E-03

7.2E-04

2.4E-05

0.022



ASSUMPTIONS FOR CALCULATION OF SABOTAGE AND TAMPERING CMF REDUCTIONS

This section describes the assumptions used in calculating the CMF reductions
for the 25 STAT alternatives. Chapter 3 describes the use of these assumptions and
results.

STAT A] tive 1: T 100 P t Trai

Three 100 percent independent safety trains are proposed for the mitigation
and prevention of tampering and sabotage acts. The present arrangement in plants
is to have two independent safety trains, from sensors; through logic circuitiry;
through engineered safeguards actuation; to the paths for safety injection,
containment isolation/spray, and emergency power generation.

Tampering

Review of historical data related to tampering acts in DOE facilities and
commercial nuclear power plants indicates that previous acts of tampering have
occurred in no more than two piant Tocations. Addition of a third 100 percent
independent safety train should eliminate the opportunity for this type of
tampering. Given the number of systems involved, this STAT alternative was rated
high for opportunity reduction. The systems would also have greater availability
given an attack. This was judged as a significant contritution for this parameter.
Finally, due to the reduced chance of tampering leading to system failures, the
STAT alternative was judged to affect the motivation for committing tampering acts.
Given the many alternative targets, however, the effect on this parameter was
believed to be moderate.

Quantification of these assumptions is described in Chapter 3. This issue was
assumed to have the maximum potential tampering CMF reduction of 50 percent. To
quantify the effectiveness of adding a third totally independent safety train in
terms of reduction in core melt frequency, the ANO-1 and Grand Gulf vital area
study (see Appendix B) and PRA were used. The reductions in core melt frequency
for ANO-1 and Grand Gulf are estimated to be 2E-05/ry and 2E-06/ry, respectively.

: With T i

The additicn of a third 100 percent safety train is believed to impact
tampering-induced equipment failure combinaticns that Tead to core melt. The third
safety train will not, however, reduce the vulnerability of the plant to initiation
of accidents.

This STAT alternative, based on results of the vital area studies, would have
no impact on single-location cut sets. It does, however, have high potential to
reduce the number of two-location cut sets. OSystems that are targets for tampering
would have greater reliability. The alternative also would increase the
reliabitity of systems other than the target system. Using the approach described
above, STAT Alternative 1 was assigned an effectiveness of 10 percent. Applying
the results of Appendix B analyses and the Grand Gulf and ANO-1 PRA yields a
reduction in core melt frequency of about Z2E-05/ry for Grand Gulf and ANC-1.
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STAT Alternative 2: Two Additional Bunkered AFW Pumps--For PWRs
Iwo Additional RCIC Pumps—-For BWRs

This alternative would add two additional bunkered AFW and RCIC pumps. In
present designs, there are typically three auxiliary feed pumps: two that are
electric motor driven and one that is steam driven. The plumbing is assumed to
be cross-connected in such a way that any one motor-driven pump can fail and the
gther pump can carry the load.

Jampering

It was assumed that plant vulnerability to tampering is not drastically
affected by adding additional reactor core isolation coocoling (RCIC} or
auxiliary feedwater (AFW} pumps, given the existing three trains. This
alternative was rated as having a modest impact on reducing tampering
opportunity due to decreased reliance on the control room. The systems that are
affected by STAT Alternative 2 are already quite diverse. Thus, these systems
would be only minimally affected by additicnal trains, However, the
independence of the bunkered concept was felt to moderately improve diversity.
No impact on tampering motivation was perceived due to the single system
orientation of the modifications. These assumptions resulted in an estimate of
a 5 percent reduction in tampering CMF. Based upon analyses of Grand Gulf and

ANO-1 PRAs, this translates to a reduction in core melt frequency of 2E-6/ry for
PRs and 7E-7/ry for BWRs,

Sabotage With Tampering

Addition of two independent and bunkered AFW pumps and RCIC pumps
significantly reduces the threat of cisabling an AFW system and an RCIC system
frem a single location. Given the number of accidents where these systems play
a role, there woula also be & significant reduction in the number of two-
loccation sabotage targets and significant improvement in the AFW ancd RCIC systemw
reliability as backups toc other tampering targets. No reduction in the
frequency of cabotage attempts was anticipated. Based on this raticnale, it is
believed that the sabotage threat coulc be reduced by up to 50 percent., From
the ANO-1 and Grand Gulf PRAs, this translates to a reduciion in core melt
frequency of 1E-04/ry.

STAT_Alternative 3: A Passiye Steam Condenser for PWRs

This issue was defired to affect only releases of material. No effectis
vere consicered for the reduction of CMF due to sabotage or tampering.

STAT_Alternative 4; SNUPPS Design with Complete Separation

This alternative was not treated due to the Jack of &n applicable PRA.
Sabotage vulrerabilities may not be appreciably aifferent from other PWRs.
Tampering vulnerability is unknown.

STAT Alterpative 5: TImplementaiion of the Two Man Rule

Inplementing the two man rule in the vital areas is proposed to reduce
tampering and sabotage witih tampering CMF,
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Jampering

The two man rule has been implemented in military installations for many
years, However, data on the effectiveness of this measure is not avaitable.
Simple binomial distribution of the available data on the number of postulated
"pairs" per year in the plant and the overall frequency of tampering can be used
to calculate reductions in the tampering frequency of about 70 percent. This
calculation, however, assumes that 125 random "pairings" are made every day.
However, these pairs are not together in all parts of the plant.

Assuming that the two man rule will only be implemented in the important
areass 1t is reasonabie to postulate that the protected areas will become a more
attractive target for the individuals with tampering intent. The analysis of
the vital area study also revealed that a system can be disabled from many
locations, and some of these locations are in the protected areas. Therefcre,
protection of part of the system in important areas will not stop a determined
individual from tampering with the exposed system in the protected area.

Due to the increased chance of discovery by the second worker, the STAT

alternative was judged to moderately reduce the motivation for committing
tampering acts.

Quantification of these assumptions resulted in assigning STAT Alterna-
tive 5 a potential tampering reduction effectiveness of 10 percent. To quantify
the effectiveness of impiementing the .twoc man rule in terms of reduction in core
melt frequency, the ANO-1 and Grand Gulf vital area studies and PRAs were used.
The reductions in core melt frequency for ANO-1 and Grand Gulf are estimated to
be 3E-06/ry and 3E-07/ry, respectively.

Sabotage With Tampering

Similar to the previcus STAT analysis, implementing the two man rule is
believed not to have a direct impact in preventing or mitigating sabotage
attempts., The control room is 1ikely to be unaffected since some aspects of the
two man rule are in effect under other rules. Heowever, since sabotage with
tampering requires initiation of an accident accompanied with loss of mitigation
(safety) systems, it is perceived the two man rule coulc play a role in reducing
the number and severity of tampered systems in locations far frem the control
room. This was interpreted as reducing the number of two-location cut sets.

This STAT alternative would have 1ittie impact on increasing the
reliability of the backup systems. A reduction in the frequency of sabotage
attempts is anticipated. Based on this raticnale, it is believeo that the
sabotage threat is reduced by about 5 percent. From the ANO-1 and Grand Gulf
PRAs, this translates to a reduction in core melt frequency of about 1E-05/ry.

STAT Alternative 6: Installation of TY Cameras in ¥ital Areas

TV cameras are proposed in vital areas for the purpose of reducing and
preventing tampering and sabotage acts.
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il ing

Similar tec the arguments presented in the aralysis of the two man rule
(STAT Alternative 5) and based on the review of data available on effectiveness
of TY cameras in industrial installations against shoplifting/thefi and other
itypes of crimes, it is believed that a modest improvement in reduction of
tampering acts is possible. However, since it is proposed that the TV cameras
will only be installed in vital areas, it is reasonable to postulate that the
protected areas will become a wore attractive target for indivicuals with
tampering intent. Tampering threat analysis of the Grand Gulf and ANO-1 PRAs
reveal that the loss of systems in protected areas presents an equal cr higher
contribution to CMF than loss of systems in important areas. Based on this
rationale, it is believed that this STAT &slternative qoes not reduce the
opportunity significantly.

No improvement in ihe availability of the mitigation systems is foreseen
due to implementaticn of this STAT altiernative. A riodest improvement in the
reduction cf motivation is, however, possible. This was attrikbuted tc fear of
Ciscovery.

Based on above raticnale, it is believed that this STAT &)lternative would
be less effective than STAT Alternative 5. A reducticn in tampering threat
frequency of about 5 percent is assumed cdue Lo installation of TV cameras.
Applying this to the ANO-1 and Grand Gulf vital area studies and PRAs yielc a
core melt frequency reducticn of about 2E-06/ry for ANO-1 and 2E-07/ry for Grang
Gulf.

Sabotage With Tampering

This STAT alternative is believed not to have any impact on reducing the
nurber of single- and two-Tocation cut sets due to the resclution available for
monitoring staff with legitimate access. No increase in the availability of the
backur systems is possible due toc implementation of this alternative. 1t is,
however, believed that installation of TV cameras has a modest impact on
reduction of sabotage attempts. This is due to the greater chance of cetection
from TV surveillance. A reduction in sabotage threat of about 1 percent was
assigned to this STAT alternative. Applying this assumption to the ANO-1 and
Grand Gulf PRAs yields a core melt frequency reduction of about ZE=06/ry.

STAT Alternative 7. Manual/local Operation of BWR Safety Relief Yalves

Manual/lccal cperation of BWR safety relief valves {s proposed for the
purpose of reducing and preventing tampering and sabotage acts. All LWRs are
provided with some means of relieving the reactor coolant system pressure to
avoid overpressurizing the system. This capability is provided by pressure
relief valves Jocated in the main steam lines. These valves can be operated
automatically or manually from the contrcl room. The proposed design
alternative provides for lccal cperation of the relief valves, in case the
control rcom has been sabotaged.
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Tampering

The local operation of the relief valves could be beneficial if the operation
of these valves is made impossible from the control room. However, local cperaticn
of the relief valves in a place other than the "super- protected” contrel room
could make the second location an attractive target. Opening the valves
inadvertently couid Jead teo LOCA initiaticn.

A moderate improvenient in the availability of the mitigating systems is
believed to be possible due to STAT Alternative 7. No imprcvement on reducing the
tampering opportunity or motivaticon is foreseen due to implementation of this
alternative. Based on this rationale, a reduction in tampering threat of about 5
percent was assigned to STAT Alternative 7. Applying this assumption t¢ the Grang
Gulf vital area study and PRA yields a reduction in core melt frequency cf about
2E-07/ry.

Sabotage With Tampering

Providing manual/local operation of relief valves results in an additional
location where sabotage from the contrcl reoom couic be mitigated. Therefore, thic
STAT alternative reduces the single-location cut set and increases the two-locaticn
cut sets.

No increase in the availability of the backup systems is assumed to be
possible due to this STAT aiternative. A moderate increase in system availability
is, however, postulated since this alternative allows for local/manual cperaticn of
the relief valves. Based on this rationale, a reduction in sabotage threat of S
percent was postulated. Applying this to the Grand Guif PRA yields a core melt
frequency reduction of about 1E-05/ry.

STAT Alternative 8: Feed-and-Bleed Operation of Suppression Pool

Feed~and-bJjeed operation of supression pool could be proviced for the purpose
of reducing, mitigating, and/or preventing tampering and sabotage acts. STAT
Alternative 8 would supply cooling to the suppression pool using a feed-and-bleed
technigue in the event that suppression pool cooling systems are disabled.

Jampering

This STAT alternative calls for several alternative means of providing coolant
makeup source for feed-and-bleed operation of the suppression pool in case the
resicdual heat removal (RHR) cooling mode is disabled. These alternative sources
include suppression pool makeup using 1) the high pressure coolant injection (HFCI)
or high pressure core spray (HPCS) system, 2) the refueling water transfer system,
and 3) the service water system (SWS) cross-connect to the RHR system.

Review of generic accident progression event trees indicates that the sources
mentioned above are relied upon to mitigate series of accicents and transients to
avoid core melt or core damage. Therefore, it is believed that if a source such as
the HPCI is used to replace the function of the RHR cooling mode of the suppression
pool, it will jecpardize the availability of the HPCI when it is called upon to
perform its function toward the advanced stages of the accident.
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No improvement on reducticn of tampering oppertunity or motivation is
foreseen due to implementation of this STAT alternative.

A modest increase in the availability of the system is assumed due to
alternative means of cooling. Based on this raticnale, it is believed that this
STAT alternative does not reduce the tampering threat significantly. A
reduction in tampering threat of about 1 percent is postulated. Applying this
assumption to the Grand Gulf vital area study and PRA yields a reduction in core
rnelt frequency of about 3E-07/ry.

Sapotage With Tampering

This STAT alternative is believed to address one of the most important
issues related to plant safety. The reascn is that many vital mitigating
systeme such as the decay heat removal system, the core spray injection system,
and the reactor core isolation cooling system are affected by the suppression
pocl. It is believed that this alternative has a significant impact on the
availability of the backup mitigating systems. A moderate improvement in
systems availability is believed to be possible due to implementation of this
alternative.

No impact on single- or two-location cut sets is foreseen due to
implementation of this alternative., Based on this rationale, it is believed
that this STAT alternative woulc not reduce the sabotage threat ¢reatly.
Therefore, a reduction in sabotage CMF of about 1 percent was postulated.
Applying the above assumption to the Grand Gulf PRA yielcs a core melt frequency
reduction of about ZE~06/ ry.

STAT Alterpative 9: Use of Safety Injection Pumps to Supply Water
Lo Steam Geperators

Safety injecticon purps are proposed to supply water to steam generators for
reduction, mitigaticn, and/or preventicn of tamperirg and sabotage acts. This
alternative woulc supply water to the steam generators using the safety
injecticn purmps in the event that the auxiliary feedwater system is disabled.

ampering

Inptementaticn of STAT Alternative 9 was assumed to have a significant
impact ofi the availabiliiy of the backup wmitigating systems due tc improvements
in emergency foedwater capabililies. No reductiovn in tamperirg opportunity or
rmotivation is foreseen due to impiementaticn of this alternative. Based on this
raticnale, it ic believeu that this alternative woulc not reduce the tamporing
threal more than 1 percent. Applying this assumpticn to the ANOG~1 vital zrea
study and PRA yielcs a reduction in core meltl frequency of zbout 3E-08/ry.

Sabotage With Tappering
Two-~locaticen cut set analysis of the ANMO-1 indicates thatl acls are possitle

that initiate an accicent and failure of Loth the AFW system and the high
pressure injection punips. Therefure, 3t is believes that the aveitability of
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the system and the backup systems is not significantly affected by this
alternative. No reduction of the single- or two-location cut sets woulc be
achieved under this alternative. Based on this rationale, it {s believed that
this alternative does not reduce the sabotage threat. Therefore, the reduction
in core melt frequency is zero,

STAT_Al1 tive 10:  Provide Spring Loaded Safety Yal for Venting SGs

This STAT alternative was determined to have no impact on reducing the
sabotage and tampering threats because of the number of actions needed to
require the use of these valves. Therefore, no core melt frequency reduction
was postulated due to implementation of this alternative.

STAT Alt tive 115 U f Fire W 5 f Cooling RHR_H
Exchangers

Due to similarities in function between this alternative and STAT
Alternative 16, only Alternative 16 was analyzed.

STAT Alternative 12:  Connect ST Pumps in Serjes 1o Rajse Discharge Pressure

Due to similarities in function between this alternative and STAT
Alternative 9, only Alternative 9 was analyzed.

STAT Alternative 13; Use Control Rod Drive Hydraulic System to Supply
Reactor Coolant Makeup in a BWR

The control rod drive hydraulic system (CROHS) supplies reactor coolant
makeup in the event that high pressure injection systems are disabled. This
atternative is applicabie to BWRs., The CRDHS supplies pressurized water to
operate and cool the control rod drive mechanisms. The water used for these
functions is ultimately discharged intc the reactor vessel and provices a backup
source of water in an emergency.

Tampering

The purpose of this STAT alternative is to prcsice posit-accicent reactor
coolant makeup using the CRDHS in the event that othe~ high pressure injecticn
systems are inoperable.

The BWR high pressure injection systems include the reactor ccre isolaticn
cooling (RCIC) system, the high pressure core spray (HPCS) system, the high
pressure coclant injection (HPCI) system, or the feedwater coolant injection
(FHCI) system, The availability of any of these systems woulc negate the neec
for considering this STAT alternative.

Review of the Grand Gulf vital area study shows that to disable all high
pressure injection systems, it is necessary ic cause damage in more than two
rooms. As before, based on historical data, all of the previous tampering acts
have occurred in more than two rooms,
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However, under the existing design, it requires a three-lccation cut set to
disable all mitigaticn systems., This suggests that based on historical cata,
addition of one more backup system is nol necessary. Therefore, the
availability of the mitigating systems woulc not be affected by this
alternative,

Furthermore, no reducticn in tampering opportunity or motivation is
postulated due to STAT Alternative 13, Based on this raticnale, it is believed
that this alternative does not have any effect on the reduction of tamperirg
threat. Therefore, the reduction in core melil frequency is zero.

Sabotage With Tampering

A successful sabotage scenario woulc require loss of all high pressure
injection systems. This is because if any of the high pressure injection
systems function, the need for this alternative is negated and the plant has the
capability to mitigate the accident.

This alternative does not reduce the number of single-location cut sets.
It does, however, reduce the number of two-location cut sets through the
creaticn of four-location cut sets. The availability of the backup systems is
also increased in case of a sabotage event. A moderate improvement in system
availability is als¢ postulated due tc implementation of this alternative.

Based on above raticnale, it is believed that this alternative has a
moderate impact on the reduction of sabotage threat. A reduction in sabotage
threat of about 5 percent was postulated. Applying this assumpticn to the Grand
Gulf PRA yields a reduction in core melt frequency of about 1E-05/ry.

STAT Alternative 14: Use Main Condepnser Pumps to Provide Reacior
Coolant Makeup

Main condensete pumps are proposed to supply water in the event that the
normal reactor coolant makeup systems are disabled. This STAT alternative is
applicable to BWRs.

Tampering

Loss of &l1 reactor coclant mikeup sources woulc require the loss of main
feedwater pumps, loss of all high pressure injection systems, loss of the CROHS,
and Toss of all low pressure injection systems. Therefore, this STAT
alternative does significantly improve the availability of the mitigating
systems.

Furthermore, no reducticn in tampering threat or opportunity is foreseen
due to implementaticn of this STAT alternative. Based on this raticnale, it is
believed that no reduction in tampering threat is achieved by implementing this
alternative, Therefore, the reduction in core melt frequency is zero.

Sabotage With Tampering

A successful sabotage scenario woulc require loss of all high pressure and
low pressure coolant makeup sources.
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As menticned above, to lose all reactor coolent makeup woulc require loss
of main feedwater pumps, loss of high pressure coolant injection systems {(e.c.,
RCIC, HPCS, HPCI, FWCI), loss of the CRDHS, and loss of the low pressure coolant
injection systems (LPCS, LPCI, and LPCI of the RHR system). This assumes
adequate capability and redundancy to provide coolant makeup in the event that
normal feedwater is lost. Therefore, implementation of this alternative wcula
have 1ittle additional improvement in two-location cut sets. No improvement
would be achieved for single-locaticn cut sets since all of these systems can
still be disabled from the control room,

Implementation of STAT Alternative 14 woulc improve the availability of the
backup systems to some degree. It was also believed that this alternative does
not reduce the sabotage threat significantly. Therefcre, & reduction in
sabotage threat of about 1 percent is postulated. Applying above assumption tc
the Grand Gulf PRA yields a reducticn in core melt frequency of about 2E-06/ry.

STAT_Alternative 15; Cross-Connect Service Water With Essential
Service Water (ESW)

Cross-connections between the service water and the essential service water
system are proposed for STAT Alternative 15. This alternative is applicable toc
both BWRs and PWRs, Its purpose is to provice cross-connection in BWR and PWR
plants for heat removal from the safety-related components and systems in the
event that the ESW pumps are disabled,

Jampering

The PWR ESW system is used to transfer heat from component cooling water to
the ultimate heat sink during normal cperations and emergencies. The system
typically consists of two independent trains. The systems serviced by ESW
system inciude diesel generators {DGs), HPSI, LPSI, the component cooling system
(CCS), and a variety of other safety- and nonsafety-related systems,

The BWR ESW system is used to transfer heat directly from the components
such as DGs, HPCS or HPCI, LPCS, RCIC, and numerous other safety- and
nonsafety-related systems. The system typically consists of three independent
trains or divisions.

The STAT alternative calls for cross-connecting the plant service water
system to the ESW system to restore cooling water flow to components and systems
in the event that the ESW pumps are disabled. Therefore, impiementation of this
alternative could have a moderate impact on the availability of the mitigaticn
systems.

No reduction in tampering opportunity or motivation is foreseen due to
implementation of this alternative. Based on the above rationale, it was
believed that this alternative would not have a large impact on reducticn of
tampering threat. Therefore, a reduction in tampering threat threat of about 1
percent is postulated. Applying the above assumptions to the ANO-1 and Grand
Gulf vital area studies and PRAs yields a reducticn in core melt frequency of
about 3E-07/ry for ANO-1 and 3E-08/ry for Grand Gulf.

A.76



Sabotage With Tampering

The PWRs and BWRs have at least two indepencent trains for the ESW system,
Therefore, by using the alternative service water systems as another means of
cooling the systems and components, it was assumed that there would be a reduction
in the number of two-location cut sets.

There may be a moderate increase in the availability of the backup systems due
to the support role of the ESW. Single-location cut sets are not affected by this
alternative. Based on this raticnale, it was believed that this alternative woulg
have a moderate impact on the reduction of sabotage threat.

A reduction of 1 percent was postulated. Applying this assumption to the ANO-1 and
Grand Gulf PRAs yields in a reduction in core melt frequency of about ZE-06/ry.

STAT Alternative 16: Cross-Connect Fire Water System and ESW

Cross-connections between the fire water system and the essential service
water system are proposed by this alternative. This alternative is applicable to
both BWRs and PWRs. Its purpose is to provide cross-connection between the fire
water system and the ESW system in BWR and PWR plants to provide for heat removal
from the safety-related components and systems in the event that ithe ESW pumps are
disabled.

Jampering

The FWR ESW system is used to transfer heat from a component cooling water to
the ultiimate heat sink during normal cperations and emergencies. The system
typically consists of two independent trains. The systems serviced by ESW system
include DGs, HPSI, LPSI, CCS, and a variety of other safety- and nonsafety-related
systems.

The EWR ESW systen i¢ used to transfer heal directly from the components such
as DGs, HPCS or HPCI, LPCS, RCIC, and numercus cother safety- and nonsafely-related
systems, The system typically consicts of three independent trains or divisions.

This STAT alternative calls for cross-connection of the ESW system and the
fire water system to cool the systeris and components. One problem with this
alternative is the capacity of the fire water system. The fire water system runcut
flow rate is approximately 50 percent of ihe flcw rate cf a single ESW punp. In
case of tampering with the power systerm, only the diesel-engine- driven fire water
purmp will be available. This diesel-engine-driven purp can provide approximately
15 to 25 percent cf ihe fluw rate of a single ESW pump. This low flow rate in the
ESW system weulo rniot be adeguate to support the operaticn of @ single ESW loop.
Therefores there ic no significant increase in the availability of the mitigating
systems.

Cne other problem related to the cross-connection of the fire water system and
the ESH system ic¢ the plentts vulneratility to an actual fire. Since the fire
water system is tied up perfourming other functicns, it cannot perform its fire
fighting function. This alone couls be a temptaticn to start a fire. Therefore,
the tampering motivation may ectually be increased.
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No reduction in tampering opportunity is foreseen due tc implementation of
this STAT alternative. Based on this rationale, it is believed that this
atternative does not reduce the tampering threat greatiy. A 1 percent reduction
in tampering threat was postulated. Applying the above assumptions to the ANO-1
and Grand Gulf vital area studies and PRAs yields a reduction in core melt
frequency of about 3E-07/ry for ANO-1 and 3E-08/ry for Grand Gulf,

Sat With T .

As mentioned above, the PWRs and BWRs have at least two independent trains
of the ESW system. Therefore, using the fire water system as another means of
cooling the systems and components reduces the number of two-Jlocation cut sets.
This STAT alternative does not have any impact on the single-location cut setis
and it is also believed that it does not have a significant impact on improving
the availability of the backup systems. This is due to many reasons. The most
important is the Tow flow rate provided by the fire water system, Also, a fire
can be initiated when the fire water system is not available. Only Timited time
is available to restore ESW flow if that system provides direct diesel generator
cooting. The diesel generator cooling should be established 5 minutes fcllowing
startup.

Based on the above discussion and without substantial upgrade of the fire
water system, it is unlikely that the fire water system coulc serve &as an
effective replacement for the ESW pumps. Therefore, it is believed that no
reduction in sabotage threat is achieved due to this STAT alternative, and the
core melt frequency reduction is zero.

Due to functional similarities between this alternative and STAT
Alternative 15, only Alternative 15 was analyzed.

STAT Alternatives 18 And 19: Llocal Readouts for Pressurizer, SG levegl
Indication, and $G Pressure

Local readouts for pressurizer, steam generator level indicatien, and
pressure are proposed for the reducticn, mitigation, and/or preventicn of
tampering and sabotage acts. These alternatives are combined in this analysis
due to their similarities in function. Steam generator and pressurizer level
indications provide information via sensors and transmitter units to safety- and
nonsafety-related instrumentation and contrel systems, and serve as information
sgurces for control room and remcte operations. The purpose of these
alternatives is to provide local steam generator and pressurizer water and
pressure (for steam generators) level indicaticn in the event that the normal
lTevel indication has been disabled.

JTampering

PWR plants might have two, three, or four steam generators, but only one
pressurizer. Steam generator and pressurizer level indications are derived from
differential pressure sensor/transmitter units jocated insice containment.
Signal cables are then connected to a variety of safety- and nonsafety-related
instrumentation and control systems.
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There are typically three to six independent safety~related channels
monitoring steani generator water level., Based on NUREG/CR-2585 (U.S. NRC
1982a), rapidly disabling all steam generator and pressurizer level indicaticns
woulc not be accomplished by tampering the sensor/transmitter units inside
containment., The specific tampering attempt may entail cisabiing the station
batteries (Class 1E and non~Ciass lE), major instrument cable runs, or
instrurient cabinets. Such actiouns will 1ikely affect more systems than just
level instrumentaticn,

Sabotage With Tampering

Providing local readouts for the steam generator and pressurizer level
indications ics believeq to improve manual recovery outsice the control room.
Thus, providing for local steam generator and pressurizer readouts reduces the
single~location cut sets (control room). It does not, however, have any impact
on the twc-locaticn cut sets. 1t is believed that the availability of backup
systerms 1s improved due to availability of data, so the recovery chances are
higher.

Based on this rationale, it is believed that the sabotage threat is
minimally affected by these STAT alternatives. A 1 percent reduction in
sabotage threat was postulated. Applying this assumpticn to the ANO-1 PRA
yielcs a reduction in core melt frequency of about ZE-06/ry.

STAT Alternative 20: Provide Emergency AC Power to Nonsafety-Related
Equipment

Due to the similarities between this alternative and STAT Alternative 21,
only Alternative Z1 was analyzed.

STAT Alternative 21: Provide Cross=Connection between Class 1E/Non~Class 1E

Cross—connections between the Class 1E and non-Ciass 1E DC power systems
are proposed. The purpose of this STAT aiternative is to permit the non-Class
lE batteries to supply power to safety-related systems when one or more Class 1E
batteries are disabled.

Tempering

The main purpcse of the non-Class 1E DC batteries woulc be to restore DC
power to the Class 1E lcad group to start the diesel generators. Review of the
vital area studies indicate that the batteries are located in more than two
locaticns. For example, in the Grand Gulf plant there are three distinct
battery rooms. Therefore, based on historical data, it is believed that the
batteries will survive a tampering attempt.

Two~-Tocation cut set analysis of the ANO-1 and Grand Gulf vital area
studies also shows that the diesel generators can be disabled via two locations.
Due to this vulrerability, it is believed that cross-connecting the non-Class 1E
batteries with Ciass-1E batteries to start the diesel generators will not have a
significant impact on increasirg the diesel generator's availability, since the
diesel generators can be still aisabled via two locations.
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No reduction in tampering opportunity or motivation is foreseen due to
implementation of this alternative. It is believed that STAT Alternative 21
would not have any effect on tampering. Therefore, the reduction in core melt
frequency was assumed to be zero,

Sabot With T :

As menticned before, two-lccation cut set analysis of the ANO-1 and Grand
Gulf vital area studies has shown that the diesel generators can be disabled via
two Jocations. Therefore, even provicing another means of starting a diesel
generator following loss of its normal DC supply woulc not be effective if the
diesel generators have been attacked directiy.

Therefore, no improvement in the availability of the backup systems is
foreseen. By providing for alternative means of starting the diesel generators,
there is a reduction in the number of two-location cut sets. Nc effect in the
single-location cut sets is foreseen. Based on the above raticnale, it is
believed that this alternetive woulc not have a large impact on sabotage
threats. A reduction in sabotage threat of 1 percent was postulated. Applying
this assumption to the ANO-1 and Grand Gulf FRAs yields a reduction in core melt
frequency of about 2E-06/ry.

STAT Alternative 22: Provide Multiple DC Feeders to DC Powereg Components

Due tc functional similarities between this alternative and STAT
Alternative 25, only Alternative 25 was analyzed.

STAT Alternative 23; Provide an Alternate Water Source to Mainfain
Coolant Inventory

An alternative water source is proposed to maintain reactor coolant
inventory and to remove decay heat during hot shutdown in the event that the
usual sources of water have been disabled. This alternative is applicatie to
PWRs.

Jampering

Decay heat removal in a PWR is accomplished at high pressure by the
auxiliary feedwater system and at low pressure by the resicdual heat removal
system. The main objectives of this STAT alternative are =imilar to those of
Alternatives 2 and 9. Alternative 2 calls for acdition of ilwo additional
bunkered AFW pumps, and Alternative 9 also calls for use of safety injection
pumps to supply water to steam generators., As evident, these measures are
calling for alternate means of maintaining coolant inventory and provicing the
Tong term decay heat removal in the event that usual coojant sources are not
available.

Review of the ANO-1 vital area study shows that the AFW system cannot be
disabled via two locations. It is believed that providing an alternative means
of reactor coolant makeup does not affect the availability of the mitigation
systems. No reduction in tampering opportunity or motivation is foreseen due to
implementation of this STAT alternative. Thus, it is believed that this STAT
alterpative would not have any impact on reducing tampering threat. Therefore,
the reduction in core melt frequency is zero.
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Sabotage With Tampering

Review of the AMNQO-1 vital area study shows that the diesel generators and
Class 1E load group can be disabled via two locations. In this case, the pumps
needed to supply the water frow. an alternative source will not start.
Therefore, there is no impact on two-location cut sets.

The ANO-1 study also shows that sabotage of the target identified in
Appendix B will disable the pumps needed for the AFW and HPI systems. The
interconnecting piping system can also be disabied via damage caused in two
locations, Therefore, the impact of this alternative on availability of backup
systems is minimal. There is also no impact on the single-location cut sets.
Based on this raticnale, it is believea that this STAT alternative has no impact
on sabotage threat. Therefore, the reduction in core melt frequency is zero.

STAT_Alternative 24: Provide a Standby Non-Class 1E Combustion
Turbine Gererator

A standby non-Class 1E combustion turbine generator is proposed that could
supply power to the staticn startup bus for distritution to designated equipment
and systems when offsite power is not available. This alternative is applicable
to both PWRs and BWRs,

NUREG/CR~2585 (U.S. NRC 1982a) consicers this alternative to be applicable
to two types of sabotage scenarics. The first one invelves the sabotage of
safety-related systems and the unavailahility of nonsafety-related systems due
to loss of non-Class 1E AC power. The second scenario involves unavailability
of ali ciesel generators and unavailability of nonsafety systems due to lass of
ron-Class 1E AC power.

Jampering

Additicn of & standby combusticn turbine generator provides redundancy cf
the onsite emergency power scurce. This alternative therefore increases the
availability of the mitigaticn systewms and alco reduces the opportunity for an
effective tampering act. There is no impact on tampering mctivation. Basecd on
this rationale it was believec that this alternative has a moderate impact on
tampering threat., A reduction in tampering threat of about 5 percent was
postulated, Applying the above assumpticns to the ANO-1 and Grand Gulf vital
erea stucdies and PRAs yielas a reduction in core meli frequency of about
ZE-07/ry and ZE-07/vy, respcclively.

Sabotage Wilh Tampering

Review of the AMO-1 and Grand Gulf vitial area studies shows that to disable
all existing diesel generators, it ic necessary to cause damage in two
lccaticons.  Therefore, cdisabling all emergency power fzlls into the twe-
fccation cut set category. Provicing a standby combusticn generator for
emergency power is like adding another location that has to be ilamperec with to
disable emergency power. Adopticn of this alternative complicates aciions
nececsary to prevent effective plant response to an accident initiaticn,
Availability of a standby combusticn turbire generator wculc permit the use of
some nonsafety-releted systems for accicent mitigaticn for approximately 30
mirutes following Toss of offsite power. This STAT alternative provices &
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diverse onsite power source that could restore power to safety-related and
nonsafety-related systems following a sabotage scenario invoiving loss of
offsite power and all diesel generators. Therefore, there is a moderate
improvement in the availability of backup systems.

There would be no reduction in single-location cut sets. Based on above
reasoning, it is believed that this STAT alternatives makes a moderate impact on
sabotage threat. A reduction in sabotage threat of 1 percent was postulated.
Applying this assumption to the ANO-1 and Grand Gulf PRAs yields a reduction in
core melt frequency of about 2E-06/ry.

G I + S A ”.II I DQ E ,

It is proposed to provide the capability to place an emergency diesel
generator in operation, supplying its normal Class~1lE load group when DC is not
available to the diesel generator control or auxiliary system or to the diesel
generator auxiliary system.

This alternative calls for a variety of means to place a diesel generator
in service without DC power. These means include use of STAT Alternative 21 to
establish a OC bus tie to reenergize the affected DC load groups or to re-
establish DC power to diesel auxiliaries by switching them to an alternate OC
power source (STAT Alternative 22}, or to manually start up the diesel
generators without AC or DC power.

Jampering

The basic objectives of this STAT alternative and STAT Alternative 21 are
the same. Both call for alternative means of starting the diesel generators.
However, two~location cut set analysis of the ANO-1 and Grand Gulf vital area
studies shows that the diesel generators can be disabled via two locaticns. Due
to this rationale, it is believed that even provicing for other reans cof
starting up the diesel generators will not be effective,

Therefore, it is believed that this STAT alternative does not impact the
availability of the mitigaticn systems. Tampering opportunity or motivation is
also unaffected. Based on this rationale, it was assumed that this STAT
alternative has no impact on tampering threat. Therefore, the reduction in core
melt frequency is zero.

sabotage With Tampering

As mentioned before, two-location cut set analysis of the ANO-1 and Grand
Gulf vital area studies has shown that the diesel generators can be disabled via
two rooms. Therefore, providing another means of starting a diesel generator
following loss of its normal DOC supply woulc not be enough if the diesel
generators have been disabled.

Therefore, there is no impact on the two-location cut sets. This STAT
alternative alsc has nc impact on the singie-locaticn cut sets. Furthermore, it
is believed that provioing for diesel generator startup without DC power has a
minimal impact on the availability of the backup systems., Consicering the above
rationale, it is believed that STAT Alternative 25 woulc have no impact on
sabotage threat. Therefore, the reduction in core melt frequency was assumed to
be zero.
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