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The secure communication in reconfigurable intelligent surface-aided cell-free massive MIMO system is investigated with low-
resolution ADCs and with the existence of an active eavesdropper. Specifically, an aggregated channel estimation approach is
applied to decrease the overhead required to estimate the channels. Using the available imperfect channel state information
(CSI), the conjugate beamforming and random beamforming are applied at the APs and the RIS for downlink data
transmission, respectively. The closed-form expression of the achievable secrecy rate is acquired to appraise the achievable
secrecy performance using only the channel statistics. With the achievable analytical results, the impacts of the quantization bit
of ADCs, channel estimation error, the number of RIS elements, and the number of the APs can be unveiled. Aiming to
maximize the minimum achievable rate of all legitimate users subject to security constraints, the power control optimization
scheme is first formulated. To tackle this nonconvex property of the proposed optimization problem, a path-following
algorithm is then utilized to solve the initial problem with continuous approximations and iterative optimization. Numerical
results are presented to verify the achieved results along with availability of the presented power allocation approach.

1. Introduction

Cell-free massive MIMO and reconfigurable intelligent sur-
face (RIS) are two conspicuous technologies which can meet
the demanding coverage and massive connectivity request in
the sixth generation (6G) and future wireless communica-
tion systems [1, 2]. As a serviceable and scalable implemen-
tation of the distributed antenna network, cell-free massive
MIMO system exploits multitudinous access points (APs)
to serve a smaller number of users [3, 4]. Besides, all APs
are attached via backhaul links to a central processing unit
(CPU) for information interaction. Due to the superiority
of the distributed systems and network MIMO configura-
tions, the cell-free massive MIMO system has obvious supe-
riority in terms of 95%-likely network capacity [5–7]. RIS is

an emerging technology which can beamform the electro-
magnetic waves without requiring digital signal processing
techniques and without applying power amplifiers. RISs are
programmable metasurfaces with many passive reflecting
elements which can be independently designed to alter the
phase shifts of the electromagnetic signal to turn the reflec-
tive wave beam to different orientations [8–10]. Recently,
the attractive benefits of deploying RISs for various existing
communication have been demonstrated in various scenar-
ios, for instance, RIS-aided NOMA systems, RIS-aided
mmWave communication, RIS-aided secure transmission
system, and RIS-aided massive MIMO systems [11–14].
The results in these studies have shown that introducing
RISs can provide an augmented performance while envi-
sioning higher efficiency and lower cost than common
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systems. Integration of the two aforesaid techniques can be
defined as RIS-aided cell-free massive MIMO system [15].
The performance analysis of the downlink RIS-aided cell-
free massive MIMO adopting a random beamforming
scheme at the RIS has been considered and studied in [16].
Besides, the authors in [17] employed multiple RISs in cell-
free massive MIMO system to acquire an evident perfor-
mance gain. This letter also developed a hybrid beamform-
ing (HBF) scheme and formulated a sum rate optimization
problem. Then, the uplink and downlink performance of
RIS-aided cell-free massive MIMO systems under the pres-
ence of spatially-correlated channels has been considered
in [18], where various impact factors on the system perfor-
mance have been analyzed in detail. Then, a new scenario
called aerial IRS- (AIRS-) aided cell-free massive MIMO
was studied in [19].

On the other hand, due to the increasing complexity of
the communication environment and the imperative secu-
rity of private information, communication security for pro-
tecting the confidential message transmission is crucially
important in future wireless communication networks [20,
21]. Different from the traditional cryptographic encryption
and decryption secure technique, physical layer security can
provide good security performance by exploiting the proper-
ties of wireless communication channels without requiring
secret key distribution, protection, and management [22,
23]. Thus, the physical layer security is more absorbing in
academia and industry and has been widely studied in wire-
less communication scenarios. In particular, multiantenna
wireless communication systems can enhance its secrecy in
the physical layer by enlarging the signal quality difference
of the target user and the eavesdropper [24, 25]. Hence,
secrecy-enhancing techniques have been widely investigated
in recent years, such as secrecy beamforming, artificial noise
transmission, cooperative jammers, and power control. As a
scalable MIMO system, massive MIMO can harvest all the
advantages of conventional MIMO. Besides, the abundant
transmit antennas can be used for secrecy improvement.
Thus, application of the physical layer security in massive
MIMO system is potential [26, 27]. In general, most studies
in security in massive MIMO follow with interest colocated
massive MIMO. Then, the secure communication in multi-
cell massive MIMO systems was studied in [28]. Further-
more, the secure massive MIMO transmission along with a
multiantenna active eavesdropper was studied in detail in
[29]. Besides, the precoding, power control, relay systems,
active attack detection, and hardware impairments in secure
massive MIMO have also been investigated [30–33]. In addi-
tion, another practical deployment of massive MIMO is to
employ a so-called distributed antenna architecture which
can obtain a deterministic performance gain over the colo-
cated massive MIMO system. Besides, the security perfor-
mance analysis in multiuser massive MIMO was studied in
detail in [34, 35]. The secure communication in cell-free
massive MIMO system has been studied in some related
works. The authors in [36] focused on the secure communi-
cation in the cell-free massive MIMO network. The security
aspect in multigroup multicasting cell-free massive MIMO
has been considered in [37]. Considering the impact of hard-

ware impairments, the authors in [38] were concerned with
the problem of secure communication in cell-free massive
MIMO system.

All aforementioned works are based on a common
assumption that all APs are installed with ideal ADCs. How-
ever, due to the increasing large number of the ADCs, the
implementation with high-resolution ADCs may become
more expensive and significantly bulkier. A feasible scheme
is to make use of low-resolution ADCs for low-cost practical
cell-free massive MIMO system. The authors in [39] pre-
sented a detailed analysis on the achievable performance of
the cell-free massive MIMO system with low-resolution
ADCs. The uplink achievable rate in cell-free massive
MIMO considering the low-resolution ADCs and RF
impairments has been studied in [40]. Then, considering
the low-resolution DACs, the authors in [41] presented an
investignation on the RIS-aided massive MIMO systems.
In addition, facilitating physical layer secrecy in cell-free
massive MIMO network with low-resolution ADCs is
another critical concern and has received attention recently.
Under the assumption of low-resolution ADCs, the secrecy
performance analysis and the power control in cell-free mas-
sive MIMO have been investigated in detail in [42]. Besides,
the authors in [43] analyzed the effect of the RF impairments
and low-resolution ADCs/DACs in secure cell-free massive
MIMO system, where some key parameters on the security
performance have been stuided and been verified via numer-
ical results.

With these above considerations in mind, the secure
RIS-aided cell-free massive MIMO system with low-
resolution ADCs at the users and the APs is studied in this
paper. Different from the previous conference paper [44],
the paper provides novel insights on secure performance
analysis and power control scheme. The specific contribu-
tions of our article are summarized as follows:

(i) With the equipment of the low-resolution ADCs,
the secure aspect in RIS-aided cell-free massive
MIMO system has been firstly studied in this paper.
The AQNM is advocated to model the ADC imper-
fections which can well simulate the quantization
noise terms as Gaussian variable. Then, we present
a channel estimation approach at the APs to esti-
mate the aggregated channels comprising the direct
and indirect links, instead of all individual channel
coefficients

(ii) Using the imperfect CSI by channel estimation, the
closed-form secrecy rate expression has been
derived by using conjugate beamforming at the
APs and the random beamforming at the RIS,
which can provide an implement for quantitative
analysis on the impacts of the channel estimation
error, the quantization bit of coarse ADCs, the
number of total antenna arrays, and the RIS’s scat-
tering elements

(iii) To ensure the user fairness and further improve the
system performance, we aim to optimize the power
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allocation coefficients to maximize the minimum
achievable rate of the legitimate users subject to
the achievable rate constraints of the active eaves-
dropper in parallel. With some continuous approx-
imations, this formulated problem has been solved
efficiently by an iterative manner under the path-
following algorithms framework

The remainder of this article is as follows. Section 2
describes the secure communication in the considered RIS-
aided cell-free massive MIMO system, including the uplink
channel estimation and downlink data transmission. Section
3 details the achievable secrecy rate. Section 4 further pro-
vides a max–min power control optimization strategy with
security constraint. Furthermore, Section 5 presents some
simulation results. Finally, the conclusions of the paper are
given in Section 6.

1.1. Notation. The matrices and vectors in the paper are rep-
resented as uppercase and lowercase boldface letters, respec-
tively. Besides, the superscripts ð·ÞT , ð·Þ∗, and ð·ÞH denote the
transpose operator, conjugate operator, and Hermitian (con-
jugate transpose) operator, respectively. In represents the n
× n identity matrix. The expectation is represented as Ef·g
. diag ðxÞ refers to a diagonal matrix consisting of the entries
in the main diagonal of vector x. log2ð·Þ stands for the base-2
logarithm. z ~ CNð�z, ΣÞ represents a circularly symmetric
complex Gaussian random vector z ∈ℂN×1 with mean �z
and covariance matrix Σ. The notation ℂm×n indicates the
m × n complex matrix space. Finally, ½x�+ is the nonnegative
projection operation, i.e., ½x�+ = max fx, 0g.

2. System Model

As depicted in Figure 1, we take into account a cell-free mas-
sive MIMO system consisting M single-antenna APs simul-
taneously communicating with K single-antenna legitimate
users with the existence of an active single-antenna eaves-
dropper (Eve). All APs are connected to a central processing
unit (CPU) via a backhaul link, thereby they can share infor-
mation. Besides, all APs, all users, and the Eve are randomly
located in the coverage area. Considering the scenario that
the target users are located far away from the APs, a RIS that
comprises N scattering elements is adopted to assist the
communication by modifing the phases of the incident sig-
nals [18]. In this regard, it is important to unveil the achiev-
able secrecy performance improvement in the considered
RIS-aided system. In addition, a quasistatic block fading
model is considered in this paper; that is, the transmission
channels are frequency flat and static in each coherence
interval comprising τc symbols. Furthermore, this topology
adopts a time division duplex (TDD) protocol, thereby the
channel reciprocity can be utilized for CSI estimation.

Then, the line-of-sight (LoS) channel between the kth
user and the mth AP can be written as

hdmk ~ CN 0, βd
mk

� �
∈ℂ1×1, ð1Þ

where βd
mk denotes the large-scale fading coefficient of the

LoS link.
Since this paper considers a harsh propagation condi-

tions with the existence of poor scattering environment or
high attenuation as a result of large obstacles, we should
consider the issue that the direct links will be unblocked with
a given probability. Considering the harsh propagation envi-
ronments, the large-scale fading coefficient βd

mk is indicated
as

βd
mk = amk

�β
d
mk, ð2Þ

where large-scale fading coefficient �β
d
mk is composed of the

shadow fading and the path loss and the binary variables
amk is associated with the probability that the LoS links are
resisted which can be formulated as [18]

amk =
1, with a probability Pr ,
0, with a probability 1 − Pr:

(
ð3Þ

Similarly, the channel of the LoS link between the Eve
and the mth AP can be denoted by

hdmE ~ CN 0, βd
mE

� �
∈ℂ1×1: ð4Þ

The channel between the RIS and the mth AP is
expressed as

h1,m =
ffiffiffiffiffiffiffiffi
β1,m

q
h1,m,1,⋯,h1,m,N½ � ∈ℂ1×N , ð5Þ

where β1,m represents the channel attenuation coefficient
and h1,m,n, n = 1, 2,⋯,N represents the small-scale fading
with elements being i.i.d. CNð0, 1Þ random variables.

CPU

RISRIS controller

Eve

Legitimate users

Direct link
Indirect link

Cell-free massive MIMO network

Figure 1: Illustration of the secure RIS-aided cell-free massive
MIMO network.
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Similarly, the channels between the kth user, the Eve,
and the RIS can be represented as

h2,k =
ffiffiffiffiffiffiffi
β2,k

q
hk2,m,1,⋯,hk2,m,N

h i
∈ℂ1×N ,

h2,E =
ffiffiffiffiffiffiffiffi
β2,E

q
hE2,m,1,⋯,hE2,m,N

h i
∈ℂ1×N ,

ð6Þ

where β2,k(β2,E) and hk2,m,n(h
E
2,m,n) are the large-scale channel

attenuation coefficient and small-scale attenuation coeffi-
cients, respectively.

Besides, the configuration matrix of the RIS can be rep-
resented as

Φ = diag vð Þ ∈ℂN×N , ð7Þ

where vector v is the RIS reflect beamforming vector, which
can be denoted by

v = ξ1 exp jθ1ð Þ, ξ2 exp jθ2ð Þ,⋯,ξN exp jθNð Þ½ � ∈ℂ1×N ,
ð8Þ

where ξi ∈ ½0, 1� and θi ∈ ½0, 2π� represent the amplitude
reflection coefficient and phase shift of the ith element in
the RIS. Specifically, to achieve the largest array reflection
gain, we assume that ξi = 1, ∀i in this paper.

This paper focuses on the secure downlink transmission.
Consequently, each coherence interval contains two phases:
uplink channel estimation and downlink data transmission.

2.1. Uplink Channel Estimation. Under the TDD protocol,
the downlink transmission channel can be estimated by
uplink training due to the channel reciprocity. The kth user
transmits a certain pilot sequence ffiffiffiffiffiτpp φk ∈ℂ

τp×1 to the APs
where τp is the length of uplink training duration and kφk

k = 1 is the normalized pilot vector. In addition, it is required
that τp < τc. To avoid the pilot contamination caused by the
legitimate users, the system can exploit orthogonal pilot vec-
tors such that φH

k′φk = 0 for k ≠ k′[45]. Since the used pilot
symbols are publicly designed, an active eavesdropper can
intervene the channel estimation by sending the same pilot
symbols as the target user which is also called spoofing
attack. Let ffiffiffiffiffiτpp φE ∈ℂ

τp×1 be the Eve’s pilot sequence with-
out the loss of generality, let the k0th user be the target user,
that is, φE = φk0

. Consequently, the receiving signal at the
mth AP is indicated as

yp,m = ffiffiffiffiffiffiffiffiffi
τpρp

p 〠
K

k=1
hdmk + h1,mΦhH2,k
� �

φk

+ ffiffiffiffiffiffiffiffiffi
τpρp

p
hdmE + h1,mΦhH2,E
� �

φE +wm,
ð9Þ

where wm ∈ℂτp×1 denotes the additive noise vector at the
mth AP with the distribution as wm ~ CNð0, IτpÞ.

Due to the coexistence of direct and indirect links caused
by the RIS, we aim to estimate the cascaded channel includ-

ing the direct and indirect links [16]. Based on the above def-
initions, we define the total cascaded channel between the
mth AP and the kth user as

gmk = hdmk + h1,mΦh
H
2,k: ð10Þ

Then, the cascaded channel between the mth AP and the
Eve can be written as

gmE = hdmE + h1,mΦh
H
2,E: ð11Þ

According to the central limit theory of great numeral,
the cascaded channels gmk and gmE are approximatively dis-
tributed as [16].

gmk ~ CN 0, βmkð Þ,
gmE ~ CN 0, βmEð Þ,

ð12Þ

where

βmk = βd
mk +Nβ1,mβ2,k,

βmE = βd
mE +Nβ1,mβ2,E:

ð13Þ

Besides, the additive quantization noise model (AQNM)
could be exploited to evaluate the impact of the low-
resolution ADCs at the APs [39, 40]. Hence, the output of
the ADCs at the mth AP is expressed as

~yp,m = αAyp,m + ~wp,m = αA
ffiffiffiffiffiffiffiffiffi
τpρp

p 〠
K

k=1
gmkφk

+ αA
ffiffiffiffiffiffiffiffiffiτpρE

p gmEφE + αAwm + ~wp,m,
ð14Þ

where αA represents the quantization distortion factor which
dictates the quantization precision of the ADC and is related
to the number of quantization bits at the APs, ba. When ba
> 5, αA can be approximately expressed as

α =
ffiffiffi
3

p
π

2 2−2b: ð15Þ

Whereas for b ≤ 5, the corresponding values of α are
listed in Table 1 [40].

Besides, the last term in (14) denotes the additive Gauss-
ian quantization noise component whose covariance matrix
can be given by

R~wp,m
= E ~wp,m ~w

H
p,m

n o
= αA 1 − αAð Þ diag E ~yp,m~y

H
p,m

n o� �
:

ð16Þ

Projecting ~yp,m onto φH
k , the postprocessing signal can be

given by

~yp,m = αA
ffiffiffiffiffiffiffiffiffi
τpρp

p
gmk + αA

ffiffiffiffiffiffiffiffiffi
τpρE

p
gmEδ k − k0ð Þ

+ αAφ
H
k wm + φH

k ~wp,m,
ð17Þ
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where the function δðk − k0Þ is defined as

δ k − k0ð Þ =
1, k = k0,
0, k ≠ k0:

(
ð18Þ

Then, we can acquire the channel estimation results in
Lemma 1 [46].

Lemma 1. Based on ~yp,m, the minimum mean-square
(MMSE) method can be adopted at the mth AP to estimate
the cascaded channel gmk as

ĝmk = cmk~ymk, ð19Þ

where

cmk =
ffiffiffiffiffiffiffiffiffi
τpρp

p
βmk

τpρpβmk + τpρEβmEδ k − k0ð Þ + 1
~ymk: ð20Þ

Also, we can obtain another estimated channel as

ĝmE =
ffiffiffiffiffi
ρE

p
βmEffiffiffiffiffi

ρd
p

βmk0
ĝmk0 : ð21Þ

In addition, both the channel estimation ĝmk and the
estimation error ~gmk are zero mean Gaussian variable with
variances as

λmk = E ĝmkĝ
∗
mkj jf g =

αAτpρpβ
2
mk

τpρpβmk + τpρEβmEδ k − k0ð Þ + 1 ,

E ~gmk~g
∗
mkj jf g = βmk + 1 − αAð Þτpρpβ2

mk
τpρpβmk + τpρEβmEδ k − k0ð Þ + 1 :

ð22Þ

Besides, we can define the variance of ĝmE as

λmE = E ĝmEĝ
∗
mEj jf g = ρEβ

2
mE

ρdβ
2
mk0

λmk0 : ð23Þ

Proof. Please refer to Appendix A.

It is noted that ΦΦH = IN . Thus, λmk and λmE are inde-
pendent of RIS’s phase shift matrix Φ under the considered
system architecture and channel estimation method. There-
fore, adopting a random phase shift design at the RIS can be
considered as a suboptimal scenario in these settings [16].

Furthermore, the normalized minimum square error
(NMSE) can be used to access the performance of the chan-
nel estimation which is written as [40]

EN = ∑M
m=1∑

K
k=1E ~gmkk k2È É

∑M
m=1∑

K
k=1E gmkk k2È É = ∑M

m=1∑
K
k=1 βmk − λmkð Þ

∑M
m=1∑

K
k=1βmk

:

ð24Þ

Then, since NMSE is the function of ρp, we can consider
the asymptotic high-SNR regime as follows.

As ρp ⟶ +∞, the NMSE converges to

lim
ρp⟶+∞

EN =
∑M

m=1∑
K
k=1 βmk − lim

ρp⟶+∞
λmk

� �
∑M

m=1∑
K
k=1βmk

= 1 − αA:

ð25Þ

The above presented result indicates that the NMSE con-
verges to a finite limit by increasing the pilot power of the
legitimate users. That is, there will be a nonzero channel esti-
mation error floor which is only determined by quantization
distortion factor (quantization bits) of the low-resolution
ADCs at the APs and cannot be mitigated by enlarging the
number of the APs or enhancing the SNR.

2.2. Downlink Data Transmission. In this section, we shall
pay attention to the downlink data transmission. The APs
utilize the estimated channel state information to implement
conjugate beamforming technique for data transmission. Let
ρd be the average transmission power of the certain data sig-
nal. Besides, the downlink transmitted signal by the mth AP
can be designed as

xm = ffiffiffiffiffi
ρd

p 〠
K

k=1

ffiffiffiffiffiffiffiffi
ηmk

p
ĝ∗mksk, ð26Þ

where sk is the normalized signal intended for the kth user,
i.e., Efjskj2g = 1. ηmk are the power control coefficients
designed to satisfy the limited power budget constraint at
each AP as follows

〠
K

k=1
ηmkλmk ≤ 1: ð27Þ

As such, with superposition of all transmitted signals, the
receiving signal at the kth user is expressed as

rk = 〠
M

m=1
gTmkxm +wk =

ffiffiffiffiffi
ρd

p 〠
M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mkqk

+ ffiffiffiffiffi
ρd

p 〠
K

k′≠k
〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk ′

p
gmkĝ

∗
mk ′qk′ +wk,

ð28Þ

where wk ~ CNð0, 1Þ is the AWGN at the kth user. Further-
more, low-resolution ADCs are exploited at the legitimate

Table 1: The corresponding quantization distortion factors for
various quantization bits.

b 1 2 3 4 5

α 0.6366 0.8825 0.96546 0.990503 0.997501
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users. To appraise the impact of these low-resolution ADCs,
the AQNM is used to describe the quantization processing.
As a result, the output of the ADC at the kth user can be
expressed as

~rk = αUrk + ~wk = αU
ffiffiffiffiffi
ρd

p 〠
M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mkqk

+ αU
ffiffiffiffiffi
ρd

p 〠
K

k′≠k
〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk ′

p
gmkĝ

∗
mk ′qk′ + αUwk + ~wk,

ð29Þ

where αU indicates the quantization distortion factor of the
ADCs, which is related to the relative accuracy of the ADCs,
and bu. ~wk denotes the quantization noise whose covariance
can be modeled as

R~wk
= E ~wkj j2È É

= αU 1 − αUð ÞE rkj j2È É
: ð30Þ

An active malicious eavesdropper can boost its wiretap-
ping performance by employing ideal hardware and perfect
high-resolution ADCs. Since it is difficult for the system to
achieve the configuration information of the Eve, this
worst-case assumption is reasonable. Then, the receiving sig-
nal at the Eve is expressed as

rE = 〠
M

m=1
gTmExm +wE =

ffiffiffiffiffi
ρd

p 〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk0

p
gmEĝ

∗
mk0qk0

+ ffiffiffiffiffi
ρd

p 〠
K

k′≠k0

〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk ′

p
gmEĝ

∗
mk ′qk′ +wE ,

ð31Þ

where wE ~ CNð0, 1Þ denotes the additive Gaussian noise at
the Eve.

3. Secrecy Performance Analysis

This paper assumes that the delay can be tolerable, and cod-
ing with various different independent channel realizations
is possible. Therefore, this paper adopts the ergodic secrecy
rate as the performance metric to assess the network’s
secrecy performance. The achievable ergodic secrecy rate is
bounded by the difference of the target user’s achievable rate
and the information leakage to the Eve. Thus, the ergodic
secrecy rate is indicated as [28, 29].

Rsec
k0

= Rk0
− CEve

k0

h i+
, ð32Þ

where Rk0
denotes the achievable rate of the target user and

CEve
k0

represents the information capacity of the Eve.
Then, we present a detailed investigation on the achiev-

able rate of the kth user. Considering a realistic case that
the kth user only have the statistical effective CSI instead
of instantaneous CSI to decode the desired data, the signal
~rk can be indicated as

~rk = αU
ffiffiffiffiffi
ρd

p
E 〠

M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mk

( )
qk + neffk , ð33Þ

where neffk is the effective noise component whose expression
is given by (34).

neffk = αU
ffiffiffiffiffi
ρd

p 〠
M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mk − E 〠

M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mk

( ) !
qk

+ αU
ffiffiffiffiffi
ρd

p 〠
K

k′≠k
〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk ′

p
gmkĝ

∗
mk ′qk′ + αUwk + ~wk:

ð34Þ

_
Since the transmitted symbols are intended for various

users, the quantization noise and the AWGN component
are mutually independent; the achievable rate of the kth user
is provided by (35).

Rk = 1 −
τp
τc

� �
log2 1 + DSkj j2

E BUkj j2È É
+∑K

k′≠kE UIk′kj j2È É
+ α2A + R~wk

 !
,

ð35Þ

where the terms can be given by

DSk = αU
ffiffiffiffiffi
ρd

p
E 〠

M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mk

( )
,

BUk = αU
ffiffiffiffiffi
ρd

p · 〠
M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mk − E 〠

M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mk

( ) !
,

UIk′k = αU
ffiffiffiffiffi
ρd

p 〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk ′

p
gmkĝ

∗
mk ′ :

ð36Þ

Furthermore, we can provide the following theorem:

Theorem 2. In the considered system, the achievable rate of
the kth user via RIS with the low-resolution ADCs can be
given by (37) listed on the top of the next page.

Rk = 1 −
τp
τc

� �
log2 1 +

αUρd ∑M
m=1

ffiffiffiffiffiffiffiffi
ηmk

p
λmk

� �2
1 + ρd∑

K
k′=1∑

M
m=1ηmk ′λmk ′βmk + 1 − αUð Þρd ∑M

m=1
ffiffiffiffiffiffiffiffi
ηmk

p
λmk

� �2
0
B@

1
CA: ð37Þ
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Proof. Please refer to Appendix B.

Next, we consider the ergodic capacity of the Eve. To
obtain some analytical results, we should make another
assumption that the Eve can perfectly acknowledge its effec-
tive channel gains. The receipt signal at the Eve is expressed
as

rE = 〠
M

m=1
gT
mExm +wE = BUE,k0 · qk0 + 〠

K

k′≠k0

UIE,k′ · qk′ +wE,

ð38Þ

with the terms being

BUE,k0 =
ffiffiffiffiffi
ρd

p 〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk0

p
gmEĝ

∗
mk0 ,

UIE,k′ =
ffiffiffiffiffi
ρd

p 〠
M

m=1

ffiffiffiffiffiffiffiffiffi
ηmk ′

p
gmEĝ

∗
mk ′ :

ð39Þ

The terms BUE,k0 and UIE,k′ denote the strength of the
desired signal and the interference caused by the other users,
respectively. Besides, it is not hard to prove that the terms
BUE,k0 , UIE,k′ , and wE are pair-wisely uncorrelated. Hence,

the ergodic capacity CEve
k0

can be given by

CEve
k0

= 1 −
τp
τc

� �
log2 1 +

E BUE,k0
�� ��2n o

∑K
k′≠k0

E UIE,k′
�� ��2n o

+ 1

0
@

1
A:

ð40Þ

Then, we can derive the following result:

Theorem 3.With an assumptions that the Eve is an equipped
ideal ADCs and can know the perfect instantaneous CSI and
CEve
k0

is formulated as (41).

CEve
k0

= 1 −
τp
τc

� �
log2 1 +

ρd∑
M
m=1ηmk0

λmk0
λmE + βmEð Þ

ρd∑
K
k′≠k0

∑M
m=1ηmk′λmk′βmE + 1

 !
:

ð41Þ

Proof. Please refer to Appendix C.

Then, substituting (37) and (41) into (32) can yield the
desired tractable expression of the system’s achievable ergo-
dic secrecy rate.

4. Power Control Optimization

Since all users are randomly located in the service region,
there will be great difference of the achievable rates due to
their geographic locations. Hence, adopting a uniform
power allocation strategy would result in poor user fairness.
With this above consideration, we work to design an optimal

power control scheme at the APs by adopting the max–min
power control principle which can guarantee the network
fairness. Furthermore, to boost the security performance of
the considered system, a critical condition restriction can
be presented on the achievable rate of the Eve.

To facilitate further analysis in this section, we should
define the following matrices and vectors as

uk =
ffiffiffiffiffiffi
η1k

p , ffiffiffiffiffiffi
η2k

p ,⋯, ffiffiffiffiffiffiffiffiηMk
p½ �T ,

ak =
ffiffiffiffiffi
ρd

p
λ1k, λ2k,⋯,λMk½ �T ,

Akk ′ =
ffiffiffiffiffi
ρd

p diag
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
β1kλ1k′

q
,⋯,

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
βMkλMk ′

q� �
,

Bk′ =
ffiffiffiffiffi
ρd

p diag
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
β1Eλ1k′

q
,⋯,

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
βMEλMk ′

q� �
:

ð42Þ

Now, let us begin with designing the power allocation
coefficients to maximize the minimum achievable ergodic
rate of all legitimate users subject to security constraints.
The optimization problem is formulated as

max
ηmkf g

min
k=1,⋯,K

Rk,

s:t:〠
K

k=1
ηmkλmk ≤ 1,m = 1, 2,⋯,M,

ηmk ≥ 0,
SINRE ≤ θE ,

ð43Þ

where SINR means the signal-to-interference-plus-noise
ratio and θE is the upper bound of the Eve’s SINR.

Then, we can use the path-following algorithm to settle
this nonconvex optimization problem.

Now, we define a function as

f ukð Þ =
ρd ∑M

m=1
ffiffiffiffiffiffiffiffi
ηmk

p
λmk

� �2
1 + ρd∑

K
k′=1∑

M
m=1ηmk ′λmk ′βmk

: ð44Þ

It is noted that the objective function in (43) is mono-
tonically increasing with f ðukÞ. Hence, Rk can be replaced
with f ðukÞ.

Then, using the first-order Taylor approximation, the
nonconvex constraint of SINRE can be approximated by
[36].

BEuk0
 2

θE
≤ ζ

κð Þ
E ukð Þ, ð45Þ

where the analytical form of the function ζðκÞE ðukÞ can be
indicated as

ζ
κð Þ
E ukð Þ=Δ 〠

K

k≠k0

u κð ÞT
k B2

k 2uk − u κð Þ
k

� �
+ 1: ð46Þ
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Furthermore, we can introduce slack variables ϑm [39].
And optimization problem (43) is redescribed as

max
ηmkf g

min
k=1,⋯,K

aTk uk
À Á2

1 + ρd∑
M
m=1ϑ

2
mβmk

,

s:t:〠
K

k=1
ηmkλmk ≤ ϑ2m,m = 1, 2,⋯,M,

0 ≤ ϑm ≤ 1,
ηmk ≥ 0,

BEuk0
 2

θE
≤ φ

κð Þ
E ukð Þ:

ð47Þ

It can be noted that objective function in (47) is quasi-
concave, and the constraints are convex. Hence, the bisec-
tion method can be utilized to resolve the optimization
problem. With initialization by some feasible value, the next
feasible point can be generated by convex optimization in
each step. The optimal power control scheme can be
obtained until the algorithm converges. For clarity, the
detailed algorithm is presented in Algorithm 1.

Notably, the assumption on the Eve is stringent; since
perfect CSI is practically unavailable at the APs. One
straightforward extension is to consider the practical scenar-
ios with the partial Eve’s CSI or without knowledge of the
Eve, which can be taken into account in future works.

5. Numerical and Simulation Results

This section presents some representative simulation results
to assess the impact of various parameters on the secrecy
performance of the considered secure RIS-aided cell-free
massive MIMO system. Unless stated otherwise, some key
system parameter settings are as follows: M =N = 100, K =
10, τc = 200, τp = 10, ρp = 100mW, ρE = 50mW, ρd = 200
mW, and Pr = 0:2. Since a harsh communication environ-
ment is mainly considered in this paper, the simulations
can be operated in some special scenarios [18]. The geo-

graphic position of the APs, legitimate users, and the Eve
are given in terms of ðx, yÞ coordinates. The M APs are
evenly distributed within the subregion, x, y ∈ ½−250,−250�
m, while the Eve and the legitimate users are evenly distrib-
uted within the subregion, x, y ∈ ½150,150�m. And the RIS is
situated at the coordinate origin, i.e., ðx, yÞ = ð0, 0Þ. The
large-scale fading coefficients are subordinated to the follow-
ing model as [5, 6]

β = PL · 10 δshz/10ð Þ, ð48Þ

where PL means the path loss and 10ðδshz/10Þ models the
shadow fading with standard deviation δsh = 8 dB and z ~
Nð0, 1Þ. Then, the three-slope model is utilized to simulate

(1) Initialization: set κ = 0, tmin ≤ p∗, tmax ≥ p∗, and ε > 0, where p∗ is the optimal value of the objective function in (47) and ε denotes
the tolerance
(2) Set t = ð1/2Þ1/2ðtmin + tmaxÞ, then solve the following optimization problem

max
fηmkg

t,

s:t:ðaTk ukÞ2/1 + ρd∑
M
m=1ϑ

2
mβmk ≥ t, k = 1, 2,⋯, K ,

∑K
k=1ηmkλmk ≤ ϑ2m,m = 1, 2,⋯,M,

0 ≤ ϑm ≤ 1,
ηmk ≥ 0,

kBEuk0k
2/θE ≤ φðκÞ

E ðukÞ:
Then, update the κ = κ + 1; if the problem is feasible, set the tmin = t, or else set that tmax = t;
(3) Repeat 2 until the algorithm converges; that is, tmax − tmin ≤ ε; return fηmkg as the optimal power control coefficients

Algorithm 1: Power control optimization algorithm.
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Figure 2: The NMSE of channel estimator versus the pilot power
with different quantization bits ba.
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the path loss in dB, which can be given by

PL =
−L − 35log10 dð Þ, if d > d1,
−L − 15log10 d1ð Þ − 20log10 dð Þ, if d0 < d ≤ d1,
−L − 15log10 d1ð Þ − 20log10 d0ð Þ, if d ≤ d0,

8>><
>>:

ð49Þ

where L = 140:7 dB, d1 = 50m, and d0 = 10m.

Besides, the noise power in W can be expressed as

noisepower = bandwidth · kB · T0 · noisefigure, ð50Þ

where kB = 1:381 × 10−23ðJ/KelvinÞ denotes the Boltzmann
constant and T0 = 290ðKelvinÞmeans the noise temperature.
Also, we can set that noisefigure = 9 dB and bandwidth =
20MHz.

Figure 2 indicates the NMSE of the channel estimator
versus the power of the legitimate users’ uplink pilot against
different quantization bits ba. It is noted that employing
imperfect ADCs at the APs causes higher NMSE, which
indicates that implementing low-quality ADCs could give
rise to a significant performance degradation in terms of
the channel estimation error. Besides, as a result of the
low-resolution ADC distortions, some error floors appear
at high SNR cases. However, the error floors vanish when
the APs are equipped perfect high-quality ADCs at the
APs, i.e., ba = +∞, which means that employing perfect
ADCs could achieve an error-free channel estimation with
a considerably large ρd .

Figure 3 illustrates the achievable rates at the target legit-
imate user and the Eve of the “Simulated Result” and the
“Analytical Result” against different M with different ADC
configurations. The “Simulated Result” is obtained via the
Monte Carlo simulations by averaging over 104 independent
channel realizations. We could see that both the achievable
rates at the target user and the Eve are monotonically
increasing in M. Also, we could observe that the analytical
results coincide with the numerical values for all considered
cases with high tightness. These comparisons verify the
validity of our derived analytical representations. For
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Figure 3: The simulated (Sim.) and analytical (Ana.) results versus M against quantization bits ba and bu.
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simplification, the rest of the simulations can be operated by
using the derived closed-form expressions in the paper.

Figure 4 illustrates the achievable ergodic secrecy rate
versus M against four different ADC configurations. As
expected, the increase of APs yields improved secrecy per-
formance. Furthermore, the ADC configuration has appar-
ent effect on secrecy rates. For instance, the configuration
“ba = +∞, bu = +∞” produces the best performance, while
the configuration “ba = 2, bu = 2” brings about the worst per-
formance. Besides, it is clear to note that the system would
suffer a trifling performance loss by using low-quality ADCs
at the APs. However, the system performance is dominated
by the ADC distortion at the users, which indicates that
the ADC configuration bring a great effect on the system
properties. In other words, low-resolution ADCs could be
widely installed at the APs instead of at the user terminals
in actual system configuration.

Figure 5 validates the effects of the ADCs’ quantization
bits on the ergodic secrecy rate against different ADC config-
uration. We could note that the ergodic secrecy rate
increases with the rising of quantization bit and would
finally converge to some fixed limit rates when b ≥ 5, which
implies that the 5-bit ADCs are sufficient to replace the ideal
ADCs for practical system design. Besides, as expected,
employing high-resolution ADCs at the users can achieve
larger ergodic secrecy rate, which also verify the conclusion
obtained from the Figure 4. These observations suggest that
the system should implement low-resolution ADCs at the
APs to cut the hardware costing while achieving appreciable
performance. From the obtained results, it is observed that
the probability Pr also has an imposed prominent effect on
the achievable ergodic rate which monotonically increases
with the increase of the probability Pr .

Figure 6 shows the influence of the probability Pr on the
achievable ergodic secrecy rate. We could see that the

achievable ergodic secrecy rates increase with the increase
of the unblocked probability of the direct links. We could
note that the RIS-aided system setup furnishes the largest
net throughput. The reason is that the system can conquer
the nonexistence of the LoS links due to the existence of
the RIS. If the direct links are blocked and unreliable, as
expected, the information directly offered by the APs of
the system tends to zero. In addition, we can find that the
RIS-aided system setup can offer nonzero secrecy
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throughput even in the worst scenario that all LoS links are
obstructed, i.e., Pr = 0. Hence, the presence of the RIS is
especially beneficial when Pr is small, since in this case the
direct links are incapable to provide a high-information
capacity. On this condition, the application of RIS in cell-
free massive MIMO is able to offer a high-information
throughput and reliable communication.

Figure 7 depicts the curves of the ergodic secrecy rate
versus the power ratio between the uplink pilot power of
the legitimate users and the Eve. Just as the prediction,
the ergodic secrecy rate is decreasing in the power of the
Eve and gradually approach zero with an appropriately

larger ρE. That is, an active wiretapper can improve its
eavesdropping ability by increasing its power of the pilot
spoofing attack. In addition, the outcomes in Figure 7
indicate that the active eavesdropper leads to a significant
degradation of the secrecy capacity and poses a prominent
threat for secure communication of the concerned net-
work. To alleviate the negative impact of the Eve, some
measures can be operated in the secure communication
system, such as active pilot spoofing attack detection, arti-
ficial noise aiding, and power control. This is beyond our
consideration in this paper, which can be left for the
future research.

To appraise the power allocation optimization algo-
rithm, we consider a network configuration as depicted in
Figure 8. All APs, the users, and the Eve are all located
randomly in the subregions. For the sake of analysing, we
assume that Eve is trying to intercept the private messages
intended for the 1st user; that is, the first user is the target
user. Figure 9 depicts the achievable information rates of
the Eve and the users with and without power control.
Besides, it is assumed that the users and the APs are all
installed with low-quality ADCs (ba = bu = 2). For the
situation without power control, we choose the constant

power control coefficients, i.e., ηmk = ð∑K
k′=1λmkÞ

−1
, ∀k = 1,

2,⋯, K . From the obtained results, it is easy to observe that
the fluctuation of the per user achievable rate with the sug-
gested power allocation scheme has been greatly reduced.
Moreover, the max–min power allocation method is oper-
ated to maintain the ergodic rate of the Eve under some fixed
restriction. It signifies that adopting the max–min power
control scheme can concentrate all per users ergodic rate
around its median. Therefore, the proposed power control
algorithm can maintain better fairness among the users with
security constraints. These aforementioned observations can
give perceptive insight for optimizing the power allocation
in the considered system.

6. Conclusions

This paper studied the secure communication in RIS-aided
cell-free massive MIMO system with low-resolution ADCs.
To overcome the high overhead of uplink training, a sim-
ple and effective aggregated channel estimation scheme is
presented to acquire the CSI at the APs. Using the esti-
mated CSI, the conjugate beamforming has been operated
at the APs. Under these settings, the tractable closed-form
expression for downlink secrecy capacity has been pro-
vided in terms of only the channel statistics which is inde-
pendent of the RIS phase configuration. The derived
analytical expressions can be used to evaluate the effects
of the CSI estimation error, the quantization bits of the
ADCs, the number of APs, and the number of passive
reflecting elements in RIS. Moreover, we proposed a power
control technique aiming at maximizing the minimum
achievable rate of all legitimate users subject to security
constraints. Some numerical results have been offered to
confirm the analytical conclusions and the efficiency of
the power allocation algorithm.
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Figure 8: Illustration of the nodes’ locations in the considered
secure RIS-aided cell-free massive MIMO network.
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Appendix

A. Proof of Lemma 1

On the basis of the MMSE estimation method, the estimate
of the aggregate channel gmk can be obtained as

ĝmk =
E ~y∗mkgmkf g
E ~y∗mk~ymkf g ~ymk: ð51Þ

First, due to the statistical characteristics of the channel
gmk and the terms of ~y∗mk , the expression Ef~y∗mkgmkg can
be computed as

E ~y∗mkgmkf g = αA
ffiffiffiffiffiffiffiffiffi
τpρp

p
E g∗mkgmkf g = αA

ffiffiffiffiffiffiffiffiffi
τpρp

p
βmk: ð52Þ

Next, the term Ef~y∗mk~ymkg can be calculated as

E ~y∗mk~ymkf g = α2Aτpρpβmk + α2AτpρEβmEδ k − k0ð Þ
+ α2AE φH

k wm

�� ��2� �
+ E φH

k ~wp,m
�� ��2� �

:
ð53Þ

Since the vector φk is a normalized vector, we can get
that

E φH
k wm

�� ��2� �
= 1: ð54Þ

According to [39], the covariance matrix of the quantiza-
tion noise ~wp,m can be denoted as

R~wp,m
= αA 1 − αAð Þ diag E ~yp,m~y

H
p,m

n o� �
= αA 1 − αAð ÞE yp,my

H
p,m

� �
diag Iτp

� �
,

ð55Þ

where the term Eðyp,myHp,mÞ can be given by

E yp,my
H
p,m

� �
= τpρpβmk + τpρEβmEδ k − k0ð Þ + 1: ð56Þ

Hence, substituting (52) and (56) into (51), we can
obtain the channel estimate as

ĝmk =
ffiffiffiffiffiffiffiffiffi
τpρp

p
βmk

τpρpβmk + τpρEβmEδ k − k0ð Þ + 1~ymk: ð57Þ

Then, we can easily obtain that

λmk =
αAτpρpβ

2
mk

τpρpβmk + τpρEβmEδ k − k0ð Þ + 1 : ð58Þ

Now, we finish the proof.

B. Proof of Theorem 2

To acquire the analytical closed-form representation of Rk,
the essential issue is to analyse the expressions of DSk, Ef
jBUkj2g, EfjUIk′kj2g, and R~wk

, respectively.

First, we can calculate DSk as

DSk = αU
ffiffiffiffiffi
ρd

p
E 〠

M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
ĝmk + ~gmkð Þĝ∗mk

( )

= αU
ffiffiffiffiffi
ρd

p
E 〠

M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
ĝmkĝ

∗
mk

( )
= αU

ffiffiffiffiffiffiffiffiffiffiffiffi
ρdηmk

p
λmk:

ð59Þ

Then, we compute EfjBUkj2g as

E BUkj j2È É
= α2UρdE 〠

M

m=1

ffiffiffiffiffiffiffiffi
ηmk

p
gmkĝ

∗
mk

�����
�����
2( )

−DS2k = α2Uρd 〠
M

m=1
ηmkE ĝmkg

∗
mkgmkĝ

∗
mkf g

+ α2Uρd 〠
M

m=1
〠
M

m′≠mffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ηmkηm′k

p
E ĝmkg

∗
mkgm′kĝ

∗
m′k

È É
−DS2k,

ð60Þ

where

E ĝmkg
∗
mkgmkĝ

∗
mkf g = λ2mk + λmkβmk, ð61Þ

E ĝmkg
∗
mkgm′kĝ

∗
m′k

È É
= λmkλm′k: ð62Þ

Substituting (61) and (62) into (60), it is easy to get the
expression as

E BUkj j2È É
= α2Uρd 〠

M

m=1
ηmkλmkβmk: ð63Þ

Next, we show solicitude for the evaluation of Ef
jUIk′kj2g as

E UIk′kj j2È É
= α2Uρd 〠

M

m=1
ηmk ′E gmkĝ

∗
mk ′ ĝmk ′g

∗
mk

È É

= α2Uρd 〠
M

m=1
ηmk ′λmk ′βmk:

ð64Þ

We notice that the variance of the quantization noise
component ~wk is written as

R~wk
= αU 1 − αUð Þ 1 + ρdDkð Þ, ð65Þ

where

Dk = 〠
K

k′=1
〠
K

k′′=1
〠
M

m=1
〠
M

m′=1

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ηmk ′ηm′k′′

p
E gmkĝ

∗
mk ′ ĝm′k′′g

∗
m′k

È É
:

ð66Þ
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Using some simple algebraic manipulations, it is not
hard to obtain that

Dk = 〠
K

k′=1
〠
M

m=1
ηmk ′λmk ′βmk + 〠

M

m=1
〠
M

m′=1

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ηmkηm′k

p
λmkλm′k:

ð67Þ

Finally, substituting (59), (63), (64), and (65) into (35),
we can get the desired result as (37).

C. Proof of Theorem 3

At first we pay attention to the component EfjBUE,k0 j
2g as

E BUE,k0
�� ��2n o

= ρd 〠
M

m=1
ηmk0E gmEĝ

∗
mk0

��� ���2� �

= ρd 〠
M

m=1
ηmk0E ĝmE + ~gmEð Þĝ∗mk0

��� ���2� �

= ρd 〠
M

m=1
ηmk0 E ĝmEĝ

∗
mk0

��� ���2� �
+ E ~gmEĝ

∗
mk0

��� ���2� �� �

= ρd 〠
M

m=1
ηmk0

2λmk0λmE + βmE − λmEð Þλmk0
Â Ã
= ρd 〠

M

m=1
ηmk0λmk0 λmE + βmEð Þ:

ð68Þ

Next, let us calculate the component EfjUIE,k′ j2g as

E UIE,k′
�� ��2n o

= ρd 〠
M

m=1
ηmk ′E gmEĝ

∗
mk ′

�� ��2n o

= ρd 〠
M

m=1
ηmk ′E ĝmE + ~gmEð Þĝ∗

mk ′
�� ��2n o

= ρd 〠
M

m=1
ηmk ′ E ĝmEĝ

∗
mk ′

�� ��2n o
+ E ~gmEĝ

∗
mk ′

�� ��2n o� �

= ρd 〠
M

m=1
ηmk ′ λmEλmk ′ + βmE − λmEð Þλmk ′½ �

= ρd 〠
M

m=1
ηmk ′βmEλmk ′ :

ð69Þ

Finally, substituting (68) and (69) into (40), we can
obtain the expression as (41).
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