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Lightweight Algorithms and
Diffusion Layers

Most block ciphers: A round consists of confusion and
diffusion layers.

The confusion layer: often uses small S-boxes.

The diffusion layer: plays an efficacious role in providing
resistance against DC and LC.

Diffusion layers must
— have large branch numbers.
— be efficient, both the layer and its reverse.
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Lightweight Algorithms and
Diffusion Layers

« Lightweight block ciphers:
— New ciphers appear everyday in the literature.
— Compete over the throughput and GE.
— Not providing the same level of security (LC, DC, AC).
— Does the comparison make sense?

« Designing lightweight and efficient diffusion layers:
— Efficient and perfect recursive Feistel-like diffusion layers.
— We design one without any finite fields operations.
— Only have “XOR”s and “Shift” or “Rotations”.
— LED and PHOTON: a nice and efficient MDS diffusion layer.




Designing A Recursive Diffusion Layer

(
Yo = xo B Fo(r1,T0,..., 25 1)
y1 = 21D F1(ro,23,...,Ts-1,Y0)

| Ys—1 = Ts—1 D Fs—1(y0, Yiy - - - 73/8—2)

Maximal branch number

Length of the input words be changeable
Have a very simple inverse

An efficient linear functions F.




Designing A Recursive Diffusion Layer

)
Yo = xo B Fo(r1,T0,..., 25 1)
y1 = 21D F1(ro,23,...,Ts-1,Y0)

| Ys—1 = Ts—1 D F3_1(y07 Yiy - - - 73/8—2)

( Ls—1 = Ys—1 D Fs—l(y07 Yty ... 7y8—2)
Ls—2 = Ys—2 % FS—Z(xs—la Yo, - - - 7y8—3)

L L0 = Y0 EBFO(ZEM'CEQ?"'axS—l)




Some Instances of Recursive
Diffusion Layers

e Feistel with a linear F D:{

o Salsa20 (non linear)

e PHOTON matrix

D :

B =

Yo = 2o B L(x1)
y1 = 21 @ L(yo)

(1 =121 D ((zg + :Ug) << )
Yo = To D ((xo + yl) < <L 9)
Yz = 23D ((y1 + y2) <<< 13)

LYo =20 D ((y2 +y3) <<< 18)
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1 2 1 4
49 6 17
17 38 24 66
66 149 100 11

0100
0010
0001
1214
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The Proposed Regular s n-bit Words
Diffusion Layer

Input : s n-bit words xg,...,Ts_1
Output : s n-bit words yo,...,Ts—1
for s =0tos—1do

Yi — T4
end for

for:=0tos—1do

s—1 s—1

=0 =0
end for

In the main pseudo code:  Fi(Xg, Xp.y Xs21) = Fo (X, X500 X5_1)

s—1 s—1
Fi(:vl,azg,...,xs_l) :@ajxj@l) @@-xj




A Regular 4 X 4 In/Out Diffusion Layer
with Perfect Diffusion

Y1 =X ©X3D Yy @ L(X, DY)
Yo =X @Y, @Y, ®L(X3 D Y,)

V3 =X@Yy, @Yy, ®L(Y,DY;)

(X3 =Y;@Y, @y, OL(Y, D Y,)

_<X2:Y2®Y1@YO@L(X3@Y1)
X1 =Y DY@ X3 D L(X, DYp)

(X0 = Yo @ X3 @ X, ®L(x @ X3)
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A Reqgular 4 X 4 In/Out Diffusion Layer
with Perfect Diffusion

Xo X1 X2 X3
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Conditions on L: Maximal Branch Number

* Qutputs based on inputs

(Yo = x0® L(x1) B 22 & 3 P L(x3)
y1 =20 ® L(xg) © 21 ® L(x1) ® L*(21) ® 20 © L*(203)

QYo = L2(20) @ 21 © L) © L3 (1) ® 29 @ L) ® 23 ® L2(x3) © L3(x3)

y3 = 0 © L%(x0) ® L3(x0) ® L(x1) © L?(x1) ® L3(z1) ® L (x1)
\ OL(x2) ® L*(x2) ® L*(v3) ® L*(x3)

 The linear functions must be invertible for maximal branch

number:
[ L(z)

x @ L(x)
r @ L3(x)
Lz @ L ()

'\
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L(x) = (x ® (x &2Bg))y 2451

Some Linear Functions

« Large number of linear functions satisfying the conditions,

Ssome are.
word size Some linear functions L
4 L(x)= (x®&x < 3) & 1
8 L(x)= (x=®(Xx & Ox2) 1) & 1
16 L(x)= (x&Ex <15 & 1
32 L(x)= (x&®x «31)® 150or L(x) = (x & 24) & (x & OxFF)
64 L(x)= (x&®x «63)& 1TorL(x)= (xa& 8 = (x & OxFFFF)

« Without any circular shift:

word size| Sample linear functions L
32 L(X)= (X «3) & (X >»1)
64 L(X)= (X < 19) & (X > 1)
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Replacement of Some Diffusion Layers

« MDS H of Hierocrypt

— Performance two times better

* Binary matrix of MMB
— Branch number of the MMB diffusion layer increases to 5.
 prevents the attacks [SAC’09] presented on this block cipher.
— Performance is decreased by 10%.

e PHOTON 0100) 1 2 1 3 )

— If L(x)=2x in GF(2%) , the matrix is: B= OO1OJ:>B4 37 1 4J
0001 4 11 313

1213 13 30 6 20
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All Other Regular Diffusion Layers

For s > 4, no diffusion layer was found with
only one linear function.
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All Other Regular Diffusion Layers

s Diffusion Layer Function that must be invertible
Yo = zo ® L(x1)
2 D L d L
{y1 — 21 L(yo) (z) and = & L(x)

Yo = xo B L(x1 & 2)
3 D:q y1i=x1®L(x2 @ yo) L(z), z ® L(x) and z ® L*(x)
y2 = 22 B L(yo B y1)

Yo =x0 B x1 ® L(z1 @ x2)

Y2 =22 B yo ® L(yo ® y1)

(

3 D:{yi=x1®x2® L(z2 ® yo) L(z), 2 ® L(z), v ® L*(z) and x @ L™ (x)
(
(

Yo = To & x2 ® L(x1 & z2)
3 D:¢y1=21Dyo® L(z2 P yo) L(z), 2 ® L(z), v ® L*(z) and o © L™ (x)
Yy2=22By1 B L(yo ® y1)

Yo =To B x1 B x2® L(x1 & x2)
3 D:qy1 =21 ®x2®yo® L(x2 ® yo) L(z), » @ L(x), and = ® L*(x)
Y2 =22 D yo Dy1 D L(yo D y1)

Yo = xo ® x2 D x3 ® L(x1 ® x3)
y1 =21 P3P yo D L(x2 D yo) 3 7
4 D L(z), 26 L(z), 2 & L dzel
Yo = 13 o 11 ® L(ws © y1) (), z® L(z), x ® L°(z) and & L (x)
ys =23 D y1 B y2 & L(yo ® y2)
Yo = o B x1 D x2 B L(x1 & x3)
Y1 =21 P r2®x3® L(x2 B yo) 3 7
4 D : L L L d L
Yo = 72 © 75 D yo ® L{zs ® y1) (z), z® L(z), @ L*(x) and & L' (=)
[ y3 =23 D yo ® y1 ® L(yo ® y2)
(Yo = 0 @ x2 B L(z1 & 22 ® 3)
y1 =21 P s D L(xa B3 Pyo) 3 7 15
4 D : L L L L d L
Yz =23 @ y1 @ L(yo ® y1 D 12)

Yo =120 B 1 D3 d L(x1 ©x2 D 2x3)
4l Y1 =21 B2 P Yo D L(z2 P x3 P yo)
Ny =22D 23D By1 © L(zs ® yo d y1)
Ys =23 B yYo Dy2 B L(yo B y1 D y2)

L(z), 2 ® L(x),  ® L*(z),  ® L7 (z) and = ® L'°(x)
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Non-regular Recursive Diffusion Layers

In the non-regular diffusion layers: F;’s are different.
— Use only one linear function.

Input : s n-bit words xo, ..., xs—1
Output : s n-bit words yo,...,xs—1
for:=0tos—1do

Yi = Ty
end for
fori=0tos—1do

s—1 s—1
7: Yi = Yi D ( EB Ai,jyj) ¢ L ( @ Bz’,j%’)

J=0,57#1% j=0,jH#1

8: end for

The space for a complete search is 2% foran s Input/output
diffusion layer.
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Non-regular Recursive Diffusion Layers

o After a complete search

— For s = 3, the one with the least number of XORs:
Yo =X ©X ®X,

Dy, =X @ X, ®L(Y, DX,)

Y2 =X @Yo DY

— For s =4, the one with the least number of XORs:
(Vo =Xg ® X @ X, ®L(X3)

Yy1=X% @ X3 DYy @ L(X, D Yp)

Yo =X, D X3 @ Yo D L(X3 DY)

Y3 =X3 DYy, DY, DL(Y,)

* Fors >4, acomplete search is too costly.
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Regular Recursive Diffusion Layers with
Two Linear Functions

If

Input : s n-bit words xg,...,Ts_1
Output : s n-bit words yo,...,xs—1
for: =0tos—1do

Yi = Iy
end for

forz—Otos—ldo

s—1
@a[(g i) mod s]Yj D Ln (@ 5[(3 1) mod s] ) @ Lo (@7[(3@) mod s]yj>

j=0 j=0
end for

L, and L, do not have any relation, the analysis is hard.
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Regular Diffusion Layer fors >4

Yo in a perfect diffusion Layer

Yo = x0 ® x2 @ 3 @ L(xs) ® L (x1)

Yo =L (x4) ® 0 D x2 ® L(x1 © 23 ® 74)

Yo = 20 D x5 O L(xs D x5) ® L (21 D 22 © 24)

Yyo=L "(x2@x5) Do D3 ® L(x1 ® 23D T4 D T5)

Yo =10 D T2 D x4 D L(xs) ® L (21 D 22 P 24 B 5 D T6)

Yo =L (x1 ®Dx3 D w6) Dx0 D w6 D L(x1 D22 B 24 D T5)

Yo =0 DT1 DT3P Ts P L(z2 D 23D a5) D L (71 D 75 D 26 D 27)

|0 ||| O O O ®

Yo =L (23 D24 D7) D20 D21 D T2 D xa B L1 © 75 D 16 D 27)

e The linear functions which must be invertible:

L(x) I® L(x) I® L3(x)
I® L () I® LY (2) I®L3(2)
I @ L%(2) I® LY (x) I ® L*°(2)

I D L511(33) I D L1023(ZE) I D L2047
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Conclusion

We introduced some efficient and perfect recursive diffusion layers.

Found all regular s input/output recursive diffusion layers with s < 8
and one linear function.

Found all non-regular s input/output recursive diffusion layers with
s <5 and one linear function.

Found some efficient regular s input/output recursive diffusion layers
with s < 9 and two linear function.

A good candidate for designing new block ciphers or hash functions.
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Questions?




