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Abstract. The paper introduces an abstraction in form of general conditions for
cryptanalytic managing of the information about the current state of the RC4
stream cipher. The general conditions based strategy is used to favor more
promising values that should be assigned to unknown entries in the RC4 table.
The estimated complexity of the cryptanalytic attack is lower than the best
published result although the RC4 remains a quite secure cipher in practice.

1   Introduction

Based on the table-shuffling principle, the alleged RC4 stream cipher is designed for
the fast software implementation and widely used in many commercial products and
standards [1]. The RC4 cryptanalysis [2] has been mainly devoted to the statistical
analysis of the output sequence [3], [4], or to the initialization weaknesses [5]-[7].
The most important results [8, 9] exploit the combinatorial nature of RC4. Although
without a practical threat these attacks could be used in completing the internal state
of the cipher, given some additional information [10]. They track the RC4 steps and
assign the values to unknown table entries. The values are assigned one after one,
thus some of them are favored without a reason. Since the number of the assignments
until reaching the solution determines the complexity of attack, some improved strat-
egy of selecting the values to be assigned could be very useful.

We propose the tree representation of the RC4 algorithm with the set of trees cor-
responding to each output symbol. The nodes and the branches encompass all infor-
mation at given time. However, since the trees progressively increase, we could not
practically exploit all available information. This problem is imminent for all other
attacks, too. Therefore, we introduce an analytical abstraction, named the general
conditions to represent all information from a subtree. We defined the examination
strategy that favors the choice of the values by reordering the set of unassigned val-
ues. In addition to that, for each general condition, the probability that leads to the
solution has been found, thus the most probable values are favored.
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2   General Conditions

The RC4 is a family of algorithms parameterized by a positive integer n (usually n =
8). The RC4 internal state at time t consists of a permutation table St of 2n different n-
bit values and of two n-bit pointers it and jt [1]. The output n-bit symbol Zt is:

Zt = St(Lt), Lt = St( t ) + St( jt ) . (1)

The content of the St table can be given by:

St(t) = St-1( jt) . (2)

St(k≠t) = St-1( k) , k ≠ jt (3)

St(k≠t) = St-1( t) , k = jt. (4)

Applying equations (2)-(4), there follows that equation (1) can be represented by
the tree structure shown in Fig. 1.
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Fig. 1. Tree representation of the RC4 algorithm

Combining algorithm’s equations, the whole sub-trees whose roots are given by
the expressions like Sk-1(k) and Sk-1(jk), can be described by more general conditions
C1…C5 (Table 1) that can be checked instead of all conditions from the sub-tree. The
C3 and C4 conditions both encompass t-1 conditions. The expression e(Zt) denotes
the position of Zt in the initial table. All calculations are modulo 2n. By introducing
the general conditions, we neglect some information, but significantly decrease the
number of conditions that should be checked.

The probabilities that general conditions lead to the solution can be determined by
multiplying the known probabilities of conditions on the path to the given node (Ta-
ble 2). This fact inspired our further proposal intended to achieve an additional re-
duction of the search space by observing the probabilities of the general conditions.
Consequently, these conditions should be checked in decreasing order of their prob-
abilities while the existing approaches are based on arbitrary guessing.



646 V. Tomašević and S. Bojanić

Table 1. General conditions
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Table 2. Probabilities of the general conditions

C1 C2 C3(p∈[2,t]) C4(p∈[2,t]) C5
1/2n (2n-1)/22n (2n-1)p-1(2n-p)/2n (p+1) (2n–1)p-1/2n p (2n–1)t(2n-t)/2n (t+1)

3   Efficiency of the Attack

Our approach is to enhance the RC4 cryptanalytic algorithm given in [8] with general
conditions examination. Going through the RC4 steps, our algorithm determines the
values of entries in the table that have not already been assigned using the general
conditions, in order to ensure the next state update of RC4. In the case of contradic-
tion, the backtracking proceeds. Such algorithm with general conditions applies the
basic principle of the hill-climbing search strategy [11].

The complexity of the attack given in [8] is measured by total number of the as-
signments made for all entries of the initial table until the solution is found. Similarly,
in order to calculate the complexity of our algorithm, three functions ci(a), i = 1, 2, 3
are defined. For n-bit RC4, it is assumed that at given time t there are a previously
assigned values in the table.

c1(a)=(a/2n)c2(a)+(1-a/2n )[(v(C1)+v(C2))c1(a+1)+
+(v(C5)+∑(v(C3(p))+v(C4(p))))(2n-a-(1-a/2n))c2(a+1)]

c2(a)=(1-a/2n)c3(a)+(a/2n)[(a/2n)(1/2n)c1(a)+(1-a/2n)(a/2n+(1-a/2n)c1(a+1))]
c3(a)=(1-a/2n)[(1-a/2n )(2n -a-(1-a/2n ))+

+(a/2n)(v(C1)+v(C5)(2n -a-(1-a/2n ))]((a+1)/2n+ (1-(a+1)/2n)c1(a+2))

The calculation of complexity of our attack starts with the known expressions
ci(2

n)=0. Then, going backwards, we calculate total number of the assignments given
by c1(0). The results of the calculation for the RC4 versions with different word size n
are presented in Table 3. Compared to the estimated complexity of the original algo-
rithm, an improvement has been made definitely, yet not enough to practically men-
ace the security of the alleged RC4 stream cipher.
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Table 3. Complexity of the cryptanalytic attacks on n-bit RC4

Word size n 3 4 5 6 7 8
Knudsen et al. [8] 28 221 253 2132 2324 2779

Our attack 25 217 246 2120 2300 2731

4   Conclusions

We proposed a new technique to improve the cryptanalytic attack on the RC4 cipher.
It is based on new information from the tree representation of the RC4 algorithm. To
make a better choice for the assignment to unknown entries of the cipher’s table, we
represented analytically similar nodes and corresponding sub-trees by means of gen-
eral conditions. Then, we defined a search strategy which uses the information de-
rived from the general conditions, determined the probabilities that they lead to the
solution, and incorporated it into the algorithm [8]. The complexity was estimated by
an analytical calculation for different values of n. The results show that this complex-
ity is lower than the best known result [8], although the RC4 remains a quite secure
cipher for the practical applications. Our research is an additional argument which
advocates for the security of the RC4 cipher.
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