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Abstract
The purpose of this paper is to identify research that has been carried out about cryptocurrency regulation contributions and 
the current challenges that need to be addressed in future studies. The methodology used to conduct this research and report 
the findings was systematic mapping. We use this methodology to search, identify, and select all relevant primary studies 
on cryptocurrency regulation. The findings reveal that the key cryptocurrency regulation research topics are distributed 
governance, central bank digital currency, monetary policy, cryptocurrency adoption, security, regulation, cryptocurrency 
market, cybercrime economy and money laundering. The research proposals for cryptocurrency regulation comprise tools, 
protocols, methods, models, frameworks and, knowledge. The cryptocurrency regulatory challenges are cryptocurrency adop-
tion, central bank digital currency regulation, accounting for cryptocurrencies and risk for cryptocurrencies. This systematic 
mapping provides an overview of the solutions proposed to regulate cryptocurrency as well as the current research challenges.
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1 Introduction

Blockchain technology is defined as a distributed database of 
records or public ledger of all transactions or digital events 
that have been executed and shared among participating par-
ties where each transaction in the public ledger is verified 
by consensus of a majority of the participants in the system, 
and once entered, the information can never be erased [1].

Cryptocurrency is a peer-to-peer version of electronic 
cash, implemented though digital signatures, that allows 
online payments to be sent directly from one party to another 
without a financial institution [2]. Today, cryptocurrencies 
are largely accepted because they allow members of society 
who could not open a regular bank account to participate in 
financial transactions via an internet-based altcoin account 
operable from any smartphone [3].

From this perspective, blockchain may be comparable to 
the internet of the 1990s [4] and the cryptocurrency market 
repeats the history of the 1990s stock market when innova-
tive technologies such as electronic trading platforms began 
to emerge [5].

Cryptocurrency is defined as a type of unregulated digital 
money which is issued and usually controlled by its develop-
ers, and used and accepted among the members of a specific 
virtual community [6]. According to CoinMarketCap web-
site,1 accessed in February 2021, nowadays there exist more 
than 3,207 different types of cryptocurrencies with market 
capitalization. Bitcoin and Ethereum are at the top of the 
market capitalization list.

The growth of cryptocurrency brings with it associated 
risks such as black markets, technology hacking, specula-
tion bubbles, highly power-intensive energy consumption 
[7], and credit, operational and liquidity risks without legal 
protection [6]. The use of cryptocurrency as a payment alter-
native for those engaged in drug trafficking and money laun-
dering, results in calls from legislators and law enforcement 
agencies to impose strict regulation on the use of virtual 
currency [8].

The possibility of using cryptocurrency without the 
intervention of financial institutions that can be targeted 

 * Elcelina Carvalho Silva 
 elcelina.silva@docente.unicv.edu.cv

 Miguel Mira da Silva 
 mms@tecnico.ulisboa.pt

1 Faculty of Science and Technology, University of Cape 
Verde, Palmarejo Grande, CP 379C Praia, Cabo Verde

2 Instituto Superior Técnico, University of Lisbon,  
Av. Rovisco Pais, 1049-001 Lisboa, Portugal 1 https:// coinm arket cap. com/

http://orcid.org/0000-0001-5771-2920
http://orcid.org/0000-0002-0489-4465
http://crossmark.crossref.org/dialog/?doi=10.1007/s42786-021-00037-2&domain=pdf
https://coinmarketcap.com/


64 Journal of Banking and Financial Technology (2022) 6:63–82

1 3

by governments, is motivating corrupt firms and criminal 
organizations to convert their earnings into cryptocurrency 
and then transfer these funds anywhere in the world to evade 
tax authorities [9].

Moreover, various positions have been taken by the media 
regarding cryptocurrency regulation, such as news regarding 
the legal status of cryptocurrency, calls for banning crypto-
currency and its use in financial transactions, news related 
to its possible treatment under securities market law, and 
news reporting the introduction of central bank digital cur-
rency [10].

On one hand, we have private cryptocurrencies such as 
Bitcoin and Ethereum that are cryptographically protected, 
decentralized digital currencies used as a means of exchange 
and not controlled by any single entity but maintained by 
their anonymous users connected via peer-to-peer networks 
[6, 11]. On the other hand, several countries are searching 
for ways to introduce cryptocurrency regulation through 
Central Bank Digital Currency (CBDC) [12].

The goal of this systematic mapping is to identify the 
research contributions and the current research challenges 
on cryptocurrency regulation. The methodology used to con-
duct this research is found in the guidelines for conducting 
systematic mapping studies in software engineering [13].

The structure of this review is organized into seven sec-
tions: here in Sect. 1, we have introduced this research paper 
with the objective, methodology and structure of this sys-
tematic mapping. In Sect. 2, the theoretical background of 
blockchain-based cryptocurrency regulation is discussed. In 
Sect. 3, the related works in this domain are presented. The 
methodology adopted to create this mapping is detailed in 
Sect. 4. The results are presented in Sect. 5 and discussed in 
Sect. 6. The limitations that may threaten the validity of the 
results are identified in Sect. 7. Finally, concluding remarks 
are made in Sect. 8.

2  Theoretical background and motivation

Cryptocurrency is revolutionizing many traditional banking 
services with better transaction security and faster exchanges 
of money [14]. It has the potential to become a disruptive 
innovation because it will define a new paradigm of decen-
tralization of trust in secure electronic transactions without 
the need for a central control authority [15].

The crypto encyclopedia defines cryptocurrency as digital 
currency in which encryption techniques are used to control 
the generation of units of currency and verify the transfer 
of funds, operating independently of one single central unit. 
It is a distributed ledger technology (DLT), a technology 
based on the principle of distributed ledgers, that is a digital 
system recording and storing data and which is consensually 

shared and synchronized across a geographically spread net-
work across multiple sites, institutions and/or geographies 
[16].

Currency transactions between companies or persons 
are generally centralized in servers that are controlled by 
third party organizations while cryptocurrency is stored in a 
decentralized network where there is no control of the third 
party over data and transactions. There are various Distrib-
uted Ledger Technologies such as blockchain, sidechain, 
tangle and hashgraph where the implementation of these 
differ substantially based on their data structures, consensus 
protocol and fault tolerance, among others [17].

Cryptocurrency businesses oftentimes raise money 
through an initial coin offering (ICO) that is an unregu-
lated means of crowdfunding applied by cryptocurrency 
businesses as an alternative to the rigorous and regulated 
capital-raising process required by venture capitalists, banks, 
or stock exchanges. In an ICO, a percentage of the newly 
issued cryptocurrency is sold to investors in exchange for 
legal tender or other cryptocurrencies such as Bitcoin [16].

The decentralized system of cryptocurrencies has made 
global monetary systems more dynamic and thus more prone 
to misuse, and as well has posed a threat to financial stability 
[7]. Moreover, uncontrolled use of this technology threatens 
to accelerate socio-economic problems, especially money 
laundering, fraud, cybercrime, and market instability [18].

Cryptocurrency markets have been largely unregulated 
which has led to volatility in the market, and inevitably, to 
reports of significant fraud, theft, and price manipulation 
[19]. Their adoption and transaction volumes could threaten 
the overall market and price stability, thus posing risks to 
markets and their regulators [8].

There are also regulatory issues with the use of smart 
contracts, and the management and handling of litigation 
and disputes can be problematic. Furthermore, the irrevers-
ibility in the smart contract system is particularly risky [20]. 
Government regulation is necessary to deter price manipula-
tion and fraud, but the lack of regulation is why many inves-
tors buy cryptocurrencies [19].

Central banks need to define the nature and outlook for 
digitalization of money, to safeguard payment business 
[21]. For policies to remain effective, and especially in 
case the market further develops and international arbitrage 
increases, rules and enforcement will need to be coordinated 
and enforced across the globe [22].

Cryptocurrency poses equally specific challenges to the 
financial and monetary systems, such as the potential threats 
to price stability, to the smooth operation of payment sys-
tems, to the implementation of monetary policy, to the pru-
dential supervision of credit institutions, to the stability of 
the financial system and to the central banks’ exclusive right 
to issue base money [23].
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The rapid growth of cryptocurrencies presents a chal-
lenge to governments around the world given that the wide 
acceptance of cryptocurrencies has the potential to disrupt 
regulated payment systems and affect the implementation 
of monetary policy [7]. Authorities will need to vigilantly 
monitor developments and address regulatory issues arising 
from the global dimension of cryptocurrencies [22].

Cryptocurrency impact on central banking has sparked 
a policy debate on how to address the potential threats of 
cryptocurrencies [23]. Central banks have expressed various 
positions with respect to cryptocurrency including central 
banks’ policy to lead further development of cryptocurrency 
by restrictions, robust surveillance and licensing [21].

The Bank International of Settlements, in January of 
2020, published a survey applied to 80% of central banks 
in the world, revealing that central banks assumed that their 
objectives in the central bank digital currency (CBDC) 
research are financial stability, monetary policy implemen-
tation, financial inclusion, domestic and cross-border pay-
ment efficiency, and safety/robustness of the payment sys-
tems. Some central banks reported other motivations such as 
reducing costs, improving know-your-customer, countering-
the-financing-of-terrorism (“KYC/CFT”) and public access 
to central bank money [24].

The results of a survey carried out among more than 60 
central banks in late 2020 [25] about their engagement in 
CBDC work, their motivations and their intentions regard-
ing CBDC issuance, show that the vast majority of central 
banks in the survey—86%—are exploring CBDCs, and their 
work continues apace amid the Covid-19 pandemic. As a 
whole, central banks are moving into more advanced stages 
of CBDC engagement, progressing from conceptual research 
to practical experimentation.

Decentralized Finance (DeFi) is also being discussed by 
various stakeholders of financial market, for example, Bank 
of America which sees DeFi ‘Potentially More Disruptive 
Than Bitcoin’ according CoinDesk [26] referencing “Com-
modity Strategist—Bitcoin’s Dirty Little Secret” published 
by Bank of America in 17 March 2021 [27].

DeFi uses cryptocurrency and blockchain technology 
to manage financial transactions, with aims to democratize 
finance by replacing legacy, centralized institutions with 
peer-to-peer relationships that can provide a full spectrum of 
financial services, from everyday banking, loans and mort-
gages, to complicated contractual relationships and asset 
trading by disempowering middlemen and gatekeepers, and 
empowering everyday people via peer-to-peer exchanges 
[28].

Citibank’s Global Perspective and Solutions (Citi GPS) 
entitled Future of Money: Crypto, CBDCs and 21st Cen-
tury Cash, points its searchlight on MakerDAO (MKR) and 
the importance of decentralized finance (DeFi) [29] as a 
decentralized organization dedicated to bringing stability to 

the cryptocurrency economy using Maker Protocol which 
employs a two-token system [30].

Considering the social, financial, technological, and legal 
impact of cryptocurrency usage that is motivating changes 
in regulation, topics such as money laundering [8, 9], finan-
cial stability [11, 31] and financial technology (FinTech) [5, 
23] are important drivers to regulate cryptocurrency. Fin-
Tech products have opened the door to many new oppor-
tunities for consumers, investors, and businesses, but with 
these opportunities come new challenges for regulators and 
policymakers to face key choices as they adapt to meet the 
needs of this constantly changing landscape while keeping 
investors and consumers safe [32].

Research on how FinTech is contributing to financial 
innovation in the market, such as the creation of new finan-
cial asset classes and derivatives that are facilitated by tech-
nology is being researched by Mitra and Karathanasopoulos 
[33]. They emphasize that financial technology could play 
a significant role in new risk management approaches high-
lighting that in terms of implications for policy and manage-
ment within the banking sector (especially with respect to 
IT managers), the firm should take into account the relative 
value and the risk management contributions that operations 
potentially provide.

Several authors in their research articles call for anti-
money laundering and for combating the financing of terror-
ism (AML/CFT) regulation [8, 22, 34, 35], central bank digi-
tal currency (CBDC) [20, 21, 23] and Decentralized Finance 
regulation [36]. Others authors call for specific regulation 
and guidelines such as initial coin offerings (ICOs) [4, 37], 
guidance for accounting for cryptocurrencies and IFRS [38], 
regulation of virtual currency for taxation purposes [6], and 
blockchain General Data Protection Regulation [37].

The Bank for International Settlements (BIS) created the 
BIS Innovation Hub foster innovation and greater collabo-
ration amongst the global central banking community. This 
initiative includes central bank digital currency (CBDC) 
research projects connected with other projects related to 
payment system such as financial market infrastructures 
(FMIs), open finance, regtech and suptech solutions, and 
cyber security [39].

The European Central Bank (ECB) has digital euro in 
the investigation phase [40], and the Central Banks of sev-
eral countries are researching retail and wholesale CBDCs 
including the Central Banks of Brazil, the Bahamas, Canada, 
China, India, Japan, the Russian Federation, South Africa 
and others according the last working paper entitled “Rise 
of the central bank digital currencies: drivers, approaches 
and technologies” published by Bank for International Set-
tlements (BIS) [41].

In this context, China, Britain, Japan, the United States, 
Germany and Italy are blocking operations of the giant 
decentralized crypto exchange, Binance, because it is 
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unlicensed to operate [42]. In response, Binance announced 
on its website that they will be winding down support for 
stock tokens on Binance.com to shift their commercial focus 
to other product offerings and that stock tokens are unavail-
able for purchase [43].

Philipp Sandner [44], defines DeFi as an umbrella term 
encompassing the vision of a financial system that func-
tions without any intermediaries, such as banks, insurers or 
clearinghouses, and is operated just by the power of smart 
contracts [44]. This researcher and professor at Frankfurt 
School Blockchain Center argues that financial innovations 
can be freely developed and implemented in DeFi without 
regard to regulatory boundaries but, the absence of com-
mon legislative and political principles certainly has major 
disadvantages, thereby underlining the fact that everything 
in DeFi is based on smart contracts, and hence vulnerabili-
ties in the code of smart contracts is a fundamental risk for 
DeFi users.

Tony McLaughlin is his article entitled “A Treasurer’s 
Guide to the Future of Money” [45] says that the commercial 
banking system and FinTechs could be caught in the cross-
fire of a battle between CDBCs and privately issued stable 
coins for monetary supremacy. This competition for deposits 
and payment services from two entirely new fronts could 
seriously impact financial stability of the banking system 
and the process of credit creation. He concludes that if the 
nature of money changes, so will the role of the Treasurer—
this is true whether the future belongs to CBDC, cryptocur-
rencies or a fiat currency system that is hyper-connected 
and always on.

Various players are looking for cryptocurrency such as 
central banks, regulated financial institutions, telecommu-
nications agencies, researchers, FinTech and other types 
of decentralized autonomous organizations promoting hot 
discussion of regulation from different perspectives such as 
financial, law and technology regulation, but is not clear if 
the regulation will be implemented only through CBDC or 
if regulations would also include, FinTechs and BigTechs 
within its scope.

The mechanisms for using innovative financial technolo-
gies need to be refined and the regulatory experience of 
different countries needs to be integrated [5]. The perspec-
tive of Azal [7] is that the technology has always preceded 
regulation, making regulatory options more complicated, 
demanding regulators meet this technological challenge 
and take a proactive approach to harnessing this complex 
modern technology.

Given the impact of cryptocurrency usage on the financial 
system, the new innovative start-ups using cryptocurrency 
and the increase in cybercrimes associated with cryptocur-
rency, we observed an absence of literature in cryptocur-
rency regulation to help understand what is being done to 
regulate cryptocurrency.

Kichenham et al., argue that in systematic mapping the 
search process is defined by topic area, while in system-
atic literature review the process is defined by the research 
question [46]. Systematic mapping studies are used to struc-
ture a research area, while systematic reviews are focused 
on gathering and synthesizing evidence [13]. The research 
questions in systematic mapping are general as they aim 
to discover research trends, while in systematic literature 
review the research question is specifically related to out-
comes of empirical studies [46].

In our research, we did not find any systematic review 
or any systematic mapping on cryptocurrency regulation. 
Two studies related to cryptocurrency in the financial sector 
were found, but neither of these studies focused solely on 
cryptocurrency regulation.

The first study is a systematic literature review of 
“Towards Central Bank Digital Currency” [47] supple-
mented by academic and central bank publications to assess 
both the current state of academic research on CBDCs as 
well as research by major central banks. This study com-
bined the various research fragments that currently exist to 
provide a comprehensive overview on the cryptocurrency 
regulation topic focusing on CBDC. As a contribution, sev-
eral gaps in the scientific literature were identified, such 
as design properties, technical implementations as well 
as legal and societal aspects that have not been researched 
thoroughly.

The second study is a systematic mapping study of 
blockchain applications for Central Banks [48], focused on 
scientific papers, to analyse and map the gaps in scientific 
literature by exploring trends in peer-reviewed research con-
tributions through thematic categorization of academic liter-
ature on Distributed Ledger Technology (DLT) use-cases for 
services, and operations and functions performed by central 
banks. As result, the study found that the most research-
intensive use-cases are those for: (1) Central Bank Digital 
Currency (CBDC); (2) Regulatory Compliance; (3) Payment 
Clearing and Settlement Systems (PCS) operatedby central 
banks; (4) Assets Transfer/Ownership; and (5) Audit Trail.

We observed that these studies focused on central banks’ 
cryptocurrency regulation and not on cryptocurrency regu-
lation in the general sense, thus indicating a significant gap 
in the research on cryptocurrency regulation: the first paper 
highlights the call for central bank regulation of cryptocur-
rency and regulatory compliance [48], while the second 
paper emphasizes gaps in CBDC scientific literature such 
as legal and societal aspects that have not been researched 
thoroughly [47].

We also did not find any research study that maps the cur-
rent research approach in cryptocurrency regulation that pro-
vides researchers, practitioners and regulators an overview 
that could help them take the research on cryptocurrency 
regulation even further.
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In this context, we understand that mapping the research 
contributions and challenges in DLT-Based Cryptocurrency 
regulation could help senior researchers, PhD Students, cen-
tral banks, regulated financial institutions such as banks and 
insurance company, non-regulated institutions such as Fin-
Techs to understand the state of the art of cryptocurrency 
regulation.

The nonexistence of research on cryptocurrency regula-
tion that identifies, categorizes and analyses the literature 
and research gaps in this particular research area, especially 
information of evidence for future research direction, moti-
vated us to conduct this systematic mapping focusing on the 
understanding of the current research that are being done 
by researchers and practitioners to better conduct the future 
research in cryptocurrency regulation solutions.

The systematic mapping allows us to find the vari-
ous perspectives of cryptocurrency regulation and details 
of research contributions such as knowledge, framework, 
method, model, protocol, and tools created to resolve prob-
lems of cryptocurrency regulation.

The goal of this systematic mapping is to identify the 
existing research regarding cryptocurrency regulation and 
the challenges that need to be addressed in future studies. 
This goal leads us to define the following research questions 
(RQs):

RQ1: what are the publication approaches used for 
cryptocurrency regulation? This question is moti-
vated by the need to understand the research maturity 
and we did this by analysing the research methods and 
types of the selected studies.
RQ2: what are the current research topics on cryp-
tocurrency regulation? Mapping the current research 
topics on cryptocurrency regulation will help other 
researchers and practitioners gain a better understand-
ing of the current research topics and take the research 
on cryptocurrency regulation even further.
RQ3: what are the research contributions to cryp-
tocurrency regulation? This question evaluates the 
current research contributions to cryptocurrency regu-
lation to understand what is being done to resolve the 
various problems associated with unregulated cryp-
tocurrency.

RQ4: what are the research challenges for crypto-
currency regulation? The list of the current research 
challenges in cryptocurrency regulation could help 
other researchers and practitioners focus their research 
on the areas that require more attention.

3  Research method

This study has been conducted as a Systematic Mapping, a 
methodology used to structure a research area and to iden-
tify existing systematic maps concerning topics investigated, 
frequency of publication over time, and venues of publica-
tion [13].

We chose the systematic mapping process as our research 
methodology because the systematic map is a method that 
is effectively used in software engineering to build a clas-
sification scheme and structure research field of interest [49].

Figure 1 presents the mapping process including the defi-
nition of the research question, search, study selection, data 
extraction, data analysis and classification steps.

We followed the systematic mapping process proposed by 
[13]. We also used the guidelines for systematic literature 
review [50] to search for relevant papers. In complement, we 
used the PRISMA checklist [51] to materialize the proposed 
methodology in order to conduct the systematic mapping 
[13].

The research was conducted between June and July of 
2020. We updated it in February 2021. The results of this 
mapping study helped us to identify and map research areas 
related to cryptocurrency regulation and current research 
challenges.

In the following section, we present the search protocol 
that was developed by the second author and reviewed by 
the first author.

3.1  Search strategy

Based on the research goal of this study, we defined the 
Population, Intervention, Comparison, Outcomes and Con-
text (PICOC) [50] using the following terms:

• Population: Central Bank, researcher.

Fig. 1  Systematic mapping 
process [13] Definition of 

Research 
Question

Conduct 
Research 

Screening of 
Papers

Keywording 
using 

Abstracts

Data Extraction 
and Mapping 

Process

Review Scope All Papers Relevant Papers Classification 
Scheme

Systematic 
Mapping
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• Intervention: Regulation, legislation, law, standards.
• Comparison: Cryptocurrency.
• Outcome: Financial system, financial stability, systemic 

risks, security risks.
• Context: Regulators, regulated.

Based on the combination of PICOC terms defined, we 
used the Boolean “OR” to join the terms of each part and 
then we generated the search string.

3.2  Study selection

We excluded articles based on titles and abstracts, as well 
as full-text reading and quality assessment. The study selec-
tion is used to identify those primary studies that provide 
direct evidence for the research questions [50]. The content 
of selected primary studies should report the phenomenon of 
cryptocurrency regulation, the needs and proposed solutions 
for cryptocurrency regulation, the vision of regulators such 
as central banks, the research on cryptocurrency regulation 
on financial systems for the regulators, the regulated and 
other groups of interest, or innovation initiatives on regula-
tion, legislation, law, and standards for cryptocurrency.

From this focus, we developed the following inclusion 
criteria:

1. Scientific: short or full paper focused on cryptocurrency 
regulation;

2. Published in peer-reviewed journals, conference pro-
ceedings, open-access journals;

3. Empirical research (qualitative and quantitative).

We excluded papers with the following features:

1. Not written in English;
2. Published before 2008 (the first cryptocurrency—Bit-

coin—was created in 2008 by Satoshi Nakamoto);
3. Duplicated articles;
4. Not fully accessible;
5. Extended abstracts or “works-in-progress”;
6. Not scientific (report, book);
7. Regarding a topic unrelated to cryptocurrency regula-

tion.

The inclusion criteria ensure that select papers focused 
on the context of this systematic mapping with high-qual-
ity work reporting original research. The exclusion crite-
ria exclude papers not written in English and before 2008, 
incomplete versions of studies, papers focusing only on 
decentralized ledger technology, blockchain technology or 
its application, and papers about cryptocurrencies such as 
Bitcoin, Ethereum, and Monetha among others.

3.3  Data extraction

The extraction was done before a full reading of selected 
articles. To answer the defined research questions, we 
developed a data extraction sheet in accordance with [49, 
52]and organized the data extraction results into two cat-
egories: topic-independent classification and topic-specific 
classification.

In the topic-independent classification, we extracted 
research method and research type.

The classification of empirical research methods has also 
been frequently reported in mapping studies to describe 
the research methodologies that are frequently applied in 
software engineering such as survey, case study, controlled 
experiment, action research, ethnography, simulation, proto-
typing, and mathematical analysis [52]. The authors showed 
that these research methods could belong to various types, 
giving examples of how some experiments with students 
could be classified as validation research, while some experi-
ments with practitioners could be classified as evaluation 
research.

Empirical research seeks to explore, describe, predict, 
and explain natural, social, or cognitive phenomena by using 
evidence-based observation or experience, by obtaining and 
interpreting evidence by experimentation, systematic obser-
vation, interviews or surveys, or by the careful examination 
of documents or artefacts [53]. These authors categorize 
empirical research studies as follows:

• Survey: investigates relationships and outcomes, studying 
a large number of variables using a large sample size and 
rigorous statistical analysis.

• Case study: investigates a contemporary phenomenon 
within its real-life context.

• Experiment: investigates causal relations and processes, 
conducted when the investigator wants control over the 
situation, with direct, precise, and systematic manipula-
tion of the behaviour of the phenomenon to be studied.

• Action research: focuses particularly on combining the-
ory and practice, contributing to the acquisition of new 
theoretical knowledge, with an iterative process involving 
researchers and practitioners acting together on a par-
ticular cycle of activities, including problem diagnosis, 
intervention, and reflective learning.

For the research type, we used the requirements engineer-
ing (RE) paper classification and evaluation criteria catego-
rization of research type according to [54]:

• Evaluation research: this is the investigation of a problem 
in RE practice or implementation of a RE technique in 
practice. Causal properties are studied empirically, such 
as case study, field study, field experiment, survey, etc.
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• Proposal of the solution: this paper proposes a solution 
technique and argues for its relevance, without a full-
blown validation.

• Validation research: this paper investigates the properties 
of a solution proposal that has not yet been implemented 
in RE practice. The solution may have been proposed 
elsewhere, by the author or by someone else. Possible 
research methods are experiments, simulation, prototyp-
ing, mathematical analysis, mathematical proof of prop-
erties, etc.

• Philosophical papers: these papers sketch a new way of 
looking at things, a new conceptual framework, etc.

• Opinion papers: these papers contain the author’s opinion 
about what is wrong or good about something, how we 
should do something, etc.

• Personal experience papers: in these papers, the emphasis 
is on what and not on why. The experience may concern 
one project or more, but it must be the author’s personal 
experience.

In the topic-specific classification, we used the guideline 
[13]to map the research topics, contributions and challenges 
that emerged in the selected papers. First, we read abstracts 
and we looked for the contribution type of the paper. When 
the abstracts were too poor in quality to ensure clarity of the 
contribution to be chosen, we decided to study the introduc-
tion and the conclusion sections of the paper.

For the research challenges, we read the conclusion and 
we identified the gaps in the current research as pointed out 
by authors. We considered these gaps as a set of research 
challenges that need to be solved in future research on cryp-
tocurrency regulation. When the conclusion is not clear or 
with poor information, we chose to study the abstracts and 
introduction to identify the research gaps.

Then, we combined a set of keywords from different 
papers to develop a high-level understanding of the nature 
of the research challenges, grouping papers with the same 
focus. After having identified the main categories based on a 
set of keywords chosen, we created the list of keywords that 
defined each category and we mapped the list of research 
challenges.

We designed the data extraction form (presented in 
Table 1) to extract and manage the data extracted from 
each selected paper.

The extraction was done after the full reading of 
selected articles. The extraction was performed by the sec-
ond author and reviewed by the first author by tracing back 
the information in the extraction form to the statements in 
each paper and checking their correctness.

4  Results

In this section, we report the results of the research ques-
tions via this systematic mapping. Figure 2 shows the 
number of mapping studies identified within the years 
2008–2020. The mapping methodology was applied, creat-
ing a data extraction template on Parsifal, an open-source 
web application to perform systematic mapping in soft-
ware engineering. Then we used Excel to make the data 
analysis.

We imported 368 documents from the ACM (n = 75), 
IEEE (n = 77), Google Scholar (n = 34), ScienceDirect 
(78), Scopus (n = 70), and Springer (n = 29). Additional 
papers were identified with a manual search of the refer-
ence lists of key studies and more papers were included 
(n = 5).

The selection process is reported as recommended by the 
PRISMA guideline [51]. We removed 29 duplicates, leaving 
339 papers. By screening the title and the type of document, 
we removed 11 documents that were not scientific papers 
including extended abstract or poster, work in progress, 
books, and book chapters. Based on the title and abstract, 
234 papers were removed because the topic did not relate to 
cryptocurrency regulation, leaving 105 papers.

Based on defined exclusion criteria, we excluded 63 arti-
cles papers not related to the goal, papers related to crypto-
currency regulation on specific country or region, leaving 
42 papers. Based on quality assessment, 10 papers were 
removed based on cut-off score, leaving 32 papers for a full 
reading.

Table 1  Data extraction form Data item Value

Year of Publication Integer Topic-inde-
pendent clas-
sification

RQ1
Source String
Empirical research Surveys; case study; experiment; action research
Research type Evaluation; solution; validation; philosophical; opin-

ion; experience
Research topics String Topic-specific 

classification
RQ2

Research contribution String RQ3
Research challenges String RQ4
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4.1  RQ1: what are the publication approaches used 
for cryptocurrency regulation?

In this section, we present how research on cryptocurrency 
regulation is being done by the scientific community by 

mapping the study method and the type of research of the 
selected studies.

In this research we classified the research method accord-
ing to a classification model [53] and the research type based 
on classification and evaluation criteria [54]. The results are 
presented in Figs. 3 and 4.

Fig. 2  Selection process, based 
on the PRISMA guideline [51]
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Fig. 3  Research method
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The action research method represents 31.3% of 
selected papers, indicating that some research on crypto-
currency regulation is being done through a combination 
of theory and practice.

Experiment and case study papers counted 9 papers 
each, and each representing 28.1% of the selected papers. 
The result for case studies suggests that research on cryp-
tocurrency, as contemporary phenomenon within the 
regulatory context, is increasing. Given the results for 
experiments, we observed that experiments are being 
conducted on regulatory processes to control the associ-
ated risks of unregulated cryptocurrency via direct, pre-
cise, and systematic manipulation of the behaviour of the 
cryptocurrency.

Among research types, evaluation represents 28.1% of the 
selected papers. This result reveals that the research papers 
were often focused on the problems of cryptocurrency and 
implementation of proposals for cryptocurrency regulation.

The papers that contain the author’s opinion about prob-
lems related to unregulated cryptocurrency and how regu-
lation should resolve these problems, represented 21.9% of 
selected papers. The philosophical papers that sketched a 
new approach or vision about cryptocurrency regulation 
represents 18.8% of selected papers.

Papers that emphasised the author's personal experience 
on projects related to the solution of cryptocurrency regula-
tion represent 15.9% of selected papers. The validation type 
counted 4 papers, representing 12.5% of papers, focused on 
the investigation of a solution proposed for cryptocurrency 
regulation but that has not yet been implemented in practice. 
The solution type had only one paper revealing the need for 
more research of this type.

This section indicates the level of maturity of research 
into cryptocurrency regulation by analysing the research 
method and type of the selected studies. This information 
could help improve the understanding of how the research 
on cryptocurrency regulation is being done.

4.2  RQ2: what are the current research topics 
on cryptocurrency regulation?

This section provides an overview of the current research 
topics on cryptocurrency regulation, using the keywording 
technique. We classified all the relevant papers by using 
the keywording technique explained by [13].

Table 2 shows the classification of the research topics 
of the selected papers.

4.2.1  Distributed governance

This category included studies of challenges posed by dis-
tributed governance such as the balance of integrity and 
autonomy, decision-rights, control mechanisms, account-
ing for cryptocurrencies acquired for investment purposes, 
the management of cryptocurrency through distributed 
networks, solutions to reduce the aggregated cost of know-
your-customer (KYC) requirements, and cryptocurrency 
compatibility with data protection.

Fig. 4  Research type

Table 2  Research topics

Research topics Papers

Distributed Governance [35, 37, 38, 56, 63]
Central Bank Digital Currency [21, 23, 47, 62]
Regulation [6, 60, 65, 66]
Cybercrime Economy [34, 57, 59, 61]
Security [4, 18, 58]
Cryptocurrency Adoption [3, 15, 19]
Cryptocurrency Market [7, 11, 22]
Monetary Policy [5, 20, 31, 64]
Money Laundering [8, 9]
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4.2.2  Central bank digital currency

This category included studies of research and evaluation 
of central banks’ digital currency, central banks’ desire to 
lead further development of cryptocurrency, cryptocur-
rency design features such as value-based, account-based, 
wholesale, retail-oriented, interest-bearing, and non-inter-
est bearing.

4.2.3  Monetary policy

This category comprised studies of the impact of crypto-
currency on monetary policy, the monetary policy risks 
of digital currencies, the analysis and estimation of risks 
related to unregulated virtual currencies to monetary 
policy.

4.2.4  Cryptocurrency adoption

Articles in this category included studies of cryptocurrencies 
from a business ethics perspective, the categorization and 
identification of factors that could influence the intention to 
use cryptocurrency, the disruptive innovation of cryptocur-
rencies in consumer acceptance, and cryptocurrency accept-
ance models for C2C e-commerce.

4.2.5  Security

This category included studies of security issues of block-
chain-based transactions in 5G networks, policy specifica-
tion and verification of transactions based on smart contracts 
in next-generation mobile networks, transaction protocols, 
and platforms for micropayments and initial coin offerings 
(ICOs).

4.2.6  Regulation

This category covered studies of evaluation of the legal 
framework of cryptocurrency, intersection and interactions 
between conventional law produced and enforced by national 
legal systems (i.e., the ‘code of law’) and the internal rules 
of blockchain systems (i.e., the ‘code as law’), and regu-
lation of cross-border payment systems that could include 
hacking.

4.2.7  Cryptocurrency market

This category included studies of the cryptocurrency mar-
ket, cryptocurrency entrepreneurs, the market’s reaction to 

regulatory actions, and the risks associated with an unregu-
lated cryptocurrency market.

4.2.8  Cybercrime economy

This category included studies of the economic impact of 
blockchain-based micropayment systems and financial inclu-
sion, the use of artificial intelligence to “de-anonymize” the 
Bitcoin ecosystem, the identification of risk counterparties 
and potential cybercriminal and illegal trades on the darknet, 
the system to monitor transactions occurring on the block-
chain to detect illegal transactions, and blockchain technol-
ogy used to prevent double-spending attacks.

4.2.9  Money laundering

This category included studies of recent developments 
regarding anti-money laundering legislation, the analysis of 
the money laundering process and how the cryptocurrencies 
have been integrated into this process, and the regulatory 
and government bodies responding to the regulatory chal-
lenges posed by cryptocurrency.

This section provides a summary of the current research 
topics on cryptocurrency regulation. The results could help 
other researchers and practitioners gain a better understand-
ing of the current research topics and better conduct future 
research on this topic.

4.3  RQ3: What are the research contributions 
to cryptocurrency regulation?

This section presents the current research contributions to 
cryptocurrency regulation. This research question is moti-
vated by the need to understand what is being proposed to 
resolve the various problems associated with unregulated 
cryptocurrency through the scanning for research contribu-
tions of selected papers.

We classified the research contribution type following the 
classification of [48] and [55]. We read the abstracts and we 
identified the type of contribution specified by the author in 
the abstract. When the abstracts were of too poor quality to 
ensure the type of contribution, we chose to study the intro-
duction and the conclusion sections of the paper.

We classify the research contribution as follows:

• Framework is a real or conceptual structure intended to 
serve as a support or guide to cryptocurrency regulation.

• Knowledge is a contribution that is not classified by the 
author such as tool, protocol, model, method or frame-
work. This type of contribution reveals several aspects of 
cryptocurrency such as social, financial, legal and tech-
nological scope to express the regulatory need.



73Journal of Banking and Financial Technology (2022) 6:63–82 

1 3

• Method is a guideline, procedure, methodology or steps 
proposed to regulate cryptocurrency.

• Model is a set of contributions for improving the investi-
gation on economic and social dimensions of cryptocur-
rency regulations.

• Protocol is a technological solution with a set of roles 
implemented in blockchain technology, proposed to regu-
late cryptocurrency micropayments and data exchange 
through a secured channel in distributed ledger platforms.

• Tool is an information system, based on blockchain, pro-
posed to regulate cryptocurrency.

Table  3 shows the identified contributions and their 
authors.

4.3.1  Tool

Three tools were proposed to regulate cryptocurrency regu-
lation. First is an information system to manage cryptocur-
rency through distributed consensus-based methods [56]. 
The second is an information system to reduce the aggre-
gated cost of KYC in a jurisdiction using DLT where the 
main gain is the avoidance of the same tasks being dupli-
cated by different financial institutions [35]. The third tool 
proposed is a blockchain monitoring system which monitors 
blocks and transactions generated in Bitcoin and Ethereum 
networks where the data collected is used to detect illegal 
transactions in the future [57].

4.3.2  Protocol

Two protocols were proposed. One is an application layer 
payment protocol named Streaming Data Payment Protocol 
(SDPP) that supports the emerging “Data-for-value” applica-
tions where the client–server architecture of SDPP through 
TCP allows the seller and the buyer to exchange data through 
a secured channel. The technology-agnostic design of SDPP 
allows the application developers to easily support different 
cryptocurrencies and distributed ledger platforms to handle 
micropayments and the recording of transactions [58].

The second protocol proposed uses the POW (proof-of-
work) technique to allow distributed decision making within 

a network, namely Bitcoin’s blockchain protocol and tech-
nology, to give better protection against double-spending 
attacks [59].

4.3.3  Model

We found four proposed models. The first analysed the 
central bank incentives to establish a network model that 
includes hacking and proposed a model to calculate an opti-
mal level of central regulation to reduce the critical mass 
of Bitcoin users, considering the central bank loss function 
[60].

The second model provides an investigation for under-
standing the impact of cryptocurrencies on consumer accept-
ance proposing the contribution of a cryptocurrency accept-
ance model [15].

The third model investigated factors that influence an 
individual’s intention to use a blockchain cryptocurrency, 
categorized and identified factors that could influence the 
intention to use cryptocurrency (specifically to transact) 
employing a theory of planned behaviour, and proposed a 
model to understand the acceptance and adoption of cryp-
tocurrency [19].

The fourth is a proposed cryptocurrency accounting 
model under IFRS to be useful information for users of 
financial statements when cryptocurrencies are acquired for 
investment purposes [38].

4.3.4  Method

We found two methods. The first method investigated the 
security issues of blockchain-based transactions on 5G 
networks, particularly in the mobile sector, and proposed 
a methodology for policy specification and verification of 
transactions based on smart contracts in next-generation 
mobile networks [18].

The second developed and validated a novel method for 
“de-anonymizing” the Bitcoin blockchain transactions pro-
viding the first estimation of different entity types in the 
Bitcoin blockchain ecosystem and a solution of a prototype 
implementation for practitioners and regulators which can 
be used as a tool to assess transactions [61].

4.3.5  Frameworks

The nine frameworks found for cryptocurrency regulation 
were contributions involving different research scopes such 
as an overview of cryptocurrency [62], an overview on cen-
tral bank digital currency [20], the challenges posed by dis-
tributed governance [63], the financial and monetary policy 
risks of digital currencies [5], the various risks associated 
with an unregulated cryptocurrency market [7], the private 
cryptocurrencies as an integral part of the financial market 

Table 3  Research contributions

Research contribution Papers

Tool [35, 56, 57]
Protocol [59, 58]
Model [15, 19, 38, 60]
Method [18, 61]
Knowledge [4, 6, 9, 11, 22, 23, 31, 34, 37, 64–66]
Framework [3, 5, 7, 8, 20, 21, 47, 62, 63]
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[21], the analyses of virtual currency regulation under finan-
cial and economic law, with particular attention to recent 
developments regarding anti-money laundering legislation 
[8], and cryptocurrencies from a business ethics perspec-
tive [3].

4.3.6  Knowledge

The knowledge contributions to the financial sector of cryp-
tocurrency regulation included an overview of financial and 
monetary policy risks of digital currencies [31], the diverse 
aspects of virtual currencies and their ability to provide the 
answer as to whether these new types of currencies could 
in any way lower the role of nationally emitted money [64], 
the financial intermediation as a market where the crypto-
currency entrepreneurs will find most difficulty in operating 
outside existing regulatory regimes [11], and an examination 
thought-event study on whether and how regulatory actions 
and communications about such actions have affected cryp-
tocurrency markets [22].

The knowledge contributions interconnecting the finan-
cial, legal and technological domain of research on cryp-
tocurrency regulation were: the currencies in the digital 
sphere, along with their advantages and risks linked with 
unreasonable usage [65]; the contribution of blockchain-
based micropayments to the cybercrime economy [34]; 
how blockchain might—or might not—be compatible with 
established legal and regulatory models such as data pro-
tection [37]; and the Security and Exchange Commission’s 
initial statements and subsequent pronouncements on Initial 
Coin Offerings (ICOs) to illustrate the potential problems 
with applying an older legal framework to an ever-evolving 
ecosystem [4].

The knowledge contributions interconnecting the legal 
and technological domain of research on cryptocurrency 
regulation were: ‘regulation by blockchain’, examination of 
the intersection and interactions between conventional law 

produced and enforced by national legal systems (‘code of 
law’) and the internal rules of blockchain systems, which 
take the form of executable software code operating across 
a distributed computing network (‘code as law’) [66]; and 
Central Bank Digital Currency (CBDC) legal regulation 
[23].

We also observed knowledge contributions interconnect-
ing problems in various countries related to unregulated 
cryptocurrency, such as the legal framework of cryptocur-
rency in various countries [6], the use of cryptocurrencies 
in the money laundering process, and how regulatory and 
government bodies are responding to this new form of cur-
rency [9].

Figure 5 shows that in terms of research contributions, the 
current research found 9 frameworks (28.1%), 12 knowledge 
(37.5%), 2 methods (6.3%), 4 models (12.5%), 2 protocols 
(6.3%), and 3 tools (9.3%).

Figure 6 shows the bubble graphs associating research 
contribution with the research method (left) and research 
type (right) of the included studies. The vertical axis 
(research contribution) is shared between the two graphs. 
The size and shade of each bubble represent the absolute 
frequency of cryptocurrency regulation papers belonging to 
a given pair of research contribution and research method 
(left) or research type (right). The horizontal and vertical 
axes labels are accompanied by the relative frequency (i.e., 
percentage) of the class.

The contributions from experiment research method and 
experience research type were tools and protocols to regulate 
cryptocurrency.

The model contribution is primarily derived from the 
evaluation research type and case study research method. 
The papers that contributed most to the method of crypto-
currency regulation are associated with experiment research 
method, and solution and validation research types.

We observed that the knowledge contributions come 
mainly from opinion and philosophical papers using action 

Fig. 5  Research contributions
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research and case study research methods. The framework 
contributions are most associated with evaluation and vali-
dation research type studies balanced across all research 
methods.

This section provides an examination of current research 
proposals to regulate cryptocurrency, mapping how the 
research is conducted and identifying the research contribu-
tions to cryptocurrency regulatory solutions. These research 
results could help researchers take the research on crypto-
currency regulation even further.

4.4  RQ4: what are the research challenges 
for cryptocurrency regulation?

This section analyses the research challenges for cryptocur-
rency regulation. This question is motivated by the need to 
know the current research challenges for cryptocurrency 
regulation to help other researchers and practitioners focus 
their research on the areas that require more attention.

Table 4 shows the identified challenges. We considered 
the research challenges as a set of problems that need to be 
solved in future research. In this scope, we identified gaps 
in the current research as pointed out by authors of selected 
papers and we listed problems that need to be solved in 
future work to complement the current research.

4.4.1  Cryptocurrency regulation

Calls for future empirical studies on the causes and con-
sequences of financial regulation in blockchain and cryp-
tocurrencies are needed to better understand the appropri-
ate legal and surveillance/enforcement regimes that will 

minimize negative externalities from blockchain applica-
tions, while not stifling innovation [4]. This author also 
pointed further, to the need for additional work on inter-
national cooperation and harmonization of regulation, as 
financial innovations with blockchain are designed with 
little regard to national borders [4].

More clarity on the precise legal status of virtual cur-
rencies and more regulatory initiative is needed to mitigate 
the other potential risks of cryptocurrency [8]. Current 
debates surrounding blockchain demonstrated that lawyers 
still have a lot to learn from specialists in other disciplines, 
and vice versa, in this case, collaboration that makes it 
so rewarding to work in the field of technology law and 
regulation [37].Card-based payments have no well-defined 
standard to cater to micropayments with cryptocurrency 
[34]. One of the most important areas to explore in the 
compliance and standards domain is how security stand-
ards in the financial sector can be applied to blockchain-
based financial transactions in 5G networks [18].

Fig. 6  Visualization of a systematic map in the form of a bubble plot

Table 4  Research challenges

Research challenges Papers

Cryptocurrency regulation [4, 8, 18, 34, 37]
Cryptocurrency adoption [3, 4, 15, 20]
Risk of cryptocurrencies [3, 19, 47]
Central bank digital currency regulation [62]
Accounting for cryptocurrencies [38]
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4.4.2  Cryptocurrency adoption

The second gap observed is in cryptocurrency adoption with 
a call for further research on the economic and ethical effects 
of the design of altcoin liquidity levels, and on how block-
chain technology could be used to promote ethical goals 
in society, by hitching ‘mining’ to the creation of social or 
ecological benefits [3].

The implication of blockchain technologies requires in-
depth multi-disciplinary attention from the academic and 
scientific perspective but also at the policy-making level, 
because, careful steps and risk avoidance should be favoured 
at the decision-making level for implementing and adopting 
blockchain in public service, central banks and governmen-
tal institutions in general [20]. The importance of investigat-
ing the role of the disruptive innovation of cryptocurrencies 
in the acceptance and trust perceived by users concerning 
the monetary transactions generated in e-commerce is also 
pointed out by [15].

4.4.3  Central bank digital currency regulation

The third gap observed is in Central Bank Digital Cur-
rency regulation. According to [62], the current research is 
not coherent on the design attributes of a possible CBDC 
because the design properties, technical implementations as 
well as legal and societal aspects have not been researched 
thoroughly.

4.4.4  Accounting for cryptocurrencies

The fourth gap identified is the accounting for cryptocur-
rencies with calls for follow-up studies to investigate the 
accounting practices of companies using cryptocurrencies, 
focusing first on companies accepting cryptocurrencies as 
a means of payment, and then on companies investing into 
cryptocurrencies. Accounting research should pay atten-
tion to the practices of (voluntary) disclosures concerning 
cryptocurrencies which may bring new insights into the 
informativeness of financial reporting and the interaction 
of standards and reporting incentives on accounting (dis-
closure) quality [38].

4.4.5  The risk of cryptocurrencies

The fifth gap relates to the risk of cryptocurrencies with a 
call for future studies to combine a variety of methods to 
gain additional insight into the issues of cryptocurrency’s 
vulnerability, risk identification and mitigation, regulation 
and acceptability [47]. Research is needed which highlights 
both the risks and potential rewards of altcoins for govern-
ment actors and a rigorous mapping of this spread would 
enable business actors, among others, to better understand 

and offset looming volatility risks and generally to make 
sound policy decisions in this fast-changing field [3]. Also 
needed is a model to investigate the antecedents in a variety 
of contexts employing more advanced statistical modeling 
techniques such as structural equation modeling (SEM) or 
partial least squares (PLS) [19].

This section analysed the research challenges for cryp-
tocurrency regulation, and created a comprehensive list of 
the challenges. The results could help other researchers and 
practitioners focus their research on the areas that require 
more attention.

5  Discussion

In this section, we discuss the answers to the defined 
research questions.

This systematic mapping identified the research on cryp-
tocurrency regulatory proposals and current challenges 
that need to be addressed in future studies, and analysed 
the publication approaches, the current research topics, the 
research contributions, and the research challenges for cryp-
tocurrency regulation.

Our purpose was to understand the level of maturity of 
the current research by analysing the research method and 
type of the selected studies, to map the current research top-
ics, and to evaluate the current research contribution map in 
cryptocurrency regulation.

The most significant study type identified was action 
research, which contributed to the acquisition of new theo-
retical knowledge, and involved researchers and practition-
ers acting together on problem diagnosis, intervention, and 
reflective learning. Evaluation research was also an impor-
tant type of research, and revealed that the research on 
cryptocurrency regulation had been focused primarily on 
the problems of cryptocurrency and proposals for cryptocur-
rency regulation. This type of research also called for more 
legislation and better law enforcement.

Current research has been focused on cryptocurrency 
problems such as money laundering, the dark market, drug 
trafficking, tax evasion by corrupt firms and criminal organi-
zations, hacking, speculation bubbles, energy consumption, 
credit, operational and liquidity risks, and has also called for 
increased legislation and improved law enforcement.

The research topics on cryptocurrency regulation are: dis-
tributed governance; central bank digital currency (CBDC); 
monetary policy; cryptocurrency adoption; security; regu-
lation; cryptocurrency market; cybercrime economy; and 
money laundering.

Table  5 presents a summary of the most important 
proposals to regulate cryptocurrency as indicated by the 
research contribution and research focus of the selected 
papers.
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The tools proposed to regulate cryptocurrency regulation 
included an information system to manage cryptocurrency, 
and a tool for reducing the aggregated cost of know-your-
customer (KYC) requirements.

The protocols proposed to regulate cryptocurrency were 
Streaming Data Payment Protocol (SDPP) and the Bitcoin 
blockchain protocol which facilitate distributed decision 
making within a network and give better protection against 
double-spending attacks.

The models proposed to regulate cryptocurrency were: a 
model to calculate an optimal level of central regulation; a 
model to provide an understanding of consumer acceptance 
of cryptocurrency; and a model to understand the acceptance 
and adoption of cryptocurrency and cryptocurrency account-
ing models under IFRS.

The methods proposed to regulate cryptocurrency 
involved policy specification and verification of transactions 
based on smart contracts, and a method for de-anonymizing 
Bitcoin blockchain transactions.

The frameworks proposed for cryptocurrency regulation 
were Central Bank Digital Currency (CBDC), the chal-
lenges of distributed governance, financial and monetary 
policy risks, and regulation to improve anti-money launder-
ing legislation.

The knowledge contributions of cryptocurrency were: the 
financial and monetary policy risks of digital currencies; the 
market for financial intermediation; and the use of block-
chain-based micropayments in the cybercrime economy.

More research on the theoretical and conceptual 
approaches to cryptocurrency regulation is necessary, as 
well as more projects related to solutions for cryptocurrency 
regulation. Furthermore, what is also needed are studies 
focused on the problems of cybercrime and money launder-
ing using cryptocurrency across international borders, which 
is to say, a global approach to regulating cryptocurrency as 
an internationally distributed digital currency.

The regulatory research challenges include cryptocur-
rency regulation, cryptocurrency adoption, Central Bank 
Digital Currency (CBDC) regulation, accounting for cryp-
tocurrencies and the risks inherent in cryptocurrencies.

Researchers are calling for extended research such as 
empirical studies on the causes and consequences of finan-
cial regulation in blockchain, studies on legal and societal 
aspects of central bank digital currency, and studies which 
combine a variety of methods to gain additional insight into 
the issues of vulnerability, risk identification and mitigation, 
regulation and acceptability of cryptocurrency.

Cryptocurrency regulation demands multi-disciplinary 
research to produce a robust regulatory framework including 
scientific perspective as well as the interests of the key stake-
holders such as the regulators and the regulated, especially 
the International Bank of Settlements (IBS), governments, 
national and international central banks, banks, anti-money Ta
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laundering organizations, telecommunications regulators 
and operators, Fintech companies and individuals who use 
cryptocurrency.

6  Limitations

In our study, we identified three limitations that may threaten 
the validity of the results. We relied on the map of threats 
to the validity of systematic literature reviews in software 
engineering [67] to identify limitations and techniques to 
overcome these limitations.

The first limitation identified was the lack of standard 
languages with regards to cryptocurrency. Several termi-
nologies such as commodity money, cryptocurrency, cryp-
tographic currencies, digital currency, e-currency, digital 
cash, electronic currency, e-money, internet-based money, 
internet currency, virtual currency, virtual money, altcoin, 
bank digital currency, central bank digital currency were 
used to introduce the thematic of unregulated cryptocur-
rency which caused chaos in the research process.

The strategy used to overcome this limitation was to work 
with another researcher to decide which terms to use in the 
search strings. We tested this strategy by removing all syn-
onymous terms of cryptocurrency in our search string and 
observed the results of the search. We adopted this strategy 
to help eliminate studies that were outside of the scope of 
the research goal of this review.

The second limitation was the inability to access papers 
to download, which could have resulted in the absence of 
relevant primary studies. To resolve this limitation, we did 
a manual search on Google Scholar and on ResearchGate.

Finally, to overcome the limitation of unsatisfactory data 
synthesis, which could have influenced the quality of our 
data analysis, we piloted data synthesis including several 
different perspectives of cryptocurrency regulation.

7  Conclusion

In this systematic mapping study, we identified research that 
had been conducted on cryptocurrency regulation, as well as 
current challenges that should be addressed in future studies.

Mapping the publication approaches to cryptocurrency 
regulation, we concluded that the most significant study type 
was action research which contributed to the acquisition of 
new theoretical knowledge, and involved researchers and 
practitioners acting together on problem diagnosis, inter-
vention, and reflective learning.

The main issues addressed by cryptocurrency research 
were: solutions for managing cryptocurrency through dis-
tributed networks; the design features of cryptocurrency 

such as value-based, account-based, wholesale, retail-
oriented, interest-bearing, non-interest bearing; risks of 
unregulated virtual currencies on monetary policy; and 
categorization and identification of factors that could 
influence the intention to use cryptocurrency.

Security of blockchain-based transactions, was another 
issue addressed by cryptocurrency regulation and covered: 
the intersection and interactions between conventional law 
produced and enforced by national legislation; the market 
reaction in response to regulatory actions; the identifica-
tion of cybercriminal and illegal trades on the darknet; 
and the analysis of the money laundering process and how 
cryptocurrencies have been integrated into this process.

The research contribution on cryptocurrency regulation 
comprises two types: concrete or tangible proposals such 
as tools, protocols, methods, models, and, the theoretical 
or intangible solutions such as frameworks and knowledge.

Researchers are calling for more research via empirical 
studies related to: the causes and consequences of financial 
regulation in blockchain; the legal and societal aspects of 
central bank digital currency; and combinations of various 
methods to gain additional insight into the vulnerability, 
risk identification and mitigation, regulation and accept-
ability of cryptocurrency.

The cryptocurrency regulation research challenges 
include calls for empirical studies addressing: the causes 
and consequences of financial regulation in blockchain 
and cryptocurrencies; the legal and societal aspects of 
central bank digital currency; international cooperation 
and harmonization of regulation; regulation to mitigate the 
potential risks of cryptocurrency; standards for card-based 
payments and micropayments with cryptocurrency; secu-
rity standards in the financial sector applied to blockchain-
based financial transactions in 5G networks; and standards 
for cryptocurrencies accounting.

This systematic mapping study contributes to the 
structuring of research into cryptocurrency regulation, 
and summarizes the research approaches, topics, con-
tributions and challenges. The results of this systematic 
mapping could help researchers and practitioners to better 
understand how research is being done and communicated. 
This can thus help take the research on cryptocurrency 
regulation even further, can increase the current research 
topics, and can increase the research contributions so 
that researchers and practitioners can better conduct their 
future research on these topics and more effectively focus 
on the areas that require more attention.

For future work, we propose to further investigate the 
stakeholders, the drivers, the assessments, the goals for 
regulation of cryptocurrency, the central bank digital cur-
rency projects and decentralized finance (DeFi).
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