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Abstract—The prosperity of the manufacturing sector is critical for the overall competitiveness
of a nation/region. Most of the existing efforts focus on the modernization and digitization of
each individual factory, which can only bring isolated performance improvements and cannot
optimize the ecosystem as a whole. A novel idea to overcome these limitations and keep
improving the performance of the manufacturing sector is to enable horizontal scaling by
breaking the silos and allowing more flexible resource sharing. Following this insight, we
describe the concept of software defined manufacturing, which divides the manufacturing
ecosystem into software definition layer (SDL) and physical manufacturing layer (PML). PML
consists of a large number of unified manufacturing equipment and SDL takes care of all other
jobs. Software defined manufacturing allows better resource sharing and collaboration, and has
the potential to transform the existing manufacturing sector.

Index Terms: Industrial control, Manufacturing, Security and Protection

INTRODUCTION

It is the consensus that a robust manufacturing
sector is essential to maintain the overall competi-
tiveness of a nation. Major countries are investing
heavily to modernize their manufacturing sector
and gain an edge over the competition. Stock
and Seliger proposed the concept of Industry

4.0 back in 2011 [1], which received extensive
studies and was the first national strategy on next-
generation manufacturing development. China’s
Made in China 2025 plan is another significant
effort in promoting future manufacturing. Innova-
tion 25 is Japan’s package program to empower
the country’s economy through innovation and an
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open attitude, where improving Japan’s competi-
tiveness in manufacturing is an important part of
the program.

Although these efforts have different names,
they share the same philosophy of increasing
the investment of technology to improve the
overall competitiveness of their manufacturing
sector. One important investment direction of all
these strategies is to develop new information and
communications technologies (ICT) and to accel-
erate their integration with traditional manufac-
turing infrastructures, such as industrial Internet
of Things (IoT), artificial intelligence (AI), and
virtual reality/augmented reality (VR/AR) for the
industry. Most of these efforts aim at connecting
the physical manufacturing infrastructure more
closely with ICT and build closed and proprietary
manufacturing infrastructures. The expectation is
that the integration greatly improves manufac-
turing efficiency and reduces labor intensity or
utilization at the same time. People are then freed
from repetitive tasks and more time can be spent
on creative activity. Based on the advancement
in factory digitization, the concept of agile man-
ufacturing was proposed [2], which focuses on
enabling an organization to quickly respond to
customer needs and market changes.

Originally, the integration of ICT and man-
ufacturing infrastructure focused on each indi-
vidual factory, where resource sharing is not a
factor for consideration. This brings at least two
limitations: (i) The information system invested in
each individual factory is not fully utilized. The
information system capability (e.g., computation
and communication) is designed to handle the
peak demand of a factory, and at other times the
resources are wasted. (ii) Each factory is a silo.
While a factory is equipped with an advanced
information system and highly automated with
precision operation capability, it does not have
complete support for collaboration with other
factories, especially for those who belong to other
entities. As collaboration plays a more important
role in modern manufacturing, this in turn limits
the potential of each individual factory.

The isolation also brings other issues. For
instance, modern manufacturing usually involves
a global supply chain. That is, a single link on
the chain without the most advanced configura-
tion will limit the whole process. With factories

becoming more sophisticated, it becomes harder
for newcomers to jump on the competitive stage
and may lead to monopolies, which in turn limits
innovation.

The development of cloud computing sheds
light to mitigate the above limitation, and the con-
cept of cloud manufacturing was proposed [3]. In
the paradigm of cloud manufacturing, instead of
maintaining dedicated computation infrastructure
for each factory, most of the computation and
storage jobs are moved to the cloud computing
infrastructure that is shared by multiple factories
owned by different entities. Cloud manufacturing
enjoys all the benefits of cloud computing from
the perspective of information processing, for
example, high flexibility, availability, scalability,
and the pay-as-you-go service manner; and par-
tially addresses the issue of waste of information
processing resources.

As the deployment of the 5G mobile network
increases, the resource-sharing between different
factories is further improved. The 5G infrastruc-
ture enables various virtual technologies to sup-
port network slicing, which allows the network
operator to build a virtual dedicated network
with different features for a certain application
scenario. It also offers a good option to replace
dedicated and proprietary communication sys-
tems integrated with factories.

Besides leveraging cloud computing and 5G
to improve the level of resource sharing, crowd-
sourcing [4] also becomes more popular in manu-
facturing. To accelerate new product development
and to introduce innovative enhancements to ex-
isting ranges, there is an urgent need to utilize and
share organizational and employee knowledge.
Crowdsourcing offers a collaborative idea gener-
ation and problem solving mechanism. It allows
one to obtain explicit knowledge from a broader
community and extract previously unknown tacit
knowledge in a less formal manner [5].

From the adoption of these technologies and
methodologies, it can be seen that the trend for
future manufacturing at least consists of two
essential components, resources sharing and col-
laboration. Resource sharing reduces the idle time
of the information system that is integrated with
the manufacturing infrastructure, and provides a
higher level of flexibility and resilience. At the
same time, close collaboration accelerates manu-

2



Physical 
Manufacturing 
Infrastructure

Communication
Infrastructure

Computation 
Infrastructure

Manufacturing 
Practitioner

Physical 
Manufacturing 
Infrastructure

Communication
Infrastructure

Computation 
Infrastructure

Manufacturing 
Practitioner

Figure 1. Moving from current manufacturing infrastructure to the future software defined manufacturing
infrastructure. Under the framework of software defined manufacturing, both information processing resources
and physical manufacturing resources are shared by all practitioners, which not only improve the level of
resource utilization, but also enable smoother and easier collaboration.

facturing innovation and R&D.
Along this direction, the landscape of man-

ufacturing will continue to transform to further
enhance resource sharing and collaboration. One
promising approach is software defined manu-
facturing. Software defined manufacturing learns
lessons from the key technologies from ICT,
such as software defined network (SDN [6]) and
software defined infrastructure (SDI [7]). The
overall idea is to convert the infrastructures of
certain manufacturing sectors to a unified, shared
platform. Practitioners of that sector can schedule
their work freely on the platform. The platform
then allows practitioners to collaborate easily
on all types of tasks to unleash the platform’s
potential fully.

OVERVIEW OF THE SOFTWARE
DEFINED MANUFACTURING

Software defined manufacturing breaks the
boundaries between different factories by extend-
ing existing ideas such as cloud based manufac-
turing and 5G, and brings resource sharing and
collaboration to a new level, which are critical
for future manufacturing.

Architecture of Software Defined Manufacturing
Figure 1 presents the major differences be-

tween the current practice of utilizing information
technology to modernize manufacturing infras-
tructure and the future software defined manu-
facturing infrastructure. As depicted on the left
side of Figure 1, current R&D efforts such as
Industry 4.0 [1], [8] focus on modernization and

digitization of each single manufacturing factory
by introducing automated tools like robots and
AI components to reduce the working intensity,
improve production efficiency, and eliminate po-
tential failures with better prediction. Under this
framework, the potential of each factory can be
maximized and the productivity of the whole
sector scales vertically.

On the right side of Figure 1, instead of
splitting the manufacturing sector vertically into
silos, software defined manufacturing framework
breaks the boundaries and makes it an open,
sharable ecosystem. Specifically, software defined
manufacturing divides the industry ecosystem
horizontally into two layers, the physical man-
ufacturing layer and the software definition layer,
which are accessible to and shared by all practi-
tioners.
• Physical manufacturing layer (PML). The

framework requires the physical manufac-
turing layer to support universal production
and be as flexible as possible. The PML
is composed of a group of sites, and each
site has a set of equipment that can be
controlled by software for manufacturing.
Here the equipment can be a 3D printer or
other instruments that have the capability
to make a wide range of different items.
The PML is shared by multiple practitioners.
Although it is a challenge that each site
can support all manufacturing activities, it
is feasible to build such sites for a specific
sector to cover the majority of the production
activities. The auto industry has adopted a
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similar strategy by introducing car platforms
to increase the percentage of sharable com-
ponents [9]. The industry has been pursuing
flexible manufacturing for a long time, which
aims at the ability to deal with mixed parts,
allow variation in parts assembly, and sup-
port production volume and design changes.
Most of these features are aligned with the
goals of PML. Leading equipment manufac-
turers like ABB and Leidos have developed
a variety of technologies to support flexible
manufacturing that can be leveraged for the
construction of PML. At the early stage of
software defined manufacturing, PML can
also include more than one type of site to
support multiple sectors. But the sharing
nature of these sites does not change.

• Software definition layer (SDL). The SDL is
responsible for everything except the actual
manufacturing, including design, develop-
ment, simulation, and control of the whole
information infrastructure of the manufactur-
ing process (e.g., sending instructions and re-
ceiving feedback from PML sites and equip-
ment). SDL can be further decomposed into
two sub-layers, the computation layer and
the communication layer. The computation
layer manages a variety of valuable digital
assets for a practitioner such as designs and
technological processes, which determine a
practitioner’s capability and level of effi-
ciency to make products. The communi-
cation layer is a bridge that connects the
cyber world and the physical world, which
supports reliable connections between the
computation infrastructure and the physi-
cal manufacturing infrastructure. The com-
munication layer is also configurable and
controllable through the computation layer,
i.e., a practitioner can decide the features
of connections needed for the manufacturing
tasks, such as bandwidth and latency. Similar
to PML, the SDL infrastructure is shared by
multiple practitioners. The difference is that
SDL is shared across different sectors. At the
same time, a practitioner can store and man-
age private assets using SDL for their own
usage, trading with others, or collaboration
with other practitioners.

Components and Usage of Software Defined
Manufacturing

There are three types of components in the
software defined manufacturing infrastructure.

• Computing node. A large number of comput-
ing nodes compromise the computation layer
of SDL, which is responsible for computa-
tion and storage tasks. There are different
ways to organize computing nodes, and a
simple way is to have a centralized party
to provide and manage all computing nodes,
like the current practice in cloud computing.

• Communication channel. Communication
channels are also part of SDL and are re-
sponsible for providing reliable connections
between other nodes in the system. As 5G
infrastructure is deployed, the computing
nodes and communication channel can con-
verge and be managed by a single operator.

• Manufacturing node. These nodes compro-
mise the PML. A manufacturing node is
highly autonomous and can be owned by
anyone. After it connects to the framework,
it is fully controlled by the SDL for daily
operations.

A practitioner p interacts with the software
defined manufacturing as follows:

• p logs into its management portal hosted in
the cloud, which is part of the software de-
fined manufacturing framework. Through the
management portal, p can see the demand
and supply information, all its digital assets,
the current status of manufacturing nodes,
and other services (e.g., scheduling tool) it
subscribed to.

• p finalizes the production plan and submits
instructions to manufacturing nodes through
the software defined manufacturing frame-
work.

• A manufacturing node carries out the pro-
duction according to received instructions
(e.g., technological process and quantity).

A financial settlement protocol is integrated with
the above process, and the payment option can be
part of the manufacturing node status.

Figure 2 shows a concrete example of soft-
ware defined manufacturing architecture from a
practitioner’s perspective. SDL is built and im-
plemented using the cloud-edge computation in-
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frastructure, which includes a limited number of
cloud computing data centers with plenty of com-
putation and storage resources and a large number
of edge computing data centers that are physically
distributed. The cloud (the centralized computing
infrastructure in Figure 2) is responsible for in-
teracting with the practitioner and most of the
computation and storage intensive manufacturing
activities related R&D work. As the physical
manufacturing facilities (manufacturing node) are
geographically distributed, multiple edge data
centers (the distributed computing infrastructure
in Figure 2) are utilized to control the operations
of manufacturing nodes that are close to them.
The communication infrastructure is integrated as
part of the cloud-edge computation system.

A practitioner utilizes a cloud data center to
finish the R&D work of a new product. The cloud
also maintains the current statuses of all manufac-
turing nodes that are essential for scheduling, in-
cluding locations, production capacities, planned
workloads, and transportation information. When
there are multiple types of manufacturing nodes
in the system, the type information is also pro-
vided. The practitioner utilizes the information
to schedule the physical production works. If the
product is a sub-component of another product,
the practitioner also takes the schedules of collab-
orators into consideration when determining their
own plan.

After the schedule is finalized, instructions are
distributed to edge data centers, and the edge
data centers will coordinate with manufacturing
nodes to start the production process. Even for
a single practitioner, the manufacturing process
can involve multiple steps. In this case, it is
possible several manufacturing nodes are utilized.
The end product of one manufacturing node is the
raw product of another manufacturing node, and
transportation is involved as part of the schedule.

Under the software defined manufacturing
framework, SDL and PML do not belong to any
specific entity. Both SDL and PML are provided
virtually to all practitioners, and the resource
allocation process is transparent to them. In other
words, each practitioner believes is the only one
using the system and does not need to be aware
of other practitioners in the system. In Figure 2,
resources covered by the shaded area are allocated
to the practitioner, and from the view of the prac-

Centralized 
Computing 
Infrastructrure

Distributed 
Computing 
Infrastructrure

Distributed 
Manufacturing 
Infrastructrure

Computing Node Manufacturing Node

Manufacturing
Practitioner

SDL

PML

Figure 2. A use case of the software defined manu-
facturing from a practitioner’s perspective.

titioner, all these resources are used exclusively.
But in reality, these resources can also be utilized
by another practitioner.

IMPACTS OF SOFTWARE DEFINED
MANUFACTURING

By dividing the manufacturing ecosystem hor-
izontally instead of vertically, the software de-
fined manufacturing framework has the potential
to transforms the business model of manufac-
turing as it breaks the silos and enables a free
and fully competitive market. In this section,
we summarize the potential impacts of software
defined manufacturing when it becomes more
mature and is widely adopted in practice.

Accelerating Innovation
Innovation is playing a more important role in

modern manufacturing. Within the current man-
ufacturing ecosystem, the threshold to join the
manufacturing business is becoming higher and
higher, especially for advanced manufacturing
that requires sophisticated and expensive equip-
ment. Without access to these facilities, there is
little a practitioner can do, e.g., conducting exper-
iments to verify a new design or building a small
number of products for the purpose of market
feedbacks collection. Established big players will
try to further enhance the barriers to maintain
their monopoly position. Therefore, it prevents
broad participation and indirectly hinders inno-
vation.

The adoption of software defined manufactur-
ing can fully change the game, and help to realize
the concept given in social manufacturing [10],
[11]. Under the new framework, the whole in-
frastructure (including both SDL and PML) does
not belong to any specific practitioner and is
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accessible to the public. Similar to the scenario of
cloud computing, one can utilize the resources by
renting other than owning, and the cost is charged
in the manner of pay-as-you-go. Therefore, one
can easily test new ideas at a relatively low cost
and increase the production scale easily when the
concept is verified.

In summary, the new framework lowers the
market access threshold and puts a new prac-
titioner at the same starting point as his/her
established competitors. Besides removing one
of the most critical barriers for innovation in
the manufacturing sector, it also encourages ex-
isting practitioners to invest more in R&D as
traditional advantages of established players are
greatly eliminated.

Improving Supply Chain Resilience and
Flexibility

Modern manufacturing usually involves a
complex and long supply chain, where most prac-
titioners focus on their own business and compro-
mise a tiny part of the whole system. Under the
current framework, this fine-grained division of
work has been proved to be successful in max-
imizing production efficiency. But at the same
time, the sophisticated supply chain also brings
more uncertainties to the ecosystem. The effect
of a failure of a single link in the system can
cascade to other practitioners on the same supply
chain, and disrupt normal operations. The recent
COVID-19 pandemic has shown the fragility of
such a complex supply chain. As some of the
major economies are locked down, the original
supply chains are disrupted and it is hard, if not
impossible, to re-build a similar one in another
place in a short time period.

With the software defined manufacturing
framework, SDL can easily re-schedule
information processing related works from
failed/disconnected computing nodes to others
without service disruption. PML consists of a
large number of unified manufacturing nodes that
are flexible to produce different things. Although
these manufacturing nodes may have different
outputs, they can largely replace each other.
Even if a node with higher output fails, multiple
production nodes with relatively lower outputs
can be used to replace its role with limited
impacts on the supply chain. The substitutability

of production nodes in PML gives a practitioner
more flexibility to schedule physical production
tasks. At the early stage of software defined
manufacturing, there can be several groups of
production nodes with different functions. This
adds another constrain but will not affect the
structure of the new framework.

In practice, this process can even be fully au-
tomated by a re-schedule service hosted in SDL.
The practitioner can provide certain constraints
beforehand, and SDL monitors the current status
of the whole system. When some of the resources
involved in current production activity become
unavailable, the service runs an algorithm to de-
termine the possible re-scheduling options based
on the constraints and availability information.
The practitioner can either select one from the
options or allow the re-schedule service to do it
automatically.

Facilitating and Enhancing Collaboration
The manufacturing sector can benefit signifi-

cantly from collaboration due to the fine-grained
division of works. However, collaboration under
the existing paradigm is quite complex as each
factory/entity is a closed system, and usually has
limited and fixed partners. To initialize a new
collaboration relationship, interested practitioners
need to create a pair of dedicated interfaces
between each other, which usually involves a
lengthy administration process and cannot be re-
used with others.

Software defined manufacturing simplifies the
process of collaboration from the following two
perspectives: (i) Focusing on collaboration in
SDL. As manufacturing nodes in PML are uni-
versal and completely controlled by computing
nodes in SDL, two practitioners who want to col-
laborate only need to work in the cyber world to
achieve consensus on the protocol for exchanging
digital assets (e.g., designs, patents, and draw-
ings) and provisioning adequate privileges to the
other party to access their own resources in SDL.
(ii) Open standards. The interfaces between major
components of software defined manufacturing
will be standardized, so the work that is done for
one collaboration can be easily re-used for other
collaborations.

By utilizing the above two features, a market
for collaboration can be built as part of SDL,
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where a practitioner can publish all types of
demands to seek potential collaborators. Other
practitioners who have a solution for the problem
can then bid or negotiate on the platform to
become a collaborator. This collaboration market
is similar to a crowdsourcing platform that fosters
collaborations, but is dedicated to the manufactur-
ing sector and closely integrated with the software
defined manufacturing framework.

Improving Overall Efficiency
Ideally, a factory should maximize the uti-

lization of its resources and meet all demands
simultaneously. Under the current framework, this
is very hard to achieve as a factory is built
with fixed output capacity, but the demand keeps
changing. When the output capacity and demand
do not match, there is no way for a single factory
to achieve the two goals at the same time. Even
if the output capacity and demand match for a
single factory, the actual output is also affected
by upstream and downstream factories, which
rely on the market mechanism to determine their
outputs indirectly. Therefore, there are very likely
mismatches of demand and supply, which causes
underutilization and wastes resources.

There are two reasons for the above problem:
lack of resource sharing and lack of informa-
tion sharing. The software defined manufacturing
solves this problem in a systematic way. Manu-
facturing nodes in PML are universal and shared
by all practitioners, as long as practitioners have
different peak demand times, SDL can easily do
a load balancing to maximize the utilization of
production nodes, which is similar to the scenario
of cloud computing where physical servers are
shared by multiple tenants with different peak
demand times.

SDL also allows different practitioners to ex-
change demand/supply information easily and
they can schedule production tasks only when
there is a determined demand from others. There-
fore, the demand and supply will be better
matched and stocking cost will be reduced.

Cost Reduction
The cost of manufacturing can vary signifi-

cantly for different industries, and we only ana-
lyze the major factors in a qualitative manner to
show the potential of cost reduction with software

defined manufacturing.
The major factors of the cost of conducting

business in manufacturing in a traditional way
include: (i) Cost of infrastructure building (B);
(ii) Cost of producing (P ), including material and
labor cost; and (iii) Cost of the supply chain (S).
While P and S are proportional to the output
O, B is relatively independent of O. Therefore,
the cost of each unit is P/O + S/O + B/O.
Under the new framework, a practitioner does
not need to invest in his/her own infrastructure
but pays to rent necessary resources to create
the manufacturing system when needed, which is
denoted as R. The practitioner still needs to cover
the costs of producing (P ′) and supply chain (S′).
But in this case, R is also proportional to O. In
other words, R/O is roughly a constant value
under software defined manufacturing framework.
For the same output O, the cost of each unit is
P ′/O + S′/O +R/O.

The cost of producing is similar for both
cases (i.e., P = P ′), and the supply chain
cost for software defined manufacturing can be
cheaper as the practitioner has more flexibility
in the optimization of the supply chain (i.e.,
S > S′). The relationship between B and T
is more complicated. When the infrastructure is
fully utilized (O is maximized), B/O < R/O.
However, when O is smaller, we have B/O >
R/O. In summary, when O does not reach the
full capacity of the manufacturing infrastructure,
P/O + S/O +B/O > P ′/O + S′/O +R/O.

From the infrastructure owner’s perspective,
although he/she can only collect a rent fee that
is proportional to the output, the facility can be
rented to multiple practitioners.

TECHNOLOGY CHALLENGES
While having the potential to revolutionize

manufacturing and bring many advantages, there
are several technical challenges that need to be
addressed.

Construction of Flexible and Universal
Manufacturing Node

One of the most important key enablers for
software defined manufacturing is the need for a
flexible and universal manufacturing node, i.e.,
a node can produce a wide range of products
and easily switch from one product to another.
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Without a large number of such nodes, SDL
cannot have enough freedom to schedule produc-
tion tasks to realize benefits such as innovation
acceleration and better system efficiency.

One promising direction to implement such
a flexible and universal manufacturing node is
to utilize 3D printing and additive manufactur-
ing technologies [12], [13]. Recent 3D print-
ing and additive manufacturing technologies can
use different materials to make many different
products, from mechanical parts to medical tools
and devices. Such production technologies can
be easily integrated with SDL as they are fully
controlled by software. Most existing 3D printing
technologies are not scalable enough and too
expensive for massive production. To overcome
this challenge, it requires both advancement in
material and print technology itself. Some works
have been done along with these directions [14],
[15].

Even if the universal manufacturing node is
not mature at this time, the software defined man-
ufacturing is still valuable: (i) The new frame-
work can be applied to more specific sectors so
the hardness of building a unified manufactur-
ing node; (ii) Instead of using a single type of
manufacturing nodes, the framework can support
multiple types of manufacturing nodes. These
strategies can help the early adoption of software
defined manufacturing.

Incentive Mechanism Design
To maximize the resource utilization, both the

SDL and the PML infrastructures are shared by all
practitioners. A natural question is: who will build
and maintain these infrastructures? Building and
running the SDL is relatively simple as it is very
similar to the cloud/edge computing infrastructure
we have today, and the major vendors (e.g., Ama-
zon, Microsoft, and Google) have established a
mature business model. The incentive mechanism
that encourages the construction of manufacturing
nodes in PML is less clear. To achieve some of
the benefits of software defined manufacturing
such as high supply chain resilience, it is better
to deploy the manufacturing nodes globally, so
practitioners have more choices when part of PML
fails and disconnects from the system.

However, without a carefully designed in-
centive mechanism, investors may tend to build

the manufacturing nodes into several clusters to
reduce the cost of movement of components
and attract more practitioners to schedule their
jobs to manufacturing nodes that belong to a
small number of clusters. This will form positive
feedbacks and leads to a further concentration of
manufacturing nodes, which is undesirable from
the perspective of whole system resilience.

To avoid this from happening, the software
defined manufacturing framework needs a com-
pensation system to encourage deployment of
manufacturing nodes in less favored locations,
e.g., the system can collect a certain percentage
of income from manufacturing nodes deployed in
popular locations to balance the profits rate.

System Security
The software defined manufacturing provides

a disruptive way to organize manufacturing, max-
imizing the level of resource sharing to improve
both flexibility and efficiency. To fully unleash the
potential of this new way of organizing the man-
ufacturing process, several security challenges
need to be addressed:

Isolation in the multi-owners/users infrastructure.
All components of SDL and PML are shared
by multiple practitioners for efficiency and flex-
ibility improvement. However, resource sharing
also brings new challenges for the information
managed and processed within the framework.
Without a properly implemented isolation mech-
anism, a practitioner may leak valuable digital
assets to an attacker. The isolation within PML
is relatively easy to achieve as a manufacturing
node will only carry out one task at a time.
It is more complex to implement an isolation
mechanism in the SDL. Existing technologies on
virtual machines isolation [16] can be utilized to
mitigate the challenge. But these methods usually
rely on the assumption that the SDL infrastructure
is trusted. When the SDL infrastructure is owned
and managed by multiple parties, the situation is
more complex and it is hard to make such an
assumption.

Trustworthiness of manufacturing nodes. A man-
ufacturing node accepts instructions from the SDL
to finish the production process. The instructions
usually include valuable intellectual property de-
tails (IPs) and leakage will lead to serious con-
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sequences. Another challenge is that the PML
needs to guarantee received instructions are used
in an expected way. For instance, a manufactur-
ing node cannot “replay” received instructions
to make extra products. One way to address
these two challenges is to make sure that each
manufacturing node in PML is trusted, i.e., it will
always follow the protocol with computing nodes
in SDL and keep information safe. To achieve
this goal, trusted computing hardware can be
integrated with each manufacturing node to offer
a trusted execution environment (TEE) [17] for
the control of the node. While this may not be
able to guarantee that such nodes can be fully
trusted, it can greatly reduce the attack surface.

Coordination in a decentralized environment. As
SDL is owned and maintained by multiple parties,
it is possible that two computing nodes that serve
different practitioners want to send conflicting in-
structions to the same manufacturing node. In this
case, the software defined manufacturing frame-
work needs to provide a resolution mechanism.
The emerging decentralized ledger (DL) technol-
ogy provides a promising direction to address
this issue. A DL is a data structure maintained
by multiple peers, who run a consensus protocol
to determine whether an instruction should be
accepted, for example, blockchain technologies.

Integration of DL and TEE for software defined
manufacturing protection. Integration of DL and
TEE has the potential to address most of the secu-
rity concerns in software defined manufacturing.
Figure 3 provides an overview of the integrated
security protection mechanism:
• Digital assets protection. The digital assets

ownership information is managed by the
DL in the same way as cryptocurrency, and
the contents can be stored in the cloud in
an encrypted format, which will only be
decrypted when inside the TEE of a man-
ufacturing node.

• Instruction enforcement. The TEE integrated
with the manufacturing node only accepts in-
structions through the DL, and the execution
results are sent back to the DL for recording.

Scheduling Optimization
The modern supply chain has been studied

a lot and many techniques have been developed

Instructions and assets are managed by a 
decentralized ledger in a secure manner.

Each manufacturing equipment has a trusted 
execution environment (TEE)

Figure 3. Security protection of the software defined
manufacturing infrastructure.

to optimize its operation. The software defined
manufacturing framework strives to achieve a
balance between users’ flexibility and overall
system performance. Optimization under this new
framework is substantially different from exist-
ing problems. Specifically, the software defined
manufacturing creates a dynamic environment,
where the practitioners are able to interact with
the whole manufacturing process through SDL
and can thus bring a significant amount of uncer-
tainties. For instance, a practitioner may cancel its
production request through SDL to a production
node (or a group of production nodes) in PML
in the middle of the manufacturing process. This
may either due to unexpected situations faced by
the practitioner or the practitioner being malicious
at the beginning.

Such “reoptimization-compatible” problem is
a challenging topic in operations research as most
of the common techniques in classical algorith-
mic design will fail. However, researchers have
made some progress in the iterative augmenta-
tion method for integer linear programming [18],
which is a fundamental mathematical tool for
various optimization problems and can be utilized
to partially address this specific scheduling opti-
mization challenge.

Compatibility
Most advanced manufacturing equipments use

proprietary protocols and do not talk with each
other. Under the software defined manufacturing
framework, it is possible that the general manu-
facturing nodes are provided by different vendors
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that is not compatible with each other. To mitigate
this challenge, a gateway can be deployed in the
edge computing center which works as a proxy
between practitioners and different manufactur-
ing nodes. The practitioner can interact with the
framework through a unified interface and does
not need to worry about the specific equipment
behind.

CONCLUSION
It is impossible to overestimate the impor-

tance of the manufacturing sector for a coun-
try/region to flourish. Software defined manufac-
turing framework is based on, but further ex-
tends, existing R&D trends such as Industrial 4.0
and cloud manufacturing. The novel framework
will transform the current manufacturing business
model and pave the way for future manufacturing.
It will bring many benefits that are not imaginable
with today’s manufacturing infrastructures, such
as innovation acceleration, better efficiency, and
high resilience. Although there are still some
temporary challenges to fully realize the frame-
work, solid progresses have been made in most
related directions and supporting technologies are
becoming more mature.
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