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INTRODUCTION

Social media sites have an extensive presence in nowadays
society. The user can learn a lot of useful information about
human behavior and interaction by paying attention to the
information and relations of social media users. This
information can be open or private. Ensuring the private data of
the clients in informal organizations is a genuine concern. It
proposes a different method to solve these privacy conflicts. As
of late, we have been viewing a huge increment in the
development of on-line social systems. OSNs empower
individuals to share individual and open data and make social
associations with companions, relatives, and different people or
groups. Notwithstanding the fast increment in the utilization of
interpersonal organization, it raises various security and
protection issues. While OSNs permit clients to confine access
to shared information, they as of now don't give any component
to thoroughly authorize security issue solver connected with
different clients. The proposed technique executes an answer
for encouraging cooperative administration of regular
information thing in OSNSs. Every controller of the information
thing can set his security settings to the mutual information
thing. The proposed technique likewise distinguishes protection
clashing portions and aides in determining the security clashes
and an ultimate choice is made regardless of whether to give
access to the mutual information thing.

SOCIAL MEDIA
Social media are computer-mediated technologies that facilitate
the creation and sharing of information, ideas, career interests
and other forms of expression via virtual communities and
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networks. The variety of stand-alone and built-in social media
services currently available introduces challenges of definition;
however, there are some common features:

User-generated content, such as text posts or comments, digital
photos or videos, and data generated through all online
interactions, is the lifeblood of social media. Users create
service-specific profiles for the website or app that are designed
and maintained by their social media organization. Social media
facilitate the development of online social networks by
connecting a user's profile with those of other individuals or
groups. Users typically access social media services via web-
based technologies on desktop, computers, and laptops, or
download services that offer social media functionality to their
mobile devices (e.g., smartphones and tablet computers). When
engaging with these services, users can create highly interactive
platforms through which individuals, communities, and
organizations can share, co-create, discuss, and modify user-
generated content or pre-made content posted online. They
introduce substantial and pervasive changes to communication
between businesses, organizations, communities, and
individuals. Social media changes the way individuals and large
organizations communicate. These changes are the focus of the
emerging fields of techno self-studies. Social media differ from
paper-based media (e.g., magazines and newspapers) or
traditional electronic media such as TV broadcasting in many
ways, including quality, reach, frequency, interactivity,
usability, immediacy, and permanence. Social media outlets
operate in a dialogic transmission system (many sources too
many receivers). This is in contrast to traditional media which
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operates under a monologic transmission model (one source too
many receivers), such as a paper newspaper which is delivered
to many subscribers, or a radio station which broadcasts the
same programs to an entire city. Some of the most popular
social media websites are Baidu Tieba, Facebook (and its
associated Facebook Messenger), Gab, Google+, MySpace,
Instagram, LinkedIn, Pinterest, Tumblr, Twitter, Viber, VK,
WeChat, Weibo, WhatsApp, Wikia, Snapchat and YouTube.
These social media websites have more than 100,000,000
registered users.

In America, a survey reported that 84 percent of
adolescents in America has a Facebook account. Over 60% of
13 to 17-year-olds have at least one profile on social media,
with many spending more than two hours a day on social
networking sites. According to Nielsen, Internet users continue
to spend more time on social media sites than on any other type
of site. At the same time, the total time spent on social media
sites in the U.S. across PCs as well as on mobile devices
increased by 99 percent to 121 billion minutes in July 2012
compared to 66 billion minutes in July 2011. For content
contributors, the benefits of participating in social media have
gone beyond simply social sharing to building a reputation and
bringing in career opportunities and monetary income.

Observers have noted a range of positive and negative
impacts of social media use. Social media can help to improve
individuals' sense of connectedness with real or online
communities, and social media can be an effective
communication (or marketing) tool for corporations,
entrepreneurs, nonprofit organizations, including advocacy
groups and political parties and governments. At the same time,
concerns have been raised about possible links between heavy
social media use and depression, and even the issues of
cyberbullying, online harassment and "trolling”. Currently,
about half of young adults have been cyberbullied and of those,
20 percent said that they have been cyberbullied regularly.
Another survey was carried out among 7th grade students in
America, which is known as the Precaution Process Adoption
Model. According to this study, 69 percent of 7th grade students
claim to have experienced cyberbullying and they also said that
it is worse than face to face bullying. However both the bully
and the victim are negatively affected, the intensity, duration,
and frequency are the three aspects that increase the negative
effects on both of them.

DEFINITION AND CLASSIFICATION
The variety of evolving stand-alone and built-in social media
services introduces a challenge of definition. The idea that
social media are defined by their ability to bring people together
has been seen as too broad a definition, as this would suggest
that the telegraph and telephone were also social media — not
the technologies scholars are intending to describe.
Classification of social media and overview of how important
different types of social media (e.g. blogs) are for each of a
company's operational functions (e.g. marketing)
The term social media is usually used to describe social
networking sites such as:
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% Facebook: An online social networking site that allows
users to create their personal profiles, share photos and
videos, and communicate with other users.

% Twitter: An internet service that allows users to post
"tweets" for their followers to see updates in real-time

< LinkedIn: A networking website for the business
community that allows users to create professional profiles,
post resumes, and communicate with other professionals
and job-seekers.

+«» Pinterest: An online community that allows users to display
photos of items found on the web by "pinning" them and
sharing ideas with others.

«+ Snapchat: An app for mobile devices that allows users to

send and share photos of themselves doing their daily

activities.

Social media technologies take many different forms
including blogs, business networks, enterprise social networks,
forums, microblogs, photo sharing, products/services review,
social bookmarking, social gaming, social networks, video
sharing, and virtual worlds. The development of social media
started off with simple platforms such as sixdegrees.com.
Unlike instant messaging clients such as ICQ and AOL's AlM,
or chat clients like IRC, iChat or Chat Television,
sixdegrees.com was the first online business that was created
for real people, using their real names. However, the first social
networks were short-lived because their users lost interest. The
Social Network Revolution has led to the rise of the networking
sites. Research shows that the audience spends 22 percent of
their time on social networking sites, thus proving how popular
social media platforms have become. This increase is because
of the smart phones that are now in the daily lives of most
humans.

DISTINCTION FROM OTHER MEDIA

Viral Content

Some social media sites have greater potential for content that
is posted there to spread virally over social networks. This is an
analogy to the concept of a viral infectious disease in biology,
some of which can spread rapidly from an infected person to
another person. In a social media context, content or websites
that are "viral" (or which "go viral™) are those with a greater
likelihood that users will reshare content posted (by another
user) to their social network, leading to further sharing. In some
cases, posts containing controversial content (e.g., Kim
Kardashian's nude photos that "broke the Internet" and crashed
servers) or fast-breaking news have been rapidly shared and re-
shared by huge numbers of users. Many social media sites
provide specific functionality to help users reshare content — for
example, Twitter's retweet button, Pinterest's pin function,
Facebook's share option or Tumblr's Reblog function.
Businesses have a particular interest in viral marketing tactics
because such a campaign can achieve widespread advertising
coverage (particularly if the "viral" reposting itself makes the
news) for a fraction of the cost of a traditional marketing
campaign (e.g., billboard ads, television commercials,
magazine ads, etc.). Nonprofit organizations and activists may
have similar interests in posting content online with the hopes
that it goes viral. The social news website Slashdot sometimes
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has news stories that, once posted on its website, "go viral”; the
Slashdot effect refers to this situation.

Mobile Use

Young people have high usage rates of smartphones, which
enables this demographic to be significant users of social media
websites.

Mobile social media refers to the use of social media on mobile
devices such as smartphones and tablet computers. This is a
group of mobile marketing applications that allow the creation,
exchange, and circulation of user-generated content. [22]

Due to the fact that mobile social media run on mobile devices,

they differ from traditional social media by incorporating new
factors such as the current location of the user (location-
sensitivity) or the time delay between sending and receiving
messages (time-sensitivity).

According to Andreas Kaplan, mobile social media applications
can be differentiated among four types: [22]

Space-timers (location and time sensitive): Exchange of
messages with relevance mostly for one specific location at one
specific point in time (e.g. Facebook Places What's app;
Foursquare)

Space-locators (only location sensitive): Exchange of
messages, with relevance for one specific location, which is
tagged to a certain place and read later by others (e.g. Yelp;
Qype, Tumblr, Fishbrain)

Quick-timers (only time sensitive): Transfer of traditional
social media applications to mobile devices to increase
immediacy (e.g. posting Twitter messages or Facebook status
updates)

MONITORING, TRACKING, AND ANALYSIS
Companies are increasingly using social media monitoring
tools to monitor, track, and analyze online conversations on the
Web about their brand or products or about related topics of
interest. This can be useful in public relations management and
advertising campaign tracking, allowing the companies to
measure return on investment for their social media ad
spending, competitor-auditing, and for public engagement.
Tools range from free, basic applications to subscription-based,
more in-depth tools.

Social media tracking also enables companies to
respond quickly to online posts that criticize their product or
service. By responding quickly to critical online posts, and
helping the user to resolve the concerns, this helps the company
to lessen the negative effects that online complaints can have
about a company product or service sales. In the US, for
example, if a customer criticizes a major hotel chain's
cleanliness or service standards on a social media website, a
company representative will usually quickly be alerted to this
critical post, so that the company representative can go online
and express concern for the sub-par service and offer the
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complaining person a coupon or discount on their next
purchase, plus a promise to forward their concerns to the hotel
manager so that the problem will not be repeated. This rapid
response helps to show that the company cares about its
customers.

Identity: This block represents the extent to which users reveal
their identities in a social media setting. This can include
disclosing information such as name, age, gender, profession,
location, and also information that portrays users in certain
ways.

Conversations: This block represents the extent to which users
communicate with other users in a social media setting. Many
social media sites are designed primarily to facilitate
conversations among individuals and groups. These
conversations happen for all sorts of reasons. People tweet,
blog, make online comments and send messages to other users
to meet new like-minded people, to find a romantic partner, to
build their self-esteem, or to be on the cutting edge of new ideas
or trending topics. Yet others see social media as a way of
making their message heard and positively impacting
humanitarian causes, environmental problems, economic
issues, or political debates.

Sharing: This block represents the extent to which users
exchange, distribute, and receive content, ranging from a short
text post to a link or a digital photo. The term 'social’ implies
that exchanges between people are crucial. In many cases,
however, sociality is about the objects that mediate these ties
between people—the reasons why they meet online and
associate with each other.

Presence: This block represents the extent to which users can
know if other users are accessible. It includes knowing where
others are, in the virtual world or in the real world, and whether
they are available. Some social media sites have icons that
indicate when other users are online, such as Facebook.

Relationships: This block represents the extent to which users
can be related or linked up to other users. Two or more users
have some form of association that leads them to converse,
share objects of sociality, send texts or messages, meet up, or
simply just list each other as a friend or fan.

Reputation: This block represents the extent to which users can
identify the standing of others, including themselves, in a social
media setting. Reputation can have different meanings on social
media platforms. In most cases, reputation is a matter of trust,
but because information technologies are not yet good at
determining such highly qualitative criteria, social media sites
rely on 'mechanical Turks': tools that automatically aggregate
user-generated information to determine trustworthiness.
Reputation management is another aspect and use of social
media.

Groups: This block represents the extent to which users can

form communities and sub-communities of people with similar
backgrounds, demographics or interests. The more 'social' a
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network becomes, the wider the group of friends, followers, and
contacts can be developed. Some Facebook users develop a list
of friends that includes people from all over the world.

POLITICAL EFFECTS

People are increasingly getting political news and information
from social media platforms. A 2014 study showed that 62% of
web users turn to Facebook to find political news. This social
phenomenon allows for political information, true or not, to
spread quickly and easily among peer networks. Furthermore,
social media sites are now encouraging political involvement
by uniting like-minded people, reminding users to vote in
elections, and analysing users' political affiliation data to find
cultural similarities and differences.

Social media can help taint the reputation of political figures
fairly quickly with information that may or may not be true.
Information spreads like wildfire and before a politician can
even get an opportunity to address the information, either to
confirm, deny, or explain, the public has already formed an
opinion about the politician based on that information.
However, when conducted on purpose, the spread of
information on social media for political means can help
campaigns immensely. The Barack Obama presidential
campaign, 2008, is considered to be one of the most successful
in terms of social media. On the other hand, negative word-of-
mouth in social media concerning a political figure can be very
unfortunate for a politician and can cost the politician his/her
career if the information is very damaging. For example,
Anthony Weiner's use of the social media platform Twitter to
send inappropriate messages eventually led to his resignation
from U.S. Congress.

Open forums online have led to some negative
[according to whom?] effects in the political sphere. Some
politicians [who?] have made the mistake of using open forums
to try to reach a broader audience and thus more potential
voters. What they forgot to account for was that the forums
would be open to everyone, including those in opposition.
Having no control over the comments being posted, negative
included, has been damaging for some with unfortunate
oversight. Additionally, a constraint of social media as a tool
for public political discourse is that if oppressive governments
recognize the ability social media has to cause change, they shut
it down. During the peak of the Egyptian Revolution of 2011,
the Internet and social media played a huge role in facilitating
information. At that time, Hosni Mubarak was the president of
Egypt and head the regime for almost 30 years. Mubarak was
so threatened by the immense power that the Internet and social
media gave the people that the government successfully shut
down the Internet, using the Ramses Exchange, for a period of
time in February 2011.

Social media as an open forum gives a voice to those
who have previously not had the ability to be heard. In 2015,
some countries were still becoming equipped with Internet
accessibility and other technologies. Social media is giving
everyone a voice to speak out against government regimes. In
2014, the rural areas in Paraguay were only just receiving
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access to social media, such as Facebook. In congruence with
the users worldwide, teens and young adults in Paraguay are
drawn to Facebook and others types of social media as a means
to self-express. Social media is becoming the main conduit for
social mobilization and government critiques because "the
government can't control what we say on the Internet."

Younger generations are becoming more involved in
politics due to the increase of political news posted on various
types of social media. Due to the heavier use of social media
among younger generations, they are exposed to politics more
frequently, and in a way that is integrated into their online social
lives. While informing younger generations of political news is
important, there are many biases within the realms of social
media. It can be difficult for outsiders to truly understand the
conditions of dissent when they are removed from direct
involvement. Social media can create a false sense of
understanding among people who are not directly involved in
the issue. An example of social media creating misconceptions
can be seen during the Arab Spring protests. Today's generation
relies heavily on social media to understand what is happening
in the world, and consequently, people are exposed to both true
and false information. For example, Americans have several
misconceptions surrounding the events of the Arab Springs
movement. Social media can be used to create political change,
both major and minor. For example, in 2011 Egyptians used
Facebook, Twitter, and YouTube as a means to communicate
and organize demonstrations and rallies to overthrow President
Hosni Mubarak. Statistics show that during this time the rate of
Tweets from Egypt increased from 2,300 to 230,000 per day
and the top 23 protest videos had approximately 5.5 million
views the contention
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The two principles calculate the affectability of the thing and
the relative significance of the clashing target client. In the
event that a client feels that a thing is exceptionally delicate for
her, she will be less ready to acknowledge sharing it than if the
thing is definitely not delicate for the user.

Policy, hence, the additional sensitive the item is.
Moreover, not all friends square measure the same; i.e., users
could feel closer to some friends than others and friends are also
in completely different teams representing different social
contexts. Thus, each the cluster and also the strength of every
relationship are thought-about once estimating the strictness of
privacy policies and, therefore, the sensitivity of things.
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The go-between will use any of the prevailing tools to
automatically acquire relationship strength (or tie strength)
values for all the user’s friends for specific Social Media
infrastructures like Facebook and Twitter with least user
intervention. Even though the mediator wouldn't be ready to use
these tools, users could be asked to self-report their tie strength
to their friends, which might clearly mean an additional burden
on the users, however, would still be potential. Regardless of
the procedure being used, the go-between simply assumes that
the tie strength worth assigned for every combine of friends a

that the most positive number worth within the tie strength scale
used5. Based on these values, the go-between considers
however strict may be a user’s individual privacy policy as AN
estimate of the sensitivity of AN item by hard the minimum tie
strength required in every cluster to possess access to the item
and averaging it across teams.

That is, if a privacy policy solely grants users with shut
relationships (i.e., friends with high tie strength values) access
to AN item.

Home Page

| thought of the individual privacy preferences of each
individual concerned in Associate in Nursing item, the
sensitivity of the item and therefore the relative importance of
the target to work out a user’s disposition to concede once a
multiparty privacy conflict arises.

User Registration Page

The results gathered through the online application were
compared to the results that might are obtained if our projected
mechanism was applied to the situations and if progressive
automatic ballot mechanisms were applied.

Request Page

| recruited fifty participants via e-mail together with university
students, educational and non-academic employees, as well as
people not associated with world Health Organization
volunteered to participate in the study. Participants completed
the study on-line mistreatment the online application developed
thereto end (as careful above). Before beginning, the applying
showed the data to be gathered and participants needed to
consent to continue.

Friends Page

I checked out the privacy policy defined by the participant and
also the conflict generated by the appliance for every state of
affairs. This determined participants’ most well-liked action for
the conflict (to be thought of by our projected mechanism and
state of- the-art vote mechanisms), also because the disposition
to change it (used to see the concession rule our mechanism
would apply in every case).

User Page

Users should manually outline for every item: the privacy
settings for the item, their trust to the opposite users, the
sensitivity of the item, and the way a lot of privacy risk they
might wish to take. These parameters are wont to calculate what
the author’s decision privacy risk and sharing loss on segments.
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Conflict Page

Finally, we tend to center on detective work and breakdown
conflicts once we all know the parties that co-own AN item and
have their individual privacy policies for the item. However, we
don't seem to be proposing a technique to mechanically observe
which things are co-owned and by whom they're coowned. This
is a special drawback that's out of the scope of this paper. for
instance, Facebook researchers developed a face recognition
methodology that properly identifies Facebook users in ninety
seven.35% of the | show the first mechanism for finding and
providing solution for conflicts in Social Media that is related
to present empirical evidence about privacy negotiations and
disclosure driving factors in Social Media and is have a capacity
to adapt the conflict resolution strategy based on the particular
situation. If conflicts occur, the middle person proposes a
solution for each conflict according to a set of concession rules
that model how users would actually negotiate in this domain.
Here I’'m showing a user study comparing our mechanism to
what users would do themselves in a number of situations. The
results obtained suggest that our mechanism was able to match
participants’ concession behaviour significantly more often
than other existing approaches.

REFERENCES
1. Varsha Bhat Kukkala, S.R.S lyengary, and Jaspal Singh

Saini,” Secure Multiparty Computation of a Social
Network”, International Association for Cryptologic
Research (IACR).2012

2. Larry A. Dunning, and Ray Kresman,” Privacy Preserving
Data Sharing with Anonymous ID Assignment”, IEEE
transactions on information forensics and security, vol. 8,
no. 2, February 2013.

3. Jemal Abawajy, Mohd Izuan Hafez Ninggal, and Tutut
Herawan, “Privacy Preserving Social Network Data
Publication”, ieee transactions on journal name,
manuscript id doi 10.1109/comst.2016.

4. Hongxin Hu and Gail-Joon Ahn,” Multiparty
Authorization Framework for Data Sharing in Online
Social Networks”, IFIP International Federation for
Information Processing 2011

5. Hoang-Giang Do, Wee-Keong Ng, and Zhendong Ma,
“Privacy-Preserving Social Network for an Untrusted
Server”, IEEE Third International Conference on Cloud
and Green Computing 2013.

6. Hongxin Hu, Gail-Joon Ahn and Jan Jorgensen,”
Multiparty Access Control for Online Social Networks:
Model and Mechanisms”, IEEE transactions on knowledge
and data engineering, vol. 25, no. 7, July 2013.

7. Jin Li, Hongyang Yan, Zheli Liu, Xiaofeng Chen, Xinyi
Huang, and Duncan S. Wong,” Location-Sharing Systems
with Enhanced Privacy in Mobile Online Social
Networks”, IEEE SYSTEMS JOURNAL 2015.

8. Georgios Petkos, Symeon Papadopoulos, Yiannis
Kompatsiaris,” PScore: Enhancing Privacy Awareness in

Page | 97


file:///C:/Users/omak/Downloads/www.IJARIIT.com

10.

Premkumar M, Selvaraj K, International Journal of Advance Research, Ideas and Innovations in Technology.

Online Social Networks”, 10th International Conference
on Availability, Reliability and Security.2015.

Matthew Smith, Christian Szongott, “Big Data Privacy
Issues in Public Social Media”, 6th IEEE International
Conference in 2012.

Varsha Bhat Kukkala, S. R. S lyengary, and Jaspal Singh
Saini,” Secure Multiparty Graph Computation”, 8th
International Conference on Communication Systems and
Networks (COMSNETS).2016

© 2018, www.IJARIIT.com All Rights Reserved

Page | 98


file:///C:/Users/omak/Downloads/www.IJARIIT.com

