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EXECUTI VE SUMMARY 

Background and a im  of the study 

The European Security Research Programme benefit ted from  € 1.4 billion between 2007 

and 2013 under the Com m unity’s 7th Fram ework Programme (FP7) . Previous briefing 

papers subm it ted to the European Parliam ent  and dedicated to the analysis of FP6 

Framework Programme concluded that  while the prior it ies of the EU include ‘serving and 

protect ing cit izens’, security research had only part ly addressed the concerns of EU cit izens. 

By analysing how the public-pr ivate dialogue has been framed and shaped and by 

exam ining the prior it ies set  up in calls and projects that  have received funding from  the EU 

Commission under the FP7 programme, this study aims at  exploring if this t rend is 

confirm ed. I n part icular, this study is concerned with two main quest ions:   

  To what  extent  is security research placed at  the service of cit izens?  

  To what  extent  does it  cont r ibute to  the developm ent  of a single area of 

fundam ental r ights and freedom s? 

St ructure of the study and key challenges 

I n light  of the above-ment ioned elements, the study argues that  funding has been 

overwhelm ingly devoted to security and defence program m es of large t ransnat ional 

corporat ions, m inist r ies of I nter ior and Defence and technical research inst itut ions, with 

lit t le funding for data protect ion, pr ivacy and the respect  of fundam ental freedom s in 

security applicat ions. 

An exam inat ion of the genesis of the Public-Private Dialogue in security research endorsed 

by the Commission in 2007 confirms the importance and the influence of high- level venues 

and the security advisory group had in fram ing the param eters and rat ionale of EU- funded 

security research (sect ion 2) . I n part icular, the study finds that  defence and security firms, 

as well as public security inst itut ions, were over- represented in high- level venues that  have 

yielded last ing influence on FP7 Security them e (FP7-ST) . Virtually no representat ive from  

civil society in general, and civil libert ies and privacy organisat ions in part icular, were 

among the part icipants. Part icipat ing pat terns in the security advisory group (SecAG)  

exhibit  sim ilar features. Security inst itut ions and defence and security firm s provided 

almost  half of the part icipants, with DG Enterprise providing one third. SecAG has thus 

tended to represent  m ost ly the interest  of the security indust ry and security public 

inst itut ions, with very lit t le at tent ion paid to polit ical,  jur idical and ethical aspects of 

security research. 

The study then exam ines the security research undertaken under the FP7-ST (sect ion 3) . 

An overview of the geographical, sectorial and themat ic dist r ibut ion shows the following:   

  Most  of FP7-ST funding has been allocated to large m em ber states (France, I taly, 

UK, Spain, and Germ any) . As far as non-EU beneficiar ies are concerned, Norway, 

6   
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I srael, Switzerland and Turkey have provided more than 75 %  of part icipat ing 

inst itut ions. 

  Organisat ions for applied research and t ransnat ional security and defence firms hold 

the m ost  cent ral posit ions in the network of research inst itut ions sustained by FP7-

ST. Both academ ic inst itut ions and public security bodies play a marginal role. 

  An exam inat ion of the projects funded under FP7-ST confirms the fact  that  most  of  

them are st rongly technologically driven with lit t le at tent ion paid to polit ical and 

societal issues. 

I n light  of these findings, it  clear ly appears that , under FP7-ST schem es, social science has 

too often been relegated to a m ere ‘ethical’ afterthought , subordinated to concerns with 

technical deliverables and profit .  This study argues that  technologica l tools and services 
cannot  be developed w ithout  a  thorough legal, socia l and polit ica l assessm ent , in 
order  to determ ine their  im pact  and effects .  I t  should rather be conceived as a specific 

research prior ity with its own agenda, inform ing more technology and indust ry- focused 

programmes.  

This worrying t rend is exacerbated in the security research and public-pr ivate partnerships 

that  are foreseen in the developments within the fram ework of Horizon 2020 (H2020)  

(sect ion 4) . Only 8 topics deal with the ethical or societal aspects of security research in the 

2014-2015 work program m e of H2020. Furtherm ore, these topics tend to focus on 

enhancing the im pact  and effect iveness of security technology in term s of societal 

acceptance, sidestepping issues linked with their  legit im acy. The absence of e thica l 
re f lex ion on the uses of technologies of digita l su rveillance, in par t icular  the 
im pact  that  these technologies can have on the rule  of law  is par t icular ly st r ik ing 
in the post - Snow den era .  The analysis of the Commission’s proposals for an EU security 

indust r ial policy further dem onst rates that  the quest ion of fundamental freedoms and r ights 

is reduced to a mat ter of commercial considerat ions and as a lim it  to the acquisit ion of 

otherwise high-performance products. We can thus ant icipate that  funded secur it y 
research in the future w ill be m ainly put  a t  the se rvice of indust ry rather  than 
society .  

Drawing from the analysis offered in these sect ions, the last  part  of the study makes a 

series of recommendat ions built  on the conclusion that  the respect  of the r ights and 

freedoms of individuals facing the effects of EU security policies should, now more than 

ever, become cent ral in security research. The recommendat ions in part icular:  1)  insist  on 

the need to clar ify who are the ‘end-users’ of security research;  2)  advocate for a st ronger 

part icipat ion of universit ies in security research;  and 3)  call for more funding support  for 

free and open source software in the dom ain of security and privacy. 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

1 . I NTRODUCTI ON  

KEY FI NDI NGS 

 The European Security Research Program m e benefit ted from  1.4 billion Euros 

between 2007 and 2013 under the FP7. I n light  of the conclusions drawn by 

previous reports, this study assesses to what  extent  security research programmes 

have addressed the concerns of EU cit izens. 

 This study confirm s that  funding has been overwhelm ingly devoted to security and 

defence programmes of large t ransnat ional corporat ions, m inist r ies of I nterior and 

Defence and technical research inst itut ions, with lit t le funding for data protect ion, 

privacy and the respect  of fundamental freedoms in security applicat ions. 

 The study argues that  such t rends have been exacerbated, in part icular with the 

‘public-pr ivate dialogue’ in security research launched by the EU Com m ission in 

2007 and the substant ial reduct ion of funding for ethical and social science aspects 

of the research programmes. 

Substant ial funding has been devoted to EU security research over the past  10 years. The 

Preparatory Act ion in the field of Security Research (PASR) , endowed with € 65 m illion for 

the period 2004-2006 was launched in February 2004 by the European Com m ission, 

alongside with a number of projects funded under the Com m unity’s 6th Fram ework 

Programme (FP6) . The European Security Research Programme benefit ted from  € 1.4 

billion between 2007 and 2013 under the Com m unity’s 7th Fram ework Program m e (FP7) . 

I n the current  H2020 programme, €1.695 billion are current ly earm arked for security 

research under the ‘Secure societ ies – Protect ing freedom and security of Europe and its 

cit izens’.1 

This study takes stock of previous reports that  have evaluated the content  and the 

dist r ibut ion of funding for the various programmes2.  These reports concluded that  while the 

prior it ies of the EU, especially in the context  of the area of freedom, security and just ice 

(AFSJ) , include ‘serving and protect ing cit izens’, security research program m es have only 

part ly addressed the concerns of EU cit izens. Funding has been overwhelm ingly devoted to 

security and defence programmes of large t ransnat ional corporat ions, m inist r ies of interior 

and defence and technical research inst itut ions, with lit t le funding for data protect ion, 

privacy and the respect  of fundamental freedoms in security applicat ions. 

Public out rage over the recent  Snowden revelat ions on the mass surveillance act ivit ies of 

the NSA and European intelligence services, and the recent  adopt ion of a resolut ion 

concluding a six-month inquiry of the European Parliam ent  into these mass surveillance 

1 European Par liament  (2013) . Regulat ion No 1291/ 2013 of the European Par liam ent  and of the Council of 11 

December 2013 establishing Horizon 2020 – the Framework Programm e for Research and I nnovat ion (2014-2020)  

and repealing Decision No 1982/ 2006/ EC, Official Journal of the European Union L 347/ 104, p. 173.
2 Peter  Burgess and Monica Hanssen (2008) . Public-Private Dialogue in Secur ity  Research. Brussels:  European 

Parliam ent , PE 393.286. Didier Bigo and Julien Jeandesboz (2008) . Review of security measures in the 6th 
Research Framework Program me and the Preparatory Act ion for  Security Research. Brussels:  European 

Parliam ent , PE 393.289;  Julien Jeandesboz and Francesco Ragazzi (2010) . Review of secur ity measures in the 
Research Fram ework Program me. Brussels:  European Parliament , PE 432.740. 
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schemes3 backed by 544 votes to 78, however suggest  that  a change of direct ion is 

needed. I t  is in the interest  of ‘serving and protect ing ci t izens’ that  research in the 
f ie ld of secur it y is not  reduced to  secur it y and defence applicat ions .  I n the post -

Snowden era, European funding for security research cannot  cont inue with ‘business as 

usual’,  and has to substant ially revise its approach and prior it ies. 

Technological tools and services cannot  be developed without  a thorough legal, social and 

polit ical assessment , in order to determ ine their impact  and effects. Social science should 

therefore not  be relegated to a m ere ‘ethical’ afterthought , subordinated to concerns with 

technical deliverables and profit .  I t  should rather be conceived as a specific research 

prior ity with its own agenda, inform ing more technology and indust ry- focused program m es.  

I n light  of these considerat ions, this study reviews the closing FP7 programme, as well as 

taking into account  the upcom ing H2020 programme. I t  argues that  t rends ident ified in 

previous reports have been exacerbated, in part icular with the ‘public-private dialogue’ in 

security research launched by the European Com m ission in 2007 and the substant ial 

reduct ion of funding for ethical and social science aspects of the research programmes. As 

for the three previous studies m ent ioned above, this study is concerned with two m ain 

quest ions:  To what  extent  is  security research placed at  the service of cit izens? To what  

extent  does it  cont r ibute to the developm ent  of a single area of fundam ental r ights and 

freedoms? 

Therefore, this study will:  

 Provide an overview of the ‘public-pr ivate dialogue’ advocated by the European 

Commission. 

 Propose a qualitat ive and quant itat ive analysis of research current ly undertaken 

under the FP7’s Security Theme. 

 Examine the future development  of EU security research and development  act ivit ies 

as foreseen in the new Horizon 2020 funding 

3 European Par liament  (2014)  European Parliament  resolut ion of 12 March 2014 on the US NSA surveillance 
program m e, surveillance bodies in var ious Mem ber States and their  impact  on EU cit izens’ fundamental r ights and 
on t ransat lant ic cooperat ion in Just ice and Home Affairs (2013/ 2188( I NI ) ) . Brussels, P7_TA-PROV(2014)0230. 
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2 . PUBLI C- PRI VATE DI ALOGUE I N  SECURI TY RESEARCH: 
OVERVI EW  AND ASSESSMENT 

KEY FI NDI NGS 

 An exam inat ion of the genesis of the Public-Private Dialogue in security research 

endorsed by the Commission in 2007 confirms the importance and the influence 

high- level venues and the security advisory group had in fram ing the parameters 

and rat ionale of EU- funded security research. 

 I n part icular, the study finds that  defence and security firms, as well as public 

inst itut ions were over- represented in these venues that  have yielded last ing 

influence on FP7-ST. Virtually no representat ives from  civil society in general, and 

civil libert ies and privacy organisat ions in part icular, were am ong the part icipants.  

 Part icipat ing pat terns in the security advisory group (SecAG)  exhibit  sim ilar feature. 

SecAG has tended to represent  m ost ly the interest  of the security indust ry and 

security public inst itut ions, with very lit t le at tent ion paid to polit ical, jur idical and 

ethical aspects of security research. 

Although the European Com m ission officially endorsed it  in 2007, the Public-Private 

Dialogue in security research ( thereafter PPD) largely predates this formalisat ion4.  As early 

as 2003, the European Commission called for “advanced research in the field of global 

security”  bringing together supply and dem and, i.e. security and defence indust ry and 

public security inst itut ions. From there on, the PPD developed into two phases that  one 

m ight  fruit fully dist inguish:  high- level venues (2.1)  and the security advisory group (2.2) . 

2 .1 . H igh- level venues 

From 2003 to 2009, the European Commission has consecut ively convened three different  

high- level venues with a view to cont r ibut ing to the definit ion of security- related research 

in the EU:   

  The Group of Personalit ies on Security Research (2003-2004 – thereafter GoP)  

  The European Security Research Advisory Board (2005-2006 – thereafter ESRAB)   

  The European Security Research and I nnovat ion Forum (2008-2009 – thereafter 

ESRI F)  

Previous assessm ents of these fora have out lined two dom inant  characterist ics. First , m ost  

part icipants came from  public security bodies and the security and defence indust ry. 

Relat ively few of these part icipants came from  research or civil society organisat ions. 

Secondly, these fora went  beyond their advisory role and cont r ibuted significant ly to 

fram ing the orientat ions and prior it ies of EC- funded security research5.  

4 European Com m ission (2007) . Com m ission Staff Working Docum ent  on Public-Private Dialogue in Secur ity   
Research and I nnovat ion.  SEC(2007)  1138.   
5 Peter Burgess and Monica Hanssen, PE 393.286 -  Public Pr ivate Dialogue in Secur ity Research (Brussels:   
European Par liament , May 2008) ;  Didier Bigo and Julien Jeandesboz, PE 393.289 -  Review of Security Measures in   
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Looking at  the com posit ion of these high- level venues, it  is clear that  the public security 

bodies and organisat ions represented in the GoP, ESRAB and ESRI F have varied 

qualitat ively as well as quant itat ively. The number of part icipants has increased, from  28 

for GoP to 66 for ESRI F. Furthermore, their inst itut ional belonging has gradually shifted. 

While officials from  the m ilitary and the defence m inist r ies ( in blue, in figure 1)  represented 

the “end-users”  in the GoP, they were outnum bered by representat ives from  internal 

security bodies and organisat ions ( in green)  in ESRI F, as the following figure illust rates:  

Figure 1 : Spokespersons from  secur it y agencies, bod ies and services in high- level 
PPD 6  

Sim ilar ly, even though the European Commission advert ises security research governance 

as “ layers of st ructured consultat ions with Europe’s public and private sectors and, above 
all,  with civil society and its research communit ies ( italic added) ” 7 v ir tually no 

representat ive from  civil society in general, and civil libert ies and privacy organisat ions in 

part icular, part icipated in the abovement ioned venues. Statewatch researchers found that  

only 9 part icipants out  of the 660 “stakeholders”  who took part  in the working groups under 

ESRI F came from  civil society organisat ions8.  The sidestepping of civil society organisat ions 

further underscores the role that  the PPD played in establishing privileged relat ions 

between internal security inst itut ions and a series of large security and defence com panies 

in Europe. 

This closed com m unity in the m ak ing, in terested in the developm ent  of huge 
m argins of profits for  the indust ry, has successfully fram ed the param eters and 
ra t iona le of EU- funded secur it y research, in w hich the m ain stakeholders have 
increasingly played a role of gatekeepers .  Security research programmes have been 

thus chiefly defined as capabilit y-or iented and have been devised to supposedly fulfil the 

the 6th Research Framework Program me and the Preparatory Act ion for Secur ity Research,  Br iefing Note 

(Brussels:  European Parliam ent , May 2008) ;  Julien Jeandesboz and Francesco Ragazzi (2010) . Review of secur ity 

measures in the Research Framework Programm e. Brussels:  European Par liament , PE 432.740.
6 Rocco Bellanova and al. (2012) . Support ing Fundam ental Rights, Pr ivacy and Ethics in Surveillance Technologies 

-  Sm art  Surveillance -  State of the Art . Oslo:  PRI O, p.204.  
7 ht tp: / / ec.europa.eu/ enterprise/ policies/ security / governance/ index_en.htm   
8 Ben Hayes, NeoConOpt icon. The EU Secur ity- I ndust r ial Complex (Transnat ional I nst itute /  Statewatch, 2009) ,  
24.   

11   

http://ec.europa.eu/enterprise/policies/security/governance/index_en.htm
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needs of “end-users” , alm ost  exclusively defined as security inst itut ions. Technology has 

been prescribed as a m andatory com ponent  of security policies. This move is grounded in a 

firm  belief in technology as a tool capable of solving ethical, polit ical and jur idical issues 

embedded in security policies9.  Such a fram ing not  only isolates security research from  

concerns that  m ight  be voiced  on behalf of European cit izens:  it  also  lays out  the  

groundwork for co-opt ing those concerns within this technically driven and depolit icised 

agenda. 

2 .2 . The Secur it y Advisory Group 

Alongside these high- level venues, the Public-Private Dialogue in security is also embodied 

by the Security Advisory Group ( thereafter SecAG) , which m ight  be considered as a 

“second- t rack”  PPD. The organisat ional layout  of the FP7 as a whole makes provision for 

these groups. They are tasked with providing the European Commission with relevant  

expert ise during the policy-m aking process10.  

According to its mandate, SecAG is to assist  the DG Ent reprise & I ndust ry in draft ing  

annual calls for research proposals. To this end, it  provides advice on “st rategy, relevant  

object ives and scient ific and technological pr ior it ies” .11 As such, SecAG does not  replace the 

FP7 Commit tee for security research that  is tasked with reviewing project  proposals. The 

President  and Vice-President  of SecAG may nonetheless at tend Com m it tee Program m e 

m eet ings. 

Provisions are explicit ly made so as to prevent  conflicts of interests. Although part icipants 

of SecAG m ay work for partners of FP7-ST projects, they are requested to m ake any 

conflict  of interest  known to the European Commission and must  refrain from  part icipat ing 

where such conflicts may arise12.  

Members of SecAG are appointed by the Commission for 2-year terms. The 2011 annual 

report  specifies that  20 %  of the part icipants represent  EU inst itut ions, 35%  end-users, 30 

%  the indust ry and 20 %  the research com munity. Based on the num ber of actual and 

individual part icipat ions as well as finer-grained categories, our own observat ions lead to a 

som ewhat  different  conclusion. As figure 2 illust rates, almost  half (44% )  of the actual 

part icipants came from public security inst itut ions and t ransnat ional defence and security 

firms. 

9 Didier Bigo and al. (2008) . I NEX -  Secur ity  Technologies and Society. A State of the Art  on Security, Technology,  
Borders and Mobilit y , I NEX. Paris:  Cent re d’étude sur les conflits. See:  ht tp: / / www.ccls.eu/ en/ la- recherche/   
10 “Advisory Groups for FP7” , European Com m ission, ht tp: / / ec.europa.eu/ research/ fp7/ index_en.cfm ?pg= eag  
visited 04/ 04/ 2014  
11 European Comm ission (2009) . Mandate for the Secur it y Advisory Group for the 7th Fram ework Program m e.   
Available from :  ht tp: / / ec.europa.eu/ research/ fp7/ pdf/ advisory-groups/ security-m andate.pdf  
12 I bid.  

12   

http://ec.europa.eu/research/fp7/pdf/advisory-groups/security-mandate.pdf
http://ec.europa.eu/research/fp7/index_en.cfm?pg=eag
http://www.ccls.eu/en/la-recherche
http:priorities�.11
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Figure 2 : I ndividua l par t icipat ions in the Secur ity  Advisory Group for  FP7  

According to our findings, part icipants to the SecAG com e m ainly from  three types of 

inst itut ions, besides DG Enterprise & I ndust ry of the European Com mission (31% ) . Defence 

and security firms (SELEX, MORPHO, THALES)  represent  23 %  of individual part icipat ions, 

with other firm s account ing for only 3 % . The term  “end-user”  employed in the SecAG 

report  actually encompasses security inst itut ions (18% )  and civil protect ion agencies 

(10% ) , both public and private. Finally, ‘the research com m unity’ can be subdivided in 

cent res for applied research (TNO, FRAUNHOFER – 6% )  and Universit ies, the lat ter 

represent ing 6%  of individual part icipat ions.13 

From 2007 to 2012, the SecAG met  20 t imes for specific workshops, although members 

stayed in touch through constant  em ail exchanges. The group subm it ted annual reports to 

the Com m ission, which were then used to draft  the annual work programm e of FP7-ST. 

Most ly, SecAG reviewed research topics proposed to the Programme Commit tee. Since 

tentat ive topics exceed largely the number of projects that  could realist ically be selected 

each year, the SecAG fulfilled an agenda-set t ing funct ion. This is reflected, for exam ple, in 

the Guidance paper that  was published in the course of preparing the 2012 FP7-ST call, 

where this funct ion is explicit ly formalised14.  

SecAG members have underlined the necessity to include end-users organisat ions m ore 

closely into the draft ing of project  proposals as well as in their operat ional 

13 European legislat ion dist inguishes between research cent res and universit ies, although the grounds on which 

such a dist inct ion should be made are not  clearly laid down in the relevant  legislat ive inst rument . Regulat ion (EC)  

No 1906/ 2006 provides a general definit ion of ‘research organisat ion’ as meaning ‘a legal ent ity established as a 

non-profit  organisat ion which carr ies out  research or technological development  as one of it s m ain object ives. I t  

seem s however that  cent res for applied research should be dist inguished from  universit ies in at  least  three ways:  

in terms of recruitment  ( the lat ter hire academ ic staff)  and t raining ( in cont rast  with technical universit ies for 

instance, cent res for applied research do not  t rain students) , in term s of inst itut ional links (cent res for applied 

research do not  have inst itut ional links with higher educat ion organisat ions) , and in terms of type of research 

(between st r ict ly applied research and a combinat ion of fundam ental and applied research) . For the definit ion of 

research organisat ion, see:  European Com mission (2006) . Regulat ion No 1906/ 2006 of the European Parliament  

and of the Council of 18 December 2006 laying down the rules for part icipat ion of undertakings, research cent res 

and universit ies in act ions under the Seventh Framework Program m e and for the dissem inat ion of research results 

(2007-2013) , Official j ournal of the European Union L 391/ 1, 30.12.2006.
14 European Comm ission (2010) . Report  of the 2nd Meet ing of the FP7 Secur ity Advisory Group. Available from :  

ht tp: / / ec.europa.eu/ research/ fp7/ pdf/ old-advisory-groups/ secur ity- first report  en.pdf 

13   

http://ec.europa.eu/research/fp7/pdf/old-advisory-groups/security-firstreport
http:participations.13
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implementat ion15.  They have called for clearer opportunit ies as far as market  out lets are 

concerned and asked for clearer routes to st imulate the part icipat ion of security 

indust r ies16.  SecAG therefore seem ed inclined to represent  the interests of security 

indust r ies as well as those of security inst itut ions. The SecAG how ever recognised it s 
shor tcom ings in term s of socia l science and civil o rganisat ions representa t ion 
w ith in FP7 - ST .  The 2012 report  clear ly states that  “ [ …]  engagement  from  social sciences 

and legal departments has been lower, possibly because they lack awareness of the 

Framework Programme. There is a gap in representat ion of civil associat ions & NGOs, 

recognised in a specific topic on this aspect  being included in the final work programme. 

[ …]  there is also considerat ion of how ordinary cit izens m ight  be engaged, especially in 

addressing 'pr ivacy by design', and how techniques such as ‘crowd sourcing’ are applied to 

meet ing Security needs” .  17 

Although SecAG defined end-users as inst itut ions involved in “preparing and responding to 

an event  and recovering from  it ” , part icipat ing pat terns to SecAG show that  end-users 

were, as a general rule, more narrowly defined as security agencies of Mem ber-States and 

the EU. This claim  is further substant iated by an analysis of the inst itut ions part icipat ing in 

FP7-ST projects presented hereafter. 

15 European Comm ission (2012) . FP7 Security Advisory Group Annual Sum mary June 2011 - June 2012,  p.6. 

Available from :  ht tp: / / ec.europa.eu/ enterpr ise/ policies/ security/ f iles/ secag-annual-sum mary-2011-2012- issue-1-

0 en.pdf 
16 I bid. 
17 I bid., 9. 

14   

http://ec.europa.eu/enterprise/policies/security/files/secag-annual-summary-2011-2012-issue-1
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3 . ANALYSI S OF SECURI TY RESEARCH UNDER THE FP7  
SECURI TY THEME 

KEY FI NDI NGS 

 Geographically, most  of the FP7-ST funding has been allocated to large member 

states. As far as non-EU beneficiar ies are concerned, Norway, I srael, Switzerland 

and Turkey have provided more than 75%  of part icipat ing inst itut ions. 

 Organisat ions for applied research and t ransnat ional security and defence firm s hold 

the most  cent ral posit ions in the network of research inst itut ions sustained by FP7-

ST. Both academ ic inst itut ions and public security bodies played a m arginal role in 

FP7-ST. 

 An exam inat ion of the projects funded under FP7-ST confirms the fact  that  most  of  

them are st rongly technologically driven with lit t le at tent ion paid to polit ical and 

societal issues. 

Before we proceed to an in-depth analysis of the projects funded under FP7-ST, an 

understanding of their m ain characterist ics is needed. The basic features of FP7-ST projects 

are as follows:  

 Coordinat ing and par tner  inst itut ions .  FP7-ST projects are carr ied out  by 

consort iums composed of one coordinat ing inst itut ion associated with a series of 

partners whose number range from  0 in the case of single partner projects (such as 

European Security Conferences)  to 41 for the project  SECUR-ED. 1659 inst itut ions 

have part icipated in the FP7-ST programm e, which amounts to 6.48 average 

part icipants per project 18.  The lead inst itut ion ought  to be considered a prim us inter 
pares insofar as it  designs the init ial project  proposal, secures the part icipat ion of 

partners and acts as the contact  point  with DG Enterprise. Furtherm ore, co-

part icipat ions in projects pinpoint  the links amongst  part icipat ing organisat ions. 

They consequent ly reveal the network of security research inst itut ions sustained 

through FP7-ST act ivit ies. 

  Eligible  par tners . The following inst itut ions are ent it led to part icipate in FP7-ST 

project :  1)  research groups at  universit ies or research inst itutes, 2)  companies 

intending to innovate, 3)  small or medium -sized enterprises (SMEs) , 4)  SME 

associat ions or groupings, 5)  public or governm ental adm inist rat ion ( local, regional 

or nat ional) , 6)  early-stage researchers (postgraduate students) , 7)  experienced 

researchers, 8)  inst itut ions running research infrast ructures of t rans-nat ional 

interest , 9)  organisat ions and researchers from  third count r ies, 10)  internat ional 

organisat ions, 11)  civil society organisat ions. Although all count r ies can apply, only 

EU m ember states and third count r ies contr ibut ing to the overall FP7 budget  enjoy 

unrest r icted access to FP7 funding19.  

  Funding .  I n general, costs are only part ially covered by Com m unity funding. One 

must  therefore dist inguish project  cost  and EC cont r ibut ion.  

18 I t  was impossible to ret r ieve inform at ion about  5 of the 260 FP7-ST projects on the CORDI S database because 

of broken links at  the t im e of research. Therefore, only 255 projects are factored in the following calculat ions. 
19 These are EEA count r ies ( I celand, Norway, and Lichtenstein) , candidate count r ies, as well as I srael and 

Switzerland. Cf. ht tp: / / ec.europa.eu/ research/ fp7/ understanding/ fp7inbr ief/ who-apply_en.htm l 

15   

http://ec.europa.eu/research/fp7/understanding/fp7inbrief/who-apply_en.html
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Costs in FP7-ST projects range from  € 439,962 (project  SRC-11)  to € 43.6 m illion (project  

PERSEUS) ;  they amount  to an average of € 5.6 m illion, and a total of € 1.4 billion. 

Community cont r ibut ions range from  € 200,000 (project  SRC-09)  to € 27.8 m illion (project  

PERSEUS);  they am ount  to an average of € 3.9 m illion and a total of € 1.0 billion. These 

figures correspond to an average Com m unity part icipat ion of 70, 43%  of total costs. 

  Research them es. ESRAB has defined the themat ic areas that  are eligible for 

funding under FP7-ST:  1)  security of the cit izens, 2)  security of infrast ructures and 

ut ilit ies, 3)  intelligent  surveillance and border security, 4)  restoring security and 

safety in case of cr isis, 5)  security systems integrat ion, interconnect ivity and 

interoperability, 6)  security and society, 7)  security research coordinat ion20.  

However, these themat ic areas are largely theoret ical in so far as m ost  projects 

crosscut  through them . For instance, in late 2012, the them at ic area “ intelligent  

surveillance and border security”  comprised only 23 projects. However, our findings 

suggest  that  at  least  44 other projects, which are allocated to other them es, feature 

com ponents that  are relevant  to this area. One may regret  the incoherence of this 

categorisat ion inasm uch as it  ham pers a clearer understanding of the actual 

pr ior it ies of security research under FP7-ST. 

3 .1 . Geographica l dist r ibut ion of FP7 - ST 

The m id- term  assessment  of FP7-ST underlined the unequal geographical dist r ibut ion of 

funding21.  Most  of the resources were allocated to the largest  Mem ber States, at  the 

expense of smaller count r ies. As the following updated data dem onst rates, this t rend has 

been reinforced, both in terms of the number of projects coordinated per count ry (3.1.1)  

and of the number of individual part icipat ions (3.1.2) . 

3 .1 .1  Coordinated projects 

The num ber of projects per count ry of or igin of the coordinat ing inst itut ion ranks 

part icipat ing states in the following order:  France (14% ) , I taly (13% ) , the UK (12% ), 

Germ any (12% )  and Spain (9% ) (see figure 3) . 60 %  of FP7-ST project  coordinators are 

based in these 5 count r ies. A slight ly different  pat tern is reflected in the geographical 

dist r ibut ion of EC cont r ibut ion per count ry of coordinators. France (16% ) , I taly (13% ) , the 

UK (12% ) , Spain (10% )  and Germ any (9% )  coordinate 60%  of the volum e of available 

FP7-ST funding (see figure 4) .  

20 European Comm ission (2006) . Meet ing the Challenge:  The European Secur ity Research Agenda, a Report  from   
the European Secur ity Research Advisory Board.  Luxem bourg:  Office for Official Publicat ions of the European   
Comm unit ies.   
21 Julien Jeandesboz and Francesco Ragazzi, Review of Security Measures in the Research Fram ework Program m e,   
Op.Cit .   

16   
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Figure 3 : Num ber of Coordinated Projects per  count r y of or igin 

Figure 4 : EU cont r ibut ion per  coordinator 's count ry  of or igin 

17   
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3 .1 .2  Num ber of individual par t icipat ions 

The analysis of individual part icipat ions, either as partner or as coordinator, confirm s that  

the FP7-ST funding has been m ainly allocated to the largest  EU m em ber-states. The United 

Kingdom  (12% ) , France (12% ) , I taly (12% ) , Germ any (11% )  and Spain (11% )  account  for 

56 %  of individual part icipat ions for EU-based inst itut ions.  

Figure 5 : Num ber of par t icipat ions per  count ry of o r igins ( EU)  

The majorit y of part icipat ing inst itut ions from  non-EU Member States are found in Norway 

(28% ) , I srael (26% ) , Switzerland (20% )  and Turkey (8% ). The posit ioning of I srael as one 

of m ost  cent ral beneficiary of EU- funded research in security has raised concerns amongst  

civil r ights organisat ions that  the EU m ight  be funding “ I srael’s m ilitary- indust r ial 

complex22.  

22 See Ben Hayes (2013) . “How the EU Subsidises I srael’s Military- I ndust r ial Com plex” , available from :  

ht tp: / / www.opendemocracy.net / ben-hayes/ how-eu-subsidises- israel% E2% 80% 99s-m ilitary- indust r ial-complex 

18   

http://www.opendemocracy.net/ben-hayes/how-eu-subsidises-israel%E2%80%99s-military-industrial-complex
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Figure 6 : Par t icipat ions per  count ry of or igin ( non - EU)  

3 .2 . Sector ia l dist r ibut ion 

A variety of inst itut ions are eligible for FP7-ST funding. However, updated data confirm s 
the t rend out lined in previous eva luat ions. Most  of  the funding has benefited to 
m ajor  European defence and secur it y f irm s, as w ell as applied research cent res .  

Close exam inat ion of co-part icipat ion pat terns and funding dist r ibut ion yields a clearer view 

of the public and private network of security research inst itut ions that  FP7-ST has shaped 

over the past  six years. 

19   
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Figure 7 : Top 2 8  inst itut ions in secur it y research 

Figure 7 provides a network analysis of the part icipat ing inst itut ions in FP7-ST. For the sake 

of clar ity, only the 28 most  cent ral inst itut ions appear on the graph. The size of the nodes 

corresponds to the est im ated volum e of aggregated funding that  the inst itut ion has 

received through the program m e. The density of the edges linking the nodes together 

varies according to the num ber of co-part icipat ion in one or more projects. Colours are set  

according to the type of inst itut ion:  m inist r ies of I nterior (green) , public academ ic 

inst itut ions and universit ies ( red) , cent res for applied research ( light  blue) , think tanks 

(orange) , security firm s (purple)  and other com panies (dark blue) . 

The st ructure of netw ork  show s the high cent ra lit y of secur it y f irm s ( Selex, 
Thales, EADS and, to a  lesser  ex tent , I SDEFE and Mo rpho)  and applied research 
organisat ions ( CEA, Fraunhofer  and TNO) .  As far as the lat ter are concerned, they are 

located in the historical core of the European Union, e.g. France, Germ any and the 

Netherlands. Moreover, these inst itut ions have st rong working relat ions with Norwegian 

think tanks specialised in security issues:  Totalforsvaerts Forskningsinst itut  and PRI O. 

This cent ralit y cont rasts with the marginality of two other types of inst itut ions. Universit ies, 

on the one hand, not  only receive a lim ited am ount  of funding but  also appear on the fr inge 

of the network. This double const raint  describes the situat ion of the Catholic University of 

Leuven, the Universit ies of Delft ,  Freiburg and Bologna, and other public research 

inst itut ions (Cent re nat ional de la recherche scient ifique, Consiglio nazionale delle 

recherche and Dem okritos) . This assessment  confirms earlier  findings on the 

marginalisat ion of academ ic and fundamental research, let  alone social science, in the FP7-

ST schem e.  

Public security bodies and organisat ions, m oreover, are hardly visible on the graph. 

Although the Spanish Minist ry of the I nter ior occupies a relat ively cent ral posit ion, its 

French, I talian and Dutch counterparts are much more marginalised in the network. This 

raises the quest ion of the actual im portance that  public security bodies hold in the network 

of security research, despite the fact  that  they are considered as the main end-users in the 

descript ion of FP7-ST projects. 

20   
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I n addit ion to the analysis of the budgets received from  the EU per inst itut ion, the pat tern 

of FP7-ST network is also captured by the num ber of projects and the total am ount  of funds 

coordinated ( including the EU funding) , as figure 6 illust rates. Graph 8 displays the global 

am ount  of funds and the num ber of individual projects managed per inst itut ion. As such, it  

provides different  inform at ion than graph 7 where the size of the nodes depends on the 

evaluated am ount  of m oney that  partners have actually received as opposed to 

coordinated. Therefore, inst itut ions part icipat ing in projects with large budgets are cent ral 

in graph 7, but  m ay be m arginal in graph 8 if they do not  coordinate projects – as is the 

case for Thales, for instance. 

Figure 8 : Top 3 1  coordinat ing inst itut ions in FP7 - S T 

21   
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3 .3 . Them at ic dist r ibut ion 

As previously out lined (see 3.1.) , FP7-ST funds research in a variety of areas. However, the 

amounts of funding allocated to each of them  vary significant ly, and, as seen ear lier, there 

is an incoherent  categorisat ion of FP7-ST act ivit ies by the Com m ission. For instance, 

research in the area of Unm anned Aerial Vehicles,  or drones, is dist r ibuted across different  

them at ic areas such as border security or police and cr ime cont rol. This kind of research 

therefore does not  appear as such in the program m ing of FP7-ST. This blurr ing of inter-
sector ia l boundar ies w ith in the FP7 - ST te nds to w eaken dem ocrat ic cont rol over  
secur it y research in the EU 23.  

Figure 9 : Them at ic dist r ibut ion of FP7 - ST funding -  per  project  

3 .3 .1  Secur ity Research Coordinat ion and St ructur ing 

This theme comprises 25 projects and has received € 50,3 m illion (4% )  of the overall FP7-

ST funding. Under this themat ic area, some projects are dedicated to integrat ing more 

closely public security inst itut ions – see for example ARCHI MEDES24.  

23 Ben Hayes, Chr is Jones and Eric Topfer , Eurodrones I nc.  (Am sterdam:  Statewatch /  TNI , February 2014) , 27– 

34. 
24 ARCHI MEDES (Support  to secur ity end users)  pursues the following object ives :  “1)  Develop an I nnovat ion 

Managem ent  m ethodology enabling EU&O to efficient ly benefit  from  R&T results and promote a com m on 

innovat ion culture;   2)  Start  a sustainable process for the EU&O driven definit ion of com m on operat ional needs & 

early R&T dem ands aligning EU research agendas with EU & MS security policies;   3)  Enhance EU&O part icipat ion 

in all stages of EU research act iv it ies:  agenda-set t ing;  part icipat ion in projects;  im provement  of the legal and 

operat ional environment ;  definit ion of test ing, validat ion and cert if icat ion procedures;  im plementat ion;  

4)  Prom ote security EU&O networking and a perm anent  public-pr ivate dialogue through the creat ion of a Forum to 

also reinforce cooperat ion with the supply side and explore a sustainable end- to-end approach to Research and 

I nnovat ion.”Cf. ht tp: / / cordis.europa.eu/ projects/ rcn/ 101736_fr.htm l 
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3 .3 .2  Secur ity System s I ntegrat ion, inte rconnect ivit y and interoperabilit y 

20 projects and € 118, 9 m illion were allocated to this them at ic area, e.g. 8 %  of overall 

funding. A sizeable proport ion of these act ivit ies aim s at  enhancing com m unicat ion system s 

that  first  responders use in case of cr isis (see for instance DI SASTER25) . Other projects 

focus on the digitalisat ion of informat ion, it s storage, interconnect ion as well as building of 

autom ated data-m ining capacit ies (see ADVI SE) . I t  should be noted that  ADVI SE carr ies 

some st rong polit ical significance in the context  of m assive digital surveillance as revealed 

by the PRI SM scandal26.  

Figure 1 0 : Them at ic dist r ibut ion of FP7 - ST -  per  EC  cont r ibut ion 

25 DI SASTER (Data I nteroperabilit y Solut ion At  STakeholders Em ergencies React ion)  aim s at  overcom ing 

m iscomm unicat ion amongst  first  responders to internat ional cr isis. I t  offers a 2-step solut ion: ”  “ ( i)  As main 

object ive and foundat ions of this proposal, the developm ent  of a com m on and m odular  ontology shared by all the 

stakeholders offers the best  solut ion to gather all stakeholders knowledge in a unique and flexible data m odel, 

taking into account  different  count r ies cultural, linguist ic and legal issues ( ii)  Taking advantage of the fact  that  

m ost  legacy Emergency Managem ent  Systems are based on Service-Oriented-Architectures (SOA) , i.e. they collect  

inform at ion from  services offered by other system s (e.g. Geographic I nformat ion System s) , the interoperabilit y 

burden will be addressed by m eans of t ransparent  SOA m ediat ion algorithm s com pliant  with current  data form ats 

and exist ing solut ions., Taking into account  the heterogeneity and diversity of all exist ing scenarios in cr isis 

episodes, the potent ial results of this proposed ontology-based interoperability  solut ion will be validated through 

the design and developm ent  of a realist ic prototype scenario act ively involving both em ergency m anagers and 

em ergency first  responders.”Cf. ht tp: / / cordis.europa.eu/ projects/ rcn/ 102279_fr.htm l 
26 Didier Bigo and al.  (2013) . Open Season for Data Fishing on the Web The Challenges of the US PRI SM 
Program m e for  the EU,  CEPS Policy br ief, Brussels:  Cent re for European Policy Studies. 
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3 .3 .3  Secur it y and Society 

This them e corresponds to 42 projects and amounts to € 112.3 m illion of the Com m ission’s 

cont r ibut ion (11%  of the grand total) . Two significant  issues have received considerat ion:  

the relat ions between privacy and security (see PACT27)  and societal security (see 

SECI LE28) . The involvement  of partners with social science background has been 

inst rumental in ensuring the high quality of these research projects, where polit ical, ethical 

and jur idical aspects of security research were tackled. However, in som e cases, outputs 

t ranslated into guidelines for “ethical”  security research have sidestepped jur idical 

approaches (see SURVEI LLE29) . 

3 .3 .4  Secur ity of infrast ructures and ut ilit ies 

40 projects and € 163.7 m illion (16% )  were allocated to this theme. Those projects are 

st rongly inform ed by a rat ionale of r isk m anagem ent , autom at ic detect ion of abnorm al 

behavior and pro-act ive surveillance (see for instance I DETECT 4ALL30) . 

One m ay regret  that  lit t le at tent ion has been paid to the issues of pr ivacy and societal 

security in these projects, and that  these two areas of research remain marginal in this 

theme. 

27 PACT (Public Percept ion of Secur ity and Privacy:  Assessing Knowledge, Collect ing Evidence, Translat ing 

Research into Act ion)  aims “1)  To assess exist ing knowledge about  public percept ion of the tension between 

security and pr ivacy and the role played by social t rust  and concern;  2)  To collect  empir ical evidence about  the 

way in which European cit izens perceive and assets in real life novel surveillance technologies;  3)  To analyze the 

m ain factors that  affect  public assessm ent  of the secur ity and privacy implicat ions of given security technology. On 

the basis of such an invest igat ion, the project  will develop and validate a prototype Decision Support  System , 

which m ay help end users to evaluate pros and cons of specific secur ity investments also on the basis of the 

societal percept ion of pr ivacy and liberty.”  Cf. ht tp: / / cordis.europa.eu/ projects/ rcn/ 88217_fr.htm l 
28 SECI LE (Securing Europe through Counter-Terrorism :  I m pact , Legit im acy and Effect iveness)  aim s to “create an 

em pir ically- inform ed view of the legit im acy and effect iveness of European security legislat ion, taking into account  

legal, societal,  operat ional and democrat ic perspect ives. I t  aim s to produce an interdisciplinary and m ult i-

stakeholder understanding of m echanism s for m easuring the impact , legit imacy and effect iveness of legal 

measures, connect ing theoret ical and pract ical perspect ives with a sound and operat ionally- inform ed analysis of 

these measures in pract ice. I n this way it  aim s to ident ify the st rengths, weaknesses, assumpt ions and 

dissonances across and between exist ing theoret ical, inst itut ional and operat ional perspect ives., The st rategic 

approach of the project  is to create dynam ic synergies between the legal, sociological and ethical disciplines, 

author it ies and end users in order to generate a holist ic understanding of the operat ion of European legal 

m easures from  the perspect ive of im pact , legit imacy and effect iveness.”  Cf. 

ht tp: / / cordis.europa.eu/ projects/ rcn/ 108566_fr.htm l 
29 SURVEI LLE (Surveillance:  Ethical I ssues, Legal Lim itat ions, and Efficiency)  is described as follows :  “SURVEI LLE 

system at ically reviews the im pacts of different  surveillance systems, and also helps manufacturers and end-users 

bet ter to develop and deploy these system s. I t  is a m ult idisciplinary project  com bining law, ethics, sociology and 

technology analysis in a small number of highly collaborat ive, cross-cut t ing work packages. SURVEI LLE will assess 

surveillance technology for it s actual effect iveness in fight ing cr im e and terror ism , for it s social and econom ic 

costs, and will survey percept ions of surveillance in the general public and certain ident ified target  groups. The 

invest igat ion of societal and ethical aspects will focus on undesired side effects of surveillance systems. 

SURVEI LLE will address legal lim itat ions on the use of surveillance technologies as well as ethical const raints. 

SURVEI LLE will include analysis of the potent ial of 'pr ivacy by design' and pr ivacy-enhancing technologies in the 

context  of surveillance systems..”  Cf. ht tp: / / cordis.europa.eu/ projects/ rcn/ 102644_fr.htm l
30 I DETECT 4ALL (Novel int ruder detect ion & authent icat ion opt ical sensing technology)  aim s at  developing “an 

innovat ive, Opt ical I nt ruder Sensing and Authent icat ion Technology, that  will dramat ically improve the 

Cost / Performance rat io of security systems, thus becom ing an enabler for the widespread availabilit y of reliable 

and affordable secur ity , leading to m ore CI s being protected. iDetecT 4ALL proposes to develop a novel Photonic 

Sensing technology based on an innovat ive approach ut ilizing ult ra low cost  elect ro-opt ical components. This novel 

approach enables to detect  and Authent icate objects by a single sensor. The suggested concept  is based on 

illum inat ing the protected area with invisible, m odulated light , and by using a solid state scanning and detect ing 

technique, to cont inuously m onitor the 3D surface profile within the protected area. Presence and locat ion of 

int ruders will be deyected from  the var iat ions inflicted on this 3D profile.”  Cf. 

ht tp: / / cordis.europa.eu/ projects/ rcn/ 87259_fr.htm l 
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3 .3 .5  Secur ity of Cit izens 

This theme comprises 48 different  projects which have received € 167.3 m illion of EU 

cont r ibut ion (16% ) . Beyond their high themat ic heterogeneity, these projects feature a 

dom inant  preoccupat ion with regards to the detect ion, prevent ion or m it igat ion of classical 

or CBRN bombings in urban environments (see SUBCOP31) . To this end, they resort  to  

techniques of crowd-surveillance in a technologically dr iven approach that  displays lit t le 

awareness around more polit ical issues, such as racially-biased surveillance. 

3 .3 .6  Restor ing Secur ity and Safety in Cases of Cr isis 

47 projects and € 218.5 m illion (22% )  were allocated to this them at ic area. Dedicated to 

bolstering capacit ies in terms of cr isis management  as well as post -cr isis recovery, this 

research theme entails many crosscut t ing act ivit ies with other themat ic areas, such as 

“security systems integrat ion” . Above-ment ioned concerns raised equally apply to this 

research area. 

3 .3 .7  I nte lligent  Surveillance and Border  Secur it y 

With 33 projects and € 230.7 m illion (23% ) , this them e com es off as the top prior ity of 

FP7-ST. I t  focuses heavily on automat ion of border policing, a prior ity which is also 

reflected in the creat ion of the EU Agency for large-scale I T systems32.  I n the case of 

border surveillance, it  emphasises drones as a technique for bolster ing surveillance capacity 

in wide marit im e areas (see EUROSUR33) . This orientat ion has drawn crit icism  from civil 

r ights organisat ions, especially regarding the dehumanisat ion of European borders and the 

de facto dismant ling of search-and- rescue capacit ies that  it  implies34.  I n the case of border 

cont rol, automat ion of ident ity checks is informed by a firm  belief in technology as a way to 

speed up movement  while deliver ing security (see XP-DI TE35) . 

31 SUBCOP (Suicide Bom ber Counteract ion and Prevent ion)  “sets out  to develop technologies and procedures that  

can be applied by the Police Secur ity Forces when responding to a suspected PBI ED (Person Borne I m provised 

Explosive Device) . (…)  SUBCOP will develop guidance as to what  response to a PBI ED that  is ethically and socially 

just ifiable for a given situat ion. The core object ive of SUBCOP is to consider:  the available technological tools for 

less than lethal PBI ED intervent ion, the novel procedures for their applicat ion, the development  of new less than 

lethal capabilit ies.”  Cf. ht tp: / / cordis.europa.eu/ projects/ rcn/ 108806_fr.htm l 
32 Cf. ht tp: / / ec.europa.eu/ dgs/ home-affairs/ what -we-do/ policies/ borders-and-visas/ agency/ index_en.htm  
3333 EUROSUR (Sea Border Surveillance)  aim s to:  “1)  define the architecture for cost -effect ive European Sea 

Border Surveillance system s, integrat ing space, land, sea and air  assets, including legacy system s;  2)  apply 

advanced technological solut ions to increase perform ances of surveillance funct ions;  3)  develop and dem onst rate 

signif icant  improvements in detect ion, t racking, ident ificat ion and automated behaviour analysis of all vessels, 

including hard  to detect  vessels,  in open waters as well as close to  coast . SeaBI LLA is based on requirements for  

Sea Border Surveillance defined by experienced operat ional users. These requirem ents have been t ransform ed 

into Scenar ios, included in Annex to this proposal, representat ive of gaps and opportunit ies for fruit ful cooperat ive 

inform at ion exchange between Mem bers States a)  for f ight ing drug t rafficking in the English Channel;  b)  for 

addressing illegal im m igrat ion in the South Mediterranean;  c)  for st ruggling illicit  act iv it ies in open-sea in the 

At lant ic waters from  Canary I slands to the Azores;  in coherence with the EU I ntegrated Marit ime Policy, EUROSUR 

and I ntegrated Border Managem ent , and in com pliance with Mem ber States sovereign prerogat ives.”  Cf. 

ht tp: / / cordis.europa.eu/ projects/ rcn/ 94732_fr.htm l
34 Ben Hayes, Chris Jones, and Eric Toepfer (2014) , Eurodrones I nc.,  StateWatch Report , 30–32. 
35 XP-DI TE (Accelerated Checkpoint  Design I ntegrat ion Test  and Evaluat ion)  aim s to “ to develop, demonst rate and 

validate a com prehensive, passenger cent red approach to the design and evaluat ion of integrated secur ity 

checkpoints (CPs)  at  airports. The approach encom passes a variety of different  types of requirem ents, relat ing to 

security, airport  operat ions and societal aspects. An ethical fram ework will be defined which enables designers and 

operators to proact ively int roduce ethical factors in the checkpoint . The project  team will ident ify  and develop 

requirem ents and cr iter ia at  integrated system  level.  A key element  of the project  is the developm ent  of a design 

tool  that  allows the design of innovat ive new CPs and m odificat ion of exist ing CPs to m eet  changing threats. A 

m ajor challenge com prises a validated set  of protocols and tools for evaluat ing and m onitor ing the performance of 
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Lit t le at tent ion has been paid, however, to ethical, polit ical and jur idical aspects of border 

cont rol, except  for the GLOBE36 project  which represents € 1 m illion, i.e. 0,0000004%  of 

the credits disbursed solely under this theme. 

the CP at  the overall system  rather than com ponent  level.”Cf. 

ht tp: / / cordis.europa.eu/ projects/ rcn/ 104801_fr.htm l 
36 GLOBE (European Global Border Environment )  provides “a comprehensive fram ework in which an integrated 

global border m anagem ent  system  m ust  be developed. The project  will take into account  the current  and future 

technological environment . Addit ionally, GLOBE s scope reaches even further by looking into other key aspects of 

border m anagem ent  beyond isolated technology, such as the legal and polit ical environm ent , the social and 

econom ic impact  of border problems and, more specifically , the im pact  on informat ion managem ent  and 

integrat ion.”  Cf;  ht tp: / / cordis.europa.eu/ projects/ rcn/ 88217_fr.htm l 
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4 . FUTURE DEVELOPMENTS I N  THE FI ELD OF EU SECURI TY 
RESEARCH 

KEY FI NDI NGS 

 An exam inat ion of the developments within the framework of Horizon 2020 (H2020)  

foresees that  funded research will be mainly put  at  the service of indust ry rather 

than society. 

 Only 8 topics deal with the ethical or societal aspects of security research in the 

2014-2015 work programme of H2020. The absence of ethical reflect ion on the uses 

of technologies of digital surveillance, in part icular the impact  that  these 

technologies can have on the rule of law, is part icularly st r ik ing in the post -Snowden 

era. 

 The analysis of the Commission’s proposals for an EU security indust r ial policy 

further demonst rates that  the quest ion of fundamental freedoms and r ights is 

reduced to a mat ter of commercial considerat ions and as a lim it  to the acquisit ion of 

otherwise high-performance products. 

Exam ining future developments in the field of EU security research in the perspect ive of 

EU-supported public-pr ivate partnership requires an analysis of the art iculat ion between 

research policy and indust r ial policy. At  stake here is the relat ion between security research 

and developm ent  within the framework of Horizon 2020 (hereafter H2020)  and the 

European Commission’s proposals for a Security I ndust r ial Policy .37 

I n this sect ion, we argue in part icular that  the foreseen organisat ion of this relat ion results 

in research being put  at  the service of indust ry rather than society. This move is informed 

by the assum pt ion that  whatever is good for indust ry is necessarily good for society, 

part icularly in t imes of econom ic cr isis. The assumpt ion that  support  to indust ry will lead to 

job-creat ion and growth across all sectors, including the security sector, overrules all other 

societal considerat ions, which are relegated to preoccupat ions with societal acceptance of 

security technologies. 

4 .1 . Secur it y research and public- p r ivate par tnerships in H2 0 2 0  

H2020 focuses on three prior it ies:  raising the level of excellence in European science, 

promot ing indust r ial leadership, and addressing societal challenges. Security research in 

H2020 com es under this last  pr ior ity, with the heading ‘Secure Societ ies’, for which a total 

amount  of € 1.695 billion has been earmarked. 

Prior it ies and funding for the 2014-2015 work programme of the ‘Secure Societ ies’ area are 

dist r ibuted as follows.38 

37 European Comm ission (2012) . Secur ity I ndust r ial Policy:  Act ion Plan for an innovat ive and compet it ive Security   
I ndust ry . COM(2012)  417 final.   
38 All following data is taken from:  European Comm ission (2013) . Horizon 2020 Work Programm e 2014-2015 – 14.   
Secure Societ ies:  Protect ing freedom  and secur ity of Europe and its cit izens. Brussels, C(2013)  8631..  
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Figure 1 1 : H2 0 2 0  Secure Societ ies Call, 2 0 1 4  Budget  ( m illion Euros)  

Figure 1 2 : H2 0 2 0  Secure Societ ies Call, 2 0 1 5  Budget  ( indicat ive, m illion Euros)  

Each call includes an ethical dimension, except  for the call on digital security, where 

provisions are nonetheless made for research in the area of pr ivacy. 8 topics deal with the 

ethical or societal aspects of security research in the 2014-2015 work program m e of 

H2020:  3 out  of 22 under the call “disaster- resilience” , 4 out  of 17 under the call “ fight ing 

against  cr im e and terror ism ”  and 1 out  of 13, under the call “border security and external 

security” . On top of this rather lim ited quant ity, it  is also worth not icing that  these topics 

tend to focus on enhancing the impact  and effect iveness of security technology in term s of 

societal acceptance, sidestepping issues linked with their legit imacy. The absence of ethical 

reflect ion on the uses of technologies of digital surveillance, in part icular the impact  that  

these technologies can have on the rule of law is part icular ly st r ik ing in the post -Snowden 

era. 

The building of public-private partnerships is a key component  of H2020, which is not  

specific to the ‘Secure societ ies’ area. The just ificat ion put  forward by the Commission is 
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that  ‘research and innovat ion are high r isk act ivit ies and there is no guarantee of success’, 

the aim  of EU policy in this respect  being to address ‘general market  failures’.39 

4 .2 . Secur it y research and the EU secur it y indust r ia l po licy 

The quest ion of research and development  in the field of security should be understood in 

light  of the Commission’s proposals for the further developm ent  of a Security I ndust rial 
Policy .  I n the following subsect ions, we out line the m ain characterist ics of the envisaged 

policy on the basis of the Com m ission’s 2012 act ion plan, before analysing their 

implicat ions. 

4 .2 .1  The Com m ission’s proposals for  an EU secur it y indus t r ia l policy 

The not ion of an EU security indust r ial policy is int im ately t ied to the work of the high- level 

venues (GoP, ESRAB, ESRI F)  discussed previously. The init ial sketch was out lined in a 2009 

Com m ission com m unicat ion react ing to the final report  of ESRI F.40 The current  framework 

under considerat ion is detailed in a 2012 act ion plan, supported by three studies conducted 

by ECORYS.41 Com paring and cont rast ing the 2009 and 2012 com m unicat ions is useful to 

understand what  kind of lessons, if any, have been drawn from  the FP7 Security Them e 

experience. Here we exam ine the key points of the 2009 communicat ion, before moving to 

the analysis of the 2012 act ion plan (4.2.2. and 4.2.3.) . 

While fram ed as a ‘react ion’ to the ESRI F final report , the 2009 com m unicat ion is most ly an 

endorsem ent  of the lat ter. I t  sum m arises the key points of ESRI F’s final output , and 

highlights som e areas of part icular interest , but  does not  discuss or debate the findings. 

The key points concern the ‘societal dimension of security ’,  the improvement  of the 

‘com pet it iveness of the European Security I ndust ry ’,  and a research and developm ent  

roadm ap. Each of these points calls for a specific com m ent :  

  The societal dimension consists of ‘taking into account  the respect  for the rights and 
freedom s of individuals’ in order for security measures ‘to gain societal acceptance’ 

– they should, in any case ‘always [ be]  applied in accordance with the rule of law ’.42 

While the reference to the rule of law is most  certainly welcome, one m ay ask  
w hether concerns w ith hum an r ights and fundam enta l freedom s should 
pr im ar ily be endorsed in re la t ion to the secur ing o f societa l acceptance .  The 

respect  for fundamental r ights and freedoms const itutes a non-negot iable tenet  for a 

dem ocrat ic European Union and Mem ber States, rather than a m eans to an end. 

  The quest ion of com pet it iveness com prises two broad prior it ies:  overcom ing m arket  

fragm entat ion on the one hand, and st rengthening the (security)  indust r ial base on 

39 European Com m ission (2013) . Public-Pr ivate partnerships in Horizon 2020:  a powerful tool to deliver on  
innovat ion and growth in Europe. Brussels, COM(2013)  494 final, p.3.  
40 European Comm ission (2009) . A European Secur ity Research and I nnovat ion Agenda – Comm ission’s init ial  
posit ion on ESRI F’s key findings and recom m endat ions. COM(2009)  691 final.  
41 ECORYS (2012) . Study on Civil Military Synergies in the Field of Security Final Report .  Brussels:  European   
Comm ission;  ECORYS (2011) . Study on Pre-Com m ercial Procurement  in the Field of Security  Within the  
Fram ework Contract  of Security Studies.  Brussels:  European Com mission;  ECORYS (2011) . Security Regulat ion,  
Conform ity Assessment  & Cert if icat ion Final Report  – Volume I :  Main Report .  Brussels:  European Com m ission;   
ECORYS (2009) , Study on the Com pet it iveness of the EU Secur ity I ndust ry Within the Framework Cont ract  for   
Sectoral Compet it iveness Studies – ENTR/ 06/ 054 Final Report .  Brussels:  European Com m ission.  
42 I bid, p. 2.  
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the other. What  remains unclear is, first ly, whether the ‘security m arket ’ is an 

econom ic reality in the first  place or a policy object ive em braced by the Commission 

in conjunct ion with specific indust r ial players. While emphasising m arket  

fragm entat ion, the com m unicat ion cont inues to refer to ‘m arkets’. The sam e 

reasoning, secondly, can be applied to the ‘security indust ry’ and ‘security indust r ial 

base’. I n the definit ion it  provides, the com m unicat ion refers to ‘t radit ional security 
indust ry (based around the supply of general security applicat ions such as e.g. 
physical access cont rol) , security-or ientated defence indust ry (based on the 
ut ilisat ion of defence technologies in security applicat ions or [ …]  acquisit ion and 
conversion of civilian applicat ions to security applicat ions) , as well as new ent rants, 
i.e. m ainly com panies extending their  exist ing (civilian)  technologies to security 
applicat ions, such as for instance I T com panies’.43 The result  com es across as an 
ad hoc defin it ion m eant  to f it  the divers e const ituency of ESRI F, ra ther  than 
an evidence- based econom ic analysis .  

  The research and development  roadmap, last ly, shifts the focus from  research to 

innovat ion, whereby the key focus is extended from  the developm ent  of 

technologies to ‘the actual deploym ent  of that  technology’.44 The cent ral idea here is 

that  an EU security indust r ial policy should engage with end-users so that  they 

‘shape and respond to security innovat ion ’ – in other words, to prepare custom ers to 

accept  and adopt  the technologies developed by indust r ial actors. An im portant  

not ion out lined in this regard is the developm ent  of ‘pre-comm ercial procurem ent  of 
innovat ive solut ions’,  that  is the securing of acquisit ion commitm ents from  ‘end-

users’ before a product  is put  on the m arket .45 I n sharp cont rast  with the idea of  

shaping a security m arket , then, the under lying idea here seem s to be the 
prom ot ion of a  non- m arket  com m ercia l re la t ion betw e en the ‘secur it y 
indust ry’ and public sector  custom ers .  

4 .2 .2  Mak ing up a European secur ity m arket  or  foster ing i ndust r ia l cham pions? 

With regard to the ‘European security market ’, the 2012 act ion plan does not  vary m uch 

from  the 2009 communicat ion, in its object ives as well as in its lim its. The ‘key policy 

act ions’ it  envisages here include ‘overcom ing m arket  fragm entat ion’ and ‘reducing the gap 

from  research to m arket ’.46 Two points can be made in analysing the document :  

 First ,  EU act ion seem s to lack  evidence- based st ra tegies .  

A good example is the est imated value of the EU security market . The 2009 communicat ion 

est imated the market  value of the European security indust ry as ranging from €26 to €36 

billion (2008 figures)  and ‘growing rapidly ’.47 The 2012 act ion plan est imates this market  

value to be ‘in the range of €26 billion to €36.5 billion ’ for 2011.48 The idea that  the 

security indust ry is ‘a sector with a significant  potent ial for growth and em ploym ent ’49 

serves as a key just ificat ion for taking measures in this area. However, the reiterat ion of 

the sam e est im at ion in a three years interval casts doubt  over the relevance of this 

43 I bid, p. 4.  
44 I bid, p. 6.  
45 I bid, p. 9.  
46 European Com m ission, Security I ndust r ial Policy ,  op.cit .,  p. 5.   
47 European Com m ission, A European Secur ity Research and I nnovat ion Agenda,  op.cit ., p. 4   
48 European Com m ission, Security I ndust r ial Policy ,  op.cit .,  p. 3.   
49 I bid, p. 2.  
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ant icipat ion. At  any rate, the growth potent ial of the security indust ry needs a clearer 

assessment . 

A sim ilar point  can be made about  the econom ic relevance of the ‘European security 

m arket ’ and ‘European security industry’.  The communicat ion notes that  ‘there is current ly 
no clear definit ion of the security indust ry and a m ethodical classificat ion of this indust ry is 
hindered’ in part icular by the absence of relevant  stat ist ics:  the indust ry ‘is not  covered as 
such by the m ain stat ist ical nom enclature [ …]  [ and]  the product ion of security- related 
item s is hidden under a wide range of headings’ which ‘do not  dist inguish between security 
and non-security related act ivit ies’.  There is, finally, ‘no stat ist ical data source available at  
European level from  the indust ry itself’.50 Despite the establishm ent  since 2007 of a 

European Organisat ion for Security, which has played a significant  role in the high- level 

venues discussed previously, it  seem s that  concerned actors in the private sector 

themselves do not  ident ify with the idea of a European security indust ry. One m ay ask, in 

this regard, whether the Commission’s act ion plan is creat ing and addressing a st raw man 

rather than dealing with a set  of evidenced econom ic and indust r ial issues. 

  Second, it  seem s that  the m ain a im  of a  European se cur ity indust r ia l policy 
is to m ake up, ra ther  than act  upon, a  European sec ur ity m arket  and 
indust ry.  

This endeavour is based, first ly, on an ad  hoc definit ion of the ‘security indust ry’ that  

reflects broadly the scope of act ivit ies of the companies whose representat ives have been 

involved in ESRI F, consist ing of ‘aviat ion security, m arit im e security, border security, 
cr it ical infrast ructure protect ion, counter- terror ism  intelligence ( including cyber security 
and com m unicat ion) , cr isis m anagem ent / civil protect ion, physical security protect ion and 
protect ive clothing’.51 These, however, are dist inct  areas of econom ic act ivit ies, and the 

extent  to which they const itute a m arket  would deserve a more thorough examinat ion. I n 

this sense, it  is unclear whether the not ion foregrounded by the Com m ission that  EU act ion 

is required to overcome ‘market  fragmentat ion’ is an actual cause for concern, or a way to 

legit im ise it s past  and foreseen undertakings. 

  Third, and follow ing th is observat ion, the degree t o w hich the EU’s ‘secur it y 
indust r ia l policy’ w ould a im  at  suppor t ing m arket  m echanism s is unclear.  

I t  seem s that  the aim  of the 2012 act ion plan is the fostering of indust r ial champions, 

through an econom ic model prem ised less on market  mechanisms than on the promot ion of 

pr ivileged relat ions with inst itut ional (public)  customers, and on an export -driven st rategy. 

I n part icular, the act ion plan aims to foster reliance on pre-commercial procurement  (PCP)  

and the PCP inst rum ent  established under H2020. The act ion plan also deplores the ‘lack of 

[ …]  a “EU brand” ’ sim ilar to the ‘US brand’ enjoyed by American companies on the export  

market .52 The aim  of ‘a t rue I nternal Market  for  security technologies’ would then be to 

provide ‘a st rong home base for the EU security indust ry  with a view to gain market  shares 

in em erging m arkets’.53 

50 I bid, p. 3. 
51 I bid, p. 4. 
52 I bid, p. 2. 
53 I bid, p. 3. 
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4 .2 .3  Research for  closing m arket  gaps and secur ing socie ta l acquiescence 

The role of EU-sponsored security research in the context  of an EU security indust r ial policy 

is twofold. 

I n line with the 2009 com m unicat ion, the 2012 act ion plan puts emphasis on ‘reducing the 
gap from  research to m arket ’.  New I ntellectual Property Rights ( I PR)  and the PCP 

inst rument  built  in H2020 are meant  to foster ‘a m ore direct  and faster exploitat ion of the 
results of EU security research by the nat ional authorit ies’.54 Research, then, is envisaged 

first ly in term s of commercial outputs. 

The second role of EU-sponsored security research in the perspect ive of an EU security 

indust r ial policy is a ‘bet ter integrat ion of the societal dim ension ’.55 This includes 

considerat ions related to ‘societal and fundam ental r ights’ (although one could quest ion the 

meaning of ‘societal r ights’ from  a legal perspect ive)  and the commitment  that  ‘the 
Com m ission will involve society and m ake societal im pact  test ing an obligatory part , where 
appropriate, of all it s future security research projects’.56 The 2012 act ion plan here 

out lines m ore specifically the im portance of pr ivacy by design and privacy by default . 

Quest ions arise, however, when considering the purpose of a bet ter- integrated societal 

dim ension. The act ion plan notes here that  ‘the societal acceptance of new products and 
technologies is a general challenge across different  indust r ial sectors’ and that  not  m eet ing 

this challenge m ight  lead to ‘negat ive consequences. For indust ry, it  m eans the r isks of 
invest ing in technologies, which are then not  accepted by the public, leading to wasted 
investm ents. For the dem and side, it  m eans being forced to purchase a less cont roversial 
product , which however does not  ent irely fulfil the security requirem ents’.57 The quest ion 
of fundam enta l freedom s and r ights, then, is reduce d to a  m at ter  of com m ercia l 
considerat ions and as a  lim it  to the acquisit ion of  otherw ise high- per form ance 
products. The societal dimension of security research is therefore meant  to ‘help in 
reducing the uncertainty of societal acceptance’.58 The degree to which this policy 

orientat ion is in line with the Treat ies and the internat ional commitments of the European 

Union and its Member States, including the European Convent ion on Human Rights, is 

unclear. Observance of fundamental freedoms and r ights is not  a means to an end, be it  in  

a period of econom ic cr isis, but  an absolute pre- requisite. 

54 I bid, p. 9. 
55 I bid, p. 11. 
56 I dem . 
57 I bid, p. 5. 
58 I bid, p. 9. 
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5 . CONCLUSI ON AND RECOMMENDATI ONS 

5 .1 . Conclusion: secur it y, society and indust ry 

Previous assessm ents have argued that  security research has failed to address quest ions 

that  are essent ial to security issues:  what  do we want  to protect? How do security  

measures impact  what  we want  to protect? The present  study confirm s that  security 

research cont inues to overlook such quest ions under FP7-ST and will probably cont inue to 

do so under H2020. 

  The policy- m ak ing process on secur it y  research sidesteps a num ber of 
societa l actors .  This is reflected both in the high- level Public-Partner Dialogue and 

in the second- t rack expert  groups tasked with defining security research, where 

representat ives of security indust ry and public security bodies are overwhelm ingly 

present , at  the expense of actors who may speak in the name of the cit izens, 

including MEPs or non-governm ental organisat ions. The unequal representat ion of 

indust ry, security agency and civil society in the policymaking process helps to 

understand why security research in the European Union is framed in a way that  

ignores the interests of the lat ter. 

  This t rend has only been reinforced by the worsening econom ic context  that  has 

impacted the implem entat ion of FP7-ST and will cont inue to influence the 

implementat ion of H2020. Security research puts research at  the service of 
indust ry ra ther  than society. This move is grounded in the assumpt ion that  

support  to indust ry will lead to job-creat ion and growth across all sectors, including 

the security sector. This assum pt ion overrules all other societal considerat ions, 

which are relegated to preoccupat ions with societal acceptance of security 

technologies. 

  I n this context , the recent  revela t ions regarding program m es of m ass ive 
e lect ronic surveillance , which have mult iplied in the aftermath of the Snowden 

case, have sim ply not  been taken into account  in the prog ram m ing of the 
H2 0 2 0 .  ‘Business as usual’ seem s to be the default  posit ion of the European 

Com m ission in these mat ters. 

We argue, instead, that  the respect  of the r ights and freedoms of individuals facing the 

effects of EU security policies should, now more than ever, becom e cent ral in security 

research. The following recommendat ions build on this conclusion. 

5 .2 . Recom m endat ions 

Recom m endat ion 1 : The ‘end- user ’ category needs to be clar if ied .  

I n part icular, the dist inct ion between public security agencies, bodies and services of the 

European Union and its Member States on the one hand and civil society organisat ions on 

the other should be asserted more st rongly. This would prevent  the monopolisat ion of the 

role of end-user by any of these two sub-categories. Addit ionally, both sub-categories m ust  

be associated on equal foot ing in the definit ion and/ or implementat ion of security research 

act ivit ies. 
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Recom m endat ion 2 : A m inim um  threshold could be set  in term s of budget  
a llocated to universit ies and university partnershi ps .  

The growing marginalizat ion of Social Science and Humanit ies in research funded by the 

European Com m ission has drawn growing concerns from  academ ic actors. I n an open let ter 

recent ly sent  to Commissioner Geoghegan-Quinn, a group of scholars underline that  the 

“Commission seems to regard SSH as a service funct ion for other pr ior it ies, such as energy 

and t ransport , rather than as a m eans of addressing the acute social problem s that  Europe 

faces” .59 This remark converges with the findings of the present  report . I n order to address 

this issue, a m inim um  threshold could be set  in term s of budget  allocated to universit ies 

and university partnerships. Projects that  do not  m eet  this m inim um  threshold would then 

not  be eligible for funding. 

Recom m endat ion 3 : Rela t ions betw een technology- dr iven research and the 
polit ica l, societa l, e thica l and jur idica l aspects of secur it y should be clar if ied .  

The emphasis has overwhelm ingly been put  on the former at  the expense of the lat ter. 

Bet ter integrat ion of academ ic partners with backgrounds in social science should be 

promoted. The model of integrat ion/ coordinat ion has failed at  producing fruit ful cross-

fert ilisat ion and should be replaced by a model of separat ion/ cooperat ion, whereby 

provision would be m ade for independent  research in the field of social science and 

security. A st ronger cooperat ion fram ework should also be extended at  the level of the 

programmes.  

Recom m endat ion 4 : Fur ther  clar if ica t ion about  the r ole of third sta te par tners in 
secur ity research is required. 

The fact  that  a sizeable am ount  of funding in the field of security research is allocated to 

inst itut ions of third-states, such as Turkey and I srael,  whose t rack record in term s of 

respect  for human r ights and internat ional convent ions is highly quest ionable, has raised 

considerable concern. I n light  of this finding, the European Parliam ent  should tackle this 

issue. I n part icular, it  would be worth asking for further clar if icat ion about  the role of third 

state partners in security research, as well as the safeguards they provide to ensure the 

respect  of the fundamental freedoms and r ights of their populat ions. 

Recom m endat ion 5 : Secur it y funding m ust  foreground fundam enta l and technica l 
research to ensure that  EU serves and protects it s cit izens 

While the prior it ies of the EU include ‘serving and protect ing cit izens’, security research 

program m es have only part ly addressed the concerns of EU cit izens. I n light  of the 

Snowden revelat ions, it  appears that  if the European Union is to be recognised as a cent re 

of technological innovat ion and econom ic growth that  is also respect ful of fundam ental 

r ights and privacy, security funding m ust  foreground fundamental and technical research to 

ensure that :  

- the r ight  of individuals not  to be illegit imately spied on is respected;  

- the ownership of EU cit izen over their  personal data online in ascertained;  

- European cit izens are free from  concern about  pervasive technologies int ruding in 

their pr ivate and professional life.  

59 See the open let ter to Com m issioner Georghean-Quinn at  ht tp: / / www.net4society.eu/ public/ 473.php 
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Recom m endat ion 6 : More support  should be provided for  research in the f ie ld of 
free and open source softw are in the dom ain of secu r it y and pr ivacy as topic for  
the next  H2 0 2 0  ca ll. 

While open source software offers several advantages over proprietary software such as (a)  

m ore security and privacy guarantees (b)  significant  savings in costs for systems security 

(c)  an open access to technological innovat ion, it  is unfortunately ent irely absent  from  the 

H2020 call.  Thus, research in the area of free and open source software should be 

encouraged and funded, for the following reasons:  

  Open source software offers m ore guarantees for pr ivacy and security than 

proprietary software in a broad range of domains. Encrypt ion software packages 

such as GPG or TrueCrypt , anonym ous browsing system s such as TOR are 

unanim ously considered m ore reliable encrypt ion systems than any com m ercial 

solut ion. The reasons behind this fact  are sim ple:  open source software can be and 

is regular ly scrut inised by a broad community of software developers, who are able 

to detect  backdoors and vulnerabilit ies. 

  Open source software is most  of the t ime free to use. Beyond encrypt ion 

technologies, free software can replace m ost  of proprietary software for 

governm ents and businesses, for diverse crit ical applicat ions such as operat ing 

system s, t raffic rout ing, em ail,  file storage or instant  messaging. Free software also 

covers the m ajor ity of office (word processor, etc.)  needs and helps therefore cut  

significant  expenses. I n the aftermath of the Belgacom scandal60,  European 

inst itut ions m ight  want  to turn to the free software com m unity for their  security 

needs. 

  Finally, the open source and free software com m unity has been at  the very core of 

the development  of the most  important  technological advancements of the past  

years in terms of digital technologies, result ing in important  technological 

innovat ion.  

60 The NSA files released by Edward Snowden revealed that  the European inst itut ions were spied on by the GCHQ 

through an at tack on the Belgian telecom  operator Belgacom . See “Belgacom  At tack:  Britain's GCHQ Hacked 

Belgian Telecoms Firm”  Spiegel Online, September 20, 2013 
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