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Radio frequency Identification (RFID) is currently considered as one of the most used
technologies for an automatic identification of objects or people. Based on a combination
of tags and readers, RFID technology has widely been applied in various areas including
supply chain, production and traffic control systems. However, despite of its numerous
advantages, the technology brings out many challenges and concerns still not being
attracting more and more researchers especially the security and privacy issues. In this
paper, we review some of the recent research works using RFID solutions and dealing with
security and privacy issues, we define our specific parameters and requirements allowing
us to classify for each work which part of the RFID system is being secured, the solutions
and the techniques used besides the conformity to RFID standards. Finally, we present
briefly a solution that consists of combining RFID with smartcard based biometric to
enhance security especially in access control scenarios. Hence the result of our study aims
to give a clear vision of available solutions and techniques used to prevent and secure the
RFID system from specific threats and attacks.

1. Introduction

This paper is an extension of work originally presented in
Wireless Technologies, Embedded and Intelligent Systems (WITS)
[1]. It concerns the security in Radio Frequency Identification
(RFID) systems. The implementation of this technology in many
industrial fields has recently attracted a lot of attention. Due to its
important role of identifying people as well as objects, and data
tracking, RFID is becoming more and more popular as an
important topic of research. In particular, with the emergence of
the Internet of things (IoT) paradigm that refers to a kind of
networks that links physical objects to the internet to exchange data
[2] and where RFID plays a key role. Besides, RFID is considered
to be the next generation of barcode technology which is the case
in many countries [2]. The use of RFID technology in several
domains including supply chain, healthcare, transportation,
education and many other fields have significant advantages
including the flexible way of deployment with low cost, the
possibility of integration and cooperation with Wireless Sensor
Network nodes [2]. However, despite its numerous advantages,
RFID technology still brings out many challenges including
technical problems, customer privacy issues, coexistence of
heterogeneous RFID standards [3] and more importantly security
and privacy concerns. In fact, an RFID system consists of tags that
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store the data, readers interacting with the tags and transmitting
information to backend servers and finally a network canal that
manages this communication [4]. This architecture multiplies the
sources of security problems and threats.

Several types of attacks can target the RFID system depending
on each part is more vulnerable to the attacker. For example, the
modification of the data, Cloning technique, and impersonation
can be applied at level tags, whereas the reverse engineering,
Eavesdropping Side Channel Attacks can affect the
communication between backend servers, readers and tags [5].

In the research field, many of solutions and techniques assuring
security and privacy come with processing and cryptographic
algorithms such as Elliptic Curve Cryptographic (ECC) technique
or mutual authentication mode between all RFID system parts.
Most of these techniques remain far from being implemented in
practice due to the limited resources of storing in tags and the low
capacity of processing and executing complex operations.
Furthermore, RFID customers require some guaranties that data
contained in tags or exchanged remain private and highly
protected against tracking and customer identity reconnaissance.
A guarantee must be provided to customers aiming to adopt RFID
in their own goals by ensuring that their private data stored in the
tags will remain private and protected against spying and tracking
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This work presents a clear vision about the concerns of
security and privacy in an RFID system. Precisely we compare
recent works dealing with security and privacy in an RFID system
according to which layer the author is aiming to secure. To
achieve this goal, we define some parameters and requirements
such as CAI (Confidentiality, Availability and Integrity) based on
the information suggested in [6]. We present for each work the
category and the technique of solution used to deal with a typical
defined attack. In addition, we verify for each work the
application of RFID standards. Finally, we propose a device
added scheme solution that we have used to enhance security in
the access control scenario.

This paper is organized in 5 sections. The Section 2
summarizes the basics components of an RFID system, some
examples of applications and a summarized review on most
challenges and research directions where we concentrate on the
problem of security. The section 3 presents our comparative study
based on our parameters defining this study. The section 4
illustrates the smart card based biometrics solution to enhance
RFID security and finally section 5 concludes this paper.

2. Background on RFID technology

In this part, we present the components of a typical RFID
system, besides the related security challenges.

2.1. RFID Basics

An RFID system consists of 6 main components as shown in
Figure 1:

e Tag: A tag is the data carrier and normally contains the ID
number, and unique EPC code programmed into the tag.

e Reader & antenna: A reader captures the data provided by the
tag when tags come in range of the area covered by the reader
using its antenna.

e  Middleware: The middleware can be a software as well as
hardware dedicated to process data captured by the Reader,
then dispatch this information to backend servers.

e Backend servers: The backend servers are the last station to
make use of the data collected from RFID components. The
information collected can be stored in database or sent to
other systems for reporting and further analysis.

e Network infrastructure: Stands for the link between all RFID
components which represents the main sources of RFID
security and privacy threats.

2.2. Application domains
Animal tracking

RFID tagging systems are considered as powerful tools for
animal identification management and tracking. Their benefits go
beyond controlling the spread of diseases and ensuring quality-
assured and safe food for consumers.

As an example of the application of RFID technology for animal
tracking, an approach enabling an effective localization and
tracking of small-sized laboratory animals was suggested in [7]

Logistics

The implementation of RFID technologies in logistics
environments is increasingly attracting. The investment in this
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technology has shown that RFID is highly promising for
identifying an object uniquely and providing the capability for
“complete traceability” [8]. Moreover, it has been recognized as
an effective solution to eliminate or reduce inventory inaccuracies

[9].
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Figure 1. RFID system components

Intelligent transportation

The transport domain has widely benefited from the RFID
adaptation due the ease of deployment of intelligence into each
vehicle with a low cost approach [11].A vehicle emission
inspection and notification system aiming to help daily
monitoring of engine emissions through RFID devices was
proposed in [12]. Also, a wireless system based on RFID
technology was used to manage taxi fleets at the airports, train
stations, bus terminals and all the taxis in cities [13]. RFID is also
used in tolls collection as shown in Figure 2.

Healthcare

The use of RFID technology in the healthcare domain is
making the patient’s quality of care better. In fact, besides the
collecting of information related to the patient as his presence
inside a room and his health but also environment parameters can
be detected such as temperature, humidity, and the presence of
toxic gas [14].

In the same context, several efforts and research works have
been made in this area. Exemplary, authors in [15] suggest a
passive RFID platform for monitoring people during the night
which deploys a long-range UHF RFID reader, wearable tags
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integrated into clothes, and ambient tags dispersed in the
environment, as well as a software engine for real-time processing
and with warning modules [15].

Figure 2. A toll collection using RFID [13]
2.3. RFID major issues

We address in this section some of the prominent issues
related to RFID technologies and that still remain challenging
topics of interest for a vast number of researchers.

Several works tried to study and gather the issues related the
RFID to provide a baseline for researchers to understand the
different sources as well as measures that can ensure the safety of
sensitive data but more importantly to satisfy customers’ needs
and requirements in terms of efficiency, security and privacy.
Among the most RFID challenges, we found technical problems,
customer privacy issues and appliance to RFID standards [3]. In
our work, we will focus on the last two problems which were
taken into account in our comparative study (Section 3).

Technical problems

Among the biggest challenges during the implementation of
an RFID system is studying the physical characteristics and
capabilities of its components. In fact, the limited resource of
storing information inside the tag, the low data processing and
execution of complex operations can be a serious problem of
performance and lack of mandatory features. In addition, due to
the star architecture of the system, the reader can be the point of
crush of the whole system, this problem occurs when a large
number of items with RFID tags are energized by an RFID reader
at the same time which leads to a confusion at the level of the
reader and prevent it from tag scanning. A similar problem occurs
when the coverage area of one RFID reader overlaps with another
reader which leads to a signal interference and multiple reads of
the same tag.

Standardization problems

Several efforts were dedicated to solve the problem of lacking
of common RFID standards but the issue is still remaining in the
industrial field. In fact, different standards coexist in parallel with
divergent interests among which there is ISO 11784 that is utilized
in the tracking of RFID cattle, the ISO 11785 for interface
protocol, ISO 14443 for application of smart cards in payments
and ISO 15693 that is applied to vicinity cards. The development
of the electronic product codes (EPC) has been conceived to fill
this need.
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Obviously, the fact each of the existing standards is associated
to a specific part of the RFID system make it different to deploy
and protect data within an RFID system where tags standards can
not comply with the communication standards for instance. Thus,
it is of upmost importance to take into account the compliance to
standards when implementing any RFID-based solution.

Security and privacy

Among the advantages of the deployment of RFID system is
rendering the identification task automatically also gaining on
performance and the ease of execution. All these benefits are not
very useful is security and privacy are not guaranteed. For this
reason, while designing an RFID system, many parameters should
be taken into account to ensure a primary level of security, In fact,
the data inside the tag, exchanged with the reader or dispatched to
the back-end servers must be confidential, available and
unchangeable (CIA characteristics). However, ensuring a full
secure system which means keeping the whole system safe and
operational, it remains a difficult task due to the several sources
of attacks and threats that can coexist in parallel in some
scenarios.

Table 1. RFID Typical attacks

Typical attack The attack principle

Eavesdropping This attack consists of listening to the
network and sometimes recording for
example all exchanges between tags and
reader. The main goal of this attack is
collecting data and taking advantage of the

information gathered.

Denial of
service

The denial of service consists of rendering
equipment unavailable in the RFID system.
An example of using this attack is
spamming a reader with specific tags
frequency requests which will make the
reader out of service.

Cloning The cloning attack is mainly to reproduce
RFID tags. Using reverse engineering
techniques to extract all the cart properties,
precisely, the secrets keys, the tag can be
modified and duplicated.

The tracking attack consists of associating
a tag to a person without his will and track
his presence and movement as long as the

attacker's reader is in range with the tag

Tracking

During our research, many papers mentioned in their solutions
some typical attacks that can take place in RFID systems, in the
Table 1 below, we list some of most known attacks.

Many countermeasures and capabilities are proposed in
literature to ensure security of the RFID system such as Pseudo-
random based solution, Anonymous-ID scheme, symmetric and
asymmetric cryptographic algorithms and others hashing based
schemes [2].

Apart from the security aspect, the privacy is considered as a
critical issue aiming to protect personal information. The
expansion of the technology in several domains is not passing
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without risks regarding the privacy the person since his identity
information are associated to RFID chips that can be tracked and
identified without his knowledge. As explained in tablel and due
to the small size if RFID tags, they can be nested in personnel
objects and clothes without being detected. The person movement
and information are tracked and analyzed each time he come in
range of the compatible reader area.

Some countermeasures and solutions were developed to
protect personal data and reduce tracking capabilities. The table
below illustrates the main techniques proposed in the literature
studied for our classification.

Table 2. Some main countermeasures for privacy

Protection
method
Delegation Tree

How this technique improves privacy
protection

The principle of this method is delegating
the control of reading tags depending on
which privacy policy is assigned to each
reader and tag. These specifications can be
stored in database for example.

The technique consists of integrating a new
coding scheme inside RFID tags and
readers in order to create a specific protocol
of communication; in this way, external
readers cannot access to the network tags.
Tag killing The tag killing method consists of
destroying the content of tag after this one
is no longer need to be used. The retailer
can use the kill command after entering the
right pin code. This technique can be used
by the sellers after their products leave the
store.

The XOR encryption and PRNG method is
based on using a randomized protocol at
each communication. This technique is
powerful in the way to counter listening
attacks such as Eavesdropping which will
make the communication with tag a
difficult task.

The Blocker tag technique aim to create an
inductive field by the tag which will block
communication between the tag and
suspicious readers. Many occurrences of ID
tag will be generated in order to hide the
real one for the reader.

Protocol added
Schemes

XOR encryption
and PRNG

Blocker Tag

3. The comparative study

In this section, we will present the goal of our study besides
the parameters defined for classification used to compare the
selected academic works.

3.1. Motivation and design goal

Several levels of security can be applied to a typical RFID
system, besides the nature of its architecture leads us to classify
the solutions depending on each part of the system the attacks can
take place. Furthermore, we refer to [6] to consider the three

WWww.astesj.com

security main classes to classify the security threats in the
reviewed works: Confidentiality, availability and integrity (CAI).

As defined in [6], the RFID system can be presented as three
main layers: 1) RFID Edge Hardware Layer, 2) Communication
Layer and 3) Backend Layer. The possible threats and attacks
related to each layer are mentioned based on CAI properties. In
our work, besides classifying the attacks related to RFID security,
we present also the solutions and techniques used to counter these
problems. In [5], most of protection techniques can belong to
specific categories as presented in Figure 3:

Radio Frequency
Modification
Schemes

Device Added
Schemes

Hash Based
Schemes

Pseudo Random
Function Based
Schemes

Re-encryption

Other solutions
Schemes

Figure 3. RFID security classes

In our study, we focus on recent works dealing with security
and privacy, and we classify them according to the layers
previously (attacks and solutions). In addition, we take into
consideration other security requirements and parameters rather
than CAI (untraceability, non-repudiation, forward secrecy,
anonymity ...).

Furthermore, we present the type of solutions and techniques
dedicated for each layer and the attacks that can be related. At the
end, we verify for each studied work the use and conformity to
RFID standards. In this way, the following parameters are taken
into account in our comparative study:

e Privacy-focus / Security-focus: Indicates whether the solution
proposed take into account the security or consider privacy as
the main concern.

o Problem description and classification: this parameter
indicated which part of the system the problem can belong to.
For this, we refer to the classification explained above.

e Parameters of Security/Privacy considered: Here we extract
the security/privacy parameters considered by each author.
Some papers focus on traditional security goals
(confidentiality, integrity and availability) while other
solutions take into account additional properties such as
authorization, authentication, or forward secrecy.

Clearly, there are other properties to consider when authors
focus in privacy as a main concern. These parameters include
identity protection, anonymity and untraceability and. It is worth
noting that these parameters are whether clearly cited in the paper
or deducted.

o Solution category: As argued before, we have six mains
classes of RFID solutions. For each of the twelve works
studied we specify the class solution.

e  Techniques used: For each class of solutions, we mention the
techniques that have been exploited to ensure security and
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privacy. Precisely, this includes cryptographic-based and no
cryptographic-based methods.

o Compliance to RFID standards? Compliance to standards is
considered as a primordial issue that need be highly
highlighted. In this goal, for each studied work, we check the
compliance to RFID or communication standards or if at least
this issue is mentioned or an attention has been paid to by
authors.

o Examples of security attacks/ Threats considered: this
parameter indicates the security/ privacy attacks cited and
treated in each paper. In the table below, the attack is defined
for each part of the system it can occur and the solutions
proposed to secure the system form this type of threats.

The objective of our comparative study as shown in Table 3,
is not only presenting and classifying the security solutions and
techniques regarding each of the recent studied paper but also
making visible for researches and companies aiming to adopt an
RFID system what are threats and attacks that should be taken into
accounts while designing their systems.

As described before, the classification-based layer level helped
us to locate the scope of each solution. Furthermore, during the
study of the twelve works, we found that additional security /
privacy parameters are considered rather than the traditional ones
(CAJ) in order to identify the several security/privacy threats. For
Example, scalability is a primordial while aiming to enhance the
system dimensions; some papers such as [24] consider scalability
as a first topic while designing their solution. In fact, as mentioned
n [22], this parameter remains among the real constraints of the
majority of security solutions. Many techniques can be deployed
to achieve scalability such as Checks handoff technique. As
described in [24], this method was deployed to design a secure
protocol supporting IoT.

Concerning techniques used, mutual authentication has taken
more focus by authors as indicated in the works [20,16, 24] since,
this security method is not only used in server’s part but also
between the reader and tags.

Concerning the security/privacy focus, many works try to
ensure customer’s privacy in their secured developed solutions and
protocols. For instance, in [17, 20] intractability and an anonymous
communication are taking into account to protect users’ privacy.

Thus, we noticed from the works presented in Table 3 that most of
the solutions do not only focus on security or on privacy
individually but these two concepts should be both take into
consideration.

The second conclusion, we have subtracted from the Table 3
was that several works does not focus only on a single part of the
system but they try to cover the whole layers (physical layer,
communication layer, Back-end layer) that we have described in
the section before.

For instance, authors in [18], propose two algorithms
implemented by the Back-End server and a two-party protocol
between the Back-End Server and a tag. In this way, two security
methods were suggested in [20], the first contribution covers the
backend layer by proposing two authentication (mutual and
collaborative) schemes for both fixed and mobile readers, and the
second contribution consisted at defining a secure channel between
the reader and server in the communication layer. The main idea
that we try to highlight is to not only paying attention to the data
stored into tag or only securing communication between tags and
reader but all the whole trajectory of data from data collecting to
data storing in backend server.

As presented in Table 3, very few works we have studied focus
on the device added schemes solution category. As an example,
authors in [19] propose a solution that consist of changing the
physical architecture of the RFID reader by dividing it into two
different devices, an RF activator and a trusted shield device
(TSD) playing an intermediary role between tags and reader for a
secure communication [16].

In this way, the authors in [22] used the Physically Unclonable
Functions (PUF) to secure data at level of tags (PUF is a security
technology that seeks to introduce physical variation into
individual devices taking part in cryptographic protocols [26]).

It is of upmost importance to tackle the issue of the RFID
standardization. Indeed, and as illustrated in our comparative
study, some works take into consideration the conformity of their
solutions to RFID standards [12, 18, 19, 20, 20, 23, 24]. Intuitively,
before designing any secure RFID solution it is crucial to verify
whether this solution respects RFID standards or not.

Table 3: A comparative study of some security/privacysolutions in RFID systems

Characteristics Privacy-
focus / Problem description Parameters of Solution Techniques Compliance to | Examples of
and classification Security/Privacy catesor used q RFID security attacks/
Security | (Layer) considererd gory standards? Threat considered
Proposed Solutio -focus
Communication: Yes: - Cloning attacks.
RFIDTTate: Efﬁcient A protocol for ) -Confidentiality Re- -Identity-based _commumcatlon - Tag _erpulatmg,
Security and Privacy Both mutually authenticated | Availabilit encrvtion | Encryption is performed - Collision attack.
Protection for Active (tag, reader) ) Authentic:tion P (IBFBI P over the - Spoofing
RFID over IEEE communication is standard IEEE - Replay attack
802.15.4 [16] suggested. 802.15.4f -Sybil attack
Commiucation :p-
. Authors suggest a Yes:
QFSHe)clére tSupfgly-t(:haln Both protocol between the - Confidentiality Re- Public Key Reverse engineering
ystem tha 0 . -
Respects Your Privacy 'reafle'r and an ) encryption | cryptography (EPC tags
[17] individual tag - Integrity standards)
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Back-End:
- Confidentiality Pseudo- -Desynchronization
. . XOR and Yes: ?
) This paper suggests a - Integrity - random - DoS attacks.
Secure Tag Search in Both search tag protocol; Anonymity - based (1)222;(})’111{5NG gEofnC liCa}Sez) -Side Channel
RFID Systems Using target backeEned authorization solution P P Attacks:
Mobile Readers [18] Servers - Eavesdropping
Communication: A -Authentication.
Scalable RFID Security secure communi.cation - Scalability Checks handoff Yes:
Framework and Security- - Confidentiality (SCH) . -Malware
. protocol and a . Other : EPCglobal
Protocol Supporting Focus framework supportin -Identity technique standard (Example SQLIA)
Internet of Things [24] IoT pp & pretection
-Adaptability
Backend: A security
A New Security and and privacy model for | Confidentiality Re- . '
Privacy Framework for Both RFID technology - Authentication encryotion Symmetric-key Not mentioned No specified attacks
RFID In Cloud integrated to the Cloud 0 Typhio Cryptography © was mentionned.
Computing [25] computing (Servers)
Was suggested.
Both : -Tag cloning attack.
Back-End: Two - Eavesdropping.
A secure ECC-based algorithms implemeted —Conf?lder}qallty _ - Replay attack.
RFID authentication by the Back-End - Availability ' Re- Public Key ' - Tag masquerade
. server are defined. - Forward security. - cryptography Mentioned but attack.
scheme integrated Both L . encryption R . . .
with ID-verifier Communication: -Anonymity Elliptic curve not applied -Denial-of-Service
transfer protocol [2] A two-party protocol Authorization, cryptosystem - Location tracking
p between the Back-End | Authentication attack.
Server and a tag is - Server spoofing
proposed. attack.
- Reader
. changes .
A Novel Coding D(f;/l(cie architecture ; tlja aCrll(dom guessing
Scheme for Secure . Confidentiality aade (New) L
Lo . Privacy- . ; scheme Only - Correlation attack.
Communications in Focus Physical Layer - Integrity Random mentioned - Ghost-and-leech
Distributed RFID Anonymity Flipping and ° attack
Systems [19] Random i Eavés droppin
Jamming pping.
(RFRJ)
Both BackEnd:
Two authentication
(mutual and
A minimum disclosure collaborative) schemes | Confidentiality Pseudo- Redundancy Yes
for both fixed and - check (CRC) - Replay attack
approach to mobile reader are - Untraceability random Pseudo random ( Conforme to - Tag impersonation -
authentication and Both sugeested Anonymity, based number EPC Class-1 Desgnchl:onisation
privacy in RFID C ognglmuni.cation' Authentication, solution enerator Gen-2 spec- at tagks
systems [20] The channel be t;:veen Forward secrecy (gPRN G) Ifications). '
the reader and server is
protected against
attacks.
Secure ownershlp Communication: Confidentiality Pseudo- XOR and 128- . . -Tracking attacks
transfer for multi-tag Authors suggests - Forward random bit pseudo- Yes: complies _Replay Attacks
multi-owner passive multi-owner, multi-tag © - P EPC Global play .
. Both Untraceability based random number - Denial of Service
RFID environment transfer protocol that . X Class-1Gen-2
PR . . Anonymity, solution generators - Tag/Reader/Server
with individual-owner- achieves privacy- (C1G2) )
. Forward secrecy (PRNG) Impersonation.
privacy [12] among-owners.
Communication: Pscudo- (XOR) :ggﬁ lig(ﬁ‘t;ﬁl\(/sice
A Robust Grouping A grouping proof -Inegrity random encryption and Yes: Complies (DoS)
Proof Protocol for Security- | protocol ensuring a -Anonymity based 128-bit EPC Global Re?i der/Tag/Server
RFID EPC C1G2 Tags | focus high level of security -Forward secrecy ascd pseudorandom Class-1Gen-2 impersonation
[21] between tags and -Confidentiality solution number (C1G2) A npa o
readers. generators, ) Activé Attacks
Providing destructive ionrlir‘r[l;mcatlon: - Confidentiality Physically - Compromising
privacy and scalability Privacy- athenti:ation rotocol | Integrity Other Unclonable Not mentioned attack
in RFID systems using | Focus allowine a rea (fe i - Authentication Functions - Side-channel
PUFs [22] commuiication g - Forward secrecy (PUFs) attacks
Computational Cost Both :
Pseudo- :
Analysis on Securing A mutual . seudo Pseudo-random Yes : Conform
. L -Confidentiality random to EPC Class-1
RFID Protocols Security- | authentication protocol -Authentication based number Generation-2 - DoS attacks
Conforming to EPC Focus seeking to achieve - Forwad secrec ased generators standard (ISO - Reply attacks
Class-1 Generation-2 higher security level y solution (PRNG) 18000-6)
Standard [23] was proposed )
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4. RFID combining solution
4.1. Motivation

The comparative study presented in section 3, has shown
many robust solutions and techniques that may counter several
attacks, most of the techniques are based on cryptographic
schemes and deal with direct attacks on physical layer of the RFID
system components such as the tag and reader, whereas other
techniques focus on the communication between readers and tags
or reader and the backend servers to prevent the system from
network attacks such as eavesdropping, man-in-the middle or
desynchronization attacks.

Aiming to apply the RFID in the campus environment, we
found that some scenarios are not totally secured. So, we propose
to combine the RFID technology with other technologies to
enhance security in the whole system.

4.2. Smart card based biometrics solution design

The RFID technology can be applied in many areas inside the
university campus as shown below, in our work we focus on
access control to exams rooms and sensitive areas like
laboratories.

e Exams room

e Campus

Research laboratories
Library

Staff offices
Computer room

For instance, if we take the example of accessing to
laboratories, the identity check must be verified before allowing
the person access to the area. Based on the solutions proposed in
Table 3, a cryptographic technique can be deployed in the inside
the tag and the reader to secure the tag reading. However, the two
main problems in our case are indicated in Figure 4.

For this reason, our method consists of enhancing the RFID
technology by using smart card based biometrics solution. In fact,
the RFID technology is seen as the fast-automatic technique of
identification, whereas, the smart card check can support complex
operations of cryptographic check as indicated in [27]. In addition,
the biometric fingerprint will help us to check the true identity of
the person aiming to access to the secured area. In Figure 5, we
present the proposed system combining RFID with the smart card-
based biometrics verification.

The person holding the
tag, is he the real

owner of the tag ?

With the limited resources in the tag .
does the

cryptographic techniques
remains as the best choice ?

Figure 4.  Access control issues in RFID system
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As detailed in [27]. The step one consists of reading the RFID
tag when it comes in range with the RFID reader. After that, in
the step 2, the person's tag is sent to the local database to check if
it belongs to the person's tags allowing him access the secure area.
Once validated, the person inserts his smartcard and puts his
fingerprint for validation. In this case, a first match-on-card is
established comparing the user fingerprint with the other one
stored in the smartcard. If the check is performed successfully, the
fingerprint is sent to the database to verify that no changes were
made on the couple (fingerprint, Tag ID). Finally, the door is
opened if all the conditions are satisfied.

( _H) 1-Tag identification
s )

T: verification

/S-Fiugmim check

.

3-Allow smart card
verification

-—>

4-Allow smart card
verification

Fingerprint TAGID

Figure 5. Components of the proposed system
1 Uar'stag comesintherangeof thereader | por
y
4 Authentication with smart card 3-Readtag, Validate TaglD
using fingerprint to get [D o [RFID Tag
Y I
) N . 3-Verification ofTag ID —
Biometric smart |5~ Send & store (Tag ID, Fingerprint) Access control Iocal
card reader - » < P | database
software

- Synchronous Verification A - -

of captured fingerprint
7- log details (TagID, FingerPrine Date)

v
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Figure 6. Flowchart of the access control system in sensitive areas [27]

In the proposed solution, we have chosen to combine smart
card biometrics solutions with RFID in order to respect the limited
resources and capabilities inside the tag for performing complex
operations. Furthermore, even if the smart card is falsified or the
person ask for authentication with a borrowed RFID tag, the
verification explained above based multi-level of security will
deny his access to the secured room. The flowchart in Figure 6
summarizes the sequence of actions during the authentication
process. The system presented above meets the need presented in
Figure 4 which are not guaranteed in the solutions presented in
section 3.
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Conclusion

In this paper, we have presented some recent works aiming to

ensure security and Privacy in RFID systems. In particular, we
tried to classify these solutions in order to provide a clear
understanding of the different threats and risks related to security
and privacy.

To achieve this goal, we compared some solutions according

to the traditional security and privacy objectives. Also, we
mentioned that additional parameters such as scalability and
efficiency should be taken into account besides the traditional
security and privacy objectives.

In addition, we proposed a combined solution using RFID and

smartcard based biometrics to ensure performance and cover
some security gaps detected while designing our RFID system. As
future work, we plan to develop our device added scheme
solution, by studying more the technical possibilities of its
implementation inside the campus.
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