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Abstract: Traditional RFID-based access control systems use flap barriers to help manage pedestrian
access and block unauthorized staff at any entrance, which requires visitors to swipe their cards
individually and wait for the opening of the blocking body, resulting in low-frequency pedestrian
access and even congestion in places with large passenger flow. This paper proposes a barrier-free
access control system (RF-Access) with UHF RFID technology. The main advantage of RF-Access is
that it provides non-intrusive access control by removing flap barriers and operations of swiping the
card. The visitors just go across the system without any stay at the entrance. Meanwhile RF-Access
performs the authentication, which greatly improves time efficiency and quality of service. RF-Access
addresses two key issues of the non-intrusive access control: motion direction detection and illegal
intrusion detection. In RF-Access, we first propose a dual-antenna system setup together with a
time-slot-based model to monitor users’ moving directions, which is robust to different environmental
factors, such as multi-path effects. Afterwards, we use a tag array to detect illegal intrusion in case
attackers do not carry any RFID tags. We implement a prototype of RF-Access with commercial RFID
devices. Extensive experiments show that our system can detect the moving direction with 99.83%
accuracy and detect illegal intrusion with an accuracy of 96.67%.

Keywords: RFID; access control; mobile sensing

1. Introduction

Radio Frequency IDentification (RFID) has been widely used in a variety of applica-
tions, such as supply chain management [1,2], warehouse inventory [3,4], objects moni-
toring and tracking [5,6]. RFID-based access control is one of these applications, which
aims to help manage pedestrian access and block unauthorized staff at any entrance. The
existing RFID-based access control systems consist of a high-frequency (HF) RFID reader
and a blocking body, e.g., flap barriers, which require visitors to swipe their identity cards
individually and wait for the opening of the blocking body, resulting in low-frequency
pedestrian access and even congestion in places with large passenger flow.

In this paper, we propose a barrier-free access control system (RF-Access) with UHF
RFID technology. Compared with HF RFID, UHF RFID has a longer communication range
and a higher reading rate, which makes it possible to remove the process of swiping
the identity card. In addition, we remove flap barriers from the system, which provides
non-intrusive access control: the visitors just go across the system without any stay at
the entrance, and meanwhile RF-Access performs the user authentication, which greatly
improves time efficiency and quality of service. To achieve this goal, RE-Access needs to
address two key challenges: motion direction detection and illegal intrusion detection. In
RE-Access, we firstly propose a dual-antenna system setup together with a time-slot-based
model to monitor users’ moving directions, which is robust to different environmental
factors such as multi-path effects. Afterward, we use a tag array to detect illegal intrusion
in case attackers do not carry any RFID tags. Experimental results show that the proposed
system has good performance. The main contributions of this paper are three-fold.
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*  We propose a novel barrier-free access control system (RF-Access) with UHF RFID
technology. The main advantage of RF-Access is that it provides non-intrusive access
control by removing flap barriers and operations of swiping the card, which greatly
improves time efficiency and quality of service.

*  RF-Access addresses two key issues of non-intrusive access control: motion direction
detection and illegal intrusion detection, by using a dual-antenna tag-array system
setup together with a time-slot-based model to monitor users’ moving directions.

¢ Weimplement a prototype of RF-Access with commercial RFID devices. Extensive ex-
periments show that our system can detect the moving direction with 99.83% accuracy
and detect illegal intrusion with an accuracy of 96.67%.

The rest of the paper is organized as follows. Section 2 introduces the related work.
Section 3 details our access control system RF-Access. Section 4 implements the system and
evaluates its performance. Finally, Section 5 concludes this paper.

2. Related Work

Access control systems need to install flap barriers to help manage pedestrian access
and block unauthorized staff at any entrance, which can function properly but require
visitors to wait for the opening of the blocking body, leading to low-frequency pedestrian
access and even congestion in places with large passenger flow. In recent years, studies
have shifted to barrier-free access control. TDflex [7] designed a customized sensor to
detect tailgating intrusion. Specifically, TDflex uses a non-scanning light source to emit
modulated near-infrared light and generate real-time three-dimensional images of the
monitoring area by measuring the difference between the lights emitted by the light source
and the detection target. Computer vision is another technology for barrier-free access
control. For example, HIKVISION [8] produces a binocular intelligent network camera,
which is deployed directly above the monitoring area. It adopts binocular stereo vision
technology to obtain height information of objects and an intelligent tracking algorithm
to analyze the users’ behavior trajectory, counting the number of users and detecting
access directions. However, vision-based sensing suffers from the impact of environmental
factors, including low illumination and non-line-of-sight (the target is blocked by others).
Additionally, these solutions cannot figure out the user identity accurately.

In comparison to the above sensing technologies, RFID offers an appealing alternative,
with the advantages of unique identification, non-line-of-sight communication, and high
reading rates, which makes it the most widely used in the field of access control [9,10].
In recent years, some RFID studies have shifted to study barrier-free access control. Mai
et al. [11] deploy a group of infrared intrusion detectors to detect the user’s pass in and
out, which, however, allows only a single-channel pass at a time. Wang [12] and Fan [13]
deploy two sets of infrared switches on both sides of the gates to detect the directions
of users but cannot detect an illegal user amongst legal users. He et al. [14] demand the
time interval between the illegal pass and the tag last seen to be greater than 3 s, which
is too ideal for practical use. Additionally, the existing solutions all use the HF RFID as
the authentication approach, which suffers from a short communication range. Namely,
each user needs to stop at the entrance to swipe his/her identity card for authentication,
which still has the problem of low-frequency pedestrian access. There are a few commercial
RFID readers (antennas) that provide us with the function of moving direction estimation,
e.g., Impinj xSpan [15]. They use an antenna-array design to perform beamforming, which
is able to dynamically scan the moving tags but suffers from the limitations of the large
device size and the high system cost. For example, an Impinj xSpan reader costs nearly
nearly 3000 [16], which is much higher than the retail price of an RFID-based access control
system. Instead, our design uses the existing RFID reader and antennas embedded in the
existing access control system, with no need for any extra hardware augmentation.
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3. RF-Access
3.1. Overview

REF-Access uses the UHF RFID to perform user authentication. As shown in Figure 1,
an RFID reader connects to one or more RFID antennas that locate on one side of the
passageway. The user authentication is achieved by querying RFID tags attached to visitors
who pass through the gate. If a tag is queried, the reader compares its EPC (tag’s ID) with
legal IDs stored in the backend server. Only the user with a legal RFID tag (or a tagged
badge) will pass the system authentication. Since UHF RFID has a long communication
range and a high reading rate, RF-Access does not demand users stop to swipe their identity
cards as HF RFID. Instead, the visitors just go through the system without any stay, and
meanwhile, RF-Access does the user authentication, which greatly improves time efficiency
and quality of service. However, the long communication range makes the motion direction
detection difficult. Additionally, since we remove the flap barriers, how we detect illegal
intrusion by a user who does not carry any tags is another concern. In what follows, we
detail how RF-Access addresses these two issues.

RFID Tag
for Authentication
RFID Antenna
\\\
Passage Wa e
g y .
\\

Illegal Intrusion

RFID Reader

Figure 1. System overview.

3.2. Motion Direction Detection

A barrier-free access control system needs to detect the motion direction (in or out) of
each visitor in the passageway. In RE-Access, we first present a signal-based solution and
later offer a more robust time-lost model.

3.2.1. Signal-Based Sensing

As shown in Figure 2, as a visitor passes through the access control system (the
trajectory can be approximatively treated as a line), the distance between the reader (omni-
directional) antenna and the tag first experiences a decline. After reaching the minimum,
the distance increases as the person (tag) moves. If we can observe the distance variances
over time, we can use two antennas A and B along the moving direction to check which
one reaches the minimal distance first. If A is earlier than B, the motion direction of the tag
is from A to B. Otherwise, the direction is B to A. The parameters of RF signals can reflect
the distance, such as Received Signal Strength Indicator (RSSI) and the phase value. In the
following, we take RSSI as an example to show this solution.
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Figure 2. The changes of tag-to-reader distance when a tag moves linearly (omnidirectional antenna
in this case).

In an RFID system, RSSI represents the strength of a tag’s signals received by the
reader. More specifically, a large RSSI value means the power of the tag’s response signal is
strong and is more likely to be close to the reader. In theory, Friis is a widely used model
that reflects the distance between the transmitter and receiver in free space. According to
the Friis equation, the power of a tag’s response signal can be written as follows [17]:

. PrG2,GIA*X2M
R (anr)*e?B2R, ’

@

where Pr is the power coupled into the radio-frequency integrated circuit, Pr is the
power transmitted by the reader, Gy is the load-matched, free-space gain of the transmit-
ter/receiver antenna (i.e., the reader antenna), G; is the load-matched, free-space gain of
the tag antenna, A is the carrier-frequency wavelength, X is the polarization mismatch, M
is a modulation factor, r is the reader-to-tag separation distance, © is the RF tag antenna’s
on-object gain penalty, B is the path-blockage loss, and F, is the monostatic fade margin.
RSSI is a logarithmic form of Pr, which can be derived by the following function:

RSSI = 10 x Ig(Pg). ©)

According to Equations (1) and (2), we can easily conclude that given a reader and
a tag, the longer the distance between them, the smaller the RSSI is. As aforementioned,
when the tag moves along the x-axis, the distance between the reader antenna and the tag
declines first and then increases. Namely, RSSI experiences a contrary change trend. In
Figure 3, we plot the theoretical RSSI value when a tag moves along the x-axis ([—1.5 m,
1.5 m]), given the closest distance of 0.4 m. It is clear that RSSI sees a rising trend and after
peaking at the maximum, it gradually drops. The peak corresponds to the time when the
tag—antenna distance reaches the minimum.

-30

-40

RSSI

-60

-1.5 -1 -0.5 0 0.5 1 1.5
x-coordinate (m)

Figure 3. The theoretical RSSI value when a tag moves along the x-axis.



Appl. Sci. 2022,12,11592

50f16

We verify the above theoretical model with a real-world experiment in an open space.
As shown in Figure 4, a tag is fixed to a sliding rail and moves at a constant speed of
10 cm/s. Two RFID antennas are 80 cm in height and 40 cm apart from each other. As
the tag moves along the sliding rail, we keep measuring the RSSI value of the RF signals
backscattered by the tag. The experimental results are shown in Figure 5. It is clear that the
RSSI curve generally follows the theoretical model, and two peaks corresponding to two
antennas can easily figure out moving in or out—which peaks first means the direction is
from this one to the other.

Top view Side view
tag @ antennas
K
tag ﬂ T
40cm 90cm
i 80cm
antennal antenna2
y v
Ground

Figure 4. System deployment for the RSSI-based model.
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Figure 5. RSSI values with respect to the time; (a) moving in; (b) moving out.

However, the peak cannot be directly determined by the maximal RSSI value due to
thermal noise, which is very likely to give rise to false positives. Instead, we try to fit this
RSSI curve and find out the time corresponding to the peak for each antenna.

Given a tag, we collect n responses by the mth antenna and build a tag response matrix
following the timestamp order, which is described as: D" = (D’l'l Dy .- D’,?)T, where
D!" is a tag’s RSSI record, which is actually a triple D = (e, 7", "), where ¢ is EPC (tag
ID), ri", ti"* are the measured RSSI value and corresponding timestamp obtained by the m-th
antenna. So, the response matrix of the m-th antenna can be written as follows:

m m
e 1] tl

T e ry ty
D" = (Dy' Dy’ --- Dy)" = . L= ERTY), (©)

m m
e 1 ity
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where the timestamp meets /" < t}” (0 < i < j < n), E is the broadcast of e, R™ is the
vector of RSSI values measured by the m-th antenna, and T™ is the vector of timestamps
corresponding to R™. The changing trend of the RSSI curve is approximate to the parabola
with the opening downward. We fit the RSSI and timestamp in the response signals of
two antennas with a quadratic curve, respectively. Let the second-order coefficient and the
first-order coefficient in the fitting results be a and b; the time £, corresponding to the
peak is:
b

tpeak = o4 4)

By comparing the time of the two antenna’s peaks, we can determine the motion
direction.

The signal-based model functions properly in an ideal scenario with modest multi-
path effects and slow speed. However, in a real indoor scenario, this model is not robust
to more general scenarios. In Figure 6, we let a volunteer carrying a tag walk through
the system and use the signal-based model to detect the direction. As we can see, since
the human body blocks the tag, almost all the tag signals in the second half are absorbed,
resulting in the incomplete image of the RSSI, which further affects the detection accuracy.
According to the fitting results, we will obtain a wrong result of the direction. The main
reason is that RF signals are vulnerable to environmental changes, which motivates us to
seek a more robust way.

-50 T T T T -50 T T T
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A AT antenna2 55+ antenna2 | |
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-55 | 1 A A T A,
—_ 4 / —~-60 [ 2~ '/y A I
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Time (s) Time (s)
(a) (b)

Figure 6. RSSI values collected from a running tagged person: (a) moving in; (b) moving out.

3.2.2. Time-Slot-Based Sensing

Instead of using RF signals, we attempt to use the application-layer feature—reading
records, which are stable and robust to environmental factors. The principle is that when
the tag moves from left to right, the left-side antenna is supposed to query the tag earlier
than the right-side antenna and vice versa. By observing the timestamps of the reading
records of two antennas, it is promising to figure out the moving direction.

An intuitive solution is to check the first seen time by each antenna. This works in
theory but is not robust in real scenarios due to the multi-path effects and the blocking
impact of the human body. To address this problem, we resort to all reading records. The
solution is to split the reading period into many smaller time slots. For each antenna, we
check whether there are some reading records within each time slot. If yes, we consider
that this antenna hits the time slot, and the time slot is labeled as a busy slot. The mean of
all busy slots is treated as the final reading time of an antenna. By comparing the mean of
different antennas, we can figure out the direction.

More specifically, for the m-th antenna, we obtain the time-stamp sequence of the
reading records T" = (#{" t§' --- t). The time period is:

Ts = [min(T™), max(T™)]. )

The time period Ts can be divided into w small time slots with the length of 4, i.e.,
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max(T™) — min(T™)

w = . 1 ©

The middle x; of the ith time slot is:

% = min(T") + (i — %)(s. %

Let the bit vector B = {by, by, ...., b, } indicate whether each slot is busy. If b; is equal to

1, the ith slot is busy. Otherwise, the ith slot is idle. We can obtain the mean " of reading
time of the m-th antenna:

1 n
o= % b
f Z(B)i;xzx i 8)

For two antennas A and B, if F4 < B, we know that the moving direction is from A to
B and vice versa.

Figure 7 shows the RSSI values when a user moves out with a tag at a constant speed.
If the signal-based solution is used, we obtain a wrong answer in this case. For the time
slot-based solution, we can obtain £! = 1.78 s and 72 = 1.61 s, which means that £! > 72 and
further verifies that the moving direction is from antenna 2 to antenna 1, i.e., moving out,
where the symbols “+” and “x” in Figure 7 indicate that the tag is queried within a time slot
by antennal and antenna2, respectively.

'50 T T T T T
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A
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5 -60r o & 1
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@ N L o
B 70n A |
o A A antennal
antenna?2
_80 1 1 1 1 1 1
0 0.5 1 1.5 2 25 3 3:5
time(s) '
3 2 -
g
é mean of reading time
<
=i
g 1 1 1 1 1 1
0 0.5 1 1.5 2 2:5 3 3t

time(s)
Figure 7. An illustration of time-slot-based detection.

3.3. Tag-Array Based Intrusion Detection

In addition to motion direction detection, intrusion detection is another fundamental
function of access control. Illegal intrusion generally falls into two categories: independent
intrusion and tailgating intrusion. The former means the attacker individually goes through
the access control system, and the latter indicates the attacker closely follows the legal
users in the passageway. Since the attacker does not carry any RFID tags, the reader cannot
obtain anything from the attacker directly for intrusion detection. RF-Access boils down
the issue to a counting-people problem. The idea is to estimate the number of people in
the passageway and compare it with that of legal tags queried by the reader. If these two
numbers are different, an intrusion event has happened. It is worth noting that if an intruder
is detected, the access control system can raise a warning alarm and push this abnormal
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information to the security guard. The follow-up procedure is application-defined, which
is out of the scope of this work.

Since a smart intruder must not carry any tags, we need to design a device-free way to
count the number of people. If the intruder carries one or more illegal tags, we can easily
figure out the intrusion by reading these tags. In RF-Access, we use a tag array to perform
people counting. As shown in Figure 8, we deploy one or more RFID antennas on one side
of the passageway and a tag array on the other side. Since the RF signals are vulnerable to
the human body, we can take advantage of this inference as the vehicle to people count.

tag array

antenna

/ N\

reader

Figure 8. Tag-array-based intrusion detection.

We use a group of experiments to validate this idea. We invite three volunteers to
walk through the passageway. To mimic a real attack, we ask for the volunteers to try to
be close to each other. Meanwhile, the reader keeps collecting the backscattered signals
from all tags. Two parameters are measured, including RSSI and Doppler frequency offset.
As shown in Figure 9, 1000 RSSI values obtained from a 6 x 10 tag array are plotted in a
polar coordinate system in a random direction, where the radius of each point represents
the real RSSI value. We can learn from this figure: (1) When no one walks by, the RSSI
distribution forms a thin circle, which indicates that RSSI signals remain relatively stable.
(2) RSSI values start to spread out as the number of users increases. The above results
demonstrate that there is a potential to use the RSSI distribution to estimate the number of
people.

Similarly, we test the Doppler shifts of all tags under different numbers of people. In
Figure 10, we randomly select and plot 500 Doppler frequency offset values. Ideally, the
Doppler frequency offset should be close to zero when the tag and antenna keep stationary
and the Doppler frequency offset increases as the tag moves toward the antenna. However,
due to the noise, the Doppler frequency offsets reported by the commercial RFID reader
level off at 0 with positive values and negative values, which are shown in Figure 10a.
Similar to RSSI, the Doppler frequency offsets become more and more dispersed as the
number of people increases.
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Figure 10. Impact of the number of users on Doppler frequency offsets.

With the signal features, we can treat the counting problem as a classification problem
using machine learning. More specifically, we view RSSI as a random variable and use the
entropy of RSSI to measure how the RSSI data spread. Assume that the minimum value of
RSSI in all samples is 14, and the maximum value is 7;4¢. The value domain of RSSI is the
interval [rin, Tmax]. Afterward, we divide the interval into N bins with the size A of each:

N — [Vmux ; T'min -I ] ©)

Let m; be the number of RSSI values falling into the ith bin. The probability p; of an
RSSI falling into the ith bin is:

m;
pi= ——- (10)
l Z,Ii1 mj
The RSSI entropy in unit time can be calculated as follows:
N
Hg = Ellogyp(M)] = =} pi - logy(p1), (11)
i=1

where b is the base of logarithm, which is set to two, making the unit of entropy to be bit.
Thus, the RSSI entropy fr of the sample is:

fr=Hgr/T, (12)

where T is the time interval between the first sampling and the last one. For Doppler
frequency offsets, we can use the similar method to calculate its entropy.

In addition to the above signal-level features, we observe that the application layer
parameters, such as the reading rates, can also be used to conduct counting. With these
features, we use the random forest algorithm [18] as the machine learning classifier to
conduct counting due to its good classification results on small data sets. We adjust
the parameters of the classifier to optimize the estimation accuracy and use the “cross
validation method” to evaluate the model. Specifically, the data set is randomly divided
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into k mutually exclusive subsets with the similar size. We then utilize one subset as the test
set and the remaining k — 1 subsets as the training sets to obtain k groups of training/test
sets. We finally obtain k mean values of classification accuracy through carrying out k
training and classification tests. Here, we adopt “10-fold cross-validation” with k being 10.

It is worth noting that there are some good solutions to the problem of people counting,
such as computer vision [8] and radar [19]. We could choose one of them to conduct
people counting and use RFID to identity authentication and estimate moving direction.
However, in a barrier-free access control system, this increases the deployment overhead
and hardware cost for practical use. Instead, our solution is to use an existing RFID device
together with a tag matrix (less than nearly 10) to achieve the same task, which might not
be the best choice for people counting alone but is a good solution to the existing access
control system.

3.4. Put Things Together

So far, we have discussed motion direction detection and intrusion detection, respec-
tively. Now, we need to put them together to form our access control system RF-Access. As
shown in Figure 11, three antennas are installed on one side of the passageway. The two
antennas (#1 and #2) are used for moving direction detection. We let antenna #1 slightly
face the ‘in’ direction and antenna #2 face the ‘out’ direction, which helps the slot-based
solution better identify the moving direction. Additionally, the third antenna #3 is used
to keep reading the tag array on the other side of the passageway for intrusion detection.
These two parts work together to achieve non-intrusive access control without any stay or
flap barriers, which greatly improves the passing speed and quality of service.

tag array
in out
antenna3
antennal antenna2
-
Y Y

reader

Figure 11. Top view of RF-Access deployment

4. Evaluation

In this section, we implement a prototype of RF-Access and evaluate its performance
in terms of motion direction detection and intrusion detection.

4.1. Implementation

Hardware setup. RF-Access uses an enterprise-level commercial reader, Impinj
Speedway R420, which has four antenna ports and a high tag reading rate with hundreds
of tags per second. The antenna is Laird S9028PCL [20], which is a circularly polarized
directional panel antenna and can receive and transmit signals within the 902-928 MHz
frequency band. The antenna gain is 9 dBiC, and the beam width corresponding to 3 dB
is 70 degrees. A Laird S9028PCL antenna can concentrate energy in the access control
passageway for radiation with the far radiation distance.

System deployment. As shown in Figure 12, RF-Access deploys an RFID reader with
three antennas and an RFID tag array at a two-way single passageway access control with
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a width of 80 cm. One reader works at 32.5 dBm power and 924.375 MHz frequency. Two
antennas (antenna #1 and antenna #2) are deployed on one side of the passageway with an
interval of 40 cm and an incline of 20 degrees to both ends of the passageway, respectively.
The third antenna #3 is deployed between the two antennas, facing the other side of the
passageway for intrusion detection. A 6x10 tag array is deployed on the other side of the
passageway. RF-Access uses Impinj H47 RFID tags with a size of 44 mm x 44 mm. The
distance between two adjacent tags is 10 cm. The height of the tags is from 0.4 m to 1.15 m.
Antenna #3 faces the center of the tag array, which is 80 cm away from the ground. The
antenna continuously records the signal changes from all tags in the array. The passageway
is about 1.5 m long.

Figure 12. System deployment of RF-Access.

4.2. Detection of Motion Direction
4.2.1. Experimental Methods

We invite some volunteers to conduct experiments in a general indoor environment
for evaluating the performance of our system. Volunteers carry Impinj H47 RFID tags that
reflect their identities at different locations and then execute traffic movements at different
speeds with a 40 cm distance from the antenna, simulating movement in an 80 cm wide
access control passageway. As shown in Figure 13, five tags are placed on the chest, left arm,
right arm, left pocket, and right pocket, respectively. Three movement speeds including
1m/s, 1.5 m/s and 2 m/s are adopted, which mimics three situations: constant speed
passing, fast passing and running passing, respectively. Passage behaviors are further
divided into two categories: (1) “moving in” behavior: from A to B; (2) “moving out”
behavior: from B to A. The volunteers execute each behavior 20 times by carrying the tags
at the same locations.
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Figure 13. Tag positions.

First, we study the performance of the moving direction. Figures 14 and 15 show the
detection accuracy of the signal-based model and the slot-based model under different tag
positions and different moving speeds. For the signal-based sensing model, the motion
direction (in or out) has a small impact on sensing accuracy, but the moving speed has
a great impact on the detection accuracy. The detection accuracy generally decreases as
the moving speed increases. This is consistent with our intuition that high speeds reduce
the collected data, which makes the signal-based analysis hard, leading to relatively low
accuracy. Additionally, even when the speed is the same, the accuracy of different tags is
different. For example, the right arm’s tag has less than 70% accuracy as the tag moves out.
The reason is that the human body blocks the line-of-sight signals, and the reflected signals
caused by multi-path will give rise to estimation errors of the distance. This indicates that
the signal-based solution can function properly in a relatively ideal scenario but easily
suffers from environmental changes.
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Figure 14. Detection accuracy of signal-based sensing model.
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Figure 15. Detection accuracy of time-slot-based sensing model.

Compared with the signal-based solution, the time slot-based model has much better
performance. As shown in Figure 15, the accuracy almost remains stable at a high level,
regardless of the tag’s position, moving direction, and moving speeds. This well validates
the good robustness of the slot-based solution. The reason is that we use the reading records
rather than signals to detect the direction, which has only two states in a time slot, making
it robust to different environmental factors. Next, we study the impact of other factors on
accuracy. The following experiments were carried out based on the time-slot-based sensing

model.

4.2.2. Impact of Antenna Angle

In Figure 16a, we study the impact of antenna angle on sensing performance. We
adjust the antenna angle y from 0° to 40° with the step of 10° and repeat the experiments
50 times at each angle, with half of the constant speed and half of the running speed. As
we can see, the accuracy is close to 100% when the angle is no less than 10°. The case of
7 = 0° sees a slight decline. The reason is that the inclined angle helps two antennas better
read tags along their facing directions, which benefits direction detection. When the angle
is 0, the difference between the two antennas comes from only that of antenna positions,
which is too small to properly identify all cases. However, large inclined angles make it
hard to deploy the antennas in a gate. We recommend 20° in this case.
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Figure 16. Detection accuracy with different antenna angle and distance.

4.2.3. Impact of Antenna Distance

In Figure 16b, we evaluate the impact of the antenna spacing distance on the detection
accuracy. We change the antenna spacing distance L from 20 cm to 50 cm with the step
10 cm and conduct the experiments 50 times for obtaining the average results. As we can
see, the accuracy is close to 100% when the distance is no less than 30 cm. The case of
L = 20 cm sees a slight decline. The reason is that a large distance helps two antennas
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better distinguish moving in and moving out (different directions) from the time domain.
We suggest that the distance be set to 30 cm or larger in practical use.

4.2.4. Impact of Different Users

In this study, we investigate the impact of different users on the accuracy of RF-
Access. Eight volunteers (five males and three females) were invited to participate in the
experiments. Their heights ranged from 155 cm to 185 cm and their weights varied from
45 kg to 80 kg. Each volunteer randomly placed the tag at one of the five positions and
passed through the passageway. As shown in Figure 17a, the system can maintain high
detection accuracy of active moving directions for different volunteers. Similarly, we can
verify that the detection accuracy remains stable when multiple people pass in parallel,
as shown in Figure 17b. The results demonstrate that RF-Access can obtain accurate and
stable access direction detection results for different visitors.
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Figure 17. Detection accuracy for the visitors with different shapes and behaviors.

4.3. Intrusion Detection
4.3.1. Experimental Methods

Next, we study the accuracy of intrusion detection of our tag-array-based sensing
model. We let volunteers follow each other and pass through the access control passageway.
Meanwhile, the antennas keep collecting the signal changes of the tag array. We label
the data and use these data as training samples with uniform distribution. As shown in
Table 1, we invited the different volunteers to conduct the experiments 50 times under each
scenario. For the single intrusion detection, we let up to three volunteers (without carrying
any tags) pass the access control and calculate the average output of 50 experiments.

Table 1. Experimental setup of tailgating intrusion detection.

Number Visitor Quantity Legal Visitor Quantity = Illegal Visitor Quantity
1 1 1
2 2 2 0
3 2 1 1
4 3 3 0
5 3 2 1
6 3 1 2

4.3.2. Detection Accuracy

Table 2 shows the confusion matrix for the classification of 1-3 visitors in the exper-
iment. Each row and each column in the table represent the real and estimated number
of the moving visitors, respectively. Each element in the matrix represents the percentage
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correctly estimated. As shown in Table 2, the average recall rate of the classification is
96.10%, and its standard deviation is 0.016. The cases of 1-3 visitors are not wrongly judged
as zero, and the recall rates of three categories are higher than 95% for people counting. The
overall accuracy is 95.67%. Specifically, if the estimated number is greater than the real one,
it is considered that illegal visitors exist in the access control system. The false alarm rate in
the experiment is 1.33%. On the contrary, if the estimated number is less than the real value,
there exists a possibility of missing the illegal intrusion, and the rate in the experiments
is 0.03%. Both the false alarm rate and the omission rate are low. In a single intrusion
detection, the accuracy rate is as high as 99.9%. Based on the above experiments of single
intrusion detection and tailgating intrusion detection, we can obtain that the accuracy of
RF-Access for illegal intrusion detection is 96.67%.

Table 2. Confusion matrix of people counting.

Estimated Value
True Value 0 Visitor 1 Visitor 2 Visitors 3 Visitors
0 visitor 1 0 0 0
1 visitor 0 0.98 0.02 0
2 visitors 0 0.02 0.95 0.03
3 visitors 0 0.007 0.04 0.953

5. Conclusions

In this paper, we propose a novel barrier-free access control system called RF-Access
with UHF RFID technology. The main advantage of RF-Access is that it provides non-
intrusive access control by removing flap barriers and processes of swiping the identity
card, which greatly improves time efficiency and quality of service. RF-Access addresses
two key issues of non-intrusive access control: motion direction detection and illegal
intrusion detection by using a dual-antenna tag-array together with a time-slot based
model. We implement a prototype of RF-Access with commercial RFID devices. Extensive
experimental results show that our proposed system has good performance.
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