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With the widespread application of cloud computing sharing technology, the demand for cross-domain interaction is also
increasing. However, due to the uncertainty of interaction behaviour and the difference of network service quality, the risk of
cross-domain interaction cannot be accurately evaluated. Therefore, this paper proposes a risk situation evaluation model based
on interdomain interactions. The model collects interactive credentials such as the frequency, credibility, and time-effectiveness of
the user-submitted evaluations. At the same time, it collects the evaluation of quality of service provided by the network security
domain. Then, we set up a risk evaluation equation based on the interaction credentials to implement the risk evaluation of cross-
domain interaction behaviour. Finally, we apply MATLAB platform to simulate the evolution process of evaluation. The ex-
perimental results show that, compared with other models, the evaluation method proposed in this paper improves the accuracy of

the evaluation results and meets the security requirements of multidomain interaction.

1. Introduction

With the development of cloud computing sharing
technology and the increasing demand for users to re-
quest services, the interaction requirements between
users and resources have gradually evolved from a single
domain to multidomain interactions. Therefore, in order
to meet the needs of users’ cross-domain interaction, a
series of cross-domain access control models have been
proposed, such as multilevel network security framework
based on cross-domain access [1], a cross-domain trust
model based on content delivery [2], and an access control
model based on risk assessment [3]. These cross-domain
access control models judge the credibility of users’ cross-
domain interactions by calculating the trust value be-
tween users and security domains. However, due to the
diversity and dynamics of interactive entities in the cloud
environment, the trust relationship between users and
security domains becomes difficult to evaluate. Therefore,
in order to make the cross-domain access control model
more robust, more and more researchers pay more

attention to evaluating the risk in the process of cross-
domain interaction, not just the results of the interaction.
The traditional evaluation model rarely considers the
interdomain operation factors, which leads to problems
such as excessive calculation of trust, high system over-
head, slow operating efficiency, and low practical value.
Therefore, how to evaluate the risks of cross-domain
interactions is a problem we need to solve.

The current approach to evaluating the risks of cross-
domain interactions is to establish a trust mechanism, that is,
establishing a trust framework and specifying some variables
to measure trust to determine whether cross-domain in-
teractions are in a safe state or a risk state. The compre-
hensive evaluation value in the trust mechanism consists of
direct and indirect trust values. The direct trust value is
obtained through the result of user interaction; the indirect
trust value is obtained through a third-party recommen-
dation. However, from an economic point of view, there are
potential risks in each interaction process. The security of the
model cannot be determined simply by calculating the re-
sults of user interaction.


mailto:wanggcgx@163.com
https://orcid.org/0000-0003-3016-9037
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2020/7816925

Therefore, this paper proposes an evaluation model
based on cross-domain interaction for cloud computing
multidomain environments (RP-ECDM). One is based on
the credibility, time-effectiveness, and interaction satisfac-
tion of the user-submitted evaluation. The other is the
feedback evaluation submitted by the security domain based
on the frequency of user access and the importance of
accessing resources. The proposed evaluation method can be
evaluated from both the user and the security domain, which
improves the accuracy of the evaluation results.

The remainder of this paper is organized as follows.
Related work is discussed in Section 2. In Section 3, the
evaluation model based on cross-domain access is described.
In Section 4, the evaluation principle of cross-domain access
evaluation model is introduced. Simulation experiments and
results analysis are presented in Section 5. Finally, this paper
is concluded in Section 6.

2. Related Work

At present, many scholars have researched the risk of in-
teraction behaviour. According to different mathematical
theories, considering the different characteristics of inter-
action behaviour, a series of classic trust-based and risk-
based security assessment models have been proposed.
The trust-based security evaluation model mainly
evaluates the security of the model based on the user’s trust
credentials. Most trust evaluation methods only focus on
the trust calculation process by using mathematical analysis
[4]. Shaikh et al. [5] proposed the concept of trust security.
It is pointed out that the trust value of cloud providers is
composed of static trust based on security parameters and
dynamic trust based on user feedback. However, the pa-
rameters to be evaluated need to be different according to
the type of service. Ye et al. [6] proposed an effective
wireless network dynamic trust evaluation model (DTEM).
The DTEM model achieves accurate and efficient trust
evaluation by dynamically adjusting the weights of direct
trust and indirect trust. However, indirect trust is rec-
ommended by trusted recommendations from third
parties. This method has certain errors. Zhang et al. [7]
proposed a trust-based access control mechanism, which
can respond to the malicious entity’s access behaviour. In
order to solve the problem of node trust evaluation energy
consumption and the subjectivity and objectivity of trust,
Liu et al. [8] combined periodic event detection with trigger
detection to propose a low energy consumption trust
evaluation model based on node behaviour detection. The
proposed model can quickly avoid malicious nodes and
reduce energy consumption in the process of trust calcu-
lation. Song et al. [9, 10] proposed a multifactor based
dynamic trust evaluation method. In the context of
Hufling’s probability inequality, the trust of nodes is
measured by dynamic combination. Moreover, the clas-
sification criteria and dynamic weight allocation involved
depend on the interaction time between nodes. Feng et al.
[11] proposed a reliable Bayesian-based trust management
scheme (BTMS), which consists of direct and indirect trust.
Direct trust is calculated using an improved Bayesian
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equation with a penalty factor and is updated using a
sliding window with an adaptive forgetting factor. But the
indirect trust calculation is called from a third party.
Manuel introduced a trust model based on the credentials
of cloud resource providers [12]. The trust value is cal-
culated based on four credential attributes such as avail-
ability, reliability, turnaround efficiency, and data integrity.
However, this method does not consider the feedback
information submitted with cloud users and only relies on
the quantitative analysis of QoS monitoring, which reduces
the authenticity of the evaluation results. Shin [13] pro-
posed a service quality evaluation model based on the
mobile cloud service environment. Cloud service quality
evaluation is mainly performed from four aspects: func-
tionality, reliability, usability, and efficiency. However, the
quality indicators in the model are measured quantitatively
on the system side, which lacks the flexibility of evaluation.
It can be seen that the model based on trust evaluation
mainly evaluates the credibility of the service quality of
various services in the cloud computing environment.

In order to further adapt to the cloud environment,
scholars began to apply the idea of risk management control
model in economics to the evaluation model. The risk-based
assessment model mainly evaluates cross-domain interactive
behaviour. Risk evaluation is the most basic information for
risk management and an important credential for system
analysis. Bouchami et al. [14] proposed quantifying the
user’s historical behaviour information and system security
status into risk assessment indicators and then calculating
the risk value of the current interaction, but the study did not
give specific implementation plans. Wang and Chen [15]
used the method of defining risk levels to observe whether
there is interaction risk between network nodes and then
evaluated the risk of dynamic information according to the
discrete static evaluation model. However, this evaluation
method lacks the risk of considering human factors. Zhang
and Li et al. [16] proposed a risk assessment method for risk
assessment problems with multiple associated risks. How-
ever, when setting the risk correlation matrix, the weight of
the risk factor is determined by the expert, leading to a
certain error in the evaluation results. Sendi and Cheriet [17]
proposed a framework for evaluating the security risks of
cloud computing platforms. By adopting iterative and in-
cremental methods, both cloud customers and cloud service
providers can submit an evaluation value to reduce risk and
achieve an acceptable level of security. Santos et al. [3]
proposed a risk access control model based on cloud
computing environment. This model develops a scalable risk
assessment framework for implementing XACML-extended
risk strategies. Wang and Fan [18] proposed a dynamic
Bayesian network model based on the risk assessment
process. This model calculates the risk probability of in-
teraction based on Bayesian theory and inference process by
analyzing the information system. Assessors can take
measures to reduce the probability of risk occurrence,
thereby verifying the accuracy of the dynamic evaluation
model. However, the parameters in this model are specified
by experts, and the influence of subjective factors is relatively
large.
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In a multidomain network environment, the behaviour
of cross-domain interaction has become a regular operation.
However, due to the uncertainty of cross-domain interaction
behaviour and the difference in network service quality,
security issues have become more serious. Therefore, in
order to avoid high-risk interactions, it is very important to
perform risk evaluation on the behaviour of multidomain
interactions. At present, researchers have built a multido-
main interaction trust evaluation model by constructing the
Bayesian equation. However, most of the research methods
only rely on the results of multidomain interactions and the
credibility of the evaluator, without considering the dy-
namics of interaction behaviour and the network environ-
ment of the security domain. Therefore, this paper
establishes a risk evaluation model based on interdomain
interactions in a multidomain interaction network scenario.
This model is based on the Bayesian equation and proposes
an equation for risk evaluation. By analyzing the process of
user cross-domain interaction, we found the risk factor of
security domain interaction based on the risk factor of user
interaction. Compared with other evaluation models, the
accuracy of evaluation results is improved.

3. Description of the Evaluation Model

At present, the access technology adopted in a multidomain
environment is a cross-domain access control model based
on trust interaction under the condition of Role-Based
Access Control (RBAC) [19]. This article also conducts a risk
evaluation of the behaviour of cross-domain interactions
based on trust interactions. The traditional cross-domain
access control model decides whether to agree to the user’s
interaction request based on the user’s credibility. But it
ignores the user’s risk evaluation in the interaction process.
Therefore, in order to make the evaluation model more
objective and authentic, we established a cross-domain
access evaluation model (RP-ECDM) based on the risk
factors found. From [13-16], we can know that as long as
cross-domain interactions occur, there will be certain risks,
and these risks are mainly composed of the requester and the
requested party. The research background of this article is as
follows: under the condition that the user submits the re-
quest interaction to the security domain, the risk of this
interaction behaviour is evaluated. Therefore, this paper
mainly conducts risk evaluation from the user side and the
security domain, as shown in Figure 1. In a cloud computing
multidomain environment, due to the sharing of resources,
cloud users need to perform cross-domain interaction op-
erations. Then, users are provided with dynamic access
policies based on cross-domain access rules. After the user’s
cross-domain access is completed, the evaluations submitted
by the user and the security domain are collected to calculate
the risk value in the cross-domain interaction. Among them,
the factors that affect user submission of feedback values
include user credibility, user activity, and interaction sat-
isfaction. The factors that affect the feedback evaluation of
security domains are mainly the value of resources, the
length of user interaction, and the ability of identifying
malicious users.

Different from traditional evaluation models, the eval-
uation model proposed in this paper integrates the feedback
evaluation of the user and the security domain, so that the
evaluation model can be more convincing. We refer to [20]
and give relevant definitions of the cross-domain access
evaluation model (RP-ECDM).

Definition 1. User package (U_B): this represents a packet
carried by a user requesting cross-domain access, mainly
includeing user credibility (T_U), access time (V_T), access
frequency (V_AL), and interaction satisfaction (V_O).

Definition 2. Security domain information flow (D_S): this
represents a collection of security realms accessible to users.

Definition 3. Accessed resource object (V_R): this repre-
sents the resource that the request interacts with. When
users access resources, the corresponding values of different
resources are also different, and risk levels are classified
according to resources of different values. With reference to
the method proposed by Guo [21], the risk value of the
resource is taken as a discrete value, and the measurement of
the value of the resource is based on the points system. The
value set of the specified integral value is C;, C; ={W,, W,

. W}, where Wi (k=1, 2, ..., m) is the value of the
corresponding discrete integral set. In this paper, the set of
risk levels corresponding to the value of resources is defined
as RF, RF={ry, 5, ..., Iy}, and the risk factor coeflicient Wy
corresponding to each integral value ry is

Wi —minW,
max W, — min W,

(1

Tk

Definition 4. RP-ECDM model containing risk five-tuple
information: fm = {u,d,Vt,Vh, E}. Among them, u rep-
resents the user requesting access; d represents the security
domain of the requested access; Vt represents the time when
the user requested the access; Vh represents the historical
interaction information of the user; it includes user credi-
bility, the frequency of the user-submitted evaluations, and
user interaction time; E indicates the satisfaction of users
submitting this interaction.

Definition 5. U}_ T} [0,+00): this is a collection of time
intervals representing user cross-domain interactions.

Definition 6. Risk assessment level: this evaluates the risk
level of cross-domain access interactions. The higher the risk
level is, the less secure the cross-domain access control
model is. FT is the set of risk levels, FT = {Ft,, Ft,, ..., Ft,}.

Definition 7. Mapping structure between user and security
domain ud: suppose there are x users: uy, Uy, ..., Uj .y Uy
There are y security domains: dy, ds, ... d, ..., d,. It is assumed
here that the user does not participate in the mapping of the
ontology security domain. We borrow the idea of the role
mapping matrix in [22] and use the matrix ud,., to represent
the mapping relationship between users and security
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Ficure 1: RP-ECDM evaluation model.

domains. The row of the ud matrix represents the security
domain, and the column represents the user. When ud;;=1,
it indicates that the user u; requests access to the security
domain d;.

The main parameters and descriptions involved in the
above are shown in Table 1.

4. Evaluation Principles of Cross-Domain
Access Evaluation Model

This paper focuses on the risk of cross-domain access in-
teractions, so cross-domain access rules are not described in
detail here. The network scenario we simulated is based on
the user’s request for cross-domain interaction to complete
the risk evaluation of cross-domain interaction behaviour.
However, regarding the uncertainty of user interaction
behaviour and the difference in network service quality, it is
difficult to accurately evaluate the risk of cross-domain
interaction. From Figure 1 in Section 3, we can see that we
attribute the factors that affect interaction risks to the risks
generated by users and the risks generated by security do-
mains. Therefore, we evaluate the risk level of cross-domain
interactions based on the collected risk factors, as shown in
Figure 2. The following sections describe these risk attributes
in detail.

4.1. Assessing Interaction Risks. Because the users have some
malicious evaluations in cross-domain interactions, this
paper uses the method of regression analysis in mathe-
matical models to reasonably screen and analyze submitted
evaluations. At the same time, the threshold for the number
of user-submitted evaluations is set to 7. If the number of
user-submitted evaluations exceeds 7 within AT time, it
indicates that the user is at risk of malicious evaluation, and
the user interaction request is frozen for a certain period of
time. This also provides a guarantee for the RP-ECDM

TaBLE 1: Main parameters and descriptions.

Parameter Description

0. (u) Multidomain interaction results submitted by users

AL () Activity of user submitting multidomain interaction
results

G (k) User credibility decay function

VT (u) Time of user cross-domain interaction

o (u) Credibility of user submission evaluation

AT Time windows for cross-domain interactions

ex Collection of user-submitted evaluation

T Threshold of user activity within a specified time

t, Time the user started the cross-domain interaction

t, Time the user ended the cross-domain interaction

evaluation model and avoids some unreliable interaction
requests.

Assume that each time user u interacts with resources in
security domain d randomly (because this article mainly
evaluates the risk of users’ cross-domain access, it is specified
here that user u does not belong to the security domain d).
After user u completes interaction with security domain d,
record the user interaction information.

(a) User feedback interaction result 6, (u): 0, (1) rep-
resents the user’s evaluation of this cross-domain
interactive service.

(b) Activity of user-submitted evaluation AL (u): the
activity reflects whether some users give malicious
evaluation in order to obtain higher authority
operations.

(c) Time-effectiveness of user-submitted evaluation g
(k): time-effectiveness reflects the dynamic nature of
risk assessment. That is, the risk assessment value
submitted by the user changes continuously with the
different results of each interaction, which can im-
prove the accuracy of the user submission evaluation
to a certain extent.
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(d) User interaction time VT (u): this indicates that the
longer the user interacts, the greater the risk is.

(e) The user’s credibility o (11): the user’s credibility means
that the more reliable the evaluation submitted by the
user with, the higher the credibility value.

This paper uses [23] to calculate the direct trust method to
evaluate the risk of user interaction. We assume that there are
m interactions between the user and the security domain. The
number of successful interactions between user u and security
domain d is S,; and the number of user u failures with
security domain/\d is F,4. It can be known from [23] that the

risk probability 8, of the interaction between the user and the
security domain conforms to the Beta distribution in the
probability distribution. The calculation method is as follows:

F(Sud+Fud+2)

Beta(9|5ud’ Fud) = I‘(S 4+ l)r(F 4t 1)’

N
6, = E(Beta(6S,;+1,F,;+1)) (2)

F,g+1
S,g+1+F, ;+1

where 0<0<1 and S, F,;>0.

In practical applications, we need to calculate the
credibility of formula 2 by interval estimation. Therefore, we
use (0, —¢,0, + ¢)to represent the confidence level ¢ of 0.,

erepresents the fault tolerance rate, and the calculation
method of ¢ is as follows:

A A
¢=P<9€ -e<0,<0, +£)

[0 g8t (1 - g)Fea1dB
= et (3)
[ 6% (1~ 0)f«de

A

0,+¢
JA §5a 1 (1 - g)Fuadp,
0,—¢

_T(Sua)T (Fua)
- F(Sud + Fud)

The frequency of user-submitted feedback is denoted by
AL. In order to prevent some users from submitting the
evaluation value UFE (u) too frequently within a certain
time, it affects the authenticity of the submitted evaluation.
Therefore, the credentials of the user’s interaction are col-
lected. That is, look at the user’s historical access record and
observe the frequency of the user in submitting evaluation
within a period of AT. Determine whether users frequently
submit evaluation in their recent interaction records. Check
the user’s historical interaction record to determine the
user’s activity in submitting evaluations within AT time. If
the user is highly active in submitting a review within the AT,
time, the user is at risk of hypocritical interaction. In this
paper, the frequency of user interaction is calculated as
follows:

_ count(UFE (u))

AL
AT

(4)



The time-effectiveness of user-submitted feedback is
denoted by UE. In order to conveniently record the esti-
mated risk value of the interaction between user u and the
security domain, the type of data table used in this paper is
user x risk value for each interaction and is represented by
the set u = (1, Ujp, Uy .., 1;;). When i=1,2, .., n, it means
that there are » users; when j=1, 2, . . ., m, it means that the
user has performed m interactions. That is, each time the
user provides a feedback value u;;, the evaluation data table
UE formed can be written as an n x m matrix, as shown in
the following formula:

UE =(u,-]-) (5)

nxm

t
er

Among them, e, = (14;,, t;y, .., ;) > tx € T, and T'is the
current time window, which represents the set of user-
submitted evaluations in the time from ¢, to #;. If the set time
window is larger, it means that the proportion of historical
evaluation is larger. In order to make the calculation result
more reliable, it is necessary to consider the time-effec-
tiveness of submitting the evaluation. It means that the users
submit more evaluation, and it contains more information.
At the same time, in order to improve the accuracy of
evaluating the interaction risk, we added a credibility decay
function when calculating the interaction evaluation sub-
mitted by the user. The meaning of g (k) is that the reference
value of the latest submission of the evaluation is larger, and
the reference value of the previous submission of the
evaluation is getting smaller and smaller. The calculation
method is as follows:

1
1=,
2m

g(k) = (6)
1
g(k—l)—a, 1<k<m,

k =m,

where k represents the feedback evaluation value submitted
by the user for k-th time.

Then, check the user’s historical access record and cal-
culate the credibility « (1) of the user’s submitted evaluation:

a= Y (1-0,()-g(k). ?)
k=1

In order to more accurately assess the risk of the user’s
interaction with the security domain, when collecting the
interaction credentials between the user and the security
domain, a data standardization process needs to be per-
formed on the sample data. Therefore, we refer to the re-
gression analysis method in the mathematical model to fit
the sample data in this paper. We calculate the risk based on
the interaction, establish the evaluation model equation
based on the interaction risk, and calculate the feedback
value ufe submitted by the user, as shown in the following
formula:
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ufe:% i(@e(u)xAL(u)xVT(u)xoc(u)), (8)
k=1

where VT (u) represents the time of user interaction:
VT =t,—t,. Here, t, indicates the end time of the cross-
domain interaction, and f, indicates the start time of the
cross-domain interaction. Among the test samples, the
variance matrix S of the evaluation submitted by the user is
as follows:

l n
§= (Sij)nxm = n—-1 Z (ek - UFE) (ek - UFE)T (9)

k=1

Among them,

1 i( ei)< UE) 0
S.. = U —— Il u,. ——\.
i~ -1 ki n kj n ( )

k=1

Therefore, the value of the UFE submitted by the user is
as follows:

UFE =ufe—|S|. (11)

Compared with other evaluation models, the evaluation
method proposed in this paper not only collects the cre-
dentials of user interaction, but also collects the credentials
of security domain interaction. There are two main factors
that affect the security domain submission evaluation. One
of them is the average length of each user’s cross-domain
access. If the length of each user’s interaction takes a long
time, it means that the user’s interaction behaviour has
caused certain risks to the security domain. Another factor is
the stability of the quality of service Cu provided by the
network environment in the security domain as shown in the
following formula:

1 m
Cu:_zuk(te_ts)'rk (12)
m

k=1
where 7 is the resource value risk, ¢, indicates the end time of
the multidomain interaction, and t,; indicates the start time
of the multidomain interaction. The above formula indicates
that the longer the access time of a high-value resource, the
greater the threat to the security of the resource.

4.2. Comprehensive Evaluation Value. It can be known from
Section 4.1 that the risk value of cross-domain interaction is
composed of evaluations submitted by users and security
domains, and the risk evaluation equation is obtained as
follows:

1
TEC = . (UFE + Cu). (13)

Among them, y represents a normalization function to
ensure that the value of TEC is between [0, 1].

The value of UFE, Cu, and TEC can be obtained in Al-
gorithm 1, the core algorithm for assessing risk in this article.
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Input V_User, V_D, V_Resource
Output UFE, Cu, TEC
Begin

(6) Back UFE, Cu, TEC
End

(1) Initialize RP_ECDM = (V_User, V_D, V_Resource, V_Time)/*Initialize the cross-domain access control model*/

(2) Construct u, d/ = Construct random interaction information between user and security domain*/

(3) Construct a matrix of interaction information between users and security domains

(4) Calculate the user and security domain ratings based on the interactive information, and see (9) and (10) for details.
(5) Finally, the comprehensive risk value of the RP-ECDM model is obtained

ArgoriTHM 1: Comprehensive algorithms for risk assessment.

5. Simulation Results and Analysis

The experiment mainly uses MATLAB experimental tools to
complete the evaluation of the test model. The experiment is
tested from two aspects of the evaluation submitted by the
user and the security domain. The main parameter settings
of the experiment are shown in Table 2, where user repre-
sents the number of users requesting cross-domain inter-
action, D_Num represents the number of security domains
in a simulated cloud environment, DA_Num indicates the
number of user cross-domain requests, D_S represents the
number of resources in the security domain, V_Time in-
dicates the length of the user’s access, and the unit is cal-
culated in minutes.

5.1. Explicit Euler Numerical Results. In this section, the
experiment mainly performs the following tasks.

(1) Testing the impact of user credibility on interaction
behaviour is mainly illustrated by two sets of ex-
perimental data. The experimental results are shown
in Figures 3 and 4.

Figure 3 shows the influence of test user credibility o
(u) on the comprehensive evaluation of TEC values.
When researching the risk of cross-domain interac-
tions, we found that if the user’s credibility is not
considered, there may be some malicious users who
provide some false evaluations. Therefore, this paper
finds the influence factors of user credibility in cross-
domain interaction. In this way, we can judge the
authenticity of the submitted evaluation according to
the user’s credibility. We selected two sets of data for
simulation experiments, and the experimental results
are shown in the figure. The experimental results in
Figure 3 show that when evaluating the risk of cross-
domain interactions, the value of the comprehensive
evaluation value TEC is low after adding credentials
for user credibility. If the user’s trusted value is not
considered, some users with low trust value will
submit some false evaluations. As a result, the RP-
ECDM evaluation model cannot accurately evaluate
the security of cross-domain interactions.

Figure 4 shows testing the user « (u) with three
different trust values for 100 interactions and

TaBLE 2: Initialization parameters.

Parameter Parameter value
User 10~300
D_Num 50
DA_Num 10~300
D_S 10~100
V_Time 1~90

observing the changes in the comprehensive as-
sessment of the risk value TEC. The purpose of this
test is to determine the impact of users with different
trust values on cross-domain interactions. In order
to improve the accuracy of the evaluation results, we
judge the credibility of the submitted evaluation
according to the user’s credibility value. That is, the
evaluation submitted by a user with a high trust value
is relatively real. If the user’s trustworthiness is low,
then we think that the reference value of the sub-
mitted evaluation is relatively low. In order to better
observe the experimental results, we selected three
groups of users with different credible values for
simulation experiments. From the experimental re-
sults, after 100 user interactions with high trust
values, the risk value TEC of cross-domain inter-
action is higher. This is because, after obtaining a
user with a high trust value, it also has higher op-
eration permissions. If these users interact illegally, it
is more destructive than users with low trust.

(2) This group of experiments mainly tests the impact of
user activity and resource value levels on the eval-
uation results. The experimental results are shown in
Figures 5 and 6.

Figure 5 tests the impact of the frequency AL (u) of user
submissions on the comprehensive risk value TEC. We
found in previous research that, in the early stage of cross-
domain interactions, there were incidents of malicious at-
tacks after multiple hypocritical interactions by some users.
Therefore, when we evaluate interaction risk, we find risk
factors for user activity. This article collects feedback in-
formation submitted by users, observes the number of times
users submit evaluations within AT time, and determines
whether users frequently submit evaluations. If a user
submits evaluations too frequently, then we consider that
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user is at risk of malicious interaction. Therefore, we tested
the impact of user activity on the evaluation results in the
experiment. The experimental results are shown in Figure 5.
It is known from the experimental results that, after the risk
factor of user activity is added, the risk of cross-domain user
interaction is low. Experiments show that our method can
effectively circumvent some hypocritical users and improve
the security of cross-domain interactions.

Figure 6 shows testing users’ malicious access to re-
sources of different values and observing the changes in the
comprehensive assessment of TEC risk values. Because the

value of each resource is different, the risk of interaction is
also different. Therefore, compared with other evaluation
models, we consider the factor of value resource level. In the
experiment, we tested the user to interact with three different
levels of resources. The experimental results are shown in
Figure 4. It can be known from the experimental results that
when a user accesses a high-value resource, the higher the
comprehensive risk assessment TEC, the lower the value of
the resource and the lower the risk value. This is because the
security of high-value resources is higher. After multiple
malicious interactions by users, the security of resources is



Security and Communication Networks 9

T T T T T T T T
0.6 - B
0.5 B
04% ~ =7 R .
T T P «
8 ——————— To—— = P G +
=03+ B
0.2k _ - -
\\\B————-_D__
TP B T S
01F i T .
O 1 1 1 1 1 1 1 1
10 20 30 40 50 60 70 80 90 100
Number of requests for access
- Not joining AL (u)
-~ Joining AL (u)
FIGURE 5: Impact of user activity.
0-7 T T T T T T T T
0.6 b
0.5 b
04 _
Q
= .
= .
03} 0. .
Qo
02 i, ]
RN .
ﬁg} PR B EET R R O .. R S 4
0.1 q
0 1 1 1 1 1 1 1 1
10 20 30 40 50 60 70 80 90 100
Number of requests for access
o-- Risk=0.1
% Risk=0.5
o-- Risk=0.7
FIGURe 6: Impact of different value resources.
greatly reduced. It is more likely to cause more damage than cross-domain interaction behaviours, we found that,
lower value resources. in addition to the interaction risks brought by user

requesters, the quality of network services in the
security domain is also a factor that affects inter-
action risks. Therefore, compared to other evaluation
models, we collect not only the interactive evalua-

5.2. Assessing the Performance of Security Domains. In this
section, the experiment mainly performs the following tasks.

(1) The accuracy of the evaluation of the security domain tions submitted by users, but also the evaluation of
and the RP-ECDM evaluation model was tested. The service quality in the security domain. This is also an
experimental results are shown in Figures 7 and 8. important feature of our evaluation method. The
Figure 7 mainly tests the impact of the evaluation evaluation provided by the security domain is mainly
submitted by Cu (d) in the security domain on based on the evaluation of the network service en-

the RP-ECDM evaluation model. When studying vironment, service quality, and user interaction. The
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purpose of this is to avoid the problem of false
evaluations provided unilaterally by the user, so that
the risk of cross-domain interactions cannot be
accurately evaluate. The experimental results in
Figure 7 show that if the evaluation provided by the
security domain Cu (d) is not considered in the
evaluation model, the risk of cross-domain inter-
action is also higher.

Figure 8 tests accuracy. Accuracy indicates the ratio

between the actual malicious behaviour and the
high-risk interaction behaviour detected by the RP-

ECDM evaluation model. The higher the accuracy
rate is, the more effective the evaluation method is.
This is also an important indicator for detecting and
evaluating whether the model has efficient perfor-
mance. In order to further verify the effectiveness of
the RP-ECDM evaluation model, the experiments in
this group are mainly compared with the classifi-
cation optimization model by Xi [24] (referred to
here as optimization evaluation model) and tradi-
tional evaluation model proposed. The experimental
results shown in Figure 8 show that, with the increase
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of the number of user interactions, the accuracy of
the RP-ECDM evaluation model, optimization
evaluation model, and traditional evaluation model
are gradually decreasing. However, the precision of
the RP-ECDM evaluation model proposed in this
paper has always been better than the other two
models, and the downward trend has gradually
stabilized. This shows that the performance of the
RP-ECDM evaluation model is better.

(2) Test the performance of the RP-ECDM evaluation
model in different network environments. It consists
of the following two indicators:

(a) The frequency AL of the feedback provided by
the user (0 < AL <1): it indicates the busyness of
resource occupation in a multidomain cloud
computing environment. The larger the value of
AL, the busier the network.

(b) Quality of Service SCF (0 < SCF< 1): it indicates
the average access time of all users in the security
domain. The larger the SCF value, the longer the
average user access time, indicating that the
service quality provided by the security domain
is more unstable. And stipulate the calculation
method as

Y Cu
-

SCF = (14)

Compared with other evaluation models, we also
consider the impact of the network environment in the
security domain on the evaluation results, as shown in
Figure 9. We change in the evaluation value TEC for four
different network environments that AL is not busy and
SCF is unstable, AL is not busy and SCF is stable, AL busy
and SCF unstable, and AL busy and SCF stable. The ex-
perimental results shown in Figure 9 show that when the

security domain provides not busy and stable network
environment, the risk value is lower, and, as the number of
interactions increases, the TEC risk value fluctuations tend
to stabilize. The risk value is higher when providing a busy
and unstable network environment. Experiments show that
the evaluation results are more accurate under the stable
and idle network environment. A good network envi-
ronment is also a factor affecting the RP-ECDM evaluation
model.

6. Conclusion

As the demand for cross-domain interactions continues to
increase, researchers have proposed a series of cross-domain
access control models, but they have ignored the issue of risk
in the interaction process. This paper analyzes and studies
the trust-based cross-domain access control model and risk-
based assessment model. And we proposed a risk situation
assessment model based on interdomain interactions.
Compared with other trusted evaluation models, this model
has the service quality evaluation submitted by the security
domain in addition to the evaluation submitted by the user.
From the experimental results, we know that our proposed
method avoids malicious users from submitting false eval-
uations after obtaining high trust values and improves the
reliability of the evaluation results. However, the evaluation
method proposed in this paper needs to improve the ac-
curacy of the evaluation results when the network is busy.
Therefore, our next work will focus on how to further
improve the accuracy of the evaluation results in a busy
network environment.
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