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Industry 4.0 is a topic little discussed today, ex3ally in relation to the possible negative
risks generated by it. In this way, this work aitmsaise and discuss the risks of the Fourth
Industrial Revolution currently found in the litéwse from a sustainability perspective and
develop a theoretical framework to represent theo. this, a methodology of systematic
analysis of the literature was used to relate thlevant works to the theme and thus to discuss
them. Two databases (Scopus and Web of Science)used in which 7772 articles were
evaluated, of which 66 were used for the discussitie 28 risks found were grouped into
four dimensions (Economic Risks, Social Risks, renmental Risks, and Technological
Risks) where their relationships were studied aepresent in the theoretical framework
constructed. In this way, in addition to contrilngito the academy building more theoretical
contribution to the theme, the risks raised carplmhnagers and companies to checkpoints
of attention before implanting technologies andaapts of industry 4.0.

RESUMQO

A industria 4.0 € um tema pouco discutido hojeng@palmente em relagdo aos possiveis
riscos negativos por ela gerados. Desta forma, #stgalho tem como objetivo levantar e
discutir os riscos da Quarta Revolugéo Industrintentrados atualmente na literatura sob
uma perspectiva da sustentabilidade e desenvolverafierencial teérico para representa-
los. Para isso, foi utilizada uma metodologia dedla® sistemética da literatura para
relacionar os trabalhos relevantes ao tema e, asgistuti-los. Foram utilizadas duas bases
de dados (Scopus e Web of Science) nas quais foraliados 7.772 artigos, dos quais 66
foram utilizados para a discussao. Os 28 riscosoatrados foram agrupados em quatro
dimens@es (Riscos Econdmicos, Riscos Sociais, Rismbientais e Riscos Tecnoldgicos)
onde suas relacbes foram estudadas e representadfiamework construido. Dessa forma,
além de contribuir para que a academia construaseantribuicdes tedricas para o tema, 0s
riscos levantados podem ajudar gestores e emprasearificacdes de atencdo antes de
implantar tecnologias e conceitos da industria 4.0.




1. INTRODUCTION

The so-called “industrial revolutions” are charaizied
by technological leaps capable of changing the ytide form
(Lasi, Fettke, Kemper, Feld, & Hoffmann, 2014). ThRest
Industrial Revolution initiated in the late eighteeentury
introduced mechanical manufacturing systems usiagmand
steam. Begun in the late nineteenth century, theorgk
Industrial Revolution was characterized by theafselectricity
in mass production. In the mid-twentieth centutye fThird
Industrial Revolution made possible use of autoomatand
microelectronic technology (Xu, Xu, & Li, 2018). Irecent
years, a change in manufacturing logic with andasingly
decentralized and self-regulating value creatiorpragch
through advanced technologies (Internet of Thinggber-
Physical Systems, Autonomous Systems, etc.) tbabyding to
(Zheng et al., 2018), has reduced the boundaritgeka the
physical a virtual world. These changes have bedied the
“Fourth Industrial Revolution” or “Industry 4.0".

The term “Industry 4.0” arose in Germany from |

technology development plan launched in 2011 (ledsal.,
2014). A few years later, this theme was deeperted & report
released in 2013 by Kargerman, Wabhlster, and Hdllither
discussing the benefits of the new industrial agaggérmann,
Wahlster, & Helbig, 2013). In Davos in 2016, thésrh became
even more influential at the World Economic Meet{WgEF)
with the theme “Mastering the Fourth Industrial Blenion”
(Pfeiffer, 2017). In a short time Industry 4.0 begaspread and
be discussed by companies, research centers, anetsities
globally (Bahrin, Othman, Azli, & Talib, 2016).

In any case, Industry 4.0 has been describing rad tre

towards the increasing use of information technie®gand
production environment automation (Kagermann et2413)
from a multitude of technologies and concepts (AhGarza &
Kurfess, 2018) building a digital and interconndotalue chain
(Lasi et al., 2014).
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Figure 1 - Steps of Methodi Ordinatio
Source: Pagani et al. (2015)

From these steps, two keywords axes (“Industry &l
“risks”) were used where each axis was varied inogyms
enabling 72 different combinations as shown in Feg2L Each
combination was verified in two databases (Webaéiike and
Scopus) from which the articles were extracted.

Industry 4.0 Y;T;T‘\T—a - » Risk*
Industrie 4.0 \;\\\i\‘*—\:—xm“’ Uncertainty

Advanced Manufacturing Uncertainties
Industrial Internet Challenge*
Smart Manufacturing Barrier*
Forth Industrial Revolution Driver*

Internet od Everything Opportunity

Industrie du Futur Opportunities

Made-in-China 2025

Figure 2 — Keyword Combination Demonstration

Thus, 7772 articles were surveyed and subsequently

filtered to compose only works within the scopetei The
used filters can be seen in the table below. Asvalio Table 1.

The use of emerging concepts and technologies from

discussions promoted by Industry 4.0 can lead dreatfits to
companies. However,
impacts of the Fourth Industrial Revolution on slistainability
approach still have little theoretical support. éating to
(Muller, Kiel, & Voigt, 2018), Industry 4.0 deployent requires
that opportunities outweigh the challenges andsrigk be
assessed. Thus, studying the possible risks pgskedibstry 4.0
technologies and concepts to a whole industrialiezathain
from a sustainability perspective can help compabie more
successful and assertive in adopting these concepmtd
governments can be aware of issues that may inaiventire
society.

2. METHODS

conceptualizations of the megat

Table 1: Filtering Steps

Number of Number of
Step

Excluded Articles Remaining Articles
7772

The gross number of articles

Exclusion of duplicates 4582 3190
Book and book chapters exclusion 102 3088
Filter by Reading titles 1842 1246
Filter by Reading abstracts 1134 112
Filter by Reading the full articles 46 66

Total 66

The articles rank step was not performed due tatilndy
had used all 66 articles in the final portfolio.i¥hank is better

The Methodi Ordinatio developed by (Paganjssed when there is a need for a criterion of chaieng the

Kovaleski, & Resende, 2015) was applied to surheyarticles
which were used to discuss the Industry 4.0 riskisis

most relevant works in final the portfolio.
Thus, by reading the 66 final articles, 28 riskseveund

methodology ranks articles based on criteria ssdfv@impact \yhich are distributed in four dimensions: Econoniisks,

factor of the journals where the articles were iigld, year of

Social Risks, Environmental Risks, and TechnoldgRiaks.

publication, and the number of citations. For thise steps are The first three dimensions are based on the conocépt

followed as shown in Figure 1. sustainability of Elkington’s Triple Bottom Line.h& fourth
dimension is proposed on technological issues.dgssill
subdimensions are built to better group the mappsks.
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Briefly, this distribution can be seen in Appendixin the next
topic, the risks are discussed according to theaxstused for
their construction.

3. INDUSTRY 4.0 RISKS virtualization (Kusum & Yinghua, 2018; Xu et al.0I8).
Besides, new service-related business models cagaise their
value creation capacity (Freddi, 2018). Increasisglught-after
customer, personalization is beginning to convhg value
3.1.1 Financial Risks chain from the production side to the service ¢fd@eLi et al.,
2017), where offering functionality and accessipilbeyond
tangible product can be a market-leading concepbtpick &
Seliger, 2016). Any resource, such as productimesliassembly
o 4 . . lines, storage, computing, labor, know-how, etan be offered
complexity in developing a suitable infrastructfioe Industry through a network (Dai & Vasarhelyi, 2016), botteimally and

4.0 implementation can require heavy investmenttsco ; : -
(Kamble, Gunasekaran, & Sharma, 2018: D Kiel, Mu”egxternally to enterprises boundaries, where otloenpanies

Arnold, & Voigt, 2017; Luthra & Mangla, 2018; Molda, Ali, may pay for these services (Dai & Vasarhely|, 2016) ;

KUSI-S & Shaikh. 2018- Valente. Cotri Leal When it comes to customer relations, companies also
&ug— k«j’:lrpong, 2018al' ’IT ' taen e, Ohf'm' 3ﬁEElk ina"’l need to be aware of the level of the client's pagyétion in
Bu”g"’; ?&m\(/acZ)i’gt 20:38;nand :ﬁl:g]gbga(cDIE?elp;Ir 320(17“_ product customization. In a context where companise
Valente et al., 2018). Moreover, according to (G.Hou, & technologies that enable interventions, the custowil be

WU 2017). for efficient t f " it dt actively involved in the value creation processaoproduct.
wu, ), for eticient transtormation, companmas Need 10 - &, 14 mers will be able to intervene and adjustifipations not
invest not only in current and fixed problems bigbdor future

developments. only before ordering but also during design, mactufie,

There are also uncertainties about the cost-beoéfitassembly’ and testing (G. Li et al., 2017), incoafing last

technologies, where financial returns may not ledkpected minute changes also (Pilloni, 2018). Thus, it ipartant to note
(Kamble et al., 2018). In the survey by (Miller,iBa, et al., to what extent this freedom of intervention carbkeaeficial to

2018), respondents comment that investing in ITgu$I0 is companies. Besides, companies may also face chableslated

costly in the short term and returns may only kb in the to convincing customers about the beneficial nawmfrenew
. technology solutions (Daniel Kiel, Arnold, & VoigR017),
long run. The authors also comment that customaélisigness 9y ( g2o17)

¢ f luti b e where they will need to better understand whichvises
O pay for new sofutions may not be commensura € customers are willing to pay for (Schneider, 2018).
costs generated.

3.1 Economic Risks

Economic risks may affect the economic sustairtstoli
companies. Within this context, the first challemypeountered
is the cost of deploying Industry 4.0. The high reeg of

3.1.2 Planning Risks 3.2 Social Risks

Although overall industry 4.0 opportunities areealtly 3.2.1 Human Capital
well-documented (Schneider, 2018), there is a laifk
deployment standards (Kamble et al., 2018). A atyiatpolicy with t
towards Industry 4.0 is important for its succeksf
implementation (Moktadir et al., 2018) and the wg@olutions
can be avoided.

When we address the issue of company size, teagyol

The high demand for skilled labor to handle andkwor
he new concepts and technologies can leacages to
fhce critical situations due to the possible shymtaof
professionals with necessary technical skills (Getlal., 2017;
Moktadir et al., 2018). Thus, finding human talefds the
" ) T MOlBemands of industry 4.0 can be a potential chadlefiqupa,
trends have stronger positive relationships indatgmpanies Simota, & Steiner, 2017). Moreover, employees may b

than in SMEs (Muller, Kiel, et al., 2018). The rassh of reluctant to changes from the Fourth Industrial Gkeon (de
_(Sommer, 2015), revgals t_ha_t the smaller a comph_a;greater Sousa Jabbour, Jabbour, Foropon, & Filho, 2018.ditiusion
Its chances of becoming victims rather than beizsfes. Thus, of the Industry 4.0 concept should be analyzedndetstand
within a fully connected supply chain through tineldstry 4.0 how employees depending on the hierarchical leeetaive it

End-to-End integration concept, widening the gapwben ' - - :
SMEs and large corporations is uninteresting (Soma@l5), SBROBSmd what fears may arise due to digital djes(Schneider,

as smaller companies may feel pressured and nat oatwith

the new trends, affecting partners in the top of thain.

Furthermore, in this context of companies’ relagiops, some
of them fear becoming dependent on services offdrgd
suppliers who have expertise in key technologiethefFourth
Industrial Revolution (Muller, Kiel, et al., 2018).

As for employee safety, in an industrial environinen
proposed by the Fourth Industrial Revolution, husamd
machines can interact in difficult and dangerowsksaAs the
separation of spaces between humans and robogsnisved,
established safety procedures can be breached gnsiérce for
risks of impact between humans and machines (Gdbbsso,
Gobbo, & Carredo, 2018). In this context, close Anfmachine
interactions present a wide range of risks thatdiffecult to
redict. Therefore, collaborative robots should safety
Bnscious and should recognize actions that caaldes injury

3.1.3 Market Risks

When we look at market issues, competition betweg
companies can increase rapidly as industrial baugglbegin to ;
shift in the technological context. Newmarket playdrom groﬂ};i?tggigi safety of employees (Badri, BousiEaidel, &
different industries and geographic regions may rgme ! )

facilitated by business boundaries that may disappee to Moreover, within a psychological setting, peopbidity

to adapt to technological change is becoming irsingdy



important, where developing the notion of careeapaability the health of an employee in order to base promaticcontract
can help in understanding, which psychosocial nessuneed termination (Lee & Lee, 2015), or a person in tatahtrol of
to handle to succeed in challenges from the ingrghs knowledge networks in science and society may ersatial
digitized and automated working model (Hirschi, 80p1 and political power structures in the form of auttawian
Changes and interactions in the form and orgamizaif work governance (Ozdemir, 2018).

can be viewed in a negative form and generate psgcial
risks that must be considered (Badri et al., 2018). 3.3 Environment Risks

3.2.2 Society 3.3.1 Consumption

As with all previous industrial revolutions, thesea risk As there will be a need to build a support infrasture
that the Fourth Industrial Revolution increase abiciequality, for digital transformation, new machines, sensasftware
raise geopolitical tensions, and diminish the vbeling of large systems, etc. will be demanded. This massive aoiopoif
numbers of people. It is not unlikely that digitaliion technologies will depend on the use of natural @nsmade
reproduces the most serious contradictions duentmnie resources for their manufacture, such as water,materials,
accumulation: declining employment and rising irediies and fuels (Bonilla et al., 2018). Scarce resoumeshe planet
(Salento, 2018). Digitalization can increase ttespure on less- such as lithium and rare earth, which are diffidoltextract,
skilled workers who will have their jobs threatenddhus, a manipulate, and purify, may have their demandsemsed
smaller portion of the society with higher qualifions can (Bonilla et al., 2018). In addition, there may beiacrease in
benefit (Caruso, 2018), increasing social and wggeddi, the use of materials and natural resources thatliffieult to
2018) inequality. reuse, where recycling practices are not yet ingpta the costs

Moreover, there is concern that machines and rataots involved may be high. Moreover, the miniaturizatiarf
replace human work, not only in repetitive and Iskilled tasks technologies has enabled the use of small quantité
but also in highly complex occupations (Freddi, &01 technology metals in their compositions, which nwlkieir
However, there are still uncertainties regarding ttegative recovery difficult and may be lost forever if thane not returned
impacts on employability, because while occupatimesat risk in closed-loop material cycles [].
of disappearing, new occupations may arise (Car@643; From an operational perspective, the use of new
Hirschi, 2018; Salento, 2018). technologies may require a large amount of endrggoming a

More broadly, inequalities can also happen betwepatential challenge (Bonilla et al., 2018; Tim $p©benaus,
countries. In this case, if the spread of Indugty does not Kunz, & Kohl, 2018). Industrial wireless networksat require
happen geographically homogeneously, there wilhiobes of low latency (X. Li et al., 2017; Pilloni, 2018) ygtographic data
economically and socially favored countries, wigenithe gap security system, and processing large amountsfofnration
between developed and underdeveloped countriesil@on(Big Data) in data centers (Tim Stock et al., 2008)y require

Silva, da Silva, Gongalves, & Sacomano, 2018).

3.2.3 Ethic and legality

The use of intelligent and autonomous systems géeer

important and necessary ethical discussions (Wihfidichael,
Pitt, & Evers, 2019). A challenge related to Adidl

Intelligence, for example, is the accountability efhical
consequences arising from decisions made by maxHim¢his
case, it is discussed to whom the error should téwed
(Taddeo & Floridi, 2018; Winfield et al., 2019). bddition,
technologies can quietly enter our environment enfldence
our decisions (Taddeo & Floridi, 2018). Therefateyeloping
machines that are aware of their actions and thsiple harmful
consequences is a problem that deserves atteMiori¢ld et

al., 2019). Nevertheless, ethical issues are diffio attribute
to artificial intelligence because related prinegpl vary
according to domains of analysis and cultural castéraddeo
& Floridi, 2018) further hampering this issue.

heavy consumption of this resource (X. Li et al12; Pilloni,
2018).

3.3.2 Pollution

An increase in the electronic waste can be expéatid
context of Industry 4.0. Machines or equipment ipayeplaced
because they cannot be integrated into new digystiems and
environments (Bonilla et al., 2018). Thus, recygland reuse of
obsolete equipment can become a recurring issue.

In the high-consumption scenario, the increase in
primary energy use can trigger growth in CO2 arekghouse
gas emissions (Moktadir et al., 2018; Tim Stoclalet 2018).
These emissions may also occur in the consumpfidwets to
manufacture new equipment and technologies, or ,eiren
distribution logistics and transportation of obselmaterials for
disposal or recycling (Bonilla et al., 2018).

3.4 Technological Risks

As for data ownership, high equipment connectivity

through 10T (Internet of Things) can endanger semsiuser
data. Private information may be leaked improperlyvithout
consent (Lee & Lee, 2015). Privacy and personalritgc
concerns start to emerge from the appropriatiomfofrmation
(Roblek, MeSko, & Krapez, 2016), where, accordinglégal
issues may be involved. Thus, there is a neecefprlations for
this scenario (Strange & Zucchella, 2017; Valertal.e 2018).
Moreover, data appropriation can lead to legal afiuical
problems regarding the misuse of information (Rametr al.,
2018). For example, companies may use personataptadict

3.4.1 Technical Risks

The Industrial Internet of Things (lloT) will enabthe
integration of a large number of devices and cdimgaearby.
This dense layer of devices can lead to an unpested number
of interferences between them (Sisinni, SaifullaHan,
Jennehag, & Gidlund, 2018). Industrial Wirelessvixak, for
example, can face major challenges due to the philsignals
in connected environments. Besides, the industrigironment
is characterized by challenging signal transferditioms, such
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as dust, vibration, critical temperatures, humidityotor unified format solutions such as standardized I&higectures
presence, metal obstacles, etc. (X. Li et al., 2017 (Wan et al., 2016).

The internet network may also face overload chghsn Besides, data quality may also become a challexgei (
Real-time control and access, a major issue withéncontext et al., 2017). The large amount of data generadednsake it
of Industry 4.0, requires bandwidth to be fast antbaded. A difficult to obtain useful information (X. Li et al2017). The
delay in data transfer, for example, can creatélpms for vast majority of data from intelligent manufactyyinis
connected physical devices (Khan, Wu, Xu, & Dou, 20 unstructured, which must be transformed into stmect data so

Another problem regarding high connectivity is thek that barriers due to source, shape, size, and étlctors are
of interoperability. Industrial networks based owlustry 4.0 eliminated and useful information can be extra¢¥zh, Meng,
concepts will be highly heterogeneous, as they fe#iture Lu, & Li, 2017). Thus, in the context of Industry04it is easy
several interconnected technologies such as magtseasors, to obtain incomplete and deficient data due togpant failure,
Cyber-Physical Systems (CPS), loT devices, etcafKét al., data limitations, and errors or packet loss, egfigcin large

2017). Thus, a barrier to the adoption of 10T sohd and the
creation of a CPS ecosystem is the establishmentagration
and continuous interoperability between these wiffe

scale industrial networks (X. Li et al., 2017).

3.5 Regulation Aspects

technologies and systems (Kamble et al., 2018). yMan

installations may contain machines and equipmehéreveach
one has a different format for communicating witthes

machines (Gao et al.,, 2015). The lack of interdpiéta

between devices will significantly increase the ptewity and
cost of deploying technologies (Sisinni et al., 801

Besides all economic, social, ecological, and
technological aspects, regulatory and legal issueslived in
business digitalization should be discussed asrtiesy support
the benefits. According to (Salento, 2018), natioaad

supranational institutions are expected to adjusinemic

Hyperconnectivity can also lead to systems becomirggulation to provide a facilitating framework foew digital

fragile in interruptions events, where an erroote part of the
system may cause general disorder (Lee & Lee, 2845) a
domino effect (Ozdemir, 2018).

3.4.2 Data Security

One of the most commented risks in the literatgre éffective standards and

related to data security. IT integrations and pobidn
digitization can create a potential danger (Tupalgt2017),
both in vertical and internal business connectiagswell as
horizontal connections across entire value chdinkiél et al.,
2017). As for connectivity increases due to tecbgils,
industrial systems are becoming increasingly sugdepand
vulnerable to cyberattacks (Jansen & Jeschke, 204@ble et
al., 2018; Lee & Lee, 2015; Ozdemir, 2018; Strargye
Zucchella, 2017). A large amount of heterogenea@ta dnd its
transfer to the cloud increases the security rishkaf et al.,
2017) because wireless networks can be easilycepézd also
(Pilloni, 2018) as well as the open connection leefv
participants in a value chain (D Kiel et al., 201The most
diverse damage may be caused: machine scrappifertide
products (Wu, Song, & Moon, 2019), service intefiqrs,
operator safety can be threatened (Gao et al.,)26i5

Data vulnerability may also lead to the disclosofe
private data. Companies should be aware that sendita may
be disclosed (Tuptuk & Hailes, 2018). In the absernd
appropriate security mechanisms, private infornmaléakage is
inevitable. Not only internal business data bub dtgormation
from connected partners may be in danger (Mulledjga, et
al., 2018).

3.4.3 Data Handling

The big amount of data (Big Data) in different fa@ts
are also a challenge for information acquisitisansformation
(Khan et al., 2017), storage, and analysis (Hel.et2816).
Knowing which data should be collected, how thisadshould
be collected, and how to formulate it are importpoints to
study. In this context, the processing and analysfs
heterogeneous information may be hampered by ttie d&

trends.

When it comes to cybersecurity, there are no sjgecif
standards in manufacturing, let alone intelligeminnfacturing
(Tuptuk & Hailes, 2018). There is a need for regjates due to
potential cyber risks and implications for the pgy of
individuals (Strange & Zucchella, 2017), where #iisence of
regulations coupled withakve
governance limit the functioning of IoT.

From a social perspective, worker safety, healtid a
physical integrity regulations may be set late doelaws,
regulations, and standards arising reactively. tditaon,
standards must suit changes driven by technolomjinalations
where old rules do not apply (Badri et al., 20M\8yreover, the
regulation involved in the use of artificial inigkénce is still a
necessary task (Taddeo & Floridi, 2018).

Regarding the environment, within the portfoliodsad,
there are few studies on the negative environmemiaéct of
Industry 4.0, which may lead to unexpected problémnghis
field of knowledge, in which regulations may beadtwed.

Thus, inaccurate regulations can affect all of tisk&
dimensions discussed in this paper, thereby incrgdke need
for standards to help manage and mitigate uncdigairin
Industry 4.0 implementation. According to (TuptukHailes,
2018), although standards are not regulations,la&gg can
dictate compliances from a standard in such a ey it
becomes part of a regulation.

4. THEORETICAL FRAMEWORK

From the discussions of risks arising from the
implementation of Industry 4.0 concepts and teobgiek, it is
possible to perceive certain relationships betwethe
dimensions due to some risks that may have efteetween
them. For example, the lack of interoperability vietn
machines, despite being characterized as techmwalaggk, can
also affect the economic sustainability of compgpiilecreasing
the cost of implementing new technologies. Anothemple is
the question that the successful implementatiomadistry 4.0
depends on skilled professionals (Moktadir et2018), where
investments in skilled labor will be required. Alsemployee



resistance to change may affect the technologysitian to 5. CONCLUSIONS
Industry 4.0 (de Sousa Jabbour et al., 2018). Wieatso see a
relationship between environmental and economieisswhere
the environmental risk related to the consumptibmatural
resources may entail the use of materials thatddfieult to
reuse and the recycling costs may be high (Tim kStdcal.,
2018).

In general, technological risks are closely related
economic issues, as misused technologies or temgical
difficulties may lead to reduced productivity orquére
correction costs. For example, some technologigsin@ease
exposure to external risks, where a non-localizedidtion in a
supply chain may affect the performance of theremain in a
ripple effect (Ivanov, Dolgui, & Sokolov, 2019).

Therefore, a framework is built to represent t
relationships between the risk dimensions descriimethis
paper. For this, based on the Triple Bottom Lineotl,
Elkington's three dimensions (economic, social,
environmental) receive a dimensional addition whéyar
ellipses are intertwined (Figure 3). Also, as it leeen found
that there is a need for precise regulations fer4l® industry
context, the regulatory issue will be illustratedsasupport base
for all dimensions.

The presented study discusses the main risks fekehit
the literature regarding the implementation of Istdy 4.0
concepts and technologies from a sustainabilitysgeative.
Elkington's three dimensions (economic, social, and
environmental) together with a proposed fourth digien are
used to group the risks encountered. More econ@oa@al, and
technological risks were verified and environmemisks are
still little discussed in the literature. In additi regulatory and
standardization issues are presented as imponémsgor this
rising theme.

The built theoretical framework demonstrates tls&gi
hfgund in a general way and the relationships betwte
proposed dimensions. Besides, this framework camskd for
future risk analysis and categorization that malasise, as the
a Iaeme is recent and many challenges have not get fpapped.

This work, besides contributing to academia in the
development of theoretical constructions for thentle, can also
help managers and companies to check importantgpbéafore
starting their journey in the Fourth Industrial Rktion.
Furthermore, public agencies can be alerted toesgssof
inequality, unemployment, and regulations.

Social Risks Environmental Risks
Lack of skilled labor
Reluctance to changes
Risk to the physical integrity of
employees
Psychosocial issues
Increasing inequalities
and social tensions

o Job losses

e Increased consumption
of natural resources

o High energy
consumption
Electronic Waste
Emission risk

Economic Risks

High deployment costs
Uncertain financial
return

o Implementation
inaccuracy

o Self-sabotage over a

o Artificial Intelligence
ethical issues
e Privacy invasion

Technological Risks

o Signal Interference value chain
o Network technical inability Partners Dependency
e Lack of interoperability Increased competition
o Technological Chaos Negative customer
o Cyber ullucks. interventions
o Disclosure of private data o Customer acceptance
o Ineffective Data Analysis Regulations difficulty
e Low data quality
Legend
Social Risks Dimension (SORD) Environmental Risks Dimension( ENRD)
Technological Risks Dimension (TERD) Economic Risks Dimension (ECRD)

Figure 3 - Theoretical framework for the effects ofindustry risks 4.0
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The limitations of the study refer to the use olfyamwo https://doi.org/https://doi.org/10.1016/j.psep.2@E301
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