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ABSTRACT

Sharing of digital media over internet is becoming easier due to content authentication and security 

provided by digital watermarking. It also locates application in other fields like copyright protection, 

tele-medicine, military, tamper detection, and many more. This paper represents the robust 

watermarking approach using Paillier homomorphic cryptosystem with Arnold transformation. In this, 

the watermarking system is primarily prepared at an encrypted DWT-DCT domain. Cryptosystem 

is exploited at this time to encrypt the original media. For more security of multimedia content, the 

watermark image is scrambled through Arnold scrambling technique. The embedding process is done 

here to produce the encrypted watermark image followed by the encryption process. At recovery 

phase, decryption of encrypted watermark image to get the original and watermark image is done. 

The experimental result has shown that watermarking method is more robust and offers the security 

of digital media.
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1. INTRoDUCTIoN

Nowadays digital documents are increasing with a terrifying amount, security of these documents by 

effective techniques are major concern in the field of research from last few decades. So, the digital 

watermarking is found suitable for copyright protection, owner identification and security etc. Kaur 

et al. (2020) and Zhang et al. (2016). Watermarking is the method of implanting a single or dual 

secret information in terms of tag, label or digital signal into an original media Patel et al. (2011). 

The cover image is embedded with the watermark image in a visible or invisible manner, where 

secret information is watermark image in Nikolaidis et al. (1998) and Xianghong et al. (2003). There 

are many research problems in the field of digital watermarking like imperceptibility of watermark, 

security and robustness which needs to be enhanced in Eyadat et al. (2005) and Liyun et al. (2006). 

Thus, watermark embed in such a way that quality of original media does not damage and watermark 

cannot be extracted effortlessly in Liyun et al. (2006) and Xianghong et al. (2003). Further, digital 

watermarking method can be classified on various categories on the basis of domain, robustness, 

type of media, recovery process and perceptivity. A simple organization of digital watermarking is 

shown in fig.1.
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According to domain based, watermarking techniques can be divided into two spatial domain 

or transform domain in Aslantas, (2008) and Loukhaoukha et al. (2014). In spatial domain method 

embedding can be done by altering the image pixels directly, whereas in transform domain, watermark 

is embedded by modifying the coefficients of transformed image Rawat et al. (2012) and Su et al. 

(2013). Spatial domain methods have low computational cost and easy to use rather than transform 

domain techniques. Least significant bit, spread spectrum and correlation are some common 

techniques of spread spectrum domain according to Maity et al. (2011). However, transform domain 

watermarking has discrete cosine transform (DCT), Discrete wavelet transform (DWT), Singular value 

decomposition (SVD), Quaternion Hadamard Transform (QHT) and many other Santhi et al. (2013). 

Nowadays researchers are working on watermarking with cryptography for securing the digital media 

Priya et al. (2018). Modern cryptography follows a strong scientific method and plans cryptographic 

algorithms, making such algorithms hard to break by an opponent. On the basis of above discussions 

robust and secure watermarking method for color image using cryptosystem and Arnold transformation 

is presented. The scheme presented in paper is novel because of following contributions:

1.  Here, we present an innovative robust and secure watermarking based on Paillier cryptosystem 

and Arnold transformation for color image.

2.  The requirements of robustness and transparency in digital watermarking approaches are always a 

trade-off in applications. Robustness of proposed method is increased with better imperceptibility 

of watermark image.

3.  The proposed method is also robust against attacks, such as salt & pepper, filtering, compression 

and rotation etc.

The remaining work discussed in this manuscript is as literature review used in this paper is 

described in section 2, preliminaries used in this paper are described in section 3. Proposed algorithm 

with watermarking process followed by encryption procedure is described in section 4. An analysis 

section with comparison results is presented in section 5. Finally, the conclusion section is represented 

in section 6.

2. LITERATURE REVIEW

Some important watermarking methods have been proposed in last years by probable researchers 

are as follows:

In Horng et al. (2014), for e-governance application an adaptive watermarking scheme is discussed 

using DCT and SVD. For optimize the gain factor of masking genetic algorithm is also used. this 

technique offers robust results to many attacks and evade the false positive problem. Author discussed 

a watermarking method based on wavelet domain in Atawneh et al. (2017). The method is based on 

DWT and diamond encoding scheme to deliver a high embedding capacity and distortion control 

watermarking. Using an incarnation of different transform domain techniques i.e. DWT, DCT and 

SVD author have discussed a robust and imperceptible watermarking scheme in Singh et al. (2014). In 

Trivedy et al. (2017) author presented a logistic map based fragile watermarking method. Experimental 

outcome like PSNR and false tamper detection have shown that technique found superior than other 

existing techniques in Chang et al. (2011) and Hsu et al. (2010). In Li et al. (2018), author presented 

a colour image watermarking technique based on Quaternion discrete cosine transform (QDCT) and 

singular value decomposition with encrypted binary computer-generated hologram. The proposed 

technique is secure as well as robust against many attacks. Su and Chen discussed a reversible 

watermarking method based on quantization in spatial domain in Su et al. (2018). Author proposed 

a digital image watermarking system for color images in Vahedi et al. (2017). Before embedding the 

watermark is distinguished into 16 nonoverlapping sub areas and scrambled by spatiotemporal chaotic 
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matrices and visual secret sharing matrices. In Liu et al. (2018), they have recently used logistic and 

RSA encryption for secure and robust image watermarking. They crried out their work as logistic 

scrambling and RSA encryption for embedding. Analyze results over watermarking in comparison to 

other schemes and found their method is superior. As their scheme works in DWT- SVD domain, it is 

found to be robust. But one drawback for this technique is watermark extract in an informed manner. 

Their scheme requires both the cover and signed images to get extracted watermarks. Boussif et al. 

(2018) had discussed a proposed secure medical cloud for archiving and transmission of medical 

data (images and reports). They use AES encryption to encrypt the text file and LSB method for 

hiding the patient information in the medical image. This technique found superior against different 

types of attacks. Gupta et al. (2018) inserted a binary watermark in semi-blind approach based on 

advanced encryption scheme generally known as Elliptic curve cryptography to embed a watermark. 

The method uses DWT- DVD techniques along with ECC and achieved better results. In Seong et 

al. (2014), buyer- seller watermarking approach using DCT and homomorphic encryption for image 

watermarking. They argued that their results have good visibility against image processing attacks. 

In Jost et al. (2015), have calculated the result of Paillier Cryptosystem. They claim that to deal with 

the large and growing datasets for processing, encryption recital plays a major role for reasonableness 

of homomorphic encryption techniques. In this paper they conclude that they have achieve the better 

performance. In Abdallah et al. (2014) describe the idea of homomorphic image watermarking with 

SVD. They use homomorphic transform before embedding the chaotically encrypted watermark, then 

pertain the SVD construction over the reflectance component for the original image. They claim that 

encryption technique is not used in cover signal. By applying LPF (Low Pass Filtering) and HPF 

(High Pass Filtering) they implement their watermark embedding in block by block manner. They 

argued that their block by block manner watermark technique found better results in comparison to 

full watermarking. They get better results as compared to Liu et al. (2002).

Now, we report detailed Paillier Homomorphic cryptosystem with Arnold scrambling technique 

is discussed in the next section.

Figure 1. Categorization of digital watermarking
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3. PAILLIER HoMoMoRPHIC CRyPToSySTEM

In 1999, scientist name Pascal Paillier has developed the Paillier encryption method. It is probabilistic 

public key encryption which has both homomorphic and probabilistic possessions. In homomorphic 

cryptosystem, without the use of primary decryption, encryption can be done. It can accomplish 

multiplicative and additive homomorphism. This cryptosystem is combined with DWT and DCT for 

encryption and decryption of images.

3.1 Steps For Key Generation

1.)  Select the two large prime numbers a and b at random but independent to each other such that,

gcd= (ab, (a-1) (b-1)) = 1 (1)

2.)  Analyze,

n = ab, (2)

λ =
−( ) −( )
− −( )

a b

a b

1 1

1 1

.

gcd ,
 (3)

where gcd stands for greatest common multiple.

3.)  Select the casual number i, where, i � *ℤ
n2

.

Certify n divides the order of i, by confirming the modular multiplicative inverse that is shown by eq. 4

µ λ= ( )( )
−

L i n n�mod� �mod�
2

1

 (4)

Where function L is depicted as

L x

x

n
( )=

−( )1
 (5)

Encryption

1.)  Take m as a message to be encrypted where m
n

 
2.)  Select random integer g, where g

n

*
∈ 

Calculate ciphertext:

c i
m

= . g mod nn 2  (6)
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Decryption

1.)  Let’s decrypt the ciphertext message c, where c
n

*
∈ 

2

Calculate the plaintext message as shown in eq. 7:

m L c mod n mod n= ( )»
¼

2
.  (7)

3.2 Applying DWT in Encrypted Domain
Wavelet transform has excellent space and energy compaction properties this makes it very important 

tool in image processing and watermarking. The key idea behind the DWT is that it splits a frequency 

particular on waves called wavelets of changing frequency for restricted duration by Ali et al. (2018). 

Each level of decomposition of DWT for analysis of an image divides into four sub-bands on different 

frequency components at different resolutions. There are two types of sub-bands low pass and high 

pas. However, Low pas sub bands gives the exact information of original images and information 

like edges of images can be gained by high pass sub bands. The four sub-bands of 2D DWT are 

described below:

• Coefficient of Diagonal (cD) is high frequency component in horizontal and vertical (HH) 

sub-band

• Coefficient of Vertical (cV) is high frequency component in horizontal and low frequency 

component in vertical (HL) sub-band

• Coefficient of Horizontal (cH) is low frequency component in horizontal and high frequency 

component in vertical (LH) sub-band

• Coefficient of Approximation (cA) is low frequency component in both horizontal and vertical 

(LL) sub-band

3.3 Applying DCT in Encrypted Domain
The most substantial data of an image is focused in a low frequency coefficient of the DCT. In case 

of DCT lower frequency constants are more concentrated rather than high frequency, they may not be 

focused. DCT can be used in spatial and transform domain watermarking due to its energy compaction 

properties in Lin et al. (2010). Thus, the 2D DCT transform can be described in eq. 8,

F (m, n) = c(m) c (n)
2

0

1

0
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y n
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Where x, y, m, n = 0, 1, 2……, N-1, and

c (m) =

1
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 (9)

the equation of inverse transform (IDCT) is given below in eq. 10
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3.4 Arnold Transformation
To increase the security of watermarking process watermark image is randomized before embedding 

into host image. There are many scrambling techniques but here we choose Arnold transform, it is an 

iterative process to alter the coordinates of pixel position to change the layout of an image in Singh 

et al. (2017) and Zhang et al. (2016). According to Agradriya et al. (2019) it has a periodic property 

that means after several iteration inserted image can get back to the original state. This property can 

be used as secret keys. Equation 11 shows the 2D Arnold transformation for image is described as:
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Where x
k
 and y

k
 are transform pixels consequent to coordinates x and y after K iterations. N represents 

the height and width of square image treated, m and n are two positive integers.

4. PRoPoSED ALGoRITHM

The designed method is applicable for watermarking system in an encrypted domain for enhancing the 

robustness of the multimedia content. In this system the A is encrypted using paillier homomorphic 

encryption in hybrid domain DWT-DCT and get encrypted image E[A]. After that secret image is 

scrambled using Arnold transformation for producing the scrambled image E[W]. It is very difficult 

to retrieve secret image for unauthorized person after recover phase or extraction. The encrypted cover 

image and scrambled watermark image are embedded together to get an encrypted watermark image 

E[AW]. Then after recovery process and decryption is done to achieve image A and watermark image 

W. The proposed algorithm of watermarking in encrypted domain is shown in fig. 2.

4.1 Encryption Procedure
With the help of watermarking procedure transferring of digital media is secured. Watermarking 

procedure is carried out in an encryption domain. Figure 3 describes the encryption method for 

images. Following steps of embedding are described below

a.)  Firstly, an original image is decomposed by using DWT to make the DWT coefficients like cA, 

cH, cV, cD sub bands.

b.)  DCT is applied on each wavelet coefficients to achieve the DCT coefficients like cA’ (m, n), cH’ 

(m, n), cV’ (m, n), cD’ (m, n).
c.)  Then scrambled image matrix and all DCT coefficients are undergoes for encryption process.

Watermark embedding is done by following equation:

P Q R= + × α  (12)
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Where, α is gain factor. P is encrypted watermarked image, Q denotes encrypted original image and 

R represents watermark image, scrambled by Arnold scrambling.

e.)  After that inverse DCT is applied then inverse DWT is implemented to get the encrypted image.

f.)  Key is generating by using the XOR operation in between to encrypted image with scrambled 

image.

g.)  Finally, the original media (image) is embedded with the watermark image.

4.2 Extraction Procedure
The extraction steps of watermarking system are just contrary of an embedding procedure.

a.)  Now, decryption process is applied on encrypted image to get decrypted watermark image

b.)  DWT transformation is applied on decrypted watermark image to get DWT coefficients cA1, 

cH1, cV1, cD1 sub-bands.

c.)  DCT is applied on DWT coefficients to get DCT coefficients cA11 (m, n), cH11 (m, n), cV11 

(m, n), cD11 (m, n).
Extract the watermark from embedded image by following equation:

x
y z

�
�

�
 (13)

Where, α is a gain factor, y is matrix of encrypted watermarked image, z represents the encrypted 

original image and x is extracted watermark image.

Figure 2. Block diagram of watermarking system
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e.)  Further process is pursued by inverse of DCT then IDWT to get extracted watermark image.

5. ANALySIS SECTIoN

For our experiment we have used the size of cover and watermark images are 512 * 512 and 

32*32 respectively. Some performance matrices like PSNR, NCC, NPCR and UACI are taken into 

consideration for our analysis. Detail explanation with equation is stated in next sub-section.

5.1 Performance Parameters
Some performance matrices like PSNR, NCC, NPCR and UACI are taken into consideration for our 

analysis. Detail explanation with equation is stated in next sub-section.

5.1.1 PSNR and NCC
Accomplishment of watermark embedding and extraction is done using peak signal to noise ratio 

(PSNR) and normalized cross-correlation (NCC). It illustrates the similarity between the embedded 

and recovered watermark images.

NCC = 
i j

i j

o i j o i j

o i j

∑∑

∑∑

( ) ( )

( )

′, ,

,
2

 (14)

The value of NCC is high then there is similarity between original and extracted watermarks. 

The PSNR is used to analyse the substantial distortion between original and watermarked images.

Figure 3. Encryption process
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PSNR= 10 log
,

10

2

max I i j

MSE

( )( )
 (15)

Where i, j defines the pixel values of original images.

The MSE is calculated as difference between the pixel values of both original and watermarked 

images.

MSE= 
1 2

MN
C i j C i j

i j

∑∑ ( )− ( )( ), ' ,  (16)

Where C and C’ represents the original and watermarked images. M and N defines the row and 

column of the image matrix.

5.1.2 NPCR and UACI
NPCR actually finds the rate of change of pixels location among plain and encrypted image, whereas 

UACI is used to calculate the average difference between the input and encrypted image pixels in 

Khan et al. (2019). The NPCR and UACI can be described as follows:

B i j
if E i j E i j

if E i j E i j
,

, , ,

, , ,
( )=

( )= ( )
( )≠ ( )








0

1

1 2

1 2

 

NPCR
B i j

T
X

i j

=
( )

∑�
,

� %
,

100  (17)

Where, E
1
 and E

2
 are the images before and after encryption. E

1
 (i, j) and E

2
 (i, j) are first pixel value 

at i, j coordinate. T represents the total number of pixels. And B denotes the bipolar array it has value 

0 when pixels are same and value 1 when pixels are different.

UACI
E i j E i j

P T
i j

=
( )− ( )

⋅
×∑

,

, ,
%

1 2
100  (18)

Here, E
1
 (i, j) and E

2
 (i, j) represents the same as NPCR. P denotes the largest supported pixel 

value compatible to ciphertext image format.

Table 1 shows the Psnr and NC performance of our proposed algorithm. The best PSNR and 

ncc value is 56.98 and 0.9974 for the image Lena. However, the lower Psnr is 55.78 for the image 

football. And lower ncc value 0.9735 for the image Goldhill.

Figure 4 represents the experimental outcome of original and watermark image. Original image 

is undergone into encryption process and get encrypted image whereas watermark image is converted 

into scrambled watermark image through Arnold transformation. Further embedding operation is 

done to get the encrypted image.

Table 2 shows the outcome of NC value at different attacks. Here the noise density for Salt & 

Pepper and Gaussian Noise is 0.01. JPEG compression attack is tested under quality factor 90.
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Table 3 shows the assessment of psnr value of our approach with existing methods. And found 

that presented method found superior results than previous methods as well as more robust in nature. 

Figure 5 signifies the graphical representation of table 3.

Table 1. Performance evaluation for different images

S.No. Images PSNR (DB) NCC NPCR UACI

1 Lena 56.98 0.9974 0.9959 0.3444

2 Barbara 56.95 0.9968 0.9954 0.3737

3 Mandrill 56.55 0.9965 0.9959 0.4464

4 Peppers 56.12 0.9824 0.9961 0.4572

5 Football 55.78 0.9799 0.9958 0.4501

6 Goldhill 56.52 0.9735 0.9952 0.3735

Figure 4. Watermarking results for image Lena

Table 2. NC values tested at different attacks for different images

Image/ 

Attacks

Salt & 

Pepper Noise

Gaussian 

Noise

Filtering 

(3x3)

JPEG (90) Rotation 

-300

Cropping

Lena 0.9785 0.9726 0.9684 0.9816 0.9678 0.9671

Barbara 0.9788 0.9732 0.9729 0.9821 0.9725 0.9745

Mandrill 0.9732 0.9719 0.9779 0.9799 0.9755 0.9722

Peppers 0.9685 0.9765 0.9712 0.9795 0.9682 0.9688

Football 0.9699 0.9722 0.9742 0.9818 0.9695 0.9674

Goldhill 0.9739 0.9715 0.9685 0.9789 0.9679 0.9669
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Table 4 shows the comparison of NC value under different attacks with existing methods. 

Presented watermarking method with encryption achieves good results in comparison to existing one.

6. CoNCLUSIoN

An amended robust and secure watermarking approach in transform domain is offered. In this 

experiment, an improved algorithm for robust, imperceptible and secure image watermarking based 

on public key encryption (Pascal Paillier cryptosystem which is homomorphic and probabilistic) 

with Arnold transformation is used. The original media (image) and scrambled watermark image 

is encrypted before embedding process. Through decryption, watermark image is extracted from 

Table 3. Comparison of PSNR value with other approach

Images Proposed Method

Method of 

Su et al. (2018) Method of Das et al. (2014)

Lena 56.98 49.98 41.78

Peppers 56.12 50.08 41.01

Figure 5. Graphical Representation of Proposed Approach with Existing Methods

Table 4. The comparison of NC values for different attacks with existing approach

S. No. Images
Attacks/ Noise 

Density

Proposed 

Method

Method of 

Su et al. (2018)

Method of Das et 

al. (2014)

1 Lena Salt & Pepper 

(0.01)

0.9785 0.9009 0.6731

2 Peppers 0.9685 0.9378 0.7866

3 Lena
Filtering (3x3)

0.9684 0.9977 0.9118

4 Peppers 0.9712 1 0.9233

5 Lena
Rotation (300)

0.9678 0.7612 0.7612

6 Peppers 0.9682 0.7851 0.7851
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encrypted watermarked image at extraction phase. Experimental discussion indicates that our method 

found robust and secure for different attacks also. It is observed that presented technique is superior 

than some existing approaches. We would like to further expansion of this work in future for video 

transmission system, medical image content and multiple watermarking.
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