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Abstract: Transmit/Receive (T/R) time-sharing is a critical technology to ensure accurate space-time
reference information of navigation signals, which solves the problem of co-channel interference
between receiver and transmitter. The rapid development of the electronic information industry
has led to severe frequency band conflicts between different electronic systems. Satellite navigation
receivers must take measures to suppress interference to eliminate the effects of narrowband interfer-
ence, mainly unintentional interference. Time-domain anti-jamming is widely used in navigation
receivers for its simple and easy advantages in ensuring the validity and stability of navigation data.
However, because the satellite-ground link receivers adopt transmit/receive time-sharing technology
to realize the bidirectional measurement and communication function of the link, the stability of the
data solution is greatly affected by anti-interference in the time domain. The anti-jamming filter of the
traditional navigation receiver usually re-converges from the initial state in each signal-receiving time
slot, which leads to the receiver losing high volume data due to repeated convergence. This paper
proposes a robust time-domain anti-jamming technology based on transmit/receive time-sharing
technology. The continuity and stability of the interference signal are used to obtain the preliminary
information of the periodic transceiver. The results show that robust antijamming technology based
on a T/R time-sharing navigation signal can effectively improve the carrier-to-noise ratio loss and
data loss caused by traditional time-domain anti-jamming technology, reduce the convergence time
to nanosecond level, and has bright prospects in the future application of other navigation systems.

Keywords: BeiDou Navigation Satellite System; transmit/receive time-sharing; time-domain
anti-jamming; robust anti-jamming algorithm

1. Introduction

The Global Navigation Satellite System (GNSS) has become a critical infrastructure to
promote the development of global economic society, and in modern high-tech warfare [1].
GNSS provides spatiotemporal information, which is widely used in communication,
finance, multimedia, and so on [2]. While providing navigation and positioning functions,
navigation receivers are highly susceptible to interference [3,4]. The rapid development of
various electronic systems has resulted in overlapping in the electromagnetic spectrum [5].
Because of the minimal ground arrival power of the navigation signal and the limited anti-
interference margin of navigation receivers, the unintentional interference represented by
the electromagnetic signals of other electronic systems significantly impacts the navigation
receiver [6,7]. For example, there are conflicts between the Global Positioning System (GPS)
utilization of civil aviation airports and drones, which results in many conflict events [8,9].
Anti-jamming technology has become an essential research topic in the field of satellite
navigation [10].
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Time-domain antijamming technology is one of the most effective ways to suppress
narrowband interference [11]. It is widely used in tiny navigation receivers such as hand-
sets because of its simple and easy implementation [12,13]. The anti-jamming module
receives the digital signal through the radio-frequency front-end (RFFE) and transmits the
processed data to the receiver back-end, suppressing narrowband interference and ensur-
ing navigation signal availability [14,15]. Compared to the recursive least square (RLS),
Levinson-Durbin, and Burg algorithms, the least mean squares (LMS) algorithm has be-
come one of navigation receivers’ most commonly used NBI suppression techniques [16,17].

Transmit/receive (T/R) time-sharing is a critical technology to provide precise space—
time reference information for satellite-ground link receivers [18,19]. The receiver alter-
nately sends and receives signals in the T/R time-sharing period and performs bidirectional
measurement and communication with the satellite receiver or the ground station [20]. The
signal reception interval is usually shorter than the duration of narrowband interference.
Therefore, in traditional BeiDou navigation receivers, there are multiple T/R time-sharing
periods in the interference duration, and the anti-interference filter re-converges from the
initial state whenever the T/R time-sharing cycle restarts.

In the non-convergence stage of the anti-jamming filter, the navigation receiver cannot
perform signal calculation, typically because the signal quality cannot reach the acquisition
and tracking sensitivity of the receiver, resulting in the loss of information of the navigation
signal [21,22]. The classic navigation receiver usually receives a continuous signal directly,
and the traditional anti-jamming algorithm is also designed for this kind of scenario.
However, due to the emergence of T/R time-sharing technology, the navigation receiver
sends and receives signals periodically. The traditional anti-jamming algorithm will have a
long non-convergence time each time the signal is received, and a lot of information will
be lost in the non-convergence stage [23], which seriously affects the actual performance
of the navigation receiver. Therefore, to solve this problem has become an important
research topic in the literature on T/R time-sharing receiver technology. However, there is
no research on this problem which can be directly applied to the navigation receiver.

Observing the characteristics of the interference signal, the signal is stable compared
to navigation signals that change randomly in different periods [24]. Therefore, the idea of
this paper is to generate preliminary information according to interference characteristics
to solve the problem of data loss caused by filter re-convergence.

This paper presents a robust time-domain anti-jamming algorithm based on T/R
time-sharing technology. The prior information is generated using the persistence and
stability of interference, which provides the initial data for the anti-jamming filter. Section 2
describes the mathematical model of T/R time-sharing and the time-domain anti-jamming
filter. Section 3 analyzes the influence of time-domain anti-interference on T/R time-
sharing performance. Section 4 introduces the robust anti-jamming algorithm based on
T/R time-sharing technology and analyzes its performance. Section 5 verifies the robust
anti-jamming algorithm in different interference and signal scenarios. Finally, the algorithm
is summarized.

2. Mathematical Model
2.1. Transmit/Receive Time-Sharing Model

The satellite-ground link receiver of the BeiDou Navigation Satellite System (BDS)
realizes bidirectional measurement and communication through T/R time-sharing tech-
nology [25,26]. The T/R time-sharing module is illustrated in Figure 1. The time-sharing
period of the satellite-ground link is 3 s [27]. Both the signal receiving and transmitting time
slots are 1.5 s. When the navigation receiver communicates with the linked satellite, it first
receives the downlink signal from the navigation satellite and then transmits new data to
the satellite. The signal reception interval of the navigation receiver on the satellite-ground
link can be expressed as:

T, = min|t;j; —tj;| =155 1)

where, ti,]- is the signal receiving time from transmitter i to receiver j.
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Figure 1. Transmit/receive time-sharing model of satellite-ground link.

In the non-receiving interval, the navigation receiver stops performing the signal
reception function, but the interference environment still exists [28]. Figure 2 illustrates
the time-domain diagram of the received signal in the anti-jamming module. As shown
in the figure, the navigation signals in different time-sharing periods are different satellite
downlink signals, but the interference environment remains the same, showing the same
characteristics.

o s jam ® noise
X

Prior Signal Burst Signal

0 500 1000 1500 2000 2500 3000 3500 4000 4500
Time(ms)

Figure 2. Time-domain diagram of the received signal.

2.2. Time-Domain Anti-Jamming Model

Time-domain anti-jamming is a necessary baseband digital signal processing (DSP)
module of the navigation receiver, as shown in Figure 3 [29,30]. Among them, the LMS
adaptive filter is an important anti-jamming method in the time domain, which can be
independently embedded in the receiver with a small size, and its suppression effect on
narrowband interference is usually greater than 30 dB [31]. The LMS algorithm uses the
steepest gradient descent to minimize the error signal’s mean square value, which has the
characteristics of small calculation and simple implementation [32].
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Figure 3. Navigation receiver structure.

Suppose that the intermediate frequency (IF) signal, noise, and interference received
from an antenna and processed after DDC are s[n], n[n] and j[n], respectively, and they are
all complex signals [33]. Then, the signal before anti-jamming can be expressed as:

x[n] = sn] + j[n] + n[n] €

The M-th time-domain filter has M + 1 taps, and the filter weight vector is supposed
to be [24]:
WM = [wO/wll-' '/wM] (3)

The output signal after the anti-jamming filter can be expressed in the time domain

as [34]:
M

yln] = x[n] « Wy = Y x[n — k|W[k] 4)
=0

The frequency response of the anti-jamming filter can be written as [35]:
H(f) = DTFT[Wy] ®)

The error signal between the filter output signal and the input signal is defined as e(n),
which can be expressed as [36]:

e[n] = x[n] — y[n] (6)

The adaptive algorithm adjusts the filter tap coefficients according to the error sig-
nal and makes the filter weight vector change along the negative gradient direction by
iteration [37]:

Wit = Wiy — iV, E{ leln] * | )

where [ is the number of adaptive iterations, and the maximum number of iterations is L, p
represents the rate at which the gradient is falling.

In practical applications, the instantaneous mean square error is usually used instead
of the mean square error, and the recursive formula of the LMS algorithm is finally obtained
by substituting the formula [30]:

Wé\jl = Wh, + 2ue*[n]x[n] 8)
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3. Influence Analysis of Time-Domain Anti-Jamming on Burst Signal

Convergence time and data loss are essential parameters for evaluating the influence
of time-domain anti-jamming on burst signals in the satellite-ground link [20]. In the non-
convergence interval, the carrier-to-noise ratio (CNR) cannot satisfy the receiver acquisition
sensitivity, resulting in unavailable navigation data. Receiver convergence time and data
loss depend on receiver sensitivity [38].

In traditional BeiDou navigation receivers, the time-domain anti-jamming filter presents
the characteristics of repeated convergence. The navigation receiver stops working in the
non-receiving time slot, and the anti-jamming filter stops iterating and transfers to the
initial state. When the receiver enters the following T/R time-sharing period, the filter
converges again from the initial weight vector. Figure 4 shows that the convergence time
required for the filter weight vector to stabilize is about 5 ms. The time-domain filter order
is set to 33, the original CNR is set to 50 dB-Hz, the jamming-to-signal ratio (JSR) is set to
50 dB, and the interference bandwidth is 2 MHz. All subsequent description simulations
are completed with the above conditions (Figures 4—6 are based on this).
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Figure 4. The convergence of the traditional algorithm.

—Prior Signal ~— — Burst Signal

55 s
50
_
N
= 4
v 5
/~
=
-
24
Z 40
Q
35
30 L . I" ’I L .
0 5 10 153000 3005 3010 3015

Time(ms)

Figure 5. The estimated CNR of the traditional algorithm.
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Figure 6. The effect of CNR loss margin on convergence.

The carrier-to-noise ratio is an important parameter to evaluate whether the navigation
signal can be calculated. The CNR without interference is the ratio of the average power of
the navigation signal to the noise signal [39]:

g IS o

The estimated CNR after anti-jamming is a vital indicator for estimating the interfer-
ence suppression performance, which can be expressed as:

e8] 2
(CINYy = Ao IHOPS S .

J5 Sy(f)af — [ [H(F)ISs(f)df

where Ss(f) and S, (f) are the power spectral densities of the IF signal and noise, respectively.
When the CNR loss of the output signal is less than the performance requirement, the
actual convergence time of the navigation receiver can be calculated:

[C/N]o =

zlo

Teony = T|[C/N]y — [C/N],;, < 6 (11)

ajm
where J is the maximum CNR loss satisfying the acquisition sensitivity of the
navigation receiver.

Figure 5 illustrates the output CNR variation trend in the interference suppression
process. When the CNR loss does not satisfy the receiver sensitivity, no navigation signal
can be processed solved in the acquisition and tracking module, and the critical timing and
positioning information cannot be calculated. As the filter converges, the data length of the
output signal increases, and the estimated CNR gradually approaches the original CNR,
unaffected by interference, and tends to be stable.

When the receiver does not converge, the residual interference of the output signal
exceeds the anti-interference margin of the receiver, so no data solution is valid in the
acquisition and tracking module. Therefore, the repeated convergence of the receiver will
cause information loss in each T/R time-sharing period, and the data loss can be expressed
as the signal rate within the convergence time [40]:

Qlass = Tcoancode (12)

where, R4 is the code rate, which is 50 bits per second (50 bps).
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The actual convergence performance of the anti-jamming filter under different interfer-
ence suppression margin requirements is shown in Figure 6. When the CNR loss decreases
to less than 1 dB-Hz, the filter converges after approximately 10.31 ms. When the CNR
loss margin is 4 dB-Hz, only 2.66 ms is required. The diagram shows that the smaller the
CNR loss margin of the receiver, the longer convergence time and more significant data
loss are caused.

The BDS is still in the demonstration and development stage. For example, the
transmit/receive time-sharing technology in low-orbit constellation communications is still
under research. In addition to the satellite-ground link with the T/R time-sharing period
of 3 s, other system links are still under construction, which may adopt different periods
to achieve T/R time-sharing. When the time requirement is less than the satellite-ground
link period, the time-domain anti-interference may impact other link burst signal systems
more. Figure 7 shows the proportion of data loss under different receiving time slots and
analyzes the influence of signal receiving time slots on the signal quality of the navigation
receiver. It can be seen from the figure that as the signal reception interval decreases, the
receiving quality of the burst navigation signal becomes more affected by anti-interference.
As the CNR loss margin of the receiver decreases, the time-domain anti-interference has
more apparent damage to the quality of the navigation signal.

Data Loss (%)

Figure 7. The effect of signal reception interval on data loss.

4. Robust Anti-Jamming Algorithm Based on the Transmit/Receive Time-Sharing
4.1. Robust Anti-Jamming Algorithm

Under long-term continuous interference, there are usually multiple T/R time-sharing
periods. Navigation receivers usually receive navigation signals from random satellites in
different T/R cycles, but the interference characteristics, such as interference bandwidth,
power, and center frequency, are stable. Therefore, the interference characteristics can be
used as the preliminary information to provide the initial value for the next re-convergence
to ensure that the receiver can quickly converge in the following T/R time-sharing period.
The time-domain anti-jamming algorithm of the satellite navigation receiver based on the
time-sharing signal system is shown in Figure 8. When the burst signal clock level is 1,
the weight memory is enabled and the previous convergence weight is transmitted to the
anti-interference module as the initial weight. This is also the innovation of this algorithm.
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Figure 8. The flow chart of the robust anti-jamming algorithm.

Suppose that the weight vector of the converged anti-jamming filter in the i-th period
is stored and applied to the (I + 1)-th initial weight vector:

i jend
Wit = when (13)

The weight convergence of the robust time-domain anti-jamming algorithm is shown
in Figure 9. The navigation receiver converges slowly in the preliminary information stage.
After entering the next receiving time slot, the filter weight does not increase significantly
but achieves rapid convergence and almost no information loss.

— Prior Signal Burst Signal
[ I

U !

Convergence

0.05 . L { I ' .
0 5 10 153d00 3005 3010 3015
Time(ms)

Figure 9. The convergence of the robust anti-jamming algorithm.

The estimated CNR of the prior signal and the burst signal are shown in Figure 10.
When the anti-jamming filter converges to stability, the stable value of the filter weight
vector can provide a priori information for the burst signal. Therefore, the interference in
the subsequent periods can be effectively suppressed once the burst signal is transmitted to
the anti-jamming filter. The figure shows that the output estimated CNR increases rapidly,
and only 0.0132 ms is required when the CNR loss margin is 1 dB-Hz.
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Figure 10. The estimated CNR of the robust anti-jamming algorithm.

4.2. Performance Analysis

In order to evaluate the proposed algorithm’s performance under different factors,
various experiments were carried out for different narrowband interference scenarios. It
is assumed that the prior and burst signals are navigation signals from any random B3
satellite, the data length is 15 ms, the sampling rate is 25 MHz, the modulation mode
is P code BPSK modulation, and the pseudo-code rate is 10.23 MHz. When analyzing
the performance of the anti-jamming receiver, the CNR and convergence time after anti-
jamming were considered, and the prospect of the robust anti-jamming algorithm was
analyzed for possible application in BDS. Because of the considerable convergence time
difference between the robust anti-jamming algorithm and the traditional anti-jamming
algorithm, the data is expressed in dB form.

The robust anti-jamming algorithm can improve the problem of increased CNR loss
and increased signal loss caused by increased interference intensity. Figure 11 shows the
simulation results of robust anti-jamming algorithms under different JSR. The original
CNR is set to 55 dB-Hz, and the interference bandwidth is set to 2 MHz. As shown in
the figure, the CNR loss in the traditional anti-time-domain interference receiver will
gradually increase as the interference power increases. However, the robust anti-jamming
filter can use the prior information to converge exceptionally quickly to ensure that the
CNR loss is always less than 1 dB-Hz. In addition, the convergence time of the traditional
anti-interference algorithm will gradually increase. In contrast, the convergence time of the
robust algorithm is around —20 dB less than the traditional one.

The robust anti-jamming algorithm can improve the problem of longer convergence
time caused by increased jamming bandwidth. The simulation results of the robust anti-
jamming algorithm under different bandwidth interference are shown in Figure 12. The
original CNR is set to 55 dB-Hz, and the JSR is set to 45 dB. Results show that the inter-
ference bandwidth within the range does not affect the CNR performance between the
anti-jamming algorithms, traditional and proposed. However, the information loss shows
the advantages of the robust method in the convergence time. The convergence time of
the traditional algorithm increases with the increase of interference bandwidth, while the
convergence time of the robust anti-jamming algorithm remains at 20 ns.
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Figure 11. Performance comparison under scenarios with different interference power.
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Figure 12. Performance comparison under scenarios with different interference bandwidth.

Under the influence of navigation signal strength, the robust anti-jamming algorithm
can improve CNR loss and convergence time increase in strong signal scenarios. Figure 13
shows the simulation results of the robust anti-jamming algorithms under different original
CNR scenarios. Assuming that the JSR is 50 dB, and the interference bandwidth is 2 MHz,
the anti-interference effect is optimized by adjusting the iteration step. The figure shows
that the traditional algorithm in strong signal scenarios will produce a significant CNR loss
with a longer convergence time. In contrast, the robust anti-jamming algorithm can achieve
a slight CNR loss in a short convergence time. The CNR loss of the proposed algorithm
is significantly smaller than the traditional one. Moreover, the advantage of the robust
algorithm becomes more evident as the signal power increases.

The application of T/R time-sharing technology in the future BDS has broad prospects.
Figure 14 intuitively analyzes the convergence results of the robust anti-jamming algorithm
with different signal reception intervals. Considering that 1.5 s navigation data can be
sufficiently resolved in navigation receivers, other constellations and link communication
may adopt a shorter period to realize the T/R time-sharing technology. Figure 14 analyzes
the filter performance when the signal reception intervals are 15 ms and 75 ms, respectively.
Figure 14a,c is the interference suppression performance with short reception interval, and
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Figure 14b,d is the interference suppression performance with a long reception interval. The
convergence performance and CNR in this figure show that T/R time-sharing technology
has more obvious advantages for receivers with short reception intervals, which can obtain
good performance in dealing with highly dynamic interference [41].
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Figure 13. Performance comparison under scenarios with different original CNR.

—Prior Signal - Burst Signal

0.08 0.06

0.04 omm

002 0.02

0
-0.02 -0.02

-0.04 -0.04

Convergence
Convergence

-0.06 -0.06

-008 -0.08

01 -01
0 5 10 15 20 25 0 3B 40 45 0 50 100 150 200 250

Time/ms Time/ms

(a) (b)

3
2

CNR(dB-Hz)
3 8 5] 3
CNR(dB-Hz)

1] 8 2

3

3
=

o
o

=)

5 10 15 20 25 30 35 40 45 100 150 200 250
Time(ms) Time(ms)

(c) (d)

Figure 14. Performance comparison under scenarios with different signal reception intervals. (a) The
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convergence performance, the reception interval is 15 ms. (b) The convergence performance, the
reception interval is 75 ms. (c) The interference suppression performance, the reception interval is
15 ms. (d) The interference suppression performance, the reception interval is 75 ms.
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5. Simulation Experimental Verification

In order to verify the universal adaptability of the robust anti-jamming algorithm in
navigation receivers, simulation experimental verification was performed to evaluate the
performance of the navigation receiver under extensive conditions.

The robust anti-jamming algorithm is generally applicable to typical narrowband
interference scenarios. Figure 15 shows that under different interference characteristics,
such as intensity and bandwidth, the robust anti-interference algorithm has a noticeable
improvement effect on CNR loss compared with the traditional algorithm. It is assumed
that the CNR of the signal is 50 dB-Hz, the interference bandwidth is from 0.5 MHz to
2 MHz, the step is 0.1 MHz, the interference-to-signal ratio is from 40 dB to 60 dB, and the
step is 1 dB. Figure 15a shows the performance of the traditional anti-jamming algorithm.
As the interference-to-signal ratio increases, the CNR loss increases to 4 dB-Hz. Figure 15b
shows the performance of the robust anti-jamming algorithm. The CNR loss remains stable,
and the maximum CNR loss is about 1 dB-Hz.

Figure 15. The CNR loss under different interference characteristics. (a) The performance of the
traditional anti-jamming algorithm. (b) The performance of the robust anti-jamming algorithm.

The robust anti-jamming algorithm is suitable for different signal environments and
improves the receiver performance in strong signal scenarios. The performance impact of
the original CNR on the data loss is more evident with a shorter signal reception interval.
Figure 16 show that the robust anti-jamming algorithm significantly improves information
loss compared with the traditional algorithm under different signal power and navigation
receiver receiving time slots. The CNR of the signal without interference is assumed to
be 45 dB-Hz to 65 dB-Hz, covering the conventional navigation receiver environment and
strong signal scenarios. The signal receiving time slot was considered from 15ms to 1.5s,
and the data proportion of the loss information in the receiving time slot was evaluated.
Figure 16a show the performance of traditional anti-jamming algorithms. As the signal
strength increases, the proportion of information loss increases, and the data loss is more
pronounced in a short time slot. The proportion of information loss can be increased to 8%.
Figure 16b show the performance of the robust anti-jamming algorithm. The proportion of
information loss is always below 0.1%, showing a minimal increase only in short time slots.
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Figure 16. The data loss under different signal characteristics. (a) The performance of the traditional
anti-jamming algorithm. (b) The performance of the robust anti-jamming algorithm.

6. Conclusions

Time-domain anti-jamming technology is one of the most effective ways to suppress
narrowband interference. Traditional time-domain anti-jamming methods are usually used
in continuous signal processing, but for T/R time-sharing reception technology the informa-
tion loss caused by these methods cannot be ignored, because their long convergence time
will have a great impact on the performance of the navigation receiver. This paper presents
a robust anti-jamming algorithm based on T/R time-sharing technology, which can solve
the information loss caused by repeated convergence of the time-domain anti-jamming
filter. Based on the stability characteristics of interference, the prior weight vector is stored
in memory to provide the initial value of the anti-jamming filter for the next transceiver
period. The experimental results show that the CNR loss of the robust anti-jamming algo-
rithm has been greatly improved compared with the traditional anti-jamming algorithm,
and the information loss is generally 20 dB less than the traditional one. Regardless of the
characteristic changes of interference and signal, the robust anti-jamming algorithm can
achieve good performance improvement. In addition, the performance advantages of the
robust anti-jamming algorithm may be more evident for other BeiDou link communications
which are still under construction.
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