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ABSTRACT Unlike common 2D images, the light field representation of a scene delivers spatial and
angular description which is of paramount importance for 3D reconstruction. Despite the numerous methods
proposed for 2D image watermarking, such methods do not address the angular information of the light field.
Hence the exploitation of such methods may cause severe destruction of the angular information. In this
paper, we propose a novel method for light field watermarking with extensive consideration of the spatial
and angular information. Considering the 4D innate of the light field, the proposed method incorporates 4D
wavelet for the purpose of watermarking and converts the heavily-correlated channels from RGB domain to
YUV. The robustness of the proposed method has been evaluated against common image processing attacks.

INDEX TERMS Digital watermarking, light field, plenoptic image, 4D wavelet, DCT, Gaussian noise,
JPEG compression, median filtering, JPEG 2000, integral imaging screen.

l. INTRODUCTION

HE capabilities of communication infrastructures have
T continuously increased over the past few decades. Al-
though the development of the internet architecture facilitates
data exchange, it may also lead to a higher risk of copyright
infringement. This threat has attracted a lot of attention to
copyright protection [1], [2]. In [2] Poort et al. reported that
more than 60% of audio-visual books, music and other digital
content have been acquired illegally. Their survey covers a
very diverse range of population in six European, three Asian
and three south American nations. This example shows how
rampant the copyright breach is around the world. This is
only one of the plentiful applications of digital watermarking.
In literature, the generally accepted use of digital water-
marking refers to embedding hidden information into the
host signal which may be either audio, image or video [3].
Image watermarking techniques may be used for copyright
protection [4], authentication [5], error detection/correction
[6] and other applications [7]. Regardless of the purpose
of the watermarking, a compromise is usually held among
three major requirements namely transparency, robustness
and capacity [8]. Transparency signifies that the similarity
between the watermarked and host image is such that one
should find no noticeable visual difference. Robustness refers
to the probability of an accurate extraction of the embedded
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watermark if the watermarked image is exposed to some
attack. In this context, an attack refers to an operation/event
causing the alteration of the image pixels. Finally, it is highly
desired that the watermark conveys as much information as
possible while retaining the watermark capacity. Fig. 1 il-
lustrates the compromise among the three requirements. The
utopian watermarking in Fig. 1 is an ideal situation where
all the three requirements are met perfectly, even though
reaching such point will be extremely complicated for any
given watermarking method.

Depending on the resistance of the watermarking tech-
niques against image processing attacks, they are divided
into robust, fragile and semi-fragile. The robust watermark-
ing refers to a method in which the embedded watermark
survives from a wide range of attacks. In contrast, the frag-
ile watermark will react to even the smallest modification
of the watermarked image. The semi-fragile watermarking
methods provide good robustness against some attacks and
are vulnerable against others [10], [11]. A typical application
of the robust watermarking is ownership protection [4], [11]
and fragile watermarking is widely used to verify the image
authenticity and tamper detection [12], [13].

The watermarking can also be fulfilled in either signal
domain or transform domain. While the former alters the
values of the signal samples, the latter embeds the water-
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FIGURE1: The compromise of desired watermarking
characteristics (vastly motivated by [9]).

mark into transform coefficients. The signal-domain methods
commonly imply less computational complexity [14], [15].
Despite the computational burden of the methods carried
out in the transform domain, such methods usually deliver
significantly higher robustness [16]. Among the plentiful
transforms that can be utilized for image watermarking,
some popular ones are the discrete cosine transform (DCT)
[17]-[19], the discrete wavelet transform (DWT) [20]-[23],
contourlet [24], [25], curvelet [26], [27], ridgelet [28], prin-
cipal components analysis (PCA) [29] and singular value
decomposition (SVD) [30]. There are some other methods
employing both signal and transform domains which are used
to be known as hybrid methods in the literature [31], [32].

If the host image is not required for the watermark extrac-
tion, then the watermarking method is known as blind [33].
Otherwise, the watermarking method is known as non-blind.
Reversible watermarking refers to a scheme in which the
host image can be recovered after the watermark extraction
[34]. Watermarking can also be applied into the chrominance
or luminance components but watermark insertion into the
luminance component provides more robustness. However,
the human visual system (HVS) is extremely sensitive to the
luminance information [35].

On the other hand, even though the origins is backed to
Leonardo da Vinci’s works, the mathematical formulation
of the plenoptic function was debuted in 1991 [36]. The
plenoptic function is a perfect description of the scene which
can hardly be attained; because it is practically very difficult
(if ever possible) to observe a scene from every viewpoint,
every wavelength and for infinite time span. Regardless,
provided that the plenoptic function of a scene is available,
one can perfectly and loselessly reconstruct the 3D scene.
The terms plenoptic function and light field (LF) represent
the very same concept and are used interchangeably in the
literature. As is apparent from Fig. 2, the common 2D camera
captures the summation of all rays passing through the same
point. Conversely, the LF camera captures the individual
rays traveling through the same point. Obviously, the former
causes a substantial loss of angular information whereas the
latter preserves angular information which is very helpful
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FIGURE2: a) summation of the rays falling onto a pixel of a
conventional 2D camera b) Capturing of individual rays by
LF camera.

for the 3D reconstruction at the expense of spatial resolution
reduction [37].

The 2D watermarking methods have in principle no spe-
cific mechanism to preserve angular information to deal with
LF images. Even if the common 2D watermarking method
is adoptable to LF data which has more dimensions, there
is still a huge risk of ruining the LF angular information.
As far as we know, despite the plentiful number of research
papers addressing 2D image watermarking, LF watermarking
is seldom addressed [38]-[41]. There are also some few
works e.g. in 3D object watermarking [42], free-view video
watermarking [43], [44] which still do not cover LF water-
marking.

Regarding the practical implementation, DCT is usually
applied into small blocks and is computationally much more
affordable than the transforms as wavelet. Nevertheless,
some previous works have demonstrated that the benefits of
the wavelet transform may be worth the higher computational
complexity [22], [45], [46]. Taking the higher dimensions of
the LF into account, its prodigious redundancy can not be
decreased by a 2D wavelet along all the dimensions. Inspired
by the promising advantages of the 2D wavelet transform
in 2D image watermarking, in this paper we propose a new
approach utilizing 4D wavelet for LF watermarking. As will
be detailed later on, LF has a great redundancy along all four
dimensions in its representation. This indicates the greatest
importance of applying a 4D wavelet transform ensuring
the maximum decorrelation along all dimensions. Mangor
et al. [47] have demonstrated the advantages of 4D wavelet
transform in LF compression. To the best of our knowledge,
the 4D wavelet transform has never been used for LF wa-
termarking so far. Therefore, we managed to go beyond our
previous method [41] which is based on DCT and boost the
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performance of our LF watermarking scheme.

Thus, in this paper we propose a novel method for LF
watermarking. The previous works have shown the advantage
of watermark insertion into the luminance component [48],
[49]. The aim of this paper is to propose a robust water-
marking method taking advantage of the abundant spatial,
angular and inter-channel correlation of the LF. In our earlier
work [41] the watermark was inserted into the blue channel
to minimize the visual distortion. In contrast, in this paper
we use a color space conversion for this purpose. Our other
contribution is to employ 4D wavelet for spatial and angular
decorrelation. Another contribution is to use DCT and 4D
wavelet jointly to increase the robustness of the proposed
method. Additionally, the impact of the watermarking plat-
form on the 3D perception of the image produced by a LF
monitor has been investigated. To the best of our knowledge,
this is the first work in LF watermarking which employs
4D wavelet and experimentally verifies the 3D perception of
the watermarked LF. In order to evaluate the utility of our
method, we check its robustness against common image pro-
cessing attacks like median filtering, Gaussian noise, JPEG
and JPEG 2000 compression. The remainder of this paper
is organized as follows. The proposed methods and the new
contributions are elaborated in section II. The experimental
setup and the analysis of the results are discussed in section
III. Finally, the conclusions and the future work are drawn in
section IV.

Il. THE PROPOSED METHOD

A. DCT VS WAVELET

The DCT is widely used in watermarking and compression
applications [17]-[19], [S50]-[52]. Since this paper is about
LF watermarking, the meticulous details of compression
standards are beyond the scope of our discussion. More
details on compression can be found on [50], [53]. The
typical approach of the DCT-based methods is to divide
the entire image into non-overlapping blocks and compress
every single block independently [50]. The low computa-
tional complexity of encoding the non-overlapping blocks,
makes it very attractive for numerous methods such as lossy
JPEG [50], MPEG-4 [53] and H.264 [54]. The underlying
presumption of all these standards is the independence of
adjacent blocks. However it is well known that the neigh-
boring pixels of the natural scenes are significantly corre-
lated in the spatial domain [50]. Such enormous correlation
among the proximate pixels located in the adjacent blocks
calls substantial doubt into the hypothesis of independent
blocks [55]. Conversely, the wavelet-based coding applies the
wavelet transform to the whole image (or to the sub-tiles of
big ones). In our previous work, we addressed the DCT-based
watermarking of LF [41]. The wavelet transform is computa-
tionally more expensive than DCT but the major advantage is
elimination of blocking artifacts [56]. However, it is notice-
able that the main source of artifacts caused by DCT is the
inaccuracy of the hypothesis of independent blocks in spatial
domain. This hypothesis is fairly true in transform domain, as
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the transform coefficients are much more decorrelated than
the pixels of spatial domain. That is why we investigated the
joint usage of wavelet and DCT to gain the advantages of
both transforms. Regarding the typical application of channel
decorrelation in most coding standards, it makes a lot of
sense to take advantage of substantial channel correlation
of RGB images . The widespread usage of chrominance
and luminance components in image watermarking and im-
age/video compression standards intrigued us to investigate
the impact of using the luminance component of the LF
for the purpose of watermarking [50], [53], [54], [57], [58].
Watermarking the luminance channel is considered to reach
utmost robustness in comparison to the chrominance channel.
The experimental results fully agree with the superiority of
unified DCT-wavelet platform. As mentioned in section I, the
transparency is one of the fundamental milestones of every
watermarking scheme and great care should be taken before
any modification of the luminance component. Taking that
into account, we also employed the conversion of the color
space to obtain a more robust watermarking feature.

B. LIGHT FIELD REPRESENTATION AND PROBLEM
STATEMENT

t
—0 1
1M
0
I
. I-I Sg
t r
0 F
v -
Pixel Location ' ]
{8ty Uy v 0)
0 -1

FIGURE3: A light field image of a 3D scene is composed by a
matrix of 2D elemental images taken from equidistant
positions and each storing a different perspective of the
scene. In the figure we illustrate the pixel location on a light
field image.

The pixels of common 2D RGB images are usually pin-
pointed by three variables namely row, column and channel
number. As shown in Fig. 3, more dimensions are required
to locate LF pixels. Throughout this paper, we would use
the term "elemental image" (EI) when referring to the
individual images (triple rectangles) shown in Fig. 3. The first
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FIGURE4: 4D wavelet decomposition by filterbanks.

TABLE1: Components of the position vector in the LF

s | The row where the E'T lies among other
views.

t | The column where the E 1 lies among
other views.

u | The row of the £'1 in which the pixel is
located.

v | The column of the EI in which the
pixel is located.

ch | The channel number (from zero to two
for RGB images).

two components of the position vector of the illustrated pixel
in Fig. 3, indicate the EI(sg,to) where the pixel lies. One
can truly infer that each ET is indeed a common 2D image
obtained by subsampling the LF. In this paper we use the
following notation to address the LF pixels

LF(s,t,u,v,ch) (1)

Table 1 enumerates the components of this vector position.
Consequently, the elemental image sg, tg is represented as

EI(So,t()) = LF(S(),t[),i,:,:) (2)

To achieve complete consistency with notation of [41], we
define microimages p of ugth row and vgth column as

,LLI(’U,07’U()) = LF(:7 5, Up, Vo, :) (3)

where I (ug,vo) refers to all the pixels in the row ug and
column v of all the E'1s.

Unsurprisingly, there is a great amount of visual similarity
between the neighboring EIs horizontally, vertically and

4

diagonally. For example the EI(1,1) will be much more
correlated with EI(m,n) 0 <m,n< 2 than EI(10,10).
Through this paper, the terms intercorrelation and intracor-
relation will be used to refer to the correlation among the
neighboring F'Is and that within the neighboring pixels of
the same [E']. Evidently, there is a major intercorrelation
and intracorrelation among the LF pixels. As we embed the
watermark into a single channel, without loss of generality
we will not use the fifth component of (1) from now on.
The continuous wavelet transform (CWT) is mathematically
defined as [59]
“+o0

Ya;r () f(t)dt “

— 00

W}p(a; T) =

where 1), () is

bare(t) = jm w(tj) )

a and 7 are often known as scale and shift. Turning now to the
LF, as mentioned in section II-A, the LF is inherently 4D data
and it stands to reason to use 4D wavelet for decorrelation
purpose. The generalization of (4) to 4D space is as

s,t,u, v = 400

oo [f]

s, t,u, v = —00 ©)
Wasso to.uo,vo (5>t U, V) LF(s,t,u,v) ds dt dudv

where
wa;so,t,uo,vg (57 t? u, U) =
1 s—sg t—tg u—uy v— 1y 7
w b ) b)
A /|a|4 a a a a
S0, to, up and vg are the shift along the quadruple dimensions

of the space used to parameterize LF. Due to the separable
property of the wavelet transform, we have

d)a;soyt,uoﬁvo (Sv t,u, U) =

1 s — Sp t—to U — Ug v — Vg
e (e () ()
L a0 (8)usto ()P (1) s ()

lal

®

As we are interested in the scales of the form 1/2" forn € N,
the above equation simplifies to

7vz)j;m-,n,;v,t;((53 t,u, U) =

ANRRVRRRC)
272(27s —m, 27t — n, 27u — p, 270 — q)

Similar to a for 1D wavelet (5), m,n,p and q are the shifts
along the quadruple dimensions used for LF representation
(1). Mallat introduced multiresolution decomposition of the
signals using the wavelet transform which is a very effective
method to calculate (4) [60]. Eq. 4 reminds us of mathe-
matical definition of convolution. According to [60], [61],
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FIGURE5: 4D wavelet decomposition by filterbanks. The input LF has 8 x 8 x 300 x 300 pixels. The subbands of the
decomposed LF has dimensions of 4 x 4 x 150 x 150. All the elemental views are converted to grayscale images.
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the wavelet coefficients are obtained by a filtering operation.
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Hence for a 1D signal with M samples (from 0 to M — 1)

£(t) = %M SOWE (o K)ok (1)
: . (10)
+ NaT] DD WG R ()

Jj=jo k

where ¢;,.1(t) and ;. (t) are orthogonal sets and are known
as scaling and wavelet functions respectively [61]. For the 4D
LF, (10) generalizes to

1

VTVELR VELw Mpl,h Noul v
(nEl,hl nEiv—1 nurn—1 nur,—1

LF(s,t,u,v) =

IO IS

so=0 to=0 uo=0 vo=0

LLLL(jo; 50, o, %0, V0) joss0,t,u0,v0 (S5 T, U, V)

oo NELR—L nEru—1 nurn—1 nur,—1

AP IDIED D DD DD

ABCD j=jo so=0 to=0 up=0 vo=0
.. ABCD
ABCD(j; s0, to, o, Vo) (s,t,u,v)

7380,t0,u0,v0

(1)
in which
A B,C,De{L,H},ABCD # LLLL (12)

Accordingly, 4D wavelet decomposition can be fulfilled us-
ing filterbanks. The low-frequency component LLLL rep-
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resents low frequency information along all elemental and
angular directions (s, ¢, u, v)

1
LLLL(S(), to, Uup, Uo) =
VTVELR VELy np[,h Nulw
nei,h—1 nEgiv—1 nurn—1 nur.— (13)
s=0 t=0 u=0 v=0

LE(8,t,u,0)Bjo350,t0,u0,v0 (8, £, Uy V)
The details are obtained by
1

/T ELRL VELy Ml h Mul v

nei,h—1 nEiv—1 nurn—1nur,—1
s=0 t=0 u=0 v=0

ABCD
LF(S’ t,u, v) J350,t0,u0,v0

ABCD(j; s0, to, uo, vo) =

(s,t,u,0)
(14)

in which A, B, C and D are defined according to (12).

Equations 11, 13 and 14 can also be realized by filterbanks
[60], [61]. Fig. 4 shows the implementation of the 4D wavelet
decomposition we employed for LF watermarking. LPFp and
HPF}, in Fig. 4 represent lowpass and highpass filters used for
decomposition. The outputs of every filter is downsampled
by a factor of two. That is why the decomposed LF has
different dimensions with the input LF in spatial domain.
As will be mentioned later on, we have used a LF with
16 x 16 x 300 x 300 pixels, so the dimensions of the decom-
posed LF will be 8 x 8 x 150 x 150. Fig. 5 illustrates such
decomposition. It is noticeable that we have used color LF
but as the 4D wavelet is only applied into Y component, we
have converted all the elemental views of Fig. 5 to grayscale
images. The LF of Fig. 5 shows the central views of the
utilized LF. The LF originally has 16 x 16 x 300 x 300
pixels but we have selectively shown only 8 x 8 of the E'Ts.
Fig. 5(a) shows the host LF while Fig. 5(b) shows the 4D
wavelet decomposition. Even though the filtering order does
not matter, we have chosen to apply the wavelet transform to
rows and columns of the E s and then to rows and columns
of the pls respectively. Obviously, there is no obligation
to use the same LPFp and HPFp along all dimensions, but
the orthogonality should always be held to ensure a perfect
reconstruction. Accordingly, the subbands are upsampled
by a factor of two before convolving with reconstruction
filters. The reconstruction procedure is illustrated in Fig. 6.
Similarly, LPFr and HPFy in Fig. 6 represent lowpass and
highpass filters used for reconstruction. Fig. 4 and Fig. 6 give
an intuitive insight of the decomposition and reconstruction
scheme we employed to fulfill (11), (13) and (14). However,
regardless of whether these equations are calculated directly
or implemented by filterbanks, the result will be the same.

C. THE EMBEDDING PROCEDURE

Fig. 7 shows the embedding procedure. In our previous work
[41], we used DCT and SVD to watermark the LF. As
mentioned earlier in section II-A, it sounds very plausible

6

to use DCT and DWT jointly. The plausibility of using
both transforms is based on the fact that the assumption of
independent blocks essentially holds in the wavelet domain.
Using DCT and the wavelet transform together provides the
benefits of both transforms. To improve the robustness of
the watermarking scheme even further, the redundancy of the
RGB components of the LF has been substantially decreased
by converting the input LF from RGB to YUV. Although it is
theoretically possible to decorrelate the pixel vectors of RGB
domain by other transforms (e.g. wavelet, DCT, etc), filtering
such a short sequence with three samples does not seem
logical. The authors must emphasize that every single block
in Fig. 7 contributes to the robustness of the proposed method
and our experiments thoroughly approve that removing any
of them can deteriorate the performance. Another important
point about color space convertion is the downsampling of
chrominance. In most compression schemes the chrominance
is often downsampled e.g. as 4:2:2 [50], [53]. However, as
the main purpose of this paper is not compression, no down-
sampling has been performed on chrominance components.
For the reasons of watermark robustness, the luminance
component is chosen for watermark insertion.

As can be seen from Fig. 7, the 4D wavelet decomposition
is applied into the luminance component. Depending on the
secret key, DCT is applied to the LLLL coefficients that
are chosen to form a block. Every block will carry one
bit of a binary embedded watermark. Following the same
method of [41], the generated block to carry watermark bit
(i,7) is noted as LLLL_blk;;. Without loss of generality,
suppose each block has BlockSize rows and BlockSize
columns. Obviously, there is no compulsion to make such an
assumption. The main reason of this assumption is solely for
notational convenience.

The DCT of Matrix A s« n is defined as

M—-1N-1 .
m(2m + 1)i T(2n+1)j
Bij = a0 E E A,n COS ( Wi cos N

m=0 n=0

0<m<M-1,0<n<N-1

(15)
in which
1 .
1 =0
Q; = V2 ’
1 1<i<M-1
1 .
1 =0
;=42 20
1 1<j<N-1

Afterward the DCT coefficients of each block are arranged
in zigzag order

blk_LLLL_zz; = zigzag(DCT(LLLL_blk;;))  (16)
where

sigeag ([ Arex]) =

[aoo,am? @10, 20, G411, B12, -+

a7

aMfl,Nfl]
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FIGURE7: The Embedding Procedure.

The zigzag arranged coefficients are then factorized by SVD.
Each matrix Ay n is rewritten as

ApxN = Ui e S v Vs (18)

The columns of U and the rows of V7 are known as the
left and right singular vectors respectively. X is referred to
as a matrix of singular values. Regarding (16) the first n_dct
coefficients of blk_LLLL_zz;; are chosen

blk_LLLL_zz

blk_LLLL_zz
blk_LLLL_zz_wm;; = . (19)

blk_LLLL _zz, get—1
Then the obtained vector is factorized using SVD
blk_LLLL_zz_wm;; = USV” (20)

The entries of ¥ are ordered in descending order. Provided
that ¥ is diagonal, the first top left entry, 055 is used for the
insertion of the watermark bit (4, j) (wm_bit;;)

G i = 0ij + GF wm_bz:tij =1 @1
- O35 — GF wm_bztij =0

where 0p,_;; stands for the largest singular value of the
watermarked block and GF' is the watermark strength. The
value of o0;; is stored as the ith row and jth column of the
reference image. Hence, the reference image has the same
number of rows and columns as the embedded watermark.
These values will be used in the extraction procedure. Then
the first n_dct components of the DCT are yielded as

blk_LLLL_zz_dct_reci; =USumV" (22)

0
n_dct — 1

N
! refers to the sequence

where ©
N,

TNy TNy 415 TN 425 - -5 TN, (N1 < Na)
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As the other DCT coefficients have remained unchanged,
these coefficients will not be modified in the watermarked
LF

n_dct

blk_LLLL zz_det_recij| py,.1.Size x BlockSize) — 1
n_dct

= blk_LLLL 2z, (BlockSize x BlockSize) — 1

(23)

As the watermark has basically been inserted in LLLL, all
the other subbands are identical to those obtained through
(14). The corresponding coefficients of the LLLL subband
can be obtained by

blk_LLLL_wm;; =

1 _ (24)
DCT 1(zzgzag 1(blk_LLLL_zz_dct_recij))

in which blk_LLLL_wm;; is the block carrying water-
marked LLLL coefficients and zigzag™' is the inverse of
the zigzag function described in (17). The inverse DCT of
the Matrix By« v 1s defined as

M—-1N-1 . ;
m(2i+ 1)m (25 + 1)n
Al] = mg:o ng:o O[mO[nB” COS (W) COS (2]V
0<m<M-1,0<n<N-1
(25)

in which a,, a,, are defined identical to oy, of (15).
Finally, after embedding the watermark in all the specified
locations, the Y component of the watermarked LF can be
obtained by the inverse 4D wavelet

Yim = IDWTAD(LLLL yy,, ABCD)
A,B,C,D € {L,H}, ABCD # LLLL

where I DWTA4D(:) is the inverse 4D wavelet which can be
calculated using filterbanks (Fig. 6) or (11). LLLL,,, is the
approximation subband obtained after watermark insertion.
The last step to accquire the watermarked LF is to convert the
coefficients of luminance-chrominance to color domain. As
the U, V' components of the host LF have not been modified,
the same components will be used to get the watermarked LF

(26)

R’w m TOO TO 1 TO 2 Yw m
Gum| = [Tio Tu Ti2 U 27)
Bym Too To1 To2 Vv

D. THE EXTRACTION PROCEDURE

Watermarked LF

d Extracted
i RGB 1 K
Reference image - A0 peT VD | watermar
— YUV DWT . ’

Secret key

FIGURES: The Extraction Procedure.

The extraction procedure is quite similar to the embed-
ding procedure. Fig. 8 shows the extraction procedure. The
conversion of the color space, 4D wavelet, DCT and SVD
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are performed in the same fashion as described in section
II-C. The watermark is extracted using the comparison of the
reference image and the singular values of the watermarked
image

1 o4 >ref_img;;

wm_ext;; = { (28)

0 oy <ref_img;;

lll. THE EXPERIMENTAL RESULTS

A. THE EVALUATION METRICS

In order to evaluate the performance of the proposed method
objectively, some numeric metrics have been employed. The
first metric, is the Peak Signal to Noise Ratio (PSNR) which
is very well known in the literature. For the LF, it is defined
as [41]

h € 13 eL,v L1,V
PSNR = 101og,, (”—C fel.h Reliw Bylh Tl ) (29)

MSE

where

n_ch—1nNel,h—1neiv—1nur n—1nyur,—1

MSE= Y >
n=0 s=0

t=0 u=0

where I(:) and Iy (:) are the host and the watermarked LF
respectively. Throughout this section, the subscripts I and
W will be used to refer to the host and watermarked image
respectively e.g. PSN Ry, stands for the PSNR of the
watermarked image.

The similarity between the embedded and extracted water-
mark is measured by bit error rate (BER)
lN:”O_l Z;V:bo_l(wm_bitij ® wm_ext;;)

Ny

BER = (30)

where wm_bit;; and wm_ext;; are the embedded and ex-
tracted watermark bits in the ith row and jth column respec-
tively. & is the bitwise exclusive or. N, is the number of the
rows and columns of the embedded watermark. Apparently
there is no necessity to set the same number of the rows and
columns for the watermark. However, such an assumption
is only for more convenience and the embedded watermark
may have an arbitrary number of rows and columns. To
make more sense of percentage-wise BER, through this
paper we normalize the BER from 0% (BER = 0) to
100% (BER = 1). A BER of 100% signifies that all the
watermark bits have been extracted falsely.

Both aforementioned metrics are popular in the literature
to measure the performance of the watermarking scheme.
Nevertheless, some previous works have shown that the
PSNR may be misleading, i.e. delivering inflated results
for a severely degraded image or a low value for an image
with minor degradation [62]. Alternatively, it is commonly
asserted that the mean structural similarity MSSIM is a

8

solid quality metric as it is mainly based on HVS charac-
teristics. M SSIM is defined as

(2prpw + C1) (2011 + C2)
(12 + p2, + C1)(0? + 03 + Cg()31

MSSIM(I, Iy) =

in which p17 and pyy are the average intensity and 0%, o3, are
the variance of the host and watermarked LF. Accordingly,
o1,y 1 the covariance of the host and watermarked LF.
C1 and Cy are some constant figures chosen depending on
the LF content. Letting C; = 0,Cs = 0 will reduce (31)
to universal quality index (UQI). M SSTM incorporates the
luminance, contrast and obviously structural similarity. This
fully justifies the common belief of consistency of M SSTM
and HVS.

B. OBJECTIVE AND SUBJECTIVE PERFORMANCE

FIGURES: The central E'T view of a) The host LF b)The
watermarked LF.

As stated in section I, LF watermarking is a very recent
topic and is seldom addressed in the literature. In order to

VOLUME 4, 2016
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FIGURE10: LF projection to the integral imaging monitor. a)
The host LF b) The watermarked LF.

make a fair comparison to previous work in LF watermark-
ing, we used the same experimental setup and the same LF of
[41]. The interested reader may refer to [41] for more details
on capturing and preprocessing the utilized LF.

As mentioned earlier in section I, the capacity is one
of the triple requirements that every single watermarking
scheme should meet. The proposed method can deliver good
robustness and transparency for watermark dimensions of
32 x 32 which is 16 times higher than the 8 x 8 watermark of
our previous work [41]. All the tests that will be addressed
later on, have also been performed for a watermark with
dimensions of 8 x 8 and the graphs exhibited a very similar
trend.

Since SVD provides a perfect decorrelation, one may pro-
pose that SVD will suffice to achieve the watermarking task.
We previously have shown the invalidity of such a hypothesis
[41]. As this assumption may seem plausible to our readers,
we raise this point and highlight the importance of all the
building blocks of Fig. 7 as a whole. Fig. 9 shows the central
ET view of both the host and watermarked LF. As is evident
from Fig. 9, the watermarked image is visually indiscernible
from the host one and no visual difference can be detected.
For a better comparison, the same region of both images is
magnified demonstrating any possible degradation to the low

VOLUME 4, 2016

(the smooth black part of the window) and high (edges, e.g.
where the color changes from black to white on the window)
frequency information of the LF. Letting GF' = 80 and
n_dct = 6 results in PSNR of 54.77 dB. Even though the
achieved PSN R figure is lower than [41], it is still far out of
the HVS perceptible range to yield a measurable difference
with the host LF. To assert this claim, one can simply flip
all the least significant bits(LSB) of pixels of the popular
Lena image. Even though such alteration is hardly (if ever)
noticeable, the PSN R of the altered image will fall to 48.13
dB. So, achieving a PSN R higher than 54 dB can visually
be considered to yield a watermarked image identical to
the host image. Eq. 29 shows the logarithmic inherent of
PSNR. Therefore if an image with PSNR of 48.13 dB
seems identical to the reference image, there is certainly no
concern in regards to the imperceptibility of a watermarked
image with a PSN R of 54.77. This statement is approved by
a M SSIM figure higher than 0.99. Achieving a high value
of PSNR and M SSIM signifies the visual and numerical
fidelity of the watermarked LF.

FIGURE11: a) The embedded watermark b)The extracted
watermark.

It is well-known in the literature that even a severely de-
graded image may have a high PSN R figure. Nevertheless,
based on the shown watermarked image and magnified re-
gions, it seems safe to assume that the proposed method does
not introduce any noticeable difference in the content of the
watermarked image. As outlined previously in section II-B,
a prominent feature of LF is the great parallax it provides for
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3D representation. Incorporating a vast amount of angular
information along with dense spatial information facilitates
a better and more realistic 3D perception for the spectators
observing the reconstructed scene from different views. This
is also true when the same spectator changes his position
while observing the scene. Therefore, considerable care must
be taken to ensure that the LF’s angular information does
not deteriorate. To verify the influence of the proposed wa-
termarking method on 3D reconstruction of the LF, both
the host and watermarked LF are projected to an integral
imaging monitor. Apparently, both reconstructed scenes look
identical which is a solid confirmation of the transparency
of the proposed method earlier approved by high figures of
PSNR and MSSIM. Fig. 10 shows the projection of the
host and watermarked LF to an integral imaging monitor. Not
even a minor negative effect on parallax of the watermarked
LF was found. Both reconstructed scenes, either with host
or watermarked LF, are indistinguishable. The objective and
subjective transparency of the proposed method is further
corroborated by this observation, thus meaning that the pro-
posed method fully preserves the angular information of
the watermarked LF. To show the parallax of the host and
watermarked LF, separate videos are prepared. The video
for the host and watermarked LF are respectively available
online.

Unlike most of the watermarking schemes in the literature,
an encouraging characteristic of the proposed method and
[41] is that both promise an error-free watermark extraction.
Provided that GF < 236, despite the watermark strength,
the embedded watermark will always be extracted perfectly
from the watermarked LF. However, GF' = 236 is a highly
extreme configuration and practically, such a high value of
GF will never be used. Even for GF = 275, the BER
equals 1.46% which is essentially negligible and can safely
be tolerated. Fig. 11 shows the embedded and extracted
watermark. As is apparent from Fig. 11, the embedded and
extracted watermark are identical. Throughout this paper we
will use the term SVD method for referring to the watermark
insertion using SVD while excluding all other transforms.
Fig. 12 illustrates the PSNR, BER and M SSIM of the
proposed method, SVD and [41]. The error-free extraction
of the embedded watermark is fully confirmed by Fig. 12(b)
and remains zero despite the value of GF' . According to
Fig. 12(c), for the GF' values less than 176, the MSSIM
will pertain higher than 0.99. The ordinate axis of Fig. 12(c)
has been greatly magnified to highlight the difference, but the
differences are definitely negligible from a practical point of
view. Even for an extreme case of GF' = 235, the M SSIM
will not fall below 0.98 which is only 0.02 from the ideal
similarity (M SSIM = 1).

C. ROBUSTNESS ANALYSIS

1) Gaussian Noise

The robustness of the proposed method is verified against
Gaussian noise. Fig. 13 shows the central EI view of noisy
watermarked LF. The noise power is chosen among 02 €
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FIGURE12: a)PSNRb) BER ¢) MSSIM of the
watermarked LF.

{100, 225, 625, 1225}. Fig. 13 shows how dominantly the
noise affects the watermarked image. As is obvious from
Fig. 14 (a) and (b), the SVD method may work for more
moderate noise attacks but once noise power increases, the
SVD method collapses. We previously showed the impres-
sive robustness of [41] against Gaussian noise if a watermark
of dimensions 8 x 8 is embedded. However, when it comes
to a larger watermark of 32 x 32, the proposed method
considerably outperforms [41] in more intense attacks of
Gaussian noise. When the noise power increases from 100 to
225, there will be a noticeable gap between the performance
of SVD and the proposed method, where SVD never attains
BFER = 0. For a very intense attack with a noise power of
1225, even [41] does not attain BE R = 0 while the proposed
method still can deliver BE R of 0.

2) JPEG compression

Another common attack is JPEG compression which is fre-
quently used in different platforms. Fig. 15 shows the central
ET view of watermarked images with qf = 25%, 50%, 75%
and 100%. As is evident from Fig. 16, the proposed method
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emerges. When ¢f = 25%, [41] and SVD reach a BER
no lower than 31.15% while the proposed method achieves
BER = 8.69%. Lletting qf = 50%, the proposed method
gains a competitive advantage over [41]. If GF = 80, the
proposed method delivers BER = 11.71% whereas [41]
provides BER = 27.05%. However, with ¢f = 50%,
the BER of the proposed method will finally converge
to zero. Letting ¢f = 75%, the BER of the proposed
method converges to zero even faster and for GF = 80 we
have BER = 4.00%. To our surprise, [41] offers almost
a constant BER regardless of GF' value. The best BER
figure obtained by [41] is 48.34%. As the distortion of JPEG
compression with ¢ f = 100% is significantly less noticeable
(if ever), it is used far more frequently than other quality
factors. For ¢f = 100% , the BER of the proposed method
rapidly converges to zero such that for 10 < GF we have
BER < 1% and with an increment of GF to 24 the
BER converges to zero. As is obvious from Fig. 16, the
proposed method outperforms the SVD method and [41] in
terms of robustness against JPEG compression. The absolute
superiority of the robustness of the proposed method against
JPEG compression can reasonably be contributed to the 4D
(C) ( d) wavelet transform and conversion of color space.

FIGURE13: The central E ] view of the noisy watermarked LF
with noise power of a) 100 b) 225 ¢)625 d)1225.

oF

oF o ) &
(&) (<}

FIGURE14: The BER of the noisy watermarked images

attacked by Gaussian noise with noise power of a) 100 b) ' (C) ( d)
225 ¢) 625 d) 1225. '
has a distinct advantage over [41] in terms of robustness FIGURE15? JPEG compression of the watermarked LF (central
against JPEG compression. Letting qf = 5%, the compres- ET view) a) qf = 25%b) ¢f = 50% ¢) qf = 75% d)
sion distorts the watermarked image so severely that neither qf =100%.

[41] nor the proposed method can extract the embedded

watermark successfully (However, our simulations show that

even for an aggressive ¢f of 5%, the proposed method is  3) Median Filtering

still marginally better than the two other methods). Once Another likely attack to occur, is median filtering. In com-
qf rises to 25%, the superiority of the proposed method parison to [41], the proposed method also delivers more
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FIGURE16: The BFE R of the watermarked image compressed
with JPEG a) qf = 25% b) qf = 50% ¢) ¢f = 75% d)
qf = 100%.

robustness against median filtering. As can be seen from Fig.
17, the BER of the proposed method falls to 8.59% while
that of the [41] reaches 27.64%

—5—[41]
0.45 —+—swD
b The Proposed Method

i

b 025
021
0151

01r

o 5‘0 1E‘!D 15"0 ZSD ZELD 3E‘!0 3;0

GF
FIGURE17: The BER of the watermarked image exposed to
the median filter.

4) JPEG 2000

When it comes to compression, JPEG 2000 is unanimously
recognized to provide much higher quality images for the
same compression ratio [56]. As JPEG 2000 employs a
wavelet transform for compression, we investigated the ef-
fect of this compression scheme on our wavelet-based wa-
termarking platform. The compression ratio C'R is set to
10, 20, 30 and 40. It is worth mentioning that in JPEG com-
pression a higher ¢ f produces a higher quality compression
output. Contrary to JPEG, in JPEG 2000 a higher C'R is
associated with higher compression and higher amount of
loss. As can easily be seen from Fig. 18 the distortion caused
by JPEG 2000 is significantly less than JPEG. This assertion
holds also when C'R keeps rising up to 40. Fig. 19 indicates

12

that for low or moderate C'R values (CR = 10 and even
20), all three methods provide good robustness and BER
converges to zero quite fast. Turning to severer C'R, e.g. 30,
the supremacy of the proposed method becomes highlighted.
According to Fig. 19(c), for CR = 30 the BER of the
proposed method converges to zero faster than [41] and for
GF = 24, BER falls to zero while the GF' of [41] should
be no less than 44 to attain BER = 0. The superiority of
the proposed method becomes even more observable when
CR increases to 40. As is clear from Fig. 19(d), the BER
of the proposed method falls to zero enormously faster than
SVD and [41]. The proposed method achieves a BER of 0
for GF' = 24 while SVD and [41] require a GF of at least
61 to converge to BER = 0.

(¢) (d)

FIGURE18: compression of the watermarked images with
JPEG 2000 (central I view) a) CR =10b) CR =20c¢)
CR =30d) CR = 40.

D. INTEGRITY ANALYSIS
As stated in section II-C, the proposed method incorporates
multiple transforms, namely the 4D wavelet, DCT, color
conversion along with SVD factorization. In section III-C we
showed the inferior results of the SVD method. Hence, we
do not discuss the SVD method in this section, specifically
the poor performance of such a method may cause the other
curves to seem following the same trend. Not addressing the
SVD method helps the ordinate axis to have a finer scale to
compare other methods.

A question of interest is whether it is necessary to utilize
all the aforementioned transforms jointly. In other words,
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FIGURE19: The BE R of the watermarked image compressed
with JPEG 2000 a) CR = 10b) CR =20c¢) CR = 30d)
CR = 40.
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FIGURE20: The BE R of the watermarked LF exposed to
Gaussian noise with noise power of a) 625 b) 1025.

is it possible to achieve the same performance without one
or more of these transforms? We would like to emphasize
that each of these transforms reduces the redundancy in a
dimension which is not fulfilled by other transformations.

e The color conversion from RGB to YUV serves to
avert the substantial intercorrelation of color channels.
Such decorrelation cannot be achieved by applying a
transform either to the individual E[s (4D wavelet, or
DCT) or to the regions of the (transformed) F'Is.

o 4D wavelet is used to decrease the tremendous corre-
lation among EIs. Such correlation appeals horizon-
tally, vertically and diagonally. For example EI(i, )
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FIGURE21: The BE R of the watermarked LF compressed by
JPEG of a) ¢f = 25% b) qf = 50%c) qf = 75%.
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FIGURE22: The BER of the watermarked LF passed through
a median filter.

is highly correlated with EI(i + k,j), EI(i,j + k)
and EI(i + k,j + k) where k£ € N. No matter if the
transform is applied to an entire £'1 or some regions, the
intercorrelation of individual EIs cannot be reduced by
applying a transform to the triple channels of the E'Ts.
Hence, the 4D wavelet significantly decreases the spatial
and angular correlation of the LF which is definitely not
possible to achieve by color conversion.

e SVD is used to extract a robust watermarking feature.
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The usage of SVD is inevitable since it has to be used in
both the embedding and extraction procedure.

Clearly, each transformation allows reduction in the cor-
relation along a specific dimension. Excluding any of these
transformations (specifically the 4D wavelet) will downgrade
the performance of the proposed method. In other words, the
lose of performance through the removal of any transform
cannot be compensated by the other remaining transforms.
In order to verify the contribution of each transform, an
experiment was conducted. The insertion and extraction of
the watermark was performed excluding one transform while
retaining all others. Thus, the simulation was carried out first
without the color conversion. Another simulation was per-
formed without the 4D wavelet. Finally another simulation
was performed without using DCT. Fig. 20 shows the results
of these simulations against Gaussian noise. For minor or
even moderate attacks, the performance of the aforemen-
tioned methods may be quite similar. However, once the
attack becomes intenser, the importance of the integrity is
more pronounced. Letting the noise power of Gaussian noise
equal 100, 225, the performance of different methods were
quite similar. Letting noise power equal 625, the importance
of using all transformations becomes more important. When
the watermarked LF is exposed to an aggressive attack of
Gaussian noise with a noise power of 1225, the superiority of
the proposed method is more emphasized. Letting GF' = 80,
the removal of color conversion and DCT will increase the
BFER by 4.88% and 6.48% respectively, whereas removal of
the 4D wavelet will cause the BE R to rise 42.28%.

Fig. 21 shows the robustness of the investigated methods
against JPEG compression. As anticipated, in the case of
JPEG compression with qf = 100% the distortion is min-
imized and no noticeable difference was observed among the
mentioned methods. More drastically, once ¢f decreases to
75%, then the advantage of the proposed method becomes
clear. Likewise, for JPEG compression with ¢ f = 50%, 25%,
the difference between the proposed method and the reduced
implementation without color conversion or the 4D wavelet
considerably increases. Regarding the median filtering, it is
clear from Fig. 22 that the removal of DCT only downgrades
the performance as compared with the proposed method.
However, the removal of color conversion will cause the
BER of the median filtered watermarked LF to rise up to
10% in case of GF' = 80. The removal of the 4D wavelet
has an even more detrimental effect on the robustness and
introduces a BER of 42.19%. As for compression with JPEG
2000, no discernible difference was found except that the re-
moval of color conversion decreases the rate of convergence
of BER to zero.

To summarize this section, excluding any of the transfor-
mations would deteriorate the performance of the proposed
method against Gaussian noise. The usage of DCT minimizes
the BER of watermark extraction against Gaussian noise
and the lowest BER is attained if all the transformations
are used jointly. Excluding the 4D wavelet will be fatal to
the robustness of the proposed method against all the attacks.
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FIGURE23: The effect of block size and number of DCT
coefficients on robustness of the proposed method against
Gaussian noise a) 02 = 625 b) 02 = 1225.

In the case of median filtering, the impact of removing the
4D wavelet will be very extreme. Even though the removal
of DCT does not cause major error against JPEG and JPEG
2000, it is vital to make the proposed method robust against
Gaussian noise. Hence, the best performance is achieved
when color conversion, DCT and 4D wavelet are all used.

E. THE INFLUENCE OF BLOCK SIZE AND NUMBER OF
DCT COEFFICIENTS

For a bigger chosen block size, a higher percentage of the
host LF will carries the watermark information. Hence, the
alteration of BlockSize will affect the performance of the
proposed method. On the other hand, n_dct in (19) lies
in the range of 1 to BlockSize x BlockSize. The num-
ber of chosen DCT coefficients will adjust the number of
high frequency components accommodating the watermark.
Modifying a large portion of high frequency content of the
LF compromises the transparency of the proposed method
as well as creating undesirable visual distortion (e.g. con-
siderable degradation of the edges). In order to address the
effect of block size and number of DCT coefficients, all the
experiments of sections III-B and III-C have been done with
BlockSize = 2,4and n_dct = 1, 3, 6, 10, 15. No significant
difference was found for minor to moderate attacks. How-
ever, if the watermarked LF is exposed to more aggressive
attacks, BlockSize and n_dct contributes considerably to
the performance of the proposed method. For the sake of
brevity, only the graphs which are dissimilar to those of
section III-C are illustrated.

According to Fig. 23(a), embedding the watermark in 2 x 2
blocks will heavily deteriorate the robustness of the proposed

method against intensive Gaussian noise. For Gaussian noise
of power 02 = 100,225, the BER graphs had a similar

n
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FIGURE24: The effect of block size and number of DCT
coefficients on robustness of the proposed method against
JPEG compression a) ¢f = 25% b) qf = 50% ¢) JPEG
compression g f = 75%.

FIGURE25: The effect of block size and number of DCT
coefficients on robustness of the proposed method against
median filtering.

trend while for o2 = 625 some differences were observed.
In the case of 02 = 1225 the differences would be notice-
able, highlighting the effects of BlockSize and n_dct. Fig.
23(a) and Fig. 23(b) shows that embedding the watermark
in 2 x 2 blocks will severely reduce the robustness of the
proposed method against Gaussian noise. BlockSize = 2
generally caused a higher BER specifically when n_dct is
set to 3. That is to say, if the blocks are configured to have
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2 x 2 coefficients and three of them are chosen to carry
the watermark, then the Gaussian noise will have a very
adverse effect on watermark extraction. If only one DCT
coefficient is chosen, the gap with BS = 4, n_dct = 3
becomes smaller. Regardless, letting n_dct = 1 will heavily
degrade the robustness of the propsed method against other
attacks. This trend is fully in line with our expectation of the
vulnerability of high frequency components against Gaussian
noise, i.e. embedding the watermark in higher frequency
components will result in lower robustness against Gaussian
noise [41]. As expected, for the larger blocks of 4 x 4, the
excessive value of n_dct = 10, 15 will have a huge negative
effect on robustness of the proposed method against Gaussian
noise such that the graph concerning ndct = 15 will never
converge to the value of BER = 0. In the case of n_dct = 6,
there is still a good degree of robustness against Gaussian
noise, but it converges to a minimum BER of 0 more slowly
than n_dct = 3. Based on our observation for BlockSize =
2,4, even though the DCT is applied to wavelet coefficients,
embedding the watermark into high frequency components
will lower the robustness against Gaussian noise.

As per JPEG compression of g f = 25% and GF = 80, the
BER introduced by Blocksize = 2 is 8.89% bigger than
Blocksize = 4. As can be seen from Fig. 24(a), this gap
pertains to other values of GF and starts decreasing when
GF approaches excessive values. As shown in Fig.24(b),
letting ¢ f = 50% and GF = 80, regardless of the number of
DCT coefficients Blocksize = 2 would yield BER 10.06%
higher than Blocksize = 4. In the case of Blocksize = 2,
for GF values bigger than our ideal one (GF' = 80) BER
converges to zero more rapidly. Nevertheless, the poor per-
formance of Blocksize = 2 against Gaussian noise, JPEG
compression with ¢f = 25% and median filtering leaves it
far behind Blocksize = 4. Fig. 24(c) shows that since JPEG
compression with ¢f = 75% causes minor compression
loss, the block dimension may become important and the
BER introduced by BlockSize = 4 is 4.00% more than
BlockSize = 2. As expected, JPEG compression with
qf = 100% delivers such a good quality result, that regard-
less of BlockSize and n_dct, the BER rapidly converges
to zero. Generally, no significant difference was observed
with the variation of n_dct for this given attack. In regards
to JPEG 2000, no noticeable difference was found between
BlockSize = 2,4.

It is obvious from Fig. 25 that letting BlockSize = 2 will
heavily degrade the performance of the proposed method in
terms of robustness against median filtering. Provided that
BlockSize = 2, BER will remain higher than 18.84%. In
contrast, letting BlockSize = 4 will greatly improve the
robustness such that BE R will even converge to zero. Letting
90 < GF and n_dct = 6, the BER falls below 8.20%.
Taking the aforementioned statements into account, it seems
BlockSize = 4,n_dct = 6 makes a good compromise
between robustness, transparency and capacity.
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IV. CONCLUSION AND FUTURE WORKS

This paper proposes a new method for LF watermarking. Us-
ing the 4D wavelet transform, the extensive intercorrelation
and intracorrelation of the LF has been employed to improve
the watermarking performance. The mathematical represen-
tation of both embedding and extraction procedures have
been detailed and the performance of the proposed method
is assessed objectively and subjectively. For GF' = 80, the
PSNR of the watermarked LF will be 54.77 dB which is
far too high to cause any visual difference for HVS. Even
for the lowest values of GF' the watermark can be extracted
free of errors. The proposed method highly preserves the 3D
perception of the watermarked LF and exhibits promising
robustness against Gaussian noise, JPEG compression, me-
dian filtering and JPEG 2000. The contribution of individual
transforms used for watermarking has been investigated. The
effect of the block size and number of DCT coefficients on
watermarking performance has also been examined. It was
shown that using block dimensions that are too small, will
degrade the performance as well as using too few or too many
DCT coefficients. Even though the proposed method employs
the 4D wavelet transform for LF watermarking, it may also
be used in other applications of LF realms, e.g. visualization,
compression, denoising, etc. Another interesting approach to
LF watermarking is the usage of the shearlet transform as it
has already exhibited promising results in LF reconstruction
[63]. Multi-level decomposition is another interesting experi-
ment to conduct LF watermarking. The interested researchers
can also consider adapting countourlet, curvelet, ridgelet or
any other transform for development of the proposed method.
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