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Robust Watermarking of Facial Images Based on
Salient Geometric Pattern Matching

Athanasios Nikolaidis and Ioannis Pitas, Senior Member, IEEE

Abstract—We introduce a novel method for embedding and de-
tecting a chaotic watermark in the digital spatial domain of color
facial images, based on localizing salient facial features. These fea-
tures define a certain area on which the watermark is embedded
and detected. An assessment of the watermarking robustness is
done experimentally, by testing resistance to several attacks, such
as compression, filtering, noise addition, scaling, cropping and ro-
tation.

Index Terms—Chaos, copyright protection, correlators, feature
extraction, image segmentation.

I. INTRODUCTION

FIELD of rapidly increasing interest during the last few
Ayears has been multimedia data protection. It emerges
from the fact that many innovative techniques for digital
data transfer, storage, and processing have been recently
developed and used. Malicious users (attackers/pirates) of the
stored/transferred data intend to present copyrighted material,
such as digital images, audio, and video, as their own prop-
erty. Watermarking provides efficient tools for ensuring that
product ownership of these multimedia is preserved even after
multimedia data processing by such attackers [1].

Many different watermarking methods have been proposed
for still images, that embed a pseudo-random sequence in ei-
ther the spatial or the transform image domain [2]-[7]. Most of
these methods treat the image in a global sense, without taking
into account any local properties that could be useful when the
watermark is to be detected. The results presented in the respec-
tive papers usually display robustness against only some of the
usual attacks, notably either filtering/compression or geometric
distortions. Thus, these methods are customized in such a way
that no care is taken about their resistance against most com-
monly considered attacks. There are also a few methods that at-
tempt to ensure robustness against a wider range of attacks. One
of the techniques that tries to cope with geometric transforms,
while retaining robustness to other kinds of attack, is presented
in [8]. The main concept is to find points in the image that could
be warped according to their distance from specific line seg-
ments that form the watermark. However, it is not quite clear
whether the construction of a theoretically infinite set of dif-
ferent line patterns in the detection stage is computationally fea-
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sible. Also the prominence of the selected points to be warped
is a topic under question. In general, when a watermark is em-
bedded on the entire image, scaling, rotation, or cropping may
result in the destruction of the watermark, because no salient ref-
erence points exist that would lead in detecting the watermark
after some degree of scaling, rotation, or cropping. The use of
an image transform, with the exception of a Fourier transform,
will suffer the same problems. The use of the Fourier transform
provides rotation, translation, and scale invariance [6]. However,
the robustness to filtering or compression depends on the range
of frequencies that are used for watermark embedding. A sig-
nificant step in robust watermarking would be to extract salient
features based on their robustness against most of the frequent
geometric attacks that do not degrade the visual image quality.

This paper presents a technique for watermarking a certain
image class of special interest, namely color frontal face im-
ages with uniform background, based on extracting a finite set
of salient facial features and on applying proper geometric pat-
tern matching in the facial region. This image class has two
important characteristics: 1) it contains several salient features,
notably the eyes and mouth that can be used for matching and
2) it has particular applications related to copyright protection
of digital portrait galleries, as well as digital frontal “head and
shoulder” images or video that can be found in several applica-
tions, notably in broadcasting and in security. In this class of im-
ages, the facial region is the most important one. We shall there-
fore concentrate our study in the use of watermarks for copy-
right protection of facial images. The proposed technique pro-
vides sufficient immunity to the most commonly referenced at-
tacks. Section II gives the outline of the proposed watermarking
system. Section III presents the color face segmentation and re-
gion approximation technique, as well as the pattern matching
process for localizing the salient features. In Section IV, the
general class of chaotic watermarks is presented, together with
adaptations for digital images. Section V explains the connec-
tion between the extracted features and the watermark to be em-
bedded on the image. Section VI presents the watermark detec-
tion procedure. Simulation results for several kinds of manipu-
lations on the watermarked image are presented in Section VII
and, finally, conclusions are drawn and future work is addressed
in Section VIII.

II. TECHNIQUE OUTLINE

This paper aims at providing a watermarking technique for
the copyright protection problem of color frontal facial images
with uniform background based on the selection of certain ro-
bust facial features for watermark embedding. Region-based
image watermarking is introduced for the following reasons.

1520-9210/00$10.00 © 2000 IEEE
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1) This watermarking technique is related to the ob-
ject-based coding/description approach followed in
MPEG4 and MPEG7 (although the proposed method is
described for still images only).

2) In some cases, only certain image regions have to be pro-
tected (e.g., facial regions in portraits).

3) Feature detection can be proven robust to certain geomet-
rical transforms and other image processing operations.

The outline of the developed technique is as follows.

* Feature selection: This stage is concerned with the prepro-
cessing that is necessary to extract the spatial image char-
acteristics needed for the watermark embedding/detection
stage.

- Image segmentation: In this step, a skin-tone color seg-
mentation technique is used that operates on the HSV
color space, by selecting certain value ranges for the
chrominance and luminance components.

- Feature detection: The resulting facial region is approx-
imated by an ellipse, by means of a properly chosen
neural network. Afterwards, the eyes and the center of
the mouth are being searched for inside this ellipse, by
trying to match them with appropriate simple geomet-
rical templates. These three reference points define a
rectangular area of certain dimensions, center and ori-
entation. These parameters are finally used as input pa-
rameters for watermark embedding and detection.

» Watermark embedding/detection:

- Chaotic watermark embedding: A chaotic watermark
that is constructed by Peano scanning of an one-di-
mensional (1-D) chaotic trajectory is embedded [9] ac-
cording to the geometric parameters produced in the
previous stage. The watermark is embedded on a rec-
tangle corresponding to the facial image region of the
previous stage.

- Chaotic watermark detection: A watermark detector
based on the correlation of a watermark template with
the possibly watermarked and processed image is pro-
posed. This detector acts on a rectangle defined on the
watermarked image in the same way as in the original
one. Consequently, the robustness of the localization
of the spatial features after several attacks on the wa-
termarked image ensures the robustness of the detec-
tion process. In this way, only small local searches in
the geometric parameter space are required to find the
correct position of the embedded watermark.

III. FACE SEGMENTATION AND SALIENT FEATURE
LOCALIZATION

The first stage in the watermark embedding on a selected
image region is to segment the facial region so that the search
for salient features is limited in this area. Thus, this step is very
significant, since the facial features that will be localized (eyes,
mouth) via geometric templates are unique for the facial region.

In the following, we propose a technique for eye and mouth
localization that is rotation, translation, and scale invariant. Any
other technique proposed for this purpose in the literature can
be used as well [10]-[16]. The method followed is based on ex-
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ploiting color information in a similar way as in [10]. Our aim
is to discriminate the skin-colored image region, which corre-
sponds to the facial region. The original RGB image is converted
to the HSV domain, because it is easier to perform skin-tone
color segmentation in this color space. More specifically, the pa-
rameter ranges for hue (H), saturation (.5), and value (V') that
fulfil our requirements have experimentally been found to be
[11]:

0<H<250r335< H < 360
02<5<06 (1
04<V

according to tests on the M2VTS database of color frontal
facial images [17]. More sophisticated methods to discriminate
skin-tone color have later been implemented [18]. In our im-
plementation of the segmentation method, the initial image is
subsampled by a factor of two in both dimensions before thresh-
olding. This helps eliminating isolated pixels that do not belong
to the facial region but their color is considered as skin-color
like because they satisfy (2) and, vice versa, pixels that were not
considered as skin-colored ones, though they belong to the facial
region. The skin-colored regions, and only them, are entirely
labeled using (2). The choice of the aforementioned ranges in the
HSV domain ensures that the segmented region of interest will
approximately be the same even after some manipulation, as only
an insignificant number of pixels will exceed these thresholds.
A connected component algorithm follows after binary
thresholding, in order to isolate all the compact skin-colored
regions. In order to get a good approximation of the facial
region that does not contain useless areas, e.g., the neck, as well
as to prevent the facial region areas from getting connected to
the background, we employ an «-trimmed mean radial basis
function network to get an elliptical approximation of the
facial region [19]. This network is based on the approach that
a percentage of the data samples pertaining to an object need
to be taken into account in order to approximate the object. An
« percentage of each end of the distribution of these samples
can be trimmed away before approximating the object by an
ellipsoid. Each hidden unit of the network corresponds to an
object. If we consider the facial region as an object, this network
can provide an estimate of the center of the RBF (radial basis
function) by considering the marginal data samples [19]:

]\rk — Qg ]\rk
> o
N t=ap N
= — 2
2z Ny — 200N, 2)
where
X(; marginal data samples sorted according to their values;

Ny total number of data samples assigned to the k£th hidden
unit (equivalently, an object);
oy, percentage of data samples to be trimmed away.
The estimate of the covariance matrix of the RBF is given by

Ny —ap, s Ny
Z (X iy, m — b )Xy, m — )™

i=0
(3)
Ny — ag, m Ny

[
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where X ;) aq is the ith ordered data sample according to the
Mahalanobis distance and o, o4 is the trimming percentage.
The Mahalanobis distance is defined as

7 = (X — ) S X = fu) )

where

X  marginal data sample;

i, center of the kth hidden unit (or, equivalently, the kth

object);

3, its covariance matrix.
At this point all the original samples are used to compute the
covariance matrix 3. The interested reader is referred to [19]
for a detailed description of trimmed RBF’s.

Once the trimmed elliptical approximation is known, its ori-
entation can be computed by [20]

1 2
0= 5 arctan [ i, } ®)

M2,0 — Mo, 2

where m,, , are the central moments:

my, g = ﬁZZ (z =)y~ )" ©)

(z,y)CR

and (Z, 7) is the mass center of the elliptical region R. The
input image should be rotated according to the angle given by
(5) before matching.

The most prominent features contained in the elliptical area
are the eyes and the mouth. They can be approximated suffi-
ciently well by proper geometric template functions. These fea-
tures are unique in facial images and can act as robust reference
points under any common geometric distortion. Other similar
approaches use 2-D sinc functions for eye modeling [11]. The

Y
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Face segmentation and salient feature localization.
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Fig. 3. (a) The 16 X 16 Peano curve. (b) Watermark produced by raster scan.
(c) Watermark produced by Peano scan.

eye can be regarded as a circle (iris) having low, almost con-
stant, intensity centered inside an ellipse of very high intensity,
as can be seen in Fig. 1. According to this approach, we define
the ideal eye detector by finding the image positions where the
two sides of (7) have minimal difference:

// we(@, y)I(x, y) dw dy

) _ // wo(z, y)I(z, y) dz dy

£
- // we(xv y)I(.’IZ’, y) d.’L'dy (7)
C

where I(x, y) is the image intensity, C, £ are the sets of points
lying on the circular (iris) and the elliptical disk, respectively,
and w.(z, y) and w.(z, y) are the weighting functions that
compensate for the luminance differences between the two
areas. Equation (7) expresses the fact that a volume corre-
sponding to the circular area of the eye, should be equal
to a volume corresponding to the elliptical area of the eye,
excluding the circular area. In practice, however, one has to



NIKOLAIDIS AND PITAS: ROBUST WATERMARKING OF FACIAL IMAGES

Scaled
Prototype watermark

watermark

175

Rotated

Centered watermark

watermark

Fig. 4. Geometric watermark adaptation.

search for the minimum difference between the two sides of
equation (7) in order to find the best candidate eye position.
The weighting functions cannot be easily estimated. However,
constant values can be used in (7) without significant loss of
accuracy in the estimation of the eye position. These can be
evaluated empirically by observing the average luminance of
the corresponding areas for a few sample images of the facial
image database. In order to define a pattern matching criterion
for eye detection, we discretize (7), use constant weighting
functions and search for the absolute minimal response of the
following difference within the facial region:

Reye(xv y) = Zzwcl($+L, y+J)

(z,5)CcC

DD wll@+iy+5) ®

(i) eE—C

where C and £ are the sets of points that belong to the circle and
the ellipse that are centered at point (z, y), respectively.

To obtain a reasonable estimate of the relation between the
magnitude of the circle and ellipse axes and the weighting con-
stants, we have to compute the sums in (8). Since no knowledge
of the precise intensity variation over these areas is available,
we simplify (8) by assuming that the intensity is represented by
its mean value /.. in the circular iris area, and its mean value I,
outside the iris area and inside the ellipse area. If we let 71 be
the magnitude of the iris radius as well as the minor axis of the
ellipse, and 75 be the magnitude of the major axis of the ellipse,
when taking (8) equal to zero, we obtain

we - le " _4 )

we - I 71
Considering constant values for I, I., w. and w,, a certain ratio
between 75 and 7; can be established. The search for poten-
tial left and right eye positions is performed over the upper left
and upper right quarter, respectively, of the rotated facial region
that is covered by the elliptical area produced by the -trimmed
MRBF network. The correct eye position is the one for which
the matching response R.,.(z, ¥) is minimal.

A similar pattern matching technique is used for the localiza-
tion of the mouth, except that the model now consists of two con-
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Fig. 5. Watermark embedding stage.

centric ellipses having major semiaxes of the same magnitude and
minor semiaxes of considerably different magnitude. This pattern
is again unique for the mouth, and the search is performed in the
lower half of the elliptical region. The form of eye and mouth tem-
plates that are used are shown in Fig. 1. A relation similar to (9)
canbe derived in order to decide on the length values of the ellipse
axes. A schematic diagram showing the processing steps of this
stage is shown in Fig. 2. The robustness issues of the proposed
technique are presented in Section VII.

IV. WATERMARK CONSTRUCTION

In the previous section we developed a method for locating
salient features, so that they can be used as reference points
to embed our watermark. We should now define the class of
watermarks that will be embedded in the spatial image domain.
In our experiments, we chose to construct a watermark based
on a chaotic trajectory [21], that enables, to a point, control of
the spectral properties compared to a pseudo-random sequence.
In particular, we employed the Renyi map, which is a recursive
function that contains a parameter A which controls how finely
structured the binary watermark is, after the thresholding step
that is introduced subsequently. It is a strongly chaotic map,
which means that, for slight changes of the initial value, the re-
sulting trajectories diverge very quickly from each other. These
properties are desirable in order to have both an acceptable
performance against filtering and compression attacks, as well
as cryptographic security against attempts of reconstructing
the generator function based on a finite set of sample values.
Alternatively, the low-passed pseudorandom number generator
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output can be used for watermark generation [22], as well
as some other chaotic map, like the piecewise affine Markov
maps, which have tunable spectral shape [23].

The first step to construct such a watermark is to produce a
sequence of real numbers by using a mapping function F': U —
U, U C R of the form

2(n+1) = Az(n) mod 27, zn)elU, xeR (10)

called the Renyi map [9], » = 0, 1, 2, ... denotes the current
iteration and A is a parameter that controls the chaotic behavior
of the system. The number of iterations is arbitrary and can be
adapted to our needs. The system theoretically produces trajec-
tories of an infinite period. For any value of the parameter A, the
set of real numbers is divided in two subsets: U,.., and Uyy,. The
decision on whether the trajectory presents regular or chaotic
behavior depends on the seed value z(0). If z(0) € U,.,, the
produced sequence proves to be periodic, whereas if 2(0) €
U,y it is chaotic. The values of the produced trajectory oscil-
late inside an interval [2min, Zmax] C U that is related to A.
Thus, we can define a threshold level 21, € [Zmin, Zmax] in @
way that, after thresholding the sequence numbers, a bipolar se-
quence s(n) € {—1, 1} is produced with approximately equal
number of —1s and 1s. Parameter A controls the frequency char-
acteristics of the chaotic sequence, i.e., the frequency of the tran-
sitions —1 — 1land 1 — —1. For A > 1 and values close to
1, we get a chaotic watermark with low number of transitions
and, thus, lowpass properties, whereas, when A ~ 2 is chosen,
the transitions are very frequent, the lowpass properties degrade
and the sequence degrades to a pseudorandom one.

However, the sequence we produced so far is 1-D. To embed
it on a two-dimensional (2-D) signal, such as a digital image,
we need to scan across the sequence in such a way that the
lowpass properties are preserved. The classic raster scan is not
proper for this task because the number of transitions is not any
more under control in the vertical dimension. To avoid this, we
use Peano scan order, which has the property that every pixel
along the scan is topologically closer to the previous and sub-
sequent pixels than in the case of raster scan. A Peano curve is
a space-filling curve that represents a linear traversal of a mul-
tidimensional grid [24]. Fig. 3(a) shows a Peano curve of size

16 x 16. An analysis of its locality property can be found in [25].
In addition, it is possible to use cellular smoothing to eliminate
spontaneous transitions that emerge after the Peano scan [21].
An example of a watermark of size 128 x 128 constructed using
raster scan order and cellular smoothing for A = 1.3 is shown in
Fig. 3(b). A watermark of the same size and for the same value
of A for a Peano scan followed by cellular smoothing is shown
in Fig. 3(c). We can notice the lowpass nature of the watermark
produced by the Peano scan. By using this technique, the output
watermark has local neighborhoods of 1s (or —1s) that are more
compact. The main disadvantage of the Peano scan is that it pro-
duces square 2™ x 2™ watermarks only. In the watermark em-
bedding and detection sections, we shall see that this does not
seriously affect the performance of our method.

In order to construct different watermarks, we use a key K
that corresponds to the seed value z(0) of the chaotic trajectory.
Keys of slightly different value provide sufficiently uncorrelated
trajectories, because the set K of possible keys is quite large.
This reduces the possibility of the watermark being tampered.
This also ensures non-invertibility of the watermark. Thus, the
corresponding key cannot be extracted from the 2-D watermark.

V. WATERMARK EMBEDDING

In this stage, we use the extracted salient feature set and el-
liptical region orientation to embed the produced watermark in
a specific image region that will be easy to detect even after in-
tentional or unintentional attacks.

The prototype watermark of size 2™ x 2 is first scaled to
the size of the facial area where it will be embedded, using
nearest-neighbor interpolation. We choose to construct a proto-
type watermark whose dimensions will be smaller than these of
the embedding area, so that we have both a large set of different
watermarks and an insignificant loss of watermark energy. If
A, 1s the embedding area, its size K7 x K is defined by

K = k(x(rnouth) - f(eyes))v
K, = l(y(right_eye) - y(left_eye)) (11)

where T and Y(.) are the feature coordinates, Z(.) are mean
feature coordinates, and %, [ are normalizing factors that control
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the size of A.,, so that it covers at least the entire facial region.
The scaled watermark is centered in the mass center of the fea-
ture pointset F = {F;, ¢ =1, ..., M}:

% S (12)

(z,y) €EF

(f’ y) = %sza

(z,y) €F

In our case M = 3. The mass center is also the center of the
region A.,,,. After centering the watermark in the proper image
region, it is rotated by —6 according to (5) with respect to the
image center. It then covers a new area A,..;. The various steps
of the watermark adaptation procedure are depicted in Fig. 4.
Before superimposing it on the original image, a visual masking
stage can be introduced.

If wy is the prototype watermark, then the scaled, centered,
and rotated watermark ww,, of size K1 X K> is embedded to the
region A,,;. The watermarked image f,,(x, ) is defined as

ful@, y) =z, y)

(z,y) & Aot V ((z, ¥) € Apor AVar(z, y) < Toor) (13)
fulz. y) =f(z, 9) + h-walz, y)

(z, y) € Apor A Var(z, y) > Tyar (14)

where h is the watermark power, Var(z, y) is the local image
variance, and 7%,, an appropriate variance threshold that must
be chosen in such a way that a sufficiently large image area
is watermarked. Alternatively, h can become a function of the
local variance

Mz, y) = hpax - s(Var(z, y)) (15)
where s(-) takes values in the range [0, 1] and s is chosen to
increase monotonically with the variance. In our case, the wa-
termark is embedded in the spatial domain and, thus, the water-
mark power must be of integer value. In accordance to masking,
it is quantized to either of two values, zero or hy,.x, depending
on the value of the variance. Visual masking produces inter-
esting results provided that the local image variance is high
in several image regions, so the threshold is exceeded and the
watermark can be embedded. However, this is not the case for
frontal facial images that contain mostly homogeneous image
regions. Therefore, we used low watermark power / to ensure
watermark invisibility and we did not employ visual masking in
our experiments, to ensure increased performance. Larger im-
ages would also provide larger areas for embedding and, thus,
additional watermark energy. The main steps of the embedding
process are depicted in Fig. 5.

VI. WATERMARK DETECTION

When a prototype watermark is to be detected inside a water-
marked and possibly manipulated image, the image has first to
be segmented, so that the feature set and orientation of the ap-
proximated facial region are derived. The prototype watermark
is again scaled, centered, and rotated according to the infor-
mation obtained from the segmentation and feature extraction
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Fig. 7. (a) Original image. (b) Image corrupted by Gaussian noise. (c)
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facial region. (g) Center localization error. (h) Orientation computation error.

stage. For the detection region Ay, the response of a hypoth-
esis testing detector is computed

(fw7 wn —

~— > fulz,y)-

(w y)EA

— > fulzy)

(w y)EB
(16)

where A = {(x, y) € Adet|Wn(x, y) =1} and B = {(z, y) €
Aget|Wn(x, y) = —1}. Na and Npg are the number of pixels
of the sets A and B, respectively. This detector expresses the
difference of two sample means [26]:
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Fig. 8.

Fig. 9. Salient feature extraction results on watermarked images.

Salient feature extraction results on original images.

Fig. 10. Amplified difference of watermarked and original images.

where

f:NL Y Julz ), @zNL

A (2, p)cA

(z,y)eB
(18)

Considering that the pixels of the original, as well as the wa-
termarked image are i.i.d., the mean value and variance of the
detector output are

2 1 1 2

N =1z — Ty aw:<N—A+N—B>0}w. (19)
In general, both f and fw are not i.i.d. Therefore, the watermark
correlation detector is suboptimal and whitening should be per-
formed to obtain optimal detection [27]. The experimental re-
sults are proven to be in accordance with this simplified model,
though the model is not exact. In general, the detector output
is assumed to follow a normal distribution. If the correct wa-
termark is embedded on the image, the mean value of the de-
tector output is 7; = 2h and its variance is 02 = ((1/Na) +
(1/NB))(03402), where o7 is the variance of the initial image
and o2 is the variance of the watermark. Otherwise, if no wa-
termark is present, the mean value of the detector is 77 = 0
and the variance is 02 = ((1/Na)+ (l/NB))aJ%. This variance

is not significantly different than in the case the watermark is

present, because the factor (1/N4) + (1/Np) is very small and
02 < JJ%. This is only a suboptimal type of detector and other
techniques (e.g., pre-whitening) could be employed to improve
performance. Still, this is a simple and widely used detector.

For the class of facial images under consideration, the fea-
tures are not expected to be localized at exactly the same po-
sitions in the watermarked and possibly processed image as in
the original image. This can be faced efficiently by testing the
correlation output for small changes in the height, width, orien-
tation, and center of the prototype watermark, compared to those
computed after extracting the new features and the new orienta-
tion of the elliptical approximation. The detection is expected to
give a strong peak for the correct height, width, orientation, and
center coordinates of the originally embedded watermark, be-
cause of the high degree of watermark sensitivity to geometric
operations. The detection output is weak if wrong geometrical
parameters are used. These geometrical parameters can be found
by a local search. This need not be more than 2 pixels in the av-
erage for height, width, and center coordinates and no more than
0.02 radians in the average for the orientation. Therefore, the de-
tection response in the diagrams is always shown for the correct
size, orientation, and center coordinates of the watermark. The
method is expected to perform better for larger images than the
ones used in our experiments.
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Fig. 11.

Fig. 12.

Fig. 13.

We choose not to use masking in the detection stage, even
if masking was employed in the embedding stage, because the
local variance may have changed significantly due to manipu-
lations. The response is thus computed over the entire expected
area of the embedded watermark. The detector output (16) must
be compared against a proper threshold ;.. that will inform
us with a satisfying certainty about the presence or the absence
of the watermark. A schematic diagram of the detection stage is
presented in Fig. 6.

(b)

(a) Original image. (b) Watermarked image using extended region. (c) Normalized detector output.
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(a) Watermarked image after distortion by multiplicative Gaussian noise with ¢ = 0.3. (b) Normalized detector output.

In order to decide for an efficient threshold indicating water-
mark existence, we can follow an experimental approach. One
hundred different watermarks are embedded and detected after
an attack on both the original and the respective watermarked
image. The experimental output of the detector for both cases
is approximated by a normal distribution. The pdf of the de-
tector output has zero mean when evaluated on an unwater-
marked image (left-hand distribution) and 2k when evaluated
on a watermarked image (right-hand distribution). We wish to
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(a)
Fig. 14.

Fig. 15.

obtain an acceptable compromise between the false acceptance
and the false detection ratio. After each attack, we can eval-
uate the two distributions and choose the optimal threshold. If
they have equal variances, the optimal threshold is given by
Ry = (mean; + mean,.)/2, where mean; and mean,. are
the two distribution means. The median value of the accept-
able thresholds R, chosen for each attack is considered as the
common threshold for watermark detection under any attack.
This was the approach that was followed in our experiments.

VII. EXPERIMENTAL RESULTS

In order to test the robustness of the facial feature extraction
method to some usual attacks, we first choose to simulate the
possible distortions by using Gaussian noise. This is done for

number of watermarks

number of watermarks
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(a) Watermarked image after 1:30 JPEG compression. (b) Normalized detector output.
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(a) Watermarked image after 3 X 3 median filtering. (b) Normalized detector output.

all three channels of the initial RGB image. The output is of the
form:

gi(z,y) = filz, y) (L +o-n(z,y) i=1,2,3 (20)

where n(z, ) follows a Gaussian distribution of zero mean and
unit variance and o defines the standard deviation of the multi-
plicative Gaussian noise. We added noise to 37 images of the
M2VTS face database and computed the moment-based fea-
tures, i.e., the mass center and orientation of the resulting el-
lipse before and after noise addition. Fig. 7(a) and (b) show an
original sample image and the same image after noise addition
with 0 = 0.3. The corresponding facial regions are shown in
Fig. 7(c) and (d). The derived elliptical approximations are de-
picted in Fig. 7(e) and (f). Finally, Fig. 7(g) and (h) show the
relative change of the center position (in pixels) and of the ori-
entation (in rads) of the approximating ellipse, respectively. The
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Fig. 16.

Fig. 17.

mean values of center estimation error and orientation estima-
tion error are 1.2974 pixels and 0.0205 rads, respectively. The
results show that the region approximation is quite robust even
under significant distortion.

In order to demonstrate the robustness of the watermarking
method to various attacks, we tested it on 37 color images (of
size 350 x 286) of the M2VTS frontal facial image database
[17]. The feature extraction success rate was 84% for combined
eye and mouth detection, providing an equal success rate for wa-
termark detection over the images. However, the watermarking
scheme can perform correctly even if some features are not de-
tected at their correct position, provided that all three features
(the eyes and the mouth) are present. This raises the perfor-
mance to about 95% of the images during watermark detection.
It is, anyway, essential to obtain the three feature points (eyes,
mouth locations) in order to define the dimensions, center, and
orientation of the watermarking region. Fig. 8 shows some de-
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(a) Watermarked image after rotation by 12°. (b) Normalized detector output.
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(a) Watermarked image after rotation by —5°. (b) Normalized detector output.
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tection examples. Fig. 9 shows the corresponding results after
watermark embedding. The size of the prototype watermark is
128 x 128, the watermark strength is h = 3, and the chaotic
map parameter is A = 1.8. The value for watermark strength
is a good compromise between watermark robustness and in-
visibility. Larger values would result in visually significant wa-
termarks, whereas smaller ones would result in hardly separated
experimental distributions. Since no masking is employed, three
could be considered an upper bound value. The % and ! parame-
ters for defining the watermark spread over the facial region are
both fixed at value 1.25. The normalized threshold variance for
masking is 7y, = 0.002. Fig. 10 shows the amplified difference
of the watermarked and original images. We can clearly see the
parts of the images that have not been watermarked at all due to
masking. It is also obvious that, although the features have been
distorted by the watermark, the positions of the salient features
in the watermarked image are very close to the original ones
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Fig. 18.

number of watermarks

()

Fig. 19.

because their geometric models are robust enough. However,
introduced visual masking may drastically reduce the area over
which the watermark is embedded, due to the lowpass spectral
characteristics of the frontal facial images. Thus, in the subse-
quent experiments we did not employ masking.

A sample image after watermarking using a 128 x 128 pro-
totype watermark and feature extraction using the previously
mentioned parameter values is shown in Fig. 11(b). The cor-
responding original is shown in Fig. 11(a). Fig. 11(c) shows the
normal distribution of the detector output for 100 different wa-
termarks searched in the original image (on the left) and in the
watermarked image (on the right). The detector output is nor-
malized in both cases. We can notice the rather large variance
of both distributions that may cause problems when having to
decide on a sufficient detection threshold. Fig. 12(b) shows the
result of feature extraction when embedding a 256 X 256 pro-
totype watermark on an image region that is extended to the
image boundaries, while keeping the center and aspect ratio of
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(a) Watermarked image after scaling by a factor of 1.16. (b) Normalized detector output.
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(a) Watermarked image after scaling by a factor of 1.21. (b) Normalized detector output.

the embedding area unmodified. As Fig. 12(c) shows, the vari-
ance of both distributions has decreased, thus providing a wider
range of possible threshold values that would result in satisfac-
tory detection ratios. However, this causes problems in the case
of cropping attacks, because the embedding area is extended to
the false boundaries of the cropped image, instead of the water-
marked one. This can only be faced by searching for the cor-
rect cropping factor. We can see that a threshold that separates
completely the two distributions can be found. The common de-
tection threshold is decided after performing a set of attacks,
considered as a training set, on the watermarked image corre-
sponding to Fig. 12(a). The common threshold was decided to
be 0.32, after computing the median of the thresholds obtained
for the following attacks: 1:30 ratio JPEG compression, 3 x 3
median filtering, rotation by 12°, scaling by a factor of 1.16,
asymmetric cropping to a size of 188 x 248, and no attack.
All these attacks, as well as any other, are evaluated using this
common threshold.
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TABLE 1
DETECTOR FRR, FAR FOR SEVERAL ATTACKS (COMMON DETECTION
THRESHOLD = 0.32)

attack FRR FAR
no attack 1.3094-107%6 | 2.1585-107*
multiplicative Gaussian noise || 3.3269-10710 0.0028
(0=03)

1:30 JPEC compression 0.0273 2.1015-10*
median (3x3) 0.0077 3.1819-107*
rotation by 12° 7.7982.1075 | 9.6364.10~*
rotation by —5° 8.4085-1078 0.0023
scaling by 1.16 0.0085 4.7922-1074
scaling by 1.21 1.1913.1074 0.0536
rotation by —5° and scaling 0.0016 0.0712
by 1.16

cropping (188x248) 2.9899-1075 0.049

Fig. 13 shows the result after corruption of the watermarked
image by multiplicative Gaussian noise of ¢ = 0.3. In Fig. 14
a result is shown for the same watermarked image after JPEG
compression of ratio 1:30. Fig. 15 shows a result after per-
forming 3 x 3 median filtering. Figs. 16 and 17 show results
for rotation by 12° and —5°, respectively. Figs. 18 and 19 show
results for scaling by a factor of 1.16 and 1.21, respectively. Fi-
nally, Fig. 20 shows a result for asymmetric cropping to a size
of 188 x 248.

Table I shows the false acceptance ratio (FAR) and the false
rejection ratio (FRR) for each of the attacks on the considered
image using the common detection threshold. We can see that,
in some cases, the FAR is increased in favor of the FRR, and vice
versa. This depends on how much the common threshold differs
from the optimal threshold for the particular attack. The perfor-
mance of the method will become better for larger images. This

0 05 1 15 2
normalized detection output

(b)

(a) Watermarked image after cropping to size 188 X 248. (b) Normalized detector output.

is because the facial region would also be larger, thus allowing
the watermark to be embedded on a larger set of points. An-
other point is that the prototype watermark could also be greater,
allowing for smaller cross-correlation between different water-
marks and, thus, providing detector response pdfs of smaller
variance.

VIII. CONLUSIONS AND FUTURE WORK

In this paper, we developed a method for embedding and de-
tecting watermarks in color frontal facial images. Color infor-
mation was exploited in order to obtain a good approximation
of the skin-colored facial region, in which we search for salient
features like the eyes and the mouth, using a geometric model
matching method. The prototype watermark used for embed-
ding was chosen to be a chaotic one, modified in such a way
as to retain certain lowpass properties. The watermark is geo-
metrically adapted before embedding, using the extracted fea-
ture positions and facial region orientation. A correlation de-
tector is employed in order to decide on the possible presence
of a watermark. The color segmentation and feature localiza-
tion technique precedes both embedding and detection stages.
Experimental results display the robustness of the method. Fu-
ture directions of the current work include development of more
robust techniques for salient feature extraction, improvement of
the watermark detection stage performance, as well as exami-
nation of alternative chaotic generators that may perform better
than the one employed in this work.
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