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Abstract 

Developing an approach to manage privacy risk is critical to the success of e-marketing. Understanding the 
antecedents of privacy risk is therefore essential for the success of e-business. Because governments, 
businesses, and consumers are economic agents, this study examined the effects of governmental (privacy 
legislations) and firm-related (online business brand image) factors on consumer perceptions of online privacy 
risk. This paper proposes a conceptual model for exploring the underlying mechanisms of privacy legislations 
and online business brand image on consumer perceptions of online privacy risk. To test the conceptual model, 
data were collected from 425 students on a university campus which provided real personal information to 
online businesses within the preceding 3 months. Structural equation modeling was employed to test all the 
hypotheses in the conceptual model. The results reveal that perceived effectiveness of privacy legislations and 
online business brand image positively affect trust in online businesses. In addition, trust in online businesses 
positively affects perceived effectiveness of business privacy policies and perceived benefits of information 
disclosure, which in turn negatively influences online privacy risk perception.  

Keywords: Perceived effectiveness of privacy legislations, Brand image, Trust in online businesses, 

Perceived effectiveness of privacy policy, Perceived benefits of information disclosure, Perceived 
privacy risk 
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1 Introduction 

To facilitate service processes and management effectiveness, many online businesses encourage new consumers 
to provide personal information or preferences [5] to enable the provision of services tailored to consumers’ specific 
needs [48]. However, personal information disclosure processes for consumers have raised privacy concerns [59] 
and privacy risk perceptions [17], [35], [54], [62]. Because personal data security is a major concern for consumers 
during online activities [22], information privacy has become a major challenge for online businesses in terms of 
collecting and efficiently utilizing data [52]. Perceived privacy risk is a key factor discouraging consumers from 
disclosing information [39] and one of the most negative factors in e-tailing [29]. Moreover, numerous studies have 
found that privacy concerns and privacy risk perceptions positively affect consumers’ lurking behavior and self-
concealment [51]. Privacy risk perceptions also negatively affect consumers’ willingness to provide personal 
information [15], [28], [39] and to use online services [20], [21], [68], [69], thereby eventually leading to losses for 
online businesses [60] and exerting a considerable negative effect on online business performance [59]. Thus, 
because of the increasing importance of e-marketing and growing concerns regarding online privacy protection [6], 
the role of privacy risk in e-marketing is more crucial than ever before. Because of its rapid growth, e-marketing is 
crucial for exploring the antecedent variables of privacy risk to reduce consumers’ online privacy risk concerns. 
Some studies have focused on the role of consumer characteristics such as age and gender [21] and previous 
experience of online disclosure [50], [63], whereas others have focused on providing personal information 
characteristics such as information sensitivity [16]. Furthermore, studies have explored the role of product 
characteristics such as perceived benefits of service use [10], [16] and compatibility [21] in privacy risk perceptions. 
Other studies have observed the effects of social influence [20], trust in service providers [20], [39], [50], [63], [68], 
[69], perceived justice [70], perceived exchange fairness [41], and perceived control [39] on perceived privacy risk.  
 
Consumers, firms, and governments are economic agents [49]. Government and firm policies should affect 
consumer beliefs and behavior. Researchers have suggested that privacy legislation aims to provide a balancing 
force between commercial enterprises' collection of data that meet market needs and individual privacy protection [1]. 
Furthermore, a firm’s privacy policy is a statement informing consumers how their information will be collected, used, 
and disclosed by the firm [40]. Online providers have been used to increase consumers' trust and willingness to 
disclose private information online [7]. Previous studies have indicated that regulatory expectations [16] and firm 
privacy policies [62] affect consumer privacy risk perceptions. Privacy legislations and business policies can reduce 
consumer privacy concerns [59]. In addition to these findings and their insights into online privacy risk, other 
empirical studies have focused on the direct effects of the aforementioned variables on perceived privacy risk. Little 
is known about whether mediators exist in the effects of these variables on perceived privacy risk; little attention has 
been devoted to gaining a comprehensive understanding of the gradational influence of these variables on perceived 
privacy risk. Moreover, exploring the antecedent variables of perceived privacy risk from various perspectives 
requires an enhanced understanding of how to reduce privacy risk concerns.  
 
Branding is a unique tool for retailers because strong brands minimize perceived risk from a consumer perspective 
[13]. Studies have indicated that a credible brand increases consumer confidence and minimizes risk perceptions 
[36]. Branding provides a product with a reputation, thereby serving as a risk-reduction mechanism [45]. Kim and 
Kim [37] indicated that a strong service brand can reduce perceived purchase risks among consumers. Thus, the 
image of a store brand may influence consumers’ risk perceptions regarding retail products. Although the findings of 
one previous study suggested that perceived risk is related to store reputation and brand recognition [2], few studies 
have empirically examined the association between online brand image and privacy risk perception. In summary, the 
present study examined whether and how privacy legislation and online business brand image have a gradational 
effect on consumer privacy risk perceptions. Because privacy risk is critical to the success of e-marketing, 
understanding the antecedents and underlying gradational influence mechanisms of privacy risk is essential. Without 
a comprehensive understanding of the factors affecting consumer risk perception and its underlying mechanisms, 
online business marketers face difficulty in inhibiting consumer privacy risk perceptions. The findings of this study 
can provide a reference for online businesses in developing effective programs for collecting consumer information.  
The rest of this paper is organized as follows. Section 2 presents a literature review and hypothesis development. 
Section 3 presents the research methodology adopted for measurement scale development, data collection, and 
data analysis. Section 4 presents the theoretical and practical implications of this study, discusses study limitations, 
and describes directions for future research. 

2 Literature Review and Hypothesis Development  

E-market consumers may be reluctant to provide personal information (e.g., name, email address, phone number) 
[38] to access free browser content [5]. Consumers may rely on governmental laws and regulations or institutional 
safeguards and policies to protect their privacy. This study determined that the perceived effectiveness of 
governmental regulations refers to people’s belief that laws protect them from personal data misuse by online 
businesses; the perceived effectiveness of business privacy policies refers to people’s belief that online businesses 
do not use consumers’ personal information for purposes other than those stated on their websites.  

 



 

 

61 

Edward Shih-Tse Wang 
Role of Privacy Legislations and Online Business Brand Image in Consumer 
Perceptions of Online Privacy Risk 
 

Journal of Theoretical and Applied Electronic Commerce Research 

ISSN 0718–1876 Electronic Version 
VOL 14 / ISSUE 2 / MAY 2019 / 59-69 
© 2019 Universidad de Talca - Chile 
 

This paper is available online at 
www.jtaer.com 
DOI: 10.4067/S0718-18762019000200106 

2.1 Effects of Perceived Effectiveness of Privacy Legislations on Perceived 
Effectiveness of Business Privacy Policies, Consumer Trust in Service Providers, 
and Perceived Privacy Risk 

Perceived effectiveness of privacy legislations relates to the belief among consumers that e-commerce marketers 
would abide by relevant privacy laws and that such laws would protect consumers from opportunism from firms [61]. 
Consumers expect governmental regulations to manage the collection, storage, and usage of their personal 
information [16]. The legislation embodies the institutional structural assurances provided by governmental agencies 
and affects consumer privacy-related beliefs [61]. Perceived effectiveness of privacy policy refers to the belief among 
web consumers that websites’ privacy notices are accurate and offer reliable information about a firm’s practices in 
protecting consumer privacy [62]. Privacy advocates and consumers sometimes question the effectiveness of 
industry self-regulation in protecting consumer privacy; therefore, they request effective legislations to reduce firm 
abuse of consumers’ personal information [16]. Because of coercion and the threat of government sanctions, 
governmental regulations and laws often guide organizational actions and perspectives [42]. Additionally, because 
consumers recognize the powerful mechanisms of legal systems, they tend to believe that service providers would 
abide by the law [61]. A higher perceived effectiveness of privacy legislations indicates a higher likelihood of it being 
associated with perceived effectiveness of business privacy policies. Therefore, this paper proposes Hypothesis 1. 
 
H1: Perceived effectiveness of privacy legislations positively influences perceived effectiveness of business privacy 
policies. 
 
Trust is defined as a psychological state characterized by the extent to which a person is willing to believe that others 
are essentially honest [23] and his or her tendency to rely on others [62]. A previous study indicated that a buyer's 
trust in a seller in e-commerce plays a critical role in purchase decisions [31]. Perceived effectiveness of relevant 
privacy legislations refers to the likelihood of consumers believing that the legal assurance of their privacy rights 
protects them from firms misusing their personal information [61], which relates to the likelihood of them trusting e-
commerce firms. Studies have suggested that progress toward specific security or privacy objectives might engender 
consumer trust [25]. Therefore, this paper proposes Hypothesis 2: 
 
H2: Perceived effectiveness of privacy legislations positively influences trust in service providers. 
 
Providing online firms with personal information may lead to consumers perceiving unexpected problems or fearing 
how their personal information might be used [29]. Consumers aware of privacy legislations tend to believe that the 
service providers would use their personal information appropriately after collection and that the legal assurance of 
their privacy rights should safeguard them from potential harm [61], which would in turn reduce their privacy risk 
concerns. Thus, this paper proposes Hypothesis 3: 
 
H3: Perceived effectiveness of privacy legislations negatively influences perceived privacy risk. 

2.2 Effects of Online Business Brand Image on Trust in Service Providers and 
Perceived Benefits of Information Disclosure  

Walczak and Gregg [57] indicated that consumers’ trust and beliefs in e-businesses are formed by their mental 
images of e-businesses. Brand image refers to consumer perceptions toward a particular brand and brand 
association through memory [53]. A study proposed that brand image contributes to the formation of consumer trust 
in vendors [11], and Esch et al. [18] further confirmed the brand image-brand trust relationship. Because brand 
image formed by consumers' prior knowledge and experiences, thereby cultivating their brand evaluations, previous 
studies have indicated that brand image affects consumer trust in specific brands [34], [55], [66]. Therefore, 
according to relevant studies, this paper proposes Hypothesis 4: 
 
H4: Online business brand image positively influences trust in service providers.  
 
Studies have defined brand image as sets of brand associations held by consumers [37], [58]. A previous study 
indicated that a favorable brand image leads to a positive halo effect and positively influences other brand 
associations [27]. The halo effect refers to a bias in which the overall impressions of specific traits of a subject under 
evaluation serve as a basis for evaluating other traits of said subject [46]. When a firm’s brand image is favorable, 
proactive firm activities are perceived more positively by consumers [27]. Brand image relates to the favorability, 
strength, and uniqueness associated with a brand [3] including product-related and non-product-related attributes 
and benefits [13]. Consumer-perceived benefits are consumers’ perceptions of product benefits [8]. Thus, brand 
image refers to consumers’ perceptions of a brand based on the perceived benefits of the products or services 
offered by the brand [12]. Therefore, this paper proposes Hypothesis 5: 
 
H5: Online business brand image positively influences perceived benefits of information disclosure. 
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2.3 Effects of Trust in Service Providers on Perceived Effectiveness of Business 
Privacy Policies, Perceived Benefits of Information Disclosure, and Perceived 
Privacy Risk 

Trust refers to the extent to which people have confidence in a party’s goodwill and capacity to keep its promises, 
thereby influencing the perceived regularity and predictability of outcomes of exchanges with said party [4]. 
Perceived effectiveness of business privacy policies refer to the extent to which people believe that firms’ privacy 
policies posted online provide accurate and reliable information about their privacy practices [62]. Generally, if a 
consumer lacks trust in a service provider, he or she perceives the provider’s privacy policy to be less effective. In 
other words, perceived effectiveness of firm privacy policies is higher among individuals with more confidence in a 
firm’s goodwill. Therefore, this paper proposes Hypothesis 6: 
 
H6: Trust in service providers positively influences perceived effectiveness of business privacy policies. 

 
Cooperative behaviors, such as sharing potentially sensitive information with other parties, are only possible if one 
party trusts the other party [9]. Researchers have identified that trust in service organizations affects users’ data 
disclosure behavior [52]. A previous study indicated that trust in a party yields a higher likelihood of assessing the 
performance of the party favorably [14]. People who trust service providers believe that service providers have the 
ability to offer a positive utility, thereby enhancing the perceived usefulness of the provided service [71]. Therefore, 
an individual with greater trust in a firm has a higher expectation of the benefits of disclosing personal information 
online. Therefore, this paper proposes Hypothesis 7: 
 
H7: Trust in service providers positively influences perceived benefits of information disclosure. 
 
Trust enables online consumers to believe that web service providers collect, store, and use their privacy information 
appropriately, thereby reducing their concerns regarding personal information disclosure. A previous study 
suggested that a higher level of trust in a party's competence, reliability, and capability to safeguard personal 
information is associated with a lower degree of perceived privacy risk [15]. In addition, studies have proposed that 
trust in technology service providers can reduce consumer perceptions of risk [39], [68], and one study determined 
the effects of trust on perceived privacy risk [71]. Therefore, this paper proposes Hypothesis 8: 
 
H8: Trust in service providers negatively influences perceived privacy risk. 

2.4 Effects of Perceived Effectiveness of Business Privacy Policies on Perceived 
Privacy Risk 

A study suggested that privacy protection may be a main value proposition in the online business market [44]. 
Perceived effectiveness of business privacy policies refers to the degree to which people believe that the institutional 
mechanisms established by businesses for protecting personal information are reliable. A previous study suggested 
that firms’ initiative of informing consumers of their privacy practices leads to lower risk perceptions toward personal 
information disclosure [62]. Therefore, this paper proposes Hypothesis 9:   
 
H9: The perceived effectiveness of business privacy policies negatively influences perceived privacy risk. 

2.5 Effects of Perceived Benefits of Information Disclosure on Perceived Privacy Risk 

Perceived benefits of information disclosure refer to the overall positive utility of using a particular website after 
disclosing personal information [43]. The benefits offered by service providers in exchange for information disclosure 
may alleviate risk perceptions. Studies have suggested that people who perceive the potential for achieving a 
positive net outcome (i.e., the benefits exceed the cost of disclosure) are more likely to accept the potential risks 
associated with disclosing personal information [16]. One previous study proposed that perceived benefits of 
information disclosure reduce individuals' intentions to protect themselves from risk [65]. The greater the perceived 
benefits of information disclosure, the lower the risk perception. Dinev et al. [16] found that perceived benefits of 
information disclosure negatively affect consumer perceptions of privacy risk. Therefore, this paper proposes 
Hypothesis 10: 
 
H10: The effect of perceived benefits of information disclosure negatively influences perceived privacy risk. 
 
The constructs and associations discussed in this section are presented graphically in Figure 1.  

 

 

 

 



 

 

63 

Edward Shih-Tse Wang 
Role of Privacy Legislations and Online Business Brand Image in Consumer 
Perceptions of Online Privacy Risk 
 

Journal of Theoretical and Applied Electronic Commerce Research 

ISSN 0718–1876 Electronic Version 
VOL 14 / ISSUE 2 / MAY 2019 / 59-69 
© 2019 Universidad de Talca - Chile 
 

This paper is available online at 
www.jtaer.com 
DOI: 10.4067/S0718-18762019000200106 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 
 
 
 
 

 
 
 

3 Research Methodology 

This section gives an outline of research methods that were followed in the study. It provides information on the 
research scale and instrument that was used for questionnaire design and data collection. Lastly, the methods used 
to analyze the data are also described. 

3.1 Scale Development 

Research scales were developed according to the relevant literature. The measurement scales for the perceived 
effectiveness of privacy legislation and the perceived effectiveness of business privacy policies were modified from 2 
three-item scales obtained from the study of Xu et al. [62]. Online business brand image was measured using a 
three-item scale modified from the study of Yang and Ha [64]. Trust in online service providers and perceived privacy 
risk were measured using six- and five-item scales developed by Krasnova et al. [39], respectively. Finally, perceived 
benefits of information disclosure were assessed using a three-item scale derived from the study of Dinev et al. [16]. 
In summary, the questionnaire comprised 23 questions for testing the 10 hypotheses shown in Figure 1. A complete 
list of the six latent factors with the 23 items measured (including full statements) is show in Table 1. In addition, a 7-
point Likert scale was employed for all measurements. 

3.2 Sample and Data Collection 

Data were collected from university campuses in Taiwan through surveys issued to students. Potential participants 
were approached individually and asked to participate in an academic study on personal information disclosure 
behavior. A filter question (i.e., Have you provided accurate personal information to online service providers within 
the past 3 months?) was asked to those who agreed to participate in order to exclude participants not belonging to 
the target sample. Respondents belonging to the target sample were issued a two-page questionnaire, and they 
were subsequently requested to provide answers based on the online service provider to which they had most 
recently disclosed personal information. Although no incentives were offered, of the 746 students from whom 
participation was requested, 425 voluntarily participated in this study (57% response rate). This study employed a 
self-completed survey method to ask the participants about their perceptions toward the research constructs. All 
constructs were measured using multi-item scales validated in previous studies. The respondents’ demographic 
information (gender and age) and types of disclosed information were collected. Regarding demographics, 130 
participants were men (30.7%) and 295 were women (69.3%). Most of the participants were aged 20-29 years 
(60.9%). Regarding information disclosure types, 92% of the participants reported their names, 87% reported email 
addresses, 82% reported gender, 76% reported phone numbers, 47% reported physical addresses, and 8% reported 
credit card information. 

3.3 Data Analysis  

This study employed LISREL 8.7 to validate the measurement model and test the hypotheses in the hypothesized 
structural models. Confirmatory factor analysis was initially used to assess the validity and reliability of each 
construct by using the average variance extracted (AVE) and composite reliability (CR) values. The analysis results 

Figure 1: Theoretical research framework 
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are shown in Table 1. All scale CR values were within 0.83-0.91, thereby exceeding the acceptance threshold of 
0.70 [24]. Moreover, to assess discriminant validity, the Fornell-Larcker test [19] was performed. Table 2 shows that 
each construct achieved discriminant validity, all having AVE values greater than the squared correlations between 
pairs of latent variables, indicating discriminant validity is demonstrated [32].  
 

Table 1: Accuracy analysis statistics 
 

Research 
Constructs 

Measurement 
Items 

Factor 
Loading 
(λ) 

Theta 
(θ) 

C.R AVE  

Perceived 
effectiveness 
of privacy 
legislations 

I feel confident that privacy protection laws reflect their commitments to 
protect my personal information. 

0.76 043 

0.82 0.60 
With the privacy protection laws, I believe that my personal information 
will be kept private and confidential by the Web site. 

0.83 0.31 

I believe that the privacy protection laws are an effective way to protect 
my personal information 

0.73 0.46 

Perceived 
effectiveness 
of privacy 
policy 

I feel confident that the Web site’s privacy statements reflect their 
commitments to protect my personal information. 

0.84 0.29 

0.89 0.73 
With their privacy statements, I believe that my personal information will 
be kept private and confidential by the Web site. 

0.91 0.17 

I believe that the Web site’s privacy statements are an effective way to 
demonstrate their commitments to privacy. 

0.81 0.34 

Online 
business 
brand image 

I have always had a good impression of this Web site. 0.86 0.27 

0.88 0.72 
In my opinion, this Web site has a good image in the minds of 
consumers. 

0.89 0.20 

I believe that this the Web site has a better image than its competitors. 0.79 0.38 

Trust in 
service 
providers 

The Web site is open and receptive to the needs of its members 0.73 0.46 

0.91 0.63 
The Web site makes good-faith efforts to address most member concerns 0.77 0.40 

The Web site is also interested in the well-being of its members, not just 
its own 

0.77 0.41 

 The Web site is honest in its dealings with me 0.84 0.30   

 The Web site keeps its commitments to its members 0.82 0.33   

 The Web site is trustworthy 0.81 0.35   

Perceived 
benefits of 
information 
disclosure 
  

Revealing my personal information on the Web site will help me obtain 
information/products/services I want. 

0.88 0.23 

0.88 0.72 
I need to provide my personal information so I can get exactly what I want 
from these Web sites. 

0.92 0.15 

I believe that as a result of my personal information disclosure, I will 
benefit from a better, customized service and/or better information and 
products. 

0.73 0.47 

Perceived 
privacy risk  

Overall, I see real threat to my privacy due to my presence on the Web 
site. 

0.67 0.55 

0.83 0.50 

I fear that something unpleasant can happen to me due to my presence 
on the Web site. 

065 0.57 

I feel risky publishing my personal information on the Web site. 0.87 0.25 

Overall, I find it risky to publish my personal information on the Web site. 0.58 0.67 

Overall, the perceived privacy risk involved when using the Web site is 
very risky 

0.74 0.45 

 
Composite reliability: CR = (Σλ)2/[(Σλ)2+Σ(θ)] 

Average Variance Extracted: AVE =(Σλ2) /[(Σλ2) +Σ(θ)] 
(1) 

 
Table 2: Correlation between research constructs 

 

Research Constructs Mean S.D.  PEP
L 

PEP
P 

BBI TSP PBI
D 

PPR 

Perceived effectiveness of privacy legislations (PEPL) 4.10 1.04  0.77      

Perceived effectiveness of privacy policy (PEPP) 4.28 1.07  0.53 0.86     

Online business brand image (BBI) 4.82 0.93  0.35 0.48 0.85    

Trust in service providers (TSP) 4.68 0.86  0.43 0.63 0.56 0.79   

Perceived benefits of information disclosure (PBID) 4.56 0.95  0.44 0.61 0.46 0.60 0.85  

Perceived cyber privacy risk (PCPR) 3.70 0.98  0.42 0.56 0.28 0.41 0.48 0.71 
Note: The square root of average variance extracted (AVE) for each construct (on the diagonal) 
Scores: 1 - Strongly Disagree; 4 - Neutral; 7 - Strongly Agree 

 

Model appropriateness was examined using fit indices. Structural model fit was assessed using the chi-square/df 
ratio, root mean square error of approximation (RMSEA), comparative fit index (CFI), nonnormed fit index (NNFI), 
incremental fit index (IFI), goodness-of-fit index (GFI), and adjusted goodness-of-fit index (AGFI). The structural 
model achieved favorable fit levels: chi-square/df = 2.99; RMSEA = 0.069; CFI = 0.98; NNFI = 0.97, IFI = 0.98; GFI = 
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0.88; AGFI = 0.85. Because only a model with a GFI of <0.8 and RMSEA of >0.1 should be rejected [47], the model 
in this study satisfied the requirements. Regarding the framework of the current study, complete standardized path 
coefficients and t values were analyzed to determine whether the hypotheses were supported. Table 3 shows that 
H1, H2, H5, H6, H7, H9, and H10 were supported at a significance level of p < 0.001. Furthermore, H3 and H4 were 
supported at significance levels of p < 0.01 and p < 0.05, respectively. By contrast, H8 was not supported (p > 0.05). 

In addition, the explained variances obtained by predicting the constructs were 59% for perceived effectiveness of 
business privacy, 47% for trust in service providers, 43% for perceived benefits of information disclosure, and 43% 
for perceived privacy risk.  
 

Table 3: Testing of the proposed hypotheses 
 

 Path between Path 
coefficients 

t values 

H1 Perceived effectiveness of privacy legislations→ Perceived effectiveness of 
privacy policy 

＋0.35***  6.78 

H2 Perceived effectiveness of privacy legislations →Trust in service providers ＋0.31***  5.92 

H3 Perceived effectiveness of privacy legislations →Perceived privacy risk -0.18** -2.66 

H4 Online business brand image →Trust in service providers ＋0.13*  2.20 

H5 Online business brand image →Perceived benefits of information disclosure ＋0.50***  9.14 

H6 Trust in service providers →Perceived effectiveness of privacy policy ＋0.53***  9.68 

H7 Trust in service providers →Perceived benefits of information disclosure ＋0.56***  8.56 

H8 Trust in service providers →Perceived privacy risk -0.06 ns -0.74 

H9 Perceived effectiveness of privacy policy →Perceived privacy risk -0.43*** -5.09 

H10 Perceived benefits of information disclosure →Perceived privacy risk -0.24*** -3.70 
  ***: p-value < 0.001, **: p-value < 0.01, *: p-value < 0.05, ns: Not significant 
 
To verify research results indicating that the perceived effectiveness of privacy policies and the benefits of 
information disclosure mediate the relationship between trust in service providers and privacy risk perceptions, the 
present study tested an alternative model in which perceived privacy risk mediated the relationship between 
perceived benefits and trust. This model was based on the findings of Catoiu et al. [10]; they observed that the 
relationship between perceived benefits and trust was mediated by perceived risk. The alternative model consisted 
of the hypothesized model but changed the direction of the two paths. The alternative model suggested that 
perceived benefits exert direct and indirect (through perceived privacy risk) effects on a user’s perceived trust. To 
compare the two models, the Akaike information criterion (AIC) and the consistent Akaike information criterion 
(CAIC) were employed. Researchers have suggested that smaller values of these criteria indicate a better model fit 
[26]. The results revealed that for the hypothesized model, the AIC was 769.92 and the CAIC was 1056.23; for the 
alternative model, the AIC was 792.17 and the CAIC was 1078.78, indicating that the hypothesized model was 
superior to the alternative model. 

4 Discussion  

The results suggest that perceived effectiveness of privacy legislations and online business brand image affect 
people’s trust in service providers. Trust in service providers enhances perceived effectiveness of business privacy 
policies and perceived benefits of information disclosure, which in turn negatively influence privacy risk perceptions. 
In addition, perceived effectiveness of privacy legislations positively influences perceived effectiveness of business 
privacy policies but negatively influences privacy risk perceptions. Online business brand image positively influences 
perceived benefits of information disclosure. In other words, people who perceive privacy legislations as more 
effective and brand image as more positive have higher trust in service providers, which in turn enhances their 
confidence in the effectiveness of service providers’ privacy policies and services provided. Higher perceived 
effectiveness of business privacy policies and perceived benefits of information disclosure engender lower perceived 
privacy risk. Finally, a more positive brand image increases people’s beliefs in the benefits provided by the brand. 
People who perceive higher effectiveness of privacy legislations also perceive higher effectiveness of business 
privacy policies and lower information disclosure risk.  

4.1 Theoretical and Practical Implications  

The present study found that perceived effectiveness of business privacy policies and perceived benefits of 
information disclosure negatively influence consumer perceptions toward privacy risk. These findings are consistent 
with those of Xu et al. [62] and Dinev et al. [16]. According to a literature review, no previous studies have focused 
on whether and how governmental laws and brand image affect privacy risk perceptions. Furthermore, whereas 
numerous studies have focused on the direct effects of various antecedent variables on privacy risk perceptions, little 
attention has been devoted to clarifying the underlying mechanisms of the relationship between the antecedent 
variables. Therefore, this paper contributes to the literature by providing results of an empirical test of a model 
designed to address how governmental privacy laws and online business brand image affect consumer trust in 
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online businesses, perceived effectiveness of firm privacy policies, perceived benefits of information disclosure, and 
perceived privacy risk. Notably, no significant relationship was detected between consumer trust in online service 
providers and consumer-perceived privacy risk; this finding is inconsistent with those of previous research that 
indicated a negative effect of trust on perceived privacy risk [71].  
 
Although this finding is unexpected, according to the research framework, the reason for the finding may be that trust 
may not always reduce the perception of risk if a firm’s performance (i.e., effectiveness of its privacy policy and 
benefits of information disclosure) is perceived to be questionable and worthless. This implies that trust may not 
always reduce consumers’ risk perceptions if their trust does not lead to they believe that a service provider’s privacy 
policies are effective and whether they believe that information disclosure behavior will benefit from more effective, 
customized service and/or exceptional information and products. The results imply that the perceived effectiveness 
of privacy policies and the perceived benefits of information disclosure completely mediate the relationship between 
trust in service providers and privacy risk perceptions. Therefore, this study extends the literature by proposing 
integrative models for examining the hierarchical influences among these factors. Furthermore, the current study 
clarifies that governmental privacy laws indirectly (through trust in online businesses and effectiveness of firm privacy 
policies) and directly affect privacy risk perceptions. However, online business brand image indirectly affects 
consumer-perceived privacy risk through trust in online business and perceived benefits of information disclosure.  
 
The voluntary disclosure of personal information plays a vital role in the success of e-commerce. However, privacy 
perceptions are associated with interactive processes. Online businesses must respond to the challenge of 
increased consumer privacy concerns by elucidating the mechanism for reducing online consumers’ privacy risk 
perceptions. The findings of this study provide an understanding of the factors affecting privacy risk perceptions from 
the perspectives of government and firm performance. These findings serve as a reference for governments and firm 
administrators to understand how government and online business performance can reduce consumers’ privacy risk 
perceptions. This study demonstrated that the perceived effectiveness of privacy legislation and online brand image 
are antecedents to trust in service providers, which in turn affect consumer-perceived effectiveness of privacy 
policies and the perceived benefits of information disclosure, which consequently negatively influence privacy risk 
perceptions. Based on these findings, this study offers numerous practical suggestions for reducing privacy risk 
perceptions from the perspectives of government and firm performance. First, the findings revealed that consumer-
perceived effectiveness of governmental privacy legislation directly and indirectly (through the perceived 
effectiveness of privacy policies) affect their privacy risk perceptions. Thus, to manage privacy risk effectively, 
governments should focus on building consumers confidence in privacy protection laws by developing and 
maintaining an effective system of communication. Moreover, governments should ensure that laws are executed in 
the order they are listed in the laws pane to build consumer confidence in the laws as being an effective way to 
protect their personal information and to assure consumers that their personal information will be kept private and 
confidential by a website. Second, the results revealed that a positive online brand image increases consumer-
perceived benefits of information disclosure, which results in lower privacy risk perceptions. That is, consumers with 
positive impressions of online businesses are more likely to believe that they will benefit from more effective, 
customized service and/or exceptional information and products, which reinforces their privacy risk perceptions. 
Thus, to increase consumer-perceived benefits of an online service and further reduce their privacy risk perceptions, 
online business should focus on creating a positive brand image by using promotional tools, such as an advertising 
strategy, to link favorable and positive associations to the brand in consumers’ minds. Third, more trust in online 
service providers will increase consumer-perceived effectiveness of business privacy policies and the perceived 
benefits of information disclosure and in turn reduce their privacy risk perceptions. Thus, online service providers 
should focus on building consumer trust by being open and receptive to the needs of their members through making 
efforts to address their members’ concerns, by being interested in the well-being of their members, by being 
committed to their members, and by being honest in their dealings with them. Finally, trust in service providers is 
affected by consumer-perceived effectiveness of privacy legislation and online brand image. Therefore, governments 
and online businesses should apply the findings to consider the role of privacy legislation and brand image and their 
effects on consumer trust in service providers. 

4.2 Limitations, and Directions for Further Research 

Although e-commerce has developed rapidly in recent years, the collection of consumer data to facilitate the 
exchange process and meet consumer needs remains critical for online businesses. The findings of this study could 
facilitate online businesses in developing effective programs for collecting consumer information from the 
perspectives of privacy legislations and firm brand image. However, despite its contributions, the present study has 
limitations. The first and one of the major limitations is the bias engendered by the younger (60.9% of the participants 
were aged 20-29 years) and female- dominated (69.3%) sample. In addition, the demographic groups in this study 
were not well defined. Future studies should replicate the study with participants of varying ages and with a greater 
balance between genders; testing the model on a sample of consumers of varying ages and with a greater balance 
between genders could provide less biased results. Second, a previous study applied the Big Five personality traits 
(agreeableness, conscientiousness, emotional stability, extroversion, and openness) to understand their effects on 
concern for privacy (CFP); the researchers’ findings indicated that agreeableness is negatively associated with CFP 
in relation to location-based services, whereas conscientiousness and openness are positively associated with CFP 
[33]. Additional studies should include personality traits in the proposed model. An investigation of the moderating 
role of personality traits in the relationship between governmental (privacy legislation) and firm-related (online brand 
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image) factors and consumer perceptions of online privacy risk will be useful for comparing personality traits. Third, 
the effects of social influence on individual perceptions have been documented in the literature [56], [67]. A social 
influencer refers to an individual who, through a close relationship with another person, has substantial influence on 
that person’s technological perceptions [30]. Therefore, future studies could introduce social influence as an 
antecedent variable in the adopted research framework. In summary, by investigating the moderating roles of 
individual characteristics within the research frameworks and antecedent variables of the research construct factors, 
future studies are expected to provide more guidelines for research on consumer privacy risk as well as for 
practitioners. 

5 Conclusion 

With an increasing number of consumers using e-commerce platforms and the increasing importance of online 
markets, it is imperative for online marketers to develop a thorough understanding of effective approaches that 
reduce consumers’ privacy risk perceptions. This study examined the effects of privacy legislation and online brand 
image factors on consumer perceptions of online privacy risk. A conceptual model was proposed to explore the 
underlying mechanisms of the effects of privacy legislation and online brand image on consumers’ perceptions of 
online privacy risk, and the relationships among the perceived effectiveness of privacy legislation, brand image, trust 
in online businesses, the perceived effectiveness of privacy policies, the perceived benefits of information disclosure, 
and perceived privacy risk were hypothesized and examined. As predicted, the perceived effectiveness of privacy 
legislation, the perceived effectiveness of privacy policies, and the perceived benefits of information disclosure 
directly and negatively influenced perceived privacy risk. In contrast to previous studies, in the current study, trust in 
online businesses was not correlated with perceived privacy risk. Additionally, as expected, consumer-perceived 
effectiveness of privacy legislation and brand image positively influenced trust in online businesses, which 
consequently increased the perceived effectiveness of privacy policies and the perceived benefits of information 
disclosure, resulting in lower perceived privacy risk. The current study also investigated the impact of the perceived 
effectiveness of privacy legislation on the perceived effectiveness of privacy policies and the impact of brand image 
on the perceived benefits of information disclosure. Positive relationships were found. This research contributes by 
adding to our understanding of how and why privacy legislation and online brand image affect consumers’ privacy 
risk perceptions. 
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