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Abstract. The security of an iterated block cipher heavily depends
on its structure as well as each round function. Matsui showed that
MISTY type structure is faster and more robust than Feistel structure
on linear cryptanalysis and differential cryptanalysis. On the other hand,
Luby and Rackoff proved that the four round Feistel structure is super-
pseudorandom if each round function f; is a random function. This paper
proves that the five round MISTY type structure is super-pseudorandom.
We also characterize its round security.

1 Introduction

The security of an iterated block cipher heavily depends on its structure as well
as each round function. There are some well known structures of iterated block
ciphers, Feistel structure (for example, DES), MISTY type structure, IDEA type
structure and etc. For Feistel structure, Nyberg and Knudsen [7] showed that if
each round function is secure against linear cryptanalysis and differential crypt-
analysis, then the whole block cipher is immune to both attacks. Matsui showed
that MISTY type structure is faster and more robust than Feistel structure on
linear cryptanalysis and differential cryptanalysis [4J5].

Pseudorandomness is also an important cryptographic criterion of iterated
block ciphers. This approach studies the pseudorandomness of the block cipher
by assuming that each round function is ideally random. We say that a block
cipher is pseudorandom if it is secure against chosen plaintext attack, where the
adversary has access only to the forward direction of the block cipher. It is said
to be super-pseudorandom if it is secure under both chosen plaintext and chosen
ciphertext attacks, where the adversary has access to both directions of the block
cipher.

The super-pseudorandomness of Feistel structure has been studied exten-
sively so far. Luby and Rackoff proved that the three round Feistel structure
is pseudorandom and the four round Feistel structure is super-pseudorandom
if each round function f; is a random function [2]. Patarin gave an alternate
proof [89]. Lucks showed that the three round Feistel structure is pseudoran-
dom even if the first round function f; is an XOR-universal hash function (not
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necessarily random) [3]. Naor and Reingold showed that the four round Feistel
structure is super-pseudorandom even if the first and the last round functions
f1 and f4 are XOR-universal [6]. Finally, Ramzan and Reyzin showed that the
four round Feistel structure is super-pseudorandom even if the adversary has
oracle access to the second and the third round functions fo and f3, but not
super-pseudorandom if the adversary has oracle access to the first or the last
round function, f; or fy [10].

However, only a little is known about the super-pseudorandomness of MISTY
type structure. Sakurai and Zheng showed that the three round MISTY type
structure is not pseudorandom, and the four round MISTY type structure is not
super-pseudorandom [IT]. On the other hand, it is not known if the five round
MISTY type structure is super-pseudorandom [T1].

This paper characterizes the super-pseudorandomness of the five round
MISTY type structure. We prove that the five round MISTY type structure
is super-pseudorandom even if:

1. The first, second and the last round functions, p;, p2 and ps, are XOR-
universal permutations. This holds even if the adversary has oracle access to
the third and fourth round functions ps and py.

2. The first and the last round functions, p; and ps, are XOR-universal. This
holds even if the adversary has oracle access to the second, third and fourth
round functions, ps, p3 and p4.

We also show that it is not super-pseudorandom if the adversary is allowed to
have oracle access to the first or the last round function, p; or ps.

Intuitively, our results can be stated as follows. The five round MISTY type
structure is super-pseudorandom if: (1) the first and the last rounds have se-
crecy and only weak randomness, (2) the third and fourth rounds have strong
randomness and no secrecy, and (3) the second round has secrecy and only weak
randomness, or no secrecy and strong randomness.

To derive our positive results, we use Patarin’s approach [8[9] while Ramzan
and Reyzin [10] used the approach of Naor and Reingold [0].

Related works: About pseudorandomness (but not super-pseudorandomness)
Sugita showed that the four round MISTY type structure is pseudorandom [12],
and the five round recursive MISTY type structure is pseudorandom [I3].

2 Preliminaries

2.1 Notation

For a bit string x € {0,1}2?", we denote the first (left) n bits of by z, and the

last (right) n bits of « by zg. If S is a probability space, then s £ S denotes
the process of picking an element from S according to the underlying probability
distribution. (Unless otherwise specified,) The underlying distribution is assumed
to be uniform.
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Denote by F), the set of all functions from {0,1}" to {0,1}", which consists
of 272" in total. Similarly, denote by P, the set of all permutations from {0, 1}"
to {0,1}™, which consists of (2™)! in total. By a finite function (or permutation)
family F, we denote a set of functions with common domain and common range.
We call a finite function (or permutation) family keyed if every function in it
can be specified by a key sk. We denote the function given by sk as fs. We
assume that given sk, it is possible to efficiently evaluate fg at any point (as
well as f S_kl in case of a keyed permutation family). For a given keyed function
family, a key can be any string from {0,1}°, where s is known as “key length.”
For functions f and g, g o f denotes the function z — g(f(x)).

2.2 Super-Pseudorandomness

We are now ready to define a secure block cipher, or what Luby and Rackoff
called a super-pseudorandom permutation [2]. The super-pseudorandomness of
a keyed permutation family F over {0, 1}" captures its computational indistin-
guishability from P,, where the adversary is given access to both directions of
the permutation. In other words, it measures security of a block cipher against
chosen plaintext and chosen ciphertext attacks.

Our adaptive adversary M is modeled as a Turing machine that has black-
box access to some number k of oracles, each of which computes some specified
function. If (f1, ..., fx) is a k-tuple of functions, then M/ 1fx denotes a k-oracle
adversary who is given black-box access to each of the functions fi,..., fx. The
computational power of M is unlimited, but the total number of oracle calls is
limited to a parameter m.

Definition 2.1. (Advantage, sprp). Let a block cipher F be a keyed permuta-
tion family over {0,1}™ with key length s. Let M be a 2-oracle adversary. Then
we define M’s advantage as

def

AdvE® (M) = |ps — prl

where

def

pp S Pr(MFm L (1) = 1] sk & {0, 1))
pr = Pr(MR,R’I(ln) =1 | R (E Pn)

Definition 2.2. (Super-pseudorandom permutation family). A block ci-
pher F is super-pseudorandom if AdvE " (M) is negligible for any 2-oracle ad-

versary M.

2.3 MISTY Type Permutation [45]

Matsui proposed MISTY [45], which is faster and more robust than Feistel
structure on linear cryptanalysis and differential cryptanalysis.
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Definition 2.3. (The basic MISTY type permutation). Let z € {0, 1}?".
For any permutation p € P,, define the basic MISTY type permutation, M, €

Py, as My(x) ef (zr,p(xr)®xR). Note that it is a permutation since M, (x) =
(P~ (zL @ zR),2L).

Definition 2.4. (The r round MISTY type permutation, v). Let r > 1
be an integer, p1,...,p, € P, be permutations. Define the r round MISTY type

permutation Y(p1,...,pr) € Payp as Y(p1,...,0r) def po M, o---oM, B where
p(zr,zRr) = (xR, 21) for x € {0,1}?".

See Fig. [ (the four round Feistel permutation) and Fig. 2 (the five round
MISTY type permutation) for illustrations. Note that p; in Fig. [ is a permu-
tation whereas f; in Fig. [[lis just a function. For simplicity, the left and right
swaps are omitted.

(+)Je———o

b2

[ — e

D3

(F—t

P4

b0

D5

Fig. 1. Feistel permutation Fig. 2. MISTY type permutation

2.4 Round Security of the Five Round MISTY Type Permutation

The round security model of a block cipher was introduced by Ramzan and
Reyzin [10]. In the round security model, the adversary is allowed to have oracle
access to some subset K of round functions, and the advantage additionally
depends on K.
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Definition 2.5. (Round security of the five round MISTY type per-
mutation). Let p; be a permutation drawn from a keyed permutation fam-
ily P; over {0,1}" with key length s;, for i = 1,...,5. Let ¥(p1,...,p5) be
the five round MISTY type permutation, and ¥ be the set of ¥(pi,...,ps5)
with key length s = s1 + -+ + s5 (the key sk for ¥(p1,...,ps) is simply the
concatenation of keys for pi,...,ps). Fiz some subset K = {II',... II*} of

the set {P1, Py *,... ,735,775_1}, and let M be a (k + 2)-oracle adversary. Let

def ; ; .
K = {rl,...,7%}, where 7%, € IT' for 1 < i < k. Then we define M’s

advantage as
def
AdvR (M) = |py — prl

where

def

o I Pr(MYer vl mhemh (120) = 1| sk & {0,1)7)
pR = Pr(MR,Rflﬂ"'ikr“vﬂ'fk(12") = 1 | R ﬁ P2n75k (E {07 1}‘;)

2.5 Uniform e-XOR Universal Permutation
Our definition follows from those given in [1/10J14].

Definition 2.6. Let H,, be a keyed permutation family over {0,1}™. Denote by
#H,, the size of Hy,. H, is uniform e-XOR universal provided that the following
two conditions are satisfied:

1. for any element x € {0,1}" and any element y € {0,1}™, there exist exactly
#21;{” permutations h € Hy, such that h(x) =y.
2. for any two distinct elements x,x’ € {0,1}" and any element y € {0,1}",

there exist at most e#H,, permutations h € H,, such that h(z) ® h(z') = y.

Let fq5(x) 4o 2+ b over GF(2™), where a # 0. Then {f, (x)} is uniform

2TL#_I—XOR universal.
We will use the phrase “h is an uniform e-XOR universal permutation” to
mean that “h is drawn uniformly from an uniform e-XOR universal permutation

family.”

3 Round Security of MISTY Type Permutation

3.1 Negative Result

In this section, we show that ¥ (p1, p2,ps, pa, ps) is not super-pseudorandom if
the adversary is allowed to have oracle access to {p1,p; '} or {p5'}. This means
that, we require secrecy in the first and the last rounds if the cipher is secure.

Theorem 3.1. Let pi,ps,ps,ps,05 € P, be random permutations. Let ¢ =
¥(p1,Pp2,P3,P4,05), and R € Poy, be a random permutation. Suppose that K con-
tains at least one of {p1,p; '} or {p5'}. Then there exists an oracle adversary

M such that 5

AdvyiR (M) > 1 — ST
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Proof. Let © = R or . First, suppose that M has oracle access to @, O~1, p;
and py*. Consider the following M:

. Pick X, A, A" € {0,1}™ such that A # A’ arbitrarily.
. Ask (4,A® X) to O~! and obtain (C, D).

. Ask (A, A’ ® X) to O~ and obtain (C’, D’).

Ask C to p; and obtain E.

Ask C’ to p; and obtain F’.

Ask D@ D' @ F to p; ' and obtain F.

Ask D@ D' @ E' to p; ! and obtain F’.

. Ask (F', D) to O and obtain (S,T).

. Ask (F,D’) to O and obtain (S’,T").

. Output “1” ifand only if S& T = S" ¢ T".

O © WU AW

—_

If © =1, then X is the output of p5 at step 2 and step 3. Hence the input
to ps at step 2 is equal to that of step 3. Therefore, from step 4 and step 5, we
have

p2(D)®@ DG E®p3s(D®E)=po(D')® D' & E @ps(D' @ E') . (1)

In step 8, the output of p; is equal to D & D’ @ E’ from step 7. Therefore, the
input to ps is equal to po(D)® D' @ E' @ p3(D’ ® E') in step 8. Similarly, in step
9, the input to ps is equal to p2(D’) & D & E & p3(D & E). Then from eq.(), we
see that the inputs to ps are equal in step 8 and step 9. Hence we have py = 1.
If O = R, we have pg < %
Next suppose that M has oracle access to O, O~! and pgl. Consider the
following M:

. Pick X, B, B’ € {0,1}"™ such that B # B’ arbitrarily.

. Ask B to pgl and obtain A.

Ask B’ to p; ' and obtain A’.

. Ask (X, X & B) to O~! and obtain (C, D).

.Ask (ApA BB @ X,A® A ®B® X) to O~! and obtain (C’, D).
. Ask (C,D’) to O and obtain (E, F).

. Ask (C', D) to O and obtain (E’, F').

. Ask E® F to p; ' and obtain H.

. Ask E' @ F’ to p; ' and obtain H'.

. Output “1” ifand only ift H® F = H' & F'.

OO0 oUW

—_

If O =4, then A® B @ X is the outputs of ps at step 4 and step 5. Then
the input to ps at step 6 is equal to that of step 7. Hence we have py = 1.
If(’)zR,WehavepRS;T. O

3.2 Positive Result 1

Let hy,ho,hs € H, be uniform e-XOR universal permutations and p € P, be
a random permutation. Let v = ¥(hq, ho,p,p, h;l)7 and R € P,, be a random
permutation. Define K = {p,p~'}.
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Lemma 3.1. Let mg and m; be integers. Choose (V) € {0,1}?>" and y*) €

{0,1}2" for 1 < i < myg arbitrarily in such a way that ) are all distinct and

y @ are all distinct. Choose X € {0,1}"* and Y € {0,1}" for 1 < i < my

arbitrarily in such a way that X are all distinct and Y are all distinct.
Then the number of (h1, ha,p, hs) such that

(D) =y for 1 < Vi< my, and
p(X(i)) —y® for 1 <Vi<my

is at least

(#Hn)*(2" = 2mg — my)! (1 — e mo(3mg — 2) — W)

A proof is given in the next section.

Theorem 3.2. For any 4-oracle adversary M that makes at most m queries in

total,
4m?

AdviR (M) < e-m(3m —2) + on

Proof. Let O = R or 1. The 4-oracle adversary M has oracle access to O, O~ 1,
p and p~!. Assume that M makes mg queries to O or O~!, and m; queries to
por p~t, where m = mgy 4+ m;.

Let ¢V, ..., q("™0) € {0,1}?" be bit strings that M asks to O or O~', and let
aM, ..., al™) € {0,1}?" be the answers that M obtains. Let Q) ..., Q™) ¢
{0,1}™ be bit strings that M asks to p or p~!, and let A, ... A(™) € {0,1}"
be the answers that M obtains.

Let
: @ a®) if O(q®) =a®
@ iy J@a?) if O@W)=a
) {(a(z),q(“) if O~1(g®)=a® (3)
i i @) AD) if )y = A
() vy [ (@Y, AW) it p(Q™) |
(X, y™) {(A(Z),Q(Z)) if p—l(Q(l)):A(z) . (4)
That is,

O(x(i)) = y(i) for 1 <i<mg, and p(X(i)) =YD for1<i<my .

Without loss of generality, we assume that z(?) are all distinct, y() are all distinct,
X are all distinct and Y(® are all distinct.

Suppose that M has obtained aV, ..., a® and A®, ..., AU from the ora-
cles at some point. Then the next behavior of M is completely determined by

aW,...,a® and AW, ... AU Therefore, the final output of M (0 or 1) de-

pends only on a ef (@M, ..., alm)) and A def (AW ... A(™)), Hence denote

by Ca(a, A) the final output of M.

Let B {(a,A) | Crq(a, A) = 1} and N % 4B,
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Evaluation of pr. From the definition of pr, we have

-1 R,R™'ppt 120y —
pR—P};(MRR P (12n):1):#{(R,p)lf\é%)!(zn)! (=) =1}

We say that (R,p) is compatible with (a, A) if the (R, R~1) oracles answer
)

a and the (p,p~ ') oracles answer A. More precisely, (R, p) is compatible with
(a, A) if
R(z) =y@ for 1 <i <mgand p(XP)=Y® for 1 <i <my , (5)

where 2,y X@ V@ are defined by eq.@) and eq.@) from (a, A). For each
(a,A) € B, the number of (R,p) which is compatible with (a, A) is exactly
(227 — mg)!(2" — mq)!. Therefore, we have

Z #{(R,p) | (R,p) is compatible with (a, A)}

(a,A)EB (22m)in)!
#{(R,p) ,p) satisfying (B) }
(aAZ)eB 2 ) (2m)!
- N. (22n — mo)'(Z" — ml)'

(220)1(27)!

Evaluation of p;. From the definition of p,, we have

_ Y tppT 120y
Py hh,}j,rp,hs(/\/l (1) =1)
- #{(h1,ho,p, hg) | MP¥ PP (127) = 1}
(#H,)3(2")! '

Similarly to pgr, we have

(h17 ha, p, h3) satisfying (]2[)}

#{(h1,ha,p, hs3) |
(a;)ezs (#H,)(2")!

Then from Lemma [B1] we obtain that

H,)2(2" — 2mg — my)! (1 —e-mo(3mg —2) — 727710(77@23#2%))

Dy 2 k
<a§>es (#H,)3(2")!
2m — 2 _ ! ) )
:N( (7220)' my) <1_6.m0(3m0_2)_W)
_@M)en —2me —my)! 2mo(mo + 2my )
= PR (2271 _mo)!(Qn _ml)! <1 —e~m0(3m0—2) — 2n)
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ince (222" —2mo—my)!
Sm(}:le (22n_m0)!(2n0_m11)!
we have

> 1 (This can be shown easily by an induction on my),

2 2
WPR<1—e-mo(3mo—2)—%<%+W>

on
2 2
> pi — e mo(3mo — 2) — om0 £2m)
4 2
>pr—€-m(3m—2) — ;Z . (6)

Applying the same argument to 1 — py, and 1 — ppr yields that

4m?

2’!L

1—py>1—pr—e-m(3m—2)—

Finally, (@) and (@) give |[py — pr| < €-m(3m —2) + 4;";.

3.3 Positive Result 2

Let hi,he € H, be uniform e-XOR-universal permutations, p1,p2,ps € P, be
random permutations, ¥ = 1/J(h1,p1,p2,p3,h2_1), and R € P, be a random
permutation. Define K = {py,p; ", p2,p5 ", p3,05 ' }-

Lemma 3.2. Let mg, m1, ma, mg be integers such that m = mg+mq+mo+ms3.
Choose 2V € {0,1}?" and y € {0,1}?" for 1 < i < mq arbitrarily in such a
way that x4 are all distinct and v are all distinct. Similarly, for 1 <1 < 3,
choose Xl(i) € {0,1}" and Yl(i) € {0,1}™ for 1 < i < my arbitrarily in such a
way that Xl(i) are all distinct, Yl(i) are all distinct and

XDy £ XD oV forl=1and1<Vi<Vj<m .
Then the number of (hy,p1,ps, ps, he) such that

P(z®) =y for 1 < Vi < my,
pl(Xl(i)) = Yl(i) for 1 <Vi<my,
pQ(XQ(i)) = Yz(i) for 1 <Vi<msg, and
p3(X$0) =YL for 1 < Vi <ms

is at least

(2” — ml)'(Z" — M9 — mo)'(Q” — ms — mo)'

(1 (1 26 mofomg — ) - =1

A proof is similar to that of Lemma [3.T]
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Theorem 3.3. For any 8-oracle adversary M that makes at most m queries in
total,
m(3m — 2)

2n '
Proof. Let O = R or 1. The 8-oracle adversary M has oracle access to O, O~1,
P1, pfl, P2, pgl, p3 and pgl. Assume that M makes mg queries to @ or O~!
and m; queries to p; or pl_1 for 1 <1 < 3, where m = mg + mq + mo + ms.

Let ¢, ..., ¢(m) € {0,1}?" be bit strings that M asks to @ or O~', and
let a, ..., a(™) € {0,1}?" be the answers that M obtains. For 1 < [ < 3,

AdvgiR (M) < 2e-m(m —1) +

let Ql(l),..., l(ml) € {0,1}" be bit strings that M asks to p; or p;’ ', and let
Al(l), ey Al(ml) € {0,1}" be the answers that M obtains.
Let
) @ @Y if O(g») = ¢®
(@) ¢, a') i (q )=a ,
(1), yt)) = { ol q(z)) it 0-1(q") = o (9)

(
(
(i) () (Q z ) if pl(Ql(Z)‘:Al(i)'
(X, Y ) = {( l »Qz i p;1(Ql(z)):A§z) (10)

for 1 <[ < 3. That is, O(x(i)) =y for 1 < i < mg and pl(Xl(z)) = Yl(z) for
1<li<3and1<i<m.

Without loss of generality, we assume that z(* are all distinct, y(? are all
distinct, X @) are all distinct and Y(i) are all distinct, for 1 <[ < 3.

Define a ' (@M, ... al™)) and A, e (Al( ) ...,Al(m’)) for 1 <1 < 3. Then,
similarly to the proof of Theorem [3:2], we can denote by Cam(a, Ay, As, As) the
output of M (0 or 1). Let

ef
B {(a, Ay, Ao, A5) | Con(a, Ar, Ao, Az) =1},

N = def #B1, and
By = {(a, A1, Az, As) | Coa(a, Ay, Ay, A3) =1 and
1<Vi<vj<my, XY ey £ X7 ey},

Evaluation of pr. From the definition of pr, we have

pr= Pr (MBEE T pupr pepy eaws (120 2 1)
R,p1,p2,ps

#{(R,pr,pa,ps) | MITori e pors” (120) = 1
(22m)! ((2m)1)?
Since the number of (R,pl,p27p3) such that
R(z®) =y for 1 < Vi < my,
p1 X{ )) Y(z) for 1 < Vi< m;y,
Xé)) Y() for 1 < Vi < msy, and
D3 X?(,Z)) = Y3( D for 1 <Vi<ms

(11)
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PR = Z #{(R7p17p27p3) | (R7p17p27p3> SatiSfying (Dj])}
f (22m)1((2)1)3
(a,A1,A2,A3)EB,

(22n — mo)'(Q" — ml)'(2" — mg)'(Q" — mg)'
(22m)1((2m)h)?
Define C' be the total number of possible (a, Ay, A, As). Then

(22! (2")! (2")! (2")!
(22n - mo)' (2” - ml)' (2” - TTLQ)' (2” - m3)' '

C:

Therefore we have pr = %
Evaluation of py. From the definition of p,, we have
Py = hl’plE;pzm(Mw,w’l71717171_1,1)2717;1,173,1);1(12n) =1)
AU p1pa,p ha) | MOV i s i (12 = 1)
a (#H,)2((27)1)? '

Then

# {(h1,p1,p2,p3, h2) | (h1,p1,p2,p3, ho) satisfying &)}
ez ) HH,)2(2"))? ‘

(a,A1,A2,A3)€B:

Now we want to evaluate #B5. Fix any ¢ and j such that 1 <4 <
Then the number of 4; = (A", ..., A"} which satisfies X & v,")

Yl(]) is exaCtly ﬁ%,

I <

< mj.
XV e
since we have 2" choice of Agi) which uniquely
determines A(lj ) according to the relation Xl(i) @ Yl(i) = ij ) & Yl(j ), and other
bit strings, Agl) where [ # 1, j, can be arbitrarily, we have % choice. Since

we have (":!) choice of (i,), the number of (a, A1, A2, A3) which satisfy

1<3i<3F<m, XPay®=x" gy

is at most ("3!) 57, which is upper bounded by WQL%UC. Then it is clear

that #B, > N — ™=l

Define ) )
D% (1—26~m0(m0—1)— mo(;”n_)>
Then from Lemma [3.2] we have
P > Z (2"—ml)!(2"—mg—mo)!(Q”—mg—mo)!D

(a,A1,A2,A3)EB, ((2n)|)3
my(my — 1) (2" —m)1(2™ — ma — mp)! (2™ — m3 — myg)!
e i e
B ~ ma(mg — 1) A 2" = m)N2" = my — m)! (2" — my — my)!
= (o) p-c @ |
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—m —mao—m —ms3—m 2791(2" — g —mo) (2" —ms3 —mo)!
Since C(2 Ve ((2271)!)03)'(2 sttt (2(2)21752_m0)!%2n_2:§)2!(2n_3m3)!o)'

(This can be shown easily by an induction on mg), we have

Py > (pzz—ml(n;_l)) (1—2e.m0(m0_1)_”%(22’:_1)>

mo(2m—1) my(my —1)
on a 2n

m(3m —2)

—

v
—

ZpR—2e-m0(m0—1)—
>pr—2c-m(m—1)—

Then we have
m(3m — 2)

211
by applying the same argument as was used in Theorem a

[Py —pr| < 26-m(m—1)+

4 Proof of Lemma [3.7]

In v, we denote by I3 € {0,1}", the input to p in the third round, and denote
by Oz € {0,1}"™, the output of it. Similarly, Iy, O4 € {0,1}" are the input and
output of p in the fourth round, respectively.

Number of hy. First,

— if xZ = x(Lj), then there exists no hy which satisfies

ha (2)) @x“) = (@) 2y (12)
blnce x(L) = x%) implies 371;;, # a: :
— if x ;é ij), then the number of h; which satisfies ([2) is at most e#H,
from Definition 26l

Therefore, the number of h; which satisfies
1< 3i <3 <mo, (@) @2l = by (2) @ 2 (13)

is at most e(";(’)#Hn.
Next, the number of hA; which satisfies

h(a?) @2l = x0)

is exactly 2,/’ from Definition 2.6 Therefore, the number of h; which satisfies
1<3i<mo,1 <Fj<my, ma(al)) @aly) = X0 (14)
is at most Ut Hn

Then, from ([I3) and (4)), the number of h; which satisfies

1<Vi<Vj<mo, hiz ())®x()7éh( m)@xga and 15)
1<Vi<mg,1<Vj<m, hl(x(L)) 2\ £ X
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is at least #H,, — 6(";")#Hn - %#H" . Fix h; which satisfies arbitrarily.
This implies that I?(,l)7 . ,I?(,m“) are fixed in such a way that I(l) ,I:)(,mo) are
distinct, and Ig(,i) # XU for 1 <Vi<mgand 1 <Vj<my.

Number of hs. Similarly, the number of ho which satisfies

L<Vi<Vj<mo, hoal) @ I3 # ho(ei)) 0 17,
1< Vi <mo,1 <Vj<my, ho(al) e I{” £ X0,
1< Vi, Vi < mo, ha(a)) e I§ )7AI§J , and

1 <Vi,V¥j <mo, ho(z Q)@I?E”;A y

(16)

2
is at least #H,, — (") #H, — mor# e 2t e gy by which satisfies (I6)

arbitrarily. This implies that I3, ... 1{™

are fixed in such a way that:

— 1M, 1™ are distinct,

17+ X for 1 < Vi < mg and 1 < Vj < my, and
Iil) # I?()J) and Izil) 7£ yg) fOI‘ 1 S VZ,V] S mo.

Number of hs. Similarly, the number of hs which satisfies

1 < Vi <Vj <my, hs(y @y )EBy(Z #hs(y @ y?) oy,

1< Vi <Vj<mo, ha(yy’ @y) @ I()#h (y (J)@y(”) 7,
1<Vi<mg,1 <Vj<my, (()@y )@L&Z#YJ), (17)
1 < Vi < my, 1<V]<m1 (yL)EBy))@y‘;éY(j) and

1<V, Yj <mo, ha(yy) ®uy) @yl # ha(y) o)) o I

is at least #H,, — 2¢("0)#H, — %T{#H" — em2#H,. Fix hs which satisfies

() arbitrarily. This implies that O(l) cee Oflm‘)) and Oél), e ,Oém") are fixed
in such a way that:
- O£1)7 ce Oimo) are distinct,
- O(l) .,Ogm") are distinct,
- O( £Y0U) for 1 <Vi<mgand 1 <Vj < my,
— Oé(f ;EY(J) for 1 <Vi<mgand 1<Vj <my, and
Off) #+ Oéj) for 1 < Vi, Vj < my.

Number of p. Now hy,hy and hg are fixed in such a way that
KO x|
(which are inputs to p) are all distinct and
O,...,0™ op, ... o)y, . ytm)

(which are corresponding outputs of p) are all distinct. In other words, for p, the
above 2mg 4+ m input-output pairs are determined. The other 2" — 2mg — my
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input-output pairs are undetermined. Therefore we have (2" —2mg—m1 )! possible
choices of p for any such fixed (hy, ho, h3).

Then the number of (hq, ha,p, h3) which satisfy ([2) is at least

(#H,)* (2" — 2m — my)! <1 - (ﬂ;) _ QO)

mo momi 2m3 mg 2momq 9
1-— — — 1-2 — —
(o) - 5 (oae(y) - B e

> (#H,)3(2" — 2mg — my)! (1 — e mo(3mo — 2) — 2mo(m0+2ml))

211
This concludes the proof of the lemma. O
5 Conclusion
In this paper, we proved that:

1. 9¥(p1, p2, p3, P4, P5) is not super-pseudorandom if the adversary is allowed to
have oracle access to {p1,p; '} or {p5'} (Theorem BI).

2. Y(hi, ho,p,p, hgl) is super-pseudorandom even if the adversary has oracle
access to p and p~* (Theorem B.2)).

3. Y(h1,p1,02,03, h5 1) is super-pseudorandom even if the adversary has oracle
access to pi, Pfla D2, p517 p3 and png (Theorem [3.3)).

The following concrete questions remain to be tackled.

— Is it possible to distinguish ¥ (p1, p2, ps, P4, ps) from Ps, with access to only
one of {p1,p; ", ps} ?

— For example, is ¥(h1,p1,p1, P2, hgl) secure when the adversary has oracle
access to pq, pfl, po and pgl ?
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