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Abstract— Traditionally, reliable multicast protocols are  employed by such protocols to improve reliability unfor-
deterministic in nature. It is precisely this determinism tunately also tend to compromise their scalability by heav-
which tends to become their limiting factor when aiming ily loading the network (e.g., leading sk implosioi.
at reliability and scalability, particularly in highly dynamic The third category of protocols consists of so-called

networks, e.g., ad hoc networks. As probabilistic protocols, in-basedbrotocol d h b di d
gossip-based multicast protocols recently (re-)discovered in gossip-basedprotocols, an as been (re-)discovere

wired networks appear to be a viable means to “fight fire rather recently. Roughly, the idea common to members
with fire” by abiding to the non-deterministic nature of ad  Of this family of probabilistic protocols (e.g., [5], [6],
hoc networks. [7]) is to have each node in a multicast group periodically
This paper presents a protocol that is designed to meet a “talk” to a random set of other nodes in the group about
more practical specification of probabilistic reliability; this  jts knowledge of the “state” of the group, e.g., the mul-
gossip-based multicast protocol, called Route Driven Gos- ticast packets that it has received. Missing packets can
sip (RDG), can be deployed on any basic on-demand rout-y, ., o recovered by nodes in a peer-based style, equally
g .prO.tOCOI' .RDG 's custom ta!loreq to ad ho.c networks, distributing the load over the nodes in a group and hence
achieving a high level of reliability without relying on any . - .
inherent multicast primitive. We illustrate our RDG proto- ~ @lS0 making such protocols very resilient to arbitrary node
col by layering it on top of the “bare” DSR protocol. We failures. Stochastic models derived from epidemiology
convey our claims of reliability and scalability through both  enable the protocols to obtain (1) the desired tradeoff be-
analysis and simulation. tween reliability and scalability by adjusting protocol pa-
rameters and (2) a performance prediction.
Intuitively, applying a probabilistic scheme in an ad
. INTRODUCTION hoc network seems very appealing, precisely because the
underlying network itself provides little determinisism.
Reliable multicast protocols iwired networks can be Nodes are not connected by any fixed infrastructure, and
roughly classified into three categories. The first categogymmunication between two such nodes at a given mo-
enforces strong reliability guarantees which provide “alient might be possible directly, only indirectly, or not at
or-nothing” semantics for successful delivery of a megj|. This observation has already motivated the success-
sage to a group of nodes, tolerating the failure of a cq{y design of a gossip-based routing protocol for ad hoc
tain number of these nodes (dReliable Broadcastl]). petworks [8].
Unfortunately, protocols belonging to this category scale |, toct it appears that deterministic approaches to mul-
poorly with an increasing group size even in a very stablgast in ad hoc networks suffer strongly from an ampli-
network. fication of the tradeoff between reliability and scalabil-
The second category mainly includes protocols Whigl, aiready encountered with such protocols in wired net-
offer indeed some practical reliability, however are ngforks. Existing unreliable protocols (ad hoc-analogues
reliable in the metric of the above-defined category angd |p Multicast) provide no reliability guarantees at all
lack an alternative measure of their reliability. In the In(e_g.’ [9], [10]), and proposals attempting to detect and
ternet, this includes typically protocols building on top Onfepair failures (e.g., [11], [12]) can hardly generate any
IP Multicast[2], e.g., [3], [4]. The ack/nack mechanismsnroughput when the network topology is undergoing fre-

. . uent changes. Finally, no protocols intending to provide
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due to the prohibitive complexity. vices [20], [21], certificate distribution and revocation for

Devising a gossip-based multicast protocol for ad h&€lf-organized public-key infrastructures [22]).
networks is however not trivial, and in particular, cannot The rest of this paper is organized as follows: Section
be straightforwardly achieved by adapting a protocol coH-describes the network model and more precisely spec-
ceived for wired networks. A seminal approach is giveifies the problem solved. Section Ill presents our RDG
by the Anonymous GossifAG) protocol [13], a descen- protocol. A formal analysis and simulation results of our
dant of thepbcast[5] protocol which pioneered in much RDG protocol are given in Sections IV and V respectively.
the recent research efforts on gossip-based protocols $&ction VI discusses various issues, such as optimizations
wired networks. Through the concept of anonymous g@nd reliability metrics. Section VIl surveys related work.
sip, any agreement on membership is avoided during thidally, Section Vil concludes the paper.
gossip-based repair phase. This however shifts the respon-
sibility for the membership management to tiealticast [I. ASSUMPTIONS ANDPROBLEM

Ad hoc On Demand Distance Vec{®AODV) layer [9],  Before presenting our RDG protocol, we more accu-

which the AG protocol also relies upon for a preliminaryately define the network model and specify the problem
rough packet dissemination. These prerequisites make §a®/ed in that model.

AG protocol more difficult to apply in a broader context

than the one offered by MAODV. Furthermore, the Props  Network Model

erty of predictable behavior, an important merit of gossip-

based protocols, is lost due to the dependence on MAODV! € network V" consists of| V| nodes with the same

to guide the gossips. Other efforts which mention the u§@MPutation and transmission capabilities, communicat-
of gossiping techniques for multicasting in ad hoc nelnd through bidirectional wireless links between each

works [14], [15] similarly lack an analytical prediction Ofother. A unlcgst .routlng protocol is available to support
their reliability. packet transmissions between the network nodes (We as-

A in thEerminoded16 . sume DSR in this paper.). A multicast groGpis a sub-
S one comerstone in tieerminode416] project, we set of N with ng nodes. Nodes join and leave different

present in this paper a novel gossm-based multicast p{;%ups following the requirements of upper layer applica-
tocol for ad hoc networks, designed to meet a more Prags s

tical specification of probabilistic reliability. OuRoute

Driven GossigRDG) protocol uses a pure gossip scheme . Every node has a unique physical address or ID.

— gossiping uniformly about multlcgst_ packetg, negat|ve. The transmission radius for each node is fixed.
acknowledgements, and membership information. It takes

into consideration parameters of the network, e.g., the® Nodes fail only by crashing, i.e., stopping to func-

availability of routing information. Our RDG protocolI dtéotn Crashes are nmgg;ﬂ%&i\nrfk MAC |
does not require a multicast primitive at the networkin aadition, we assume a ke ayer pro-

layer, and can be deployed on any basic on-demand ro ﬁ0| g, IEE.E 892'11) that provides reliable, sequenced
ing protocol with virtually no modifications to it. We i”us_smgle-hop unicasting by RTS/CTS-Data/Ack handshake

: u " sequence.
trate our RDG protocol using the “bare” DSR [17] proto- ) _ _ .
P g [17]p The information unit for the protocol is theessagelt

col, i.e., without any multicast extension. We convey our

claims of predictable reliability of the protocol by compar(-:_an include data packets, as well as membership informa-

ing (1) results obtained through a formal analysis basgan' However, thepacket the unit for the network layer, is

on a stochastic model and (2) results collected from gﬁed when data quging and_loss dgtectip_n are C‘.”‘”‘.“"d out.
exhaustive set of simulation experiments performed wi ach packet multicast is uniquely identified by its iden-

the ns-2 network simulator [18]. The simulation resultstI ler pid, a tuple [group ID, source ID, packet sequence
also confirm the scalability of our protocol. The goal iyo']’ SPCh that a member can detect missing packets by
neither to undermine existing and indeed suggestive p%gservmg gaps in packet ID lists.

posals for multicast extensions to DSR (e.qg., [19]), nor to

claim in general that multicast protocols for ad hoc neB- Problem Definition

works should be probabilistic in nature. The idea is ratherOur goal is to design a multicast protocol for ad hoc
to explore the feasibility of such a probabilistic approaahmetworks achieving probabilistic reliability, i.e., instead
along with a prediction of its performance in a highly dyef providing perfect guarantees like “all packets sent by
namic setting, useful for many critical applications such source will eventually be received by all group mem-
as security services (e.qg., distributed key management smrs”, what we provide here can be roughly stated as “If

The following assumptions are made on the nodes:



some group member sends out a flowldfpackets, a cer- B. Protocol Presentation

tain group member receives a fractionf all M packets | grder to overcome the problems witliew driven
with probability mas (€) (¢, mar € [0,1])". Here¢andm  protocols in ad hoc networks and to make the best of
are termed aseliability degreeand reliability probabil-  the ohservations stated above, we propossuge driven

ity distribution, respectively. The reliability of the Proto-protocol. Our Route Driven Gossip (RDG) protocol re-
col defined by, () is expected to be predictable giverlies only on partial views for each member, these ran-
simple information like packet loss ratio. On the othejom subviews result from the randomness of routing in-
hand, the scalability requirements are such that increasfa@mnation that nodes can have. RDG usepuse gos-
network size and mobility should only result in a modesfip scheme, meaning that the spread of the information is

degradation of reliability. propelled mainly by agyossiper-pust{each group mem-
ber forwards multicast packets to a random subset of the
I1l. ROUTE DRIVEN GOSSIPPROTOCOL group) but complemented by gossiper-pull(multicast
This section presents in detail our Route Driven Gosgi3ckets piggyback negative acknowledgements of the for-
(RDG) protocol. warding group member).

1) Basic Data Structures: There is one protocol in-
stance for each grou@. Besides the identifier of a group
(Gid), the following four data structures are used for the
Traditional gossip protocols can be termed\asw protocol:

driven gossigbecause the destinations of each gossip are, Data Buffer (Buffer): This buffer stores data pack-
determined by the view on the membership at the source ets received. It is divided into two partBuffer.new

node. According to our observation, a view driven pro-  stores the packets to be gossiped in the future; the
tocol is unsuitable for ad hoc networks with on-demand other packets are stored Buffer.oldin preparation
routing (e.g., DSR and AODV), since a node cannot al-  for responding to gossiper-pulls. If the size limit of
ways have routing paths to all the nodes in its view. If  the puffer is reached, the oldest packets are removed.
each node would request the paths to its gossip destina; Active View (AView): This view contains the IDs of
tions for each gossip task, heavy network traffic would be  known members to which at least one routing path is
generated, reducing the efficiency of the protocol. known.

The design of our gossip-based protocol has been influ-, passive View PView): Contains the IDs of known
enced by the fO”OWing observations on ad hoc networks members to which no routing path is currently
working with an on-demand routing protocol: known.

 Routing information is precious: The reason is « Remove View RView): Contains the IDs of mem-

that the costs to get such information are consider- bers having indicated their desire to leave.

ably high. In our case, the routing information forrherefore, eachode; € G has five data structures:
group members is not only concerned with the rou&;q%, Buf ferS, AViewS, PViewS, andRView?.

ing paths but also with the relationships between 32) Operations: Our RDG protocol offers seven oper-
certain member and its routing paths. It is posshtions, which are grouped into three sessions correspond-
ble that either there is no routing path to a knowjng to their functionality. Thgoin session defines the be-
member or an existing routing path leads to a memayior of the node interested in joining a group and the re-
ber which is unknown to the source. In order to makgetions of other group members. Tleavesession defines
the best of these resources, the protocol should majRe behavior of the node intending to leave the group and
tain as many relationships as possible and try to ugfe reactions. The Gssiptask is periodically executed
them while they are fresh. by a node (if there are messages to disseminate). Fur-

« Route requests are costly: This fact comes from thermore, nodes react to the gossip messages received. In

the flooding nature of the route request. We cafglation to the @ssiptask, two design parameters are de-
however, benefit from this feature by requesting thghed here: thdanout(F) is the number of gossip destina-
routing paths to several group members with onkjons randomly selected from théV iew for each gossip
one request message. Although the network trafiignission; thequiescence threshold,) is related to each
is greatly reduced in the request phase, the mass§a packet: a packet will be removed frd@nffer.new
reply messages in the reply phase afterward may cefiter having been gossiped foy times. Section IV-B.2
gest the network. Therefore, one needs to be carefj§cusses how to set these parameters.

in dealing with the route reply. We extend the RUTEREQUEST and ROUTEREPLY

A. Design Characteristics



primitives provided by DSR for our purposes: PVieware updated accordingly. When the sizeAview
o GROUPREQUEST  This primitive extends the drops below some threshotg, the node has to reinitiate
ROUTEREQUEST of DSR by requesting routing ajoin session.

paths to multiple nodes at the same time. The
GROUPREQUESTputs the group IDdid) in the Tar-
get Address field of the DSR header. Only group
members can respond to the message.

o GROUPREPLY: This primitive is equivalent to a
RouTEREPLY but with thegid attached to it, such
that a node receiving such a message can distinguish
it from a usual RUTEREPLY.

The RDG protocol can be rather easily adapted to other
on-demand routing protocols by accordingly implement-
ing these primitives.

3) Protocol Description: The pseudo-codes for all the
above operations are provided here, followed by detailed
descriptions. Thegossipandleavesessions are reported
together, since the dissemination of leave indication relies
on thegossipsession. Note that lists likBuffer have a
maximum size, note(l|,,, for a given listL.

procedure JOIN(gid)

procedure LEAVE(gid)
leaveFlag?® — true
task GossIKgid) {/* Executed ever{" ms */}
[* Step 1: Generate message and disseminate it */
if leaveFlag?* = true then
m.rview <« id;
else
m.data — Buf fer? new
m.gpull «— id of the most recent missing packet
/I gossiper-pull
m.rview « arandom entry iRView?’
m.view «— arandom entry il View?" U PView?"

DS « random set o’ members inAView
forall id € DS do
SENDGOSSIHgid, id;, m, id)

[* Step 2: Update the data buffer */
if leaveFlag?* = false then
if 3pkt € Buffer?" . new that has been gossiped
more thanr, timesthen

Buf fer?.old — Buf fer?.old U {pkt}

Buf fer? new — Buf fer?"* new\{pkt}

d
d

GROUPREQUEST(id;, gid)

Fig. 2. Gossip/leavesession at node— message emission

upon RECEIVEGROUPREPLY(id, gid) do
AView?"® — AView? U {id}

(a) Joinindication emission and reply reception

upon RECEIVEGROUPREQUEST(id, gid) do
for all groupd thati belongs tado
if GidS® = gid then
AView?? — AView? U {id}
GROUPREPLY(id;, gid) with probability Prepiy

(b) Joinindication reception
Fig. 1. Joinsession at node

Join session (Fig. 1):

« A node intending to join a group floods the network
with a GROUPREQUESTmMessage to search for other
group members whilst announcing its existence.

o Upon receiving a ®OUPREQUEST from some
member, all members update thélview with the .
new ID. They also return a BOUPREPLY to the re-
quest initiator with probability?, ., .

Gossip/leave session (Fig. 2 and 3):

Each member of the group periodically (evétyng?
generates a gossip message and gossipgitdther
nodes randomly chosen froAView The message
includes packets stored in tBaiffer.newand the di-
gest of missing packets (thi@ of the most recent
missing packet). It also piggybacks its view on the
membership (If the node intends to leave, only the
field of rview is valid). A data packet is removed
from the Buffer.newafter having been gossiped for
7, times.

A group member receiving a gossip message will
(1) remove obsolete member from its view, (2) add
new member to the view, (3) update the data buffer
with new packets, and (4) respond to the gossiper-
pull. The gossiper-pull is responded to only if the
data packet requested will not be gossiped again (the
request might be satisfied by the upcoming gossip).
A packet received upon gossiper-pull is delivered if
it is still missing. The data buffer is updated accord-

ingly.

« The initiator of the @OUPREQUESTalso updatesits Nodes along routing paths to gossip destinations be-
Aviewafter receiving the GOUPREPLY. longing to the same group as those destinations, when for-
By recording the route of each incoming packet, DSRarding a packet they have not received yet, also deliver

ensures that a new element Aview has a correspond-

2In order to save bandwidth, we apply thi@ary exponential backoff

ing route entry in the DSR routing table. The validity 0fgorithm to adjust the period when there is no new packet to be sent
this relationship is periodically checked and f\@ewand or no lost packet to be requested.



the packet and update their data buffers (not shown in timeersely proportional to the length of the corresponding

code). Due to its unpredictability, this operation will notouting paths. The locality of the traffic resulting from

be taken into account in the analysis in the next sectidhjs optimization greatly reduces the network load and,

making the protocol perform better than expected. as shown by simulations, improves the reliability in most
Note that the packet salvaging function of DSR is digases.

abled while a gossip message is on its way, i.e., packets

are dropped immediately whenever the routing path be- Example of Protocol Operation

comes obsolete or the sending buffer overflows. In fact,We assume a single grodp of sizeng = 10 within a

the redundancy provided by our RDG protocol automa0 nodes network. The matriX in Fig. 4 shows the cur-

cally offsets the packet loss. rent active view (other records like passive view are omit-
ted) on the group at each member. A'‘at V;; means
upon RECEIVEGOSSIH(gid, id;, m) do _ that membey is in theAViewof memberi. Fig. 5 gives a
* Step 1: Remove obsolete member from view */ visual illustration of the behaviour of the protocol with
AView?" — AView?*\{m.rview} . s )
PView”™ — PView?\{m.rview} respect to the dissemination of one packet. Assuming
RView «— RView U {m.rview} F = 2 and7, = 2, the packet initiated by member 15
while | RView [>| RView | do infects the whole group in only 3 rounds in spite of the
remove a random element froRiiew fact that no member has a full view on the membership
/* Step 2: Add new member to view */ while node moves and failures do occur.

if mview ¢ (AView?"* U PView?') then
if there exists a route to that notten \1’
AView? — AView?" U {m.view} 2
else : x | *
PView?® — PView?* U {m.view} 8
9

[2 ]3] 5[ 8910 13] 1] 19]
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* * *
*

* ][

* * *

*
*
*
*

*

* * *

[k ot | ok [ ot |

* *
[* Step 3: Update Bufferwith new packets */ 0 [~ [ = > | *x [ * [ * [ =
for all pkt € m.data do E —  EE
if pht ¢ Buf fer?™ then >~ * =
Buf fer{"".new — pkt Fig. 4. lllustration of the active view.

DELIVER(pkt)  // to upper layer
while | Buf fer?™ |>| Buf fer?™* |,, do
remove the oldest element froBw. f fer

®

I* Step 4. Respond to the gossiper-pult/ ® 0 ®
if m.gpull € id list of Buf fer?™.old then ® 2 ©
SENDGOSSIFRESPONSHKgid, id;, pktm.gpuil, ids)

upon RECEIVEGOSSIFRESPONSKgid, id, pkt) do
if pkt ¢ Buf fer?® then
Bufferfld.old — pkt
DELIVER(pkt) I/ to upper layer

Fig. 3. Gossip/leavesession at node— message reception

4) Topology-aware RDG: The basic RDG protocol
presented above can be qualifiedbasgte forceprotocol. It o © o
can be made aware of the network topology for improved g .o S"Suscepﬁble 0 Crashed Member oc::onmembemodes
efficiency. We call the variant TA-RDG, i.e., topology-
aware RDG. The design of this variant is based on th&- 5. An example of one “run” of the protocol with = 2 and

7, = 2 Within a group of size 10. A member may receive duplicates

assumption that the underlying routing protocol can P8t the same packet (e.g., member 1 at round 2). On the other hand, the
vide some partial topological information, e.g., we Cagacket can get lost at a certain round due to a node crash or move (e.g.,
have the path length information from the routing tabl®embers 8 and 3 in round 1), but these losses will be compensated
of DSR. The heuristics based on DSR works like this: difith high probability at a later round.
ferent weights are assigned to the member&\Viewac-
cording to the length of the routing paths to them, i.e.,
the longer the path the lower the weight, such that a node IV. ANALYSIS
chooses a “near” member with higher probability to gos- This section provides an analytical evaluation of
sip. A simple way to implement this is to choose weightsur RDG protocol (however, without considering the




topology-awareness, in order to simplify the tractabilityissemination reliabilityis predictable given certain net-
The goal is to show that the reliability of the protocol isvork information, and based on the results, we discuss
predictable given certain design parameters and infornthereliability probability distribution,;(¢).

tion about the network. This claim is confirmed by simu- 1) Single Packet Dissemination Reliability:et m be

lations in the next section. a message generated by a certain member. We,use
{1,--- ,n}andAs, = E[s, —s,_1] to denote the number
A. Model of members infected withn after round» and the aver-
We consider a single groug’ composed ofiG| = agé€ number of members infecteuthin roundr, respec-
ne = n members and observe its behavior in terms §¥ely: If we define thestate space& = {1,--- ,n}, the

the dissemination of ainglepacket (“one run”), but also Sequence of random variablgs, },.>o forms a stochastic
acontinuouslow of packets (which is more practical tharProcess with values taken frofn .

related efforts considering only the “one run” part). Ac- a) Recgrrence Relgtlc_)n: Given the prob_abllltyp
cording to the terminology of epidemiology [23], a mem’ghat a certain member is infected 'py a gossip message,
ber that has received a certain packet is terinéetted ¢ = 1 — P represents the probability of non-infection.

. . . T, o .
otherwisesusceptible An infected member attempting Mith s, = @ and > %, As,q—¢ = ¢ in the current

share the packet with others (i.e., a member who kedp§nd: We introduce a binary random variable,, for
gossiping the packet) is callénfectious each of the remaining — ¢ susceptible members, where
_ _ 6 . e .

We analyze our protocol in a network composed of &(Xk = 0) = ¢°, i.e., the probability that a certain sus-
static set of nodes running closely synchronized. Mof€Ptible member is not infected in the next round is the
precisely, nodes gossip in synchronous roundsng probability that it is not infected by any of tldeinfectious
identical for all nodes), and there is an upper bound §iembers. Itis clear that.., — s, = > X} follows a
the network latency which is smaller thah binomial distribution. Given an anticipated number;jof

The probability of packet loss is closely related to th@fected members in the next round, the transition proba-
movement and traffic pattern, as well as to the length BFIYY P(jjis) IS expressed as:

the considered routing path. By assuming an identical T

and independent probability of failuge; for each node pGlis) = Plsra1=jlsr =1, Z Aspp1_4 = 0)
along a routing path in a certain network environment, the =1

probability of losing a certain gossip message can be ex- _ P(Z Xy =] —i)

pressed as a function of the number of hofs,of that A o .

routing path. We further assume that the lengthsf all _ { (21 =)D > 1)
routing paths between two members follow the same dis- 0 Jj<i

:\r,:,?)u“;rr:sl?éf);' ?en :2:;&2?;261?2;}; glah? bo? Sggtké?ﬁgsThen, with the convention that messagas injected into
parts. Je TP P yorp ﬁ1e system at round = 0 by the originating member, the

due to node crash; (2),,, accounts for the effects of theinitial distribution of . is aiven by-

node mobility and buffer overflow. Whilgy, can be set sriSg Y-

according to empirical resultg,, . is determined by the Plon — 1) — 1 j=1 5

movement and traffic pattern. (s0=17) = 0 j>1 2
In reality, the size of th@Viewfor a given member may _ o N

vary betweenr, andn — 1. However, the value could peHaving the initial distribution and transition matriX; =

maintained very close to— 1 by assuming a low mobility {P(jli.5) }ijéee: v, the distribution ofs,, can then be

network. Furthermore, we expect that the protocol c&®mputed as:

keep approximately the same view size in a high mobility VI = TPy 3)
network, assuming that other protocols running in parallel rH "
would infuse routing information to the nodes. Wherev,.(i) = P(s, = i) is theith element of the column

Due to its irregularity, the effects of the gossiper-pullectory,.
procedure can hardly be considered in the analysis, mak- b) Determining Parameters:According to our as-

ing of the present analysis a lower bound. sumptions, the probability can be estimated by taking
two conditions into account, namely that (1) the consid-
B. Stochastic Behavior of Packet Dissemination ered node is chosen as the gossip destination and (2) the

The predictable reliability of our RDG protocol is con- 3SettingAs, — s. — s,_, would makeAs, a random variable,
veyed in two steps. We first show that thieigle packet leading to a state space unfeasible for analysis.
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Fig. 6. Expected number of infected members at a given round fer50 within a network ofl00 nodes with each node having a maximum
speed om/s and an average pause timel0$. (a)7, = 1 with different values foi. (b) F' = 3 with different values forr,.

gossip message is successfully received. This resultsconnections, angy increases dramatically because of the

the following expression: network congestion. A similar reason accounts for what
happens when, changes from 1 to 2.

,_(,IL ’(,2\)\ F In fact, there is always a trade-off between certain re-

P = Pyossip Psuc = ) Deue (4) quirements on reliability and the introduced overhead,

characterized by the values &f and 7,. Considering
Given a certain length (in hop#) of a routing path, the the network capacity imposes a further limitation not con-
probability of successfully delivery is expressed@ag. = sidered in other efforts (considerably large[25], un-
(1 - pf)h. According to Bayes'’s rule of exclusive andoundedr, [7]). According to our analysis, for all net-
exhaustive causes [24]: work settings considered in this paper, the favorable val-
ues of the parameters for the RDG protocol are always
Poye = Z(l _pf)hP(H =h) = Eg|[(1 _pf)H] ®) F=3 andr, = 1.

h 3) Reliability Probability Distribution: Having the
single packet dissemination reliability measufe)?, the
reliability of disseminating a flow ofM packets, i.e.,
7w (C), can be expressed as:

M
m™i(¢) = (KMw)p?MWu—pm(l—@m )

Thereforep is expressed as:

p= (57 Eul-pp)" ©

The distribution off and the value op, are the network

information we need. We discuss their estimations in Ae\;here S~ iv(i)/n is the probability that a certain
p1 = wi(r)/n

pendix. i . .
2) Evaluation of the Single Packet Dissemination R&roup merr,lber receives a'smgle packet. Here We again
R : . . use Bayes's rule of exclusive and exhaustive causes and
liability: With Equation 3, we can recursively compute . e .
the distribution of the number of infected nodes with ré&>>o e that the receptions of two distinct packets are in-
spect to the two parametefsandr,. The evaluation re- dependent events.
ported here is for a group of siz® within a network of
100 nodes with each node having a maximum speed of _ _ _
2m/s and an average pause timel0$. Fig. 6 shows the This section presents the practical evaluation of our
observe that the reliability of the protocol wifi = 3 is  With the corresponding analytical ones, and then compare
better than the one with' = 2, because the fanout hag?ur RDG protocol with the Anonymous Gossip (AG) [13]
a Signiﬁcant effect on the rellab”'ty However, When W@I’OIOCOL The I’eSU|tS Conﬁrm our Claim that the I’eliabil-
further increase the fanout, the reliability again decread Of our protocol is predictable and scalable, and also
instead of increasing. The reason is that increasing therne subscript- is dropped from now on, because we always con-
fanout has the same effect as increasing the numbersidér the final distribution after the last round.

V. SIMULATIONS
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Fig. 7. Average number of infected members (simulation results) vs expected number of infected members (analytical results) in time (expressed
in rounds) withn = 50 and a maximum node speed of 2m/s.{a)= 1 with different values for". (b) F' = 3 with different values forr,.

show that our RDG protocol is more reliable than the A@llow the trend of the analytical ones very well. This

protocol. basically means that the theoretical prediction of the re-
lationship between the reliability and the latency is valid;
A. Model (2) The simulation results exhibit higher reliability than

_ _ the analytical ones. This is not a surprise, as we have al-
The version ofns-2we have made use of includes theq, 4y stated, the analytical result is a lower bound.

Monarch Project wireless and mobile extensions. Be3|de§Ne also observe that the reliability of our protocol with

various implementations of ad hoc routing protocols, e.q., 4 is slightly better than the one with — 3 for
DSR, the Monarch extensions incorporate a radio mo ﬁ' - ghtly be o .
e early rounds, which seems to contradict the theoreti-

based on the Lucent WaveLAN IEEE 802.11 produc - .
cal prediction. In fact, since we allow a group member to

which provides a 2Mbps transmission rate and a no clialiver any packet which it forwards to others, the more

nal range of 250m. We adopt the two-way ground mode .
. . connections the group members set, the more group mem-
as the radio propagation model.

. . ) r nex ly inf in h round. Thisr |
We have simulated a mobile ad hoc network with) bers get unexpectedly infected in each round S result

. . seems to suggest that bath= 4 and F' = 3 are “good”
to 200 nodes in a 1000nx 1000m area, operating over, ugg s g

360 seconds of simulated time. The movement pattevrﬁlizieesnr{[l;gﬁ tsheet It;)ttt.rHowever, the former is much less
was defined by the Random Waypoint model. Each noge '
had a maximum speed betwezn- 20m/s and an average
pause time of 40s.
The network contained a single multicast group wite. Reliability Probability Distributionr(¢)
half of the nodes being group members. Beginning at 10 o )
seconds, the members consecutively joined the group untif 19- 8 shows the reliability of both our basic protocol

around 60 seconds. Then one of the members startedRPC) and its variant (TA-RDG) with different network

generate constant bit rate (CBR) traffic at regular intervai£€S and mobility patterns. What we provide here is the
of 200ms with each packet having a length of 64 byt&8€an value of and its95% confidence interval, which
until 340 seconds. All nodes left the group at 350 secongharacterize the reliability distribution. The simulation

The gossip period was also set to 200ms. Each simulatf&?uns again exhibit higher reliability than the analyti-

was carried out for 10 times with different scenario file§l Ones, because the latter do not take the gossiper-pull

created byns-2

into consideration. In fact, the gossiper-pull greatly im-
proves the reliability of the protocol. We also note that
only a slight reliability degradation is observed when the
group size or mobility is increased, illustrating our claims

Fig. 7 shows some comparisons between analytical asfdscalability. As expected, TA-RDG performs better than
simulation results of the basic RDG protocol. We caine RDG in most cases. The improvement is significant in
draw two main conclusions: (1) The simulation resuligrge groups.

B. Single Packet Dissemination Reliability
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cases.

D. Comparing Anonymous Gossip (AG) and TA-RDG VI. DISCUSSION

A systematic comparison between TA-RDG and AG In this section, we discuss potential optimizations of the
[13] (discussed in Section 1) is hard, due to their differe®DG protocol and the possibility of evaluating the proto-
design goals. We compare them in the context of smathl with an alternative specification to,(¢).
groups, which should actually favor AG since RDG is de-
signed for larger groups. The comparison is done by sy~ Optimizations
perimposing a figure from [13] with corresponding simu-

. : . The following are some optimization heuristics. The
lation results for RDG (for the same scenario). The f'gurr%ason that Wegdo ot apol Ff[hem to our protocol at this
shows that RDG is more reliable than AG in most cases. bply P

. . age is that, though improving performance, they some-
Furthermore, AG cannot compete with RDG in terms o g ’ g P gp » ey

. . ) what put the randomness embedded into the protocol at
scalability, because it is based on the multicast protoc . o

. . Stgke, making performance prediction hard.
whose overhead is much larger than the one of the unicas

protocol that RDG is based on. Finally, the reliability of * Use multicast to disseminate gossip messages. By

the AG protocol is not predictable as RDG's is, since it Expé(gt};n%hthe pot_entlal [jnuglg?dst support pt>rOV|gIed d
relies on the existence of an unpredictable multicast tree. y » t(he gOssiper node bullds a source tree base

on the available routing information. Only one mes-
T sage is transmitted through a certain tree edge. Dif-

ror K T ferent copies of the message are generated only at the
4 I i bifurcation node.
ool }_ L . &%\1 / i o Assign P,.,, adaptively at each member depend-
/}\}\ : ing on the distance to the initiator of theRGUPRE-
}/ QUEST, i.e., the longer the path the higher tRe ;.

If a “near” member receives aK®UPREPLY from
a “distant” one after it decides not to reply to the

08 |-

Average ratio of packets received

O b o pronymous Gossn - GROUPREQUEST, it would appeqd its own reply
—4— Route Driven Gossip to the packet before forwarding it. This optimiza-
N tion reduces the probability of the case that different
O T8 s e e members along the same way separately generate a

RoUTEREPLY, which consumes more bandwidth.
Fig. 9. Reliability of the AG and RDG protocols in a network of 40 4 Add directional feature to the gossip scheme. A node
nodes with approximately one-third of them in a group, located within would carefully select the directions of the gossip by
a square of 200m200m. The maximum node speed varies between . . .
1 ~ 10m/s and the average pause timetisns. The transmission directing the message to target peripheral members,
range is 75m. i.e., the members which might not receive the gos-

sip message in the current round, according to the
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knowledge of this node on the gossip messages it re-By taking the network topology into account when gos-
ceives. The awareness of direction could be obtainseiping, Directional GossigDG) [6] gains in efficiency. In
by a GPS system, but also by a GPS-free mechanishort, aweightis computed for each neighbor node, rep-

(e.g., [26]). resenting the connectivity of that given node. The larger
the weight of a node, the more possibilities exist for it
B. Protocol Evaluation againsh-Reliability to receive a given packet from other nodes. When gos-

Based on the previous analysis and the protocol Oseiping, nodes with higher weights are hence chosen with

scription, we also evaluate here the reliability of our RDE smaller probability, reducing redundant sends. In par-

protocol in the face of another specification defined in [2 Aul\llar, L&N: arl]re" rreprtesegte;\cliv byns;\rllvgle norc]i ers t? dlsr':?nt
consisting of the following three properties: S a ong- routes betwee O such representa-

S . tives are chosen seldom. This is similar to our TA-RDG
* Val!dlty. correct_ process - p mu|t|casts m=p protocol, where routes with less hops are chosen more of-
delivers m. This can be trivially shown based O for gossiping.
the prpt(?col dgscrlpt_lon. While the DG protocol does not provide any analytical
o Integrity: m is delivered at most once for evaluation whatsoever, protocols suchpheastand Ip-
each correct process - p, gnd only if Send‘”@ bcastare analyzed in much detail based on a recurrence
multicasts m before. Since we do not ConSIOIerrela'[ion establishing the probability for possible number

iyzantmafanures, 30 pfcﬁﬁt V\II.'” ptetgenera]}tgd fffronowf infected nodes at all gossip rounds. Alternatively, pro-
€ alr. riowever, due 1o the imiations ot buller, ., s are modelled by differential equations (e.qg., [28]),
holding digests, the uniqueness of delivery is desp

I(t)e .
. . e S f random graph theory (e.g., [25]). Latter protocol is
unique packet identifiers hard to ensure Inflnltel){ightly coupled with its analysis, in the sense that a par-

This problem is not unique to our approach, ©SPHcular node is gossiped only once. Roughly, in such a

clally since packet identifiers are not unbounded, bH%odel, there is a sharp threshold for the required fanout

are _rgused. n prgf:tice, buff_ers have howeyer provgpoundlogn (n being the number of members in a mul-
sufficiently capacitive to avoid the observation of any .ot group) to ensure that with very high probability al

duplicate delivery. . ) . . .
A Fr)eement' corrﬁct (0cesS delivers N nodes will receive a given multicast packet despite node
* A9 P p and transmission failures.

a fraction p of correct processes deliver m
with probability . By takingp = s/n, our pro- L
tocol satisfies this property with probabiliy(p) = B- G0SSIPing in Ad Hoc Networks
v(s). The benefits of gossiping technigues have, rather re-
cently, also been exploited in ad hoc networks. In this con-
VIl. RELATED WORK text, goss_ip-based_ p_rotocols are not favored fpr obtaining
an analytical prediction of their performance in terms of

This section summarizes previous work related to Olr"éliability, but more for the practical observation that they

RDG protocol, with respect to both gossiping mechanisms . . .
) ) . generate less traffic than for instance flooding approaches.
and multicasting techniques. While the exploitation of this observation is briefly
mentioned in [14], [15], it is more closely investigated by
A. Gossiping in Wired Networks Haas et al. in [8] for the dissemination of routing mes-
The Probabilistic Broadcas{pbcas} [5] protocol has sages. Since deterministic flooding techniques do not
in much rejuvenated the interest in gossip-based protwecessarily ensure that, in practice, every node sees a
cols, which find their origins at Xerox where they wergiven information either, gossiping techniques vyield re-
initially used for replicated database maintenance [28]. sults close to those of flooding protocols, however impos-
The two phases gibcast(a first phase based on an uning far less load on the network.
reliable multicast primitive and a second phase makingPrior to that, Vahdat and Becker [29] have also em-
use of gossips for repairing packet losses) are merged iptoyed gossiping techniques for unicast routing. The idea
one phase by thieightweight Probabilistic Broadcagtp- there is to ensure that packets are eventually delivered
bcas) [7] protocol. By gossiping uniformly about dataeven if there is no path between the source and the des-
packets, digests, as well as membership informatjn, tination for some time. Such an approach is very inter-
castprovides reliability similar tgpbcastwithout however esting, but tends to require relatively high buffering ca-
imposing a complete membership view on the membepgcities at individual nodes if all unicast traffic is handled
and comes very close in spirit to our RDG protocol. that way. Just like all other gossip-based protocols for ad
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hoc networks we know of, this effort does not include any2] S.E. Deering and D.R. Cheriton, “Multicast routing in datagram

analytical performance estimation.

C. Stateless Multicast

Our RDG protocol also follows a recent shift towards

stateless multicast [30], [31]. While ttrifferential Des-
tination Multicast(DDM) [30] protocol explicitly calls

the unicasting function to disseminate multicast packet
the protocol presented in [31] builds an overlay multica
packet distribution tree on top of the underlying unicast

routing protocol, and multicast packets are encapsulatgél
in a unicast envelop and transmitted between the nodes
in the group. While reducing the control overhead o
the multicast session, the protocol leads to overweighte
packet headers. This problem, known from unicast source
routing but amplified in the case of multicasting, limits
the protocol’s scalability in terms of the group size. out
protocol avoids this problem by only choosing a subset %]

the group for each gossip session.

VIIl. CONCLUSION

In this paper, we have studied the problem of reliable
multicast in ad hoc networks, assuming that no multicast
primitive is available at the networking layer. To the besi1)
of our knowledge, this problem was never tackled before.

We have defined the problem of probabilistic reliabil-
ity in a more practical way and proposed a solution basElé]
on gossiping, which is particularly well suited to the chal-

internetworks and extended LANSACM Trans. on Computer
Systemgsvol. 8, no. 2, pp. 85-110, 1990.

[3] S. Floyd, V. Jacobson, C-G. Liu, S. McCanne, and L. Zhang, “A

reliable multicast framework for light-weight sessions and appli-
cation level framing,”IEEE/ACM Trans. on Networkingol. 5,
no. 6, pp. 784-893, 1997.

[4] S. Paul, K.K. Sabnani, J.C. Lin, and S. Bhattacharyya, “Reliable

multicast transport protocol [EEE J. Sel. Areas Commumol.
15, no. 3, pp. 784-893, 1997.

5] K.P. Birman, M. Hayden, O. Ozkasap, Z. Xiao, M. Budiu, and

Y. Minsky, “Bimodal multicast,”ACM Trans. on Computer Sys-
temsvol. 17, no. 2, pp. 41-88, 1999.

M-J. Lin and K. Marzullo, “Directional gossip: gossip in a wide
area network,” inProc. of European Dependable Computing
Conference (EDCC-32000.

P. Eugster, S. Handurukande, R. Guerraoui, A.M. Kermarrec, and
P. Kouznetsov, “Lightweight probabilistic broadcast,” Rmoc.

of IEEE International Conference on Dependable Systems and
Networks (DSN 2001001, pp. 443-452.

8] Z.J. Haas, J.Y. Halpern, and L. Li, “Gossip-based ad hoc rout-

ing,” in Proc. of INFOCOM 20022002.

E.M. Royer and C.E. Perkins, “Multicast operation of the ad-
hoc on-demand distance vector routing protocol,” Piroc. of

the 5th annual ACM/IEEE international conference on Mobile
Computing and Networking (MobiCom)999, pp. 207-218.

S.J. Lee, M. Gerla, and C.C. Chiang, “On-demand multicast
routing protocol,” inProc. IEEE Wireless Communications and
Networking Conference, 1999 (WCNC. 1998999, vol. 3, pp.
1298 —1302.

E. Pagani and G. P. Rossi, “Providing reliable and fault tolerant
broadcast delivery in mobile ad-hoc networkglbbile Networks
and Applicationsvol. 5, no. 4, pp. 175-192, 1999.

S.K.S. Gupta and P.K. Srimani, “An adaptive protocol for reliable
multicast in mobile multi-hop radio networks,” IEEE Work-
shop on Mobile Computing Systems and Applicatid899, pp.

lenging peculiarities of the networks considered here. We 111-122.
have described its operations and developed an analys# R. Chandra, V. Ramasubramanian, and K. Birman, “Anony-

of its performance, based on which the parameters (fanout
and quiescence threshold, notably) can be fine tuned; we
have shown the rapid propagation of data to all reachalpie]
members of the group; we have confirmed these results by
simulations. Finally, we have compared our solution with

the pioneering work already performed in this field.

In terms of future work, we intend to optimize and morgs)
precisely investigate the overhead of our RDG protocol.
We expect this to help us compare RDG with MAODV
and multicast DSR, besides in terms of added reliability,
also in terms of the cost of this reliability. This migh
give an indication on whether and how our RDG protocol
could be combined with a multicast primitive at the net-
working layer to support the dissemination of the gossW]

messages themselves.
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APPENDIX

In order to obtain the distribution df, we assume that
the network nodes are uniformly distributed within a cir- H M
cle with its diameter equal to 10 hophen, by repeating N AT A
the procedure of randomly picking up two points within
this circle and computing the distance between them, Wi 11. Distr'ibution ofH; when average packet loss .ratio equals tlo
get the distribution function off in a numerical way. The ?'Z%’aizsfnlnf a group size of 50 and a network size of 100 with
distribution P(H ) is shown in Fig. 10. B T
The other important thing is to estimaig. We assume
thatpy,., > py., SOpy,,, is directly used to approximate ’
ps. The estimation ofy, . is done by simulation witims-
2. Since this parameter is determined by both movement
and traffic pattern, we apply the same movement scenario
as to the simulation for our protocol with the heaviest trafig. 12.  Thepy,,, with respect to different values df and 7,
fic load. The heaviest load of our protocol is when the netssuming a group size of 50 and a network size of 100.
work is loaded with abouk’ x n connections and the send-

5 6 8 s 10
H; (hops)

|

0.0460 | 0.2749
0.1686 —

HlwInfm

5This means that a node at the end of the diameter should take 10
hops to reach a node at the other end. The uniform distribution also
implies that the path length between two nodes is approximately the
same as the distance between them.



