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ABSTRACT Wireless mesh networks consist of various mesh clients that are organized in an unfixed

infrastructure and packets are forwarded using a multi-hop model. Routing protocols have a significant

impact on mesh networks because their performance has a crucial effect on nodes connectivity and

throughput. Recently, the integration of mesh clients with the Internet of Things (IoT) has gained significant

importance to connect billions of machines and achieve fast coverage with minimum network cost. However,

if mesh clients are mobile, then data routing via intermediate nodes gives a noteworthy effect on the network

performance and latency. Furthermore, over the Internet, a malicious node may be a part of the mesh network

and as a result, the sending information can be manipulated and compromised. Therefore, this research

article aims to propose a robust and trusted scheme (RTS) for IoT-based mobile mesh networks to provide

reliable routing, data confidentiality, and integrity. Firstly, the proposed scheme presents a robust data routing

among mobile mesh clients, routers and gateway devices based on the network parameters and measurement

of wireless channels. Moreover, the wireless channels between mesh devices are formulated based on the

efficacy of link costs for data dissemination. Besides, the location of mobile mesh clients is determined by

computing the distance vector at a regular time interval. Secondly, a secure and authentic data protection

technique is proposed using public-private key cryptography, which aims to increase the protection of mesh

clients with minimal overhead. The competence of the proposed scheme is significantly improved with

respect to network throughput by an average of 14%, packet loss rate by an average of 37%, latency rate

by an average of 12%, computational overhead by an average of 34%, and energy efficiency by an average

of 20% as compared to other works.

INDEX TERMS Wireless mesh network, the Internet of Things, data security, gateways, routing protocol.

I. INTRODUCTION

In the past two decades, the technology of wireless networks

played a crucial role in the development of different net-

work domains [1]–[4]. It interconnects a huge number of

wireless nodes by using wireless links to capture informa-

tion and transfer it towards end-points. Intermediate devices

called next-hops are used as data forwarders and transmit the

information in a multi-hop manner [5]–[7]. Users can obtain

the required information through servers over the Internet.

The associate editor coordinating the review of this manuscript and

approving it for publication was Min Xia .

Wireless mesh networks are also called wireless ad-hoc net-

work and consist of a huge number of mesh clients, mesh

routers, and gateway devices to cover a large region for

information gathering and forwarding.

In the architecture of wireless mesh networks [8]–[11],

each node receives the information and forwards it to its

neighbor to perform data routing. Routing schemes can be

categorized into static and mobile methods. In the static

method, wireless nodes are fixed and after the network

deployment, they cannot change their positions. While the

nodes that are shifting their positions after the deployment

fall in mobile networks. Mobile nodes give better coverage as

VOLUME 8, 2020
This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 68379

https://orcid.org/0000-0001-6657-9308
https://orcid.org/0000-0001-8896-547X
https://orcid.org/0000-0002-8253-9709
https://orcid.org/0000-0003-0648-8804
https://orcid.org/0000-0002-9946-423X
https://orcid.org/0000-0001-8057-9654


K. Haseeb et al.: RTS for IoT-Based Mobile Wireless Mesh Networks

compared to static nodes, however, the optimal route selec-

tion and secure data forwarding are most of the important

research challenges [12]–[14].

The architecture of the Internet of Things (IoT) connects

all communication devices, i.e., static or mobile, for the

environment monitoring and leads to the development in

various network fields [4], [15]–[17]. IoT does not connect

traditional devices, e.g., laptops and cell phones, for data

communications but also physical objects like cars, fans,

watches, and other smart devices. Furthermore, due to the

dynamic nature of wireless mesh networks, these bring a

significant impact on IoT-based applications especially the

network adaptability and coverage with improved connec-

tivity [18]–[20]. Nowadays, different applications such as

smart cities, smart health, and smart agriculture are integrated

mesh clients with IoT devices for data collection, which are

forwarded to the central station [21]–[23]. The main benefit

of using wireless mesh networks is to add or replace a mesh

client in the existing IoT-based network without disturbing

the rest of the mesh clients. Also, most of the applications that

are developed with the integration of wireless mesh clients

and IoT devices are heterogeneous for algorithms, coverage,

delivery performance, etc.

Wireless mesh networks provide the features of both tra-

ditional wireless and mobile ad-hoc networks. Therefore,

the field of a wireless mesh network is gaining a lot of

attention in both industrial and academic domains [24]–[26].

As compared to mobile ad-hoc networks, most of the mesh

clients have a limited movement and are deployed randomly.

Mesh clients can be connected or disconnected to a net-

work structure at any time without any disruption. All mesh

clients communicate through routers that are joined to the

virtual backbone of a network via gateway devices. Most

of the solutions have developed cluster-based mesh rout-

ing protocols for improving nodes’ connectivity and net-

work stability [27]–[29]. However, in mobile mesh clients,

the management of data delivery over the routing chains

is one of the most important research problems. Moreover,

wireless mesh provides their functionalities in an open archi-

tecture and malicious nodes can be served as mesh routers

for data forwarding. In this case, various types of denial of

service (DoS) attacks may be possible. As a result, the whole

network communication could be interrupted and compro-

mised [30]–[33].

This paper presents a robust and trusted routing scheme

between mesh clients based on IoT devices to prevent net-

work threats and achieves efficient data transmission systems.

This paper aims to accomplish data reliability, confidentiality,

authenticity with improved network throughput, energy effi-

ciency, packets lost rate, computational overhead, and latency

rate. The proposed secure and trusted scheme constructs

robust routing channels among mesh devices and each mesh

client forwards its data packets towards the default gateway

using mesh routers. Moreover, the mesh clients are mobile to

increase the network coverage with minimum overheads in

data collection. The routing decision in the proposed scheme

performs a crucial function in the delivery performance and

reduces the probabilities incur in the transmission of dupli-

cates data packets. In the proposed scheme, the avoidance

of transmitting duplicate data packets and frequent route-

rediscoveries between mesh clients significantly improves

communication overheads and achieves a fault detection

transmission system. Also, the proposed scheme incorporates

a factor of link costs based on packets lost rate to achieve

stable and error-free routing. The proposed scheme selects

data transmission routes between mobile mesh clients and

gateways based on the exploration of the communication

channel. Accordingly, the transmission links are regularly

re-structured by evaluating the link performance between

mesh clients, which results in improving network connec-

tivity and throughput in a timeous way. Moreover, in the

proposed scheme, mesh clients are mobile and revolve in the

observing field on periodic intervals thereby able to collect

the monitoring data to attain high transmission rates with

minimal delay and efficient energy utilization. Furthermore,

mesh clients are operated in an open architecture and various

security attacks can manipulate, disclose, or hide information

from network users. Such network threats degrade the net-

work security and give several opportunities to unauthorized

nodes for data capturing and re-directing data packets towards

prohibited routes. Therefore, the proposed scheme also devel-

ops an efficient and trusted hop by hop data routing pattern

based on the RSA public-private key cryptography, which

results in to increase the level of security against unreliable

nodes. In the proposed scheme, network security is achieved

by using the node’s trustworthiness, integrity, and reliability.

Our proposed security technique is also applicable for both

fully and partially connected wireless mesh devices. The

proposed security technique defends on the network data and

information from external sources on the Internet. The article

is organized in the subsequent subsets. Section 2 explains the

background study and problem identification. Section 3 high-

lights the description of the proposed scheme against secu-

rity threats with improved routing delivery ratios in the

IoT-based mobile wireless mesh networks. The experimental

results and discussion against related solutions are debated

in Section 4. Section 5 concludes the article and highlights

future work

II. BACKGROUND STUDY

The domain of wireless mesh networks is normally catego-

rized with the number of mesh clients that are deployed ran-

domly in the monitoring area. All mesh clients are connected

in amulti-hopmodewithwirelessmedia in an ad-hocmanner.

Mesh clients can join or leave any network infrastructure

without affecting the rest of the communications [34], [35].

The foremost role of mesh clients is taking the information

and forwarding it towards the destination via gateway points.

The integration of several physical objects with mesh clients

delivers a new class of application using IoT-based mesh

networks [36]–[38]. Besides, due to the open architecture of

wireless mesh networks integrated with IoT, data routing is
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more prone to DoS attacks. Such attacks may be harmful to

network resources where information can be forwarded to

unauthorized nodes. Also, DoS attacks are crucial for smart

environmental applications and lead to a compromised net-

work performance [39]–[42]. Moreover, due to DoS attacks,

the information or resources can be unavailable to network

users by temporarily disrupting the services of mesh clients.

Consequently, to improve the routing performance in a mesh

network concerning data privacy and network throughput,

there is a need to construct a lightweight and secure data

forwarding chains. In this way, only the information can

be forwarded towards authorized mesh clients and leads to

the trustworthiness of paths [43], [44]. Over the Internet,

a lot of malicious nodes capturing and altering the data of

devices without any permission. Therefore, data confiden-

tiality, integrity, and authentications are major cryptographic

goals and several researchers have proven that such goals

must be integrated with the designing and developing process

of any secure and trusted solution. The security challenges are

growing over the Internet, thus, the proposed solution has to

be ever-improving against network threats [45]–[48].

Authors in [49] have proposed a detection approach by

using a zone-based hierarchical network model. To detect

DoS attacks, end to end authentication, transmission rate,

two-threshold value, and distributing voting parameters are

used. The proposed approach improves network reliability

and routing performance in the presence of DoS threats.

Similarly, authors in [50] have described different net-

work threats to present an effective secure key management

scheme (SKeMS) for wireless mesh networks. In their pro-

posed scheme, the encryption keys are secure forwarded

between nodes and improves the results of network reliability

and data security.

The proposed solution in [51] develops an efficient routing

anomaly detection in wireless mesh networks. This solution

aims to identify the selfish node among mesh clients. The

proposed solution exploits the statistical theory of inference

to achieve reliable clustering by using the node’s local obser-

vations. The proposed solution is evaluated and compared

with the existing work in terms of packet drop, detection, and

fast alarm rates. The authors in [52] have proposed privacy

preserved and secured reliable routing protocol for wireless

mesh networks that aim to ensure confidentiality, reliability,

and secure routing amongmesh nodes. The proposed solution

integrates the ID-based encryption, group signatures, and

CLSL-DR mechanism to measure its performance with the

relevant work. The experimental results demonstrate better

outcomes as compared to other solutions in terms of different

network parameters.

In [53], the authors have proposed a monitoring technique

for wormhole-free routing and DoS attack defense in wireless

mesh networks. In the beginning, all nodes keep track of

their neighbors’ receivers and senders’ information based

on the finite state model. Afterward, by using a wormhole-

aware, a secure routing scheme is developed to identify the

wormhole free paths over the network field. In the end, based

on the priority mechanism, the data packets are forwarded

towards end-points according to their priorities. The simula-

tion results demonstrate that the proposed technique increases

the packet delivery ratio and reduces the packet drop rate in

the presence of DoS attacks. In [54], the authors proposed a

security architecture to cope with the detection of network

attacks and their authentication for wireless mesh networks.

Based on the trusted routers, the proposed architecture offers

security and identifies cloned AP and internal attacks. In the

proposed architecture, the gateway devices are compared to

the new arrived AP information with their stored databases

to identify an attack. In [55], the authors have proposed the

solution for optimizing the quality of service in the peer to

peer wireless mesh networks. In this solution, the authors first

examined the service quality and then offers an approach to

improve service quality. The proposed solution makes use of

the capability of profiting data transfer and utilizes the infor-

mation to identify the overcrowd nodes in data routing. The

authors in [11] proposed a load balance link layer protocol

(LBLP), which aims to mutually handle the interfaces and

communication medium for increasing the network through-

put and balancing the traffic load in wireless mesh networks.

The proposed solution also investigates how to reduce the

network overhead in the presence of a large switching delay.

In [56], the authors proposed a weighted trusted routing

mechanism to identify and exclude the malicious nodes in

the routing paths for wireless mesh networks. The proposed

solution utilizes Dijkstra’s routing algorithm for the calcula-

tion of the shortest routing path. However, the weighted value

for edge is based on three different performance parameters

i.e. node distance, trust value of node and packet lost. The

proposed solution improves the network performance results

in terms of network throughput, end-to-end delay and packet

loss ratio.

Based on the related studies, it has been noticed that the

majority of work has identified the significance of security

for wireless mesh networks. The ultimate goal of providing

security among mesh clients is to improve the data delivery

ratio with a minimum delay rate. Besides, a few approaches

have been designed to persist network scalability with effi-

cient routing performance for mobile wireless mesh networks

based on IoT. However, most of the proposed solutions suffer

from reliable and timely data delivery due to the integration of

mobile mesh clients. Furthermore, the majority of solutions

adopt the routing paths by using only the hop-count factor

and ignore the analysis of other parameters, which has great

importance for data transmissions in an open architecture.

Moreover, mobile mesh clients can leave or join the net-

work deployment at any time, such mechanism may guide

adversary nodes to be a part of the existing infrastructure

thereby data packets can be dropped or may negotiate their

integrity. Thus, a robust and trusted scheme must be designed

to prevent security attacks in the presence of adversary nodes

for IoT-based mobile wireless mesh networks, which results

in improving the network stability and data privacy with an

efficient delivery rate.
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III. PROPOSED SCHEME

In this section, a summary of the proposed scheme is

explained. The main aim of the proposed scheme is to design

and develop the major techniques for achieving efficient,

secured and robust routing in wireless mesh networks. The

proposed scheme consists of two main functional techniques

i.e. the first one is the network infrastructure of mobile mesh

clients with gateways and the second one is secure and trusted

data routing between mesh devices. In the first technique, all

mesh clients, routers, and gateway devices are interconnected

via a multi-hop model to construct an initial topological

infrastructure as illustrated in Fig.1. Based on each con-

structed topological infrastructure, every mesh device con-

structs its routing table and creates an entry of the immedi-

ate neighbor node based on the least distance. Furthermore,

based on the link estimation parameter, a reliable and efficient

delivery path is determined between mesh clients, routers,

and gateway devices for better-quality delivery performance.

Unlike other most of the existing wireless mesh network

solutions that deploy static network topology, the proposed

scheme exploits mobile mesh clients to collect information

from the environmental field and forward it towards the base

station (BS), which is treated as the default gateway.

FIGURE 1. The architecture of wireless mesh networks.

Wireless mesh network provides various functionalities in

open space and such an insecure environment provides a gap

for adversary nodes to be part of the existing infrastructure,

as a result, network security, authenticity, and data integrity

may be compromised. The second technique of the proposed

scheme is to secure data communications among mobile

mesh devices withminimal computational overhead. The pro-

posedmechanism greatly reflects the network performance in

terms of dependability and packet drop ratio.

Fig.2 illustrates the proposed robust and trusted scheme

for IoT-based mobile wireless mesh networks. Also, the pro-

posed scheme is analyzed with other solutions in terms

of network throughput, packets drop rate, latency rate,

FIGURE 2. Proposed robust and trusted scheme.

computational overheads, and energy efficiency factors. The

experimental results demonstrate that the proposed scheme is

trusted and robust, as it improves network throughput, energy

efficiency with least packets drop ratio, network latency rate

and computational overheads in the presence of malicious

nodes.

A. THE NETWORK INFRASTRUCTURE OF MOBILE

MESH CLIENTS WITH GATEWAYS

In the first technique, all mesh clients including mesh routers

flood their position data to construct the initial routing table.

The routing table is updated each time when any new mesh

client joins or existing one leaves the network infrastructure.

At the start, each mesh node advertises a LOC message in

the field that comprises two sub-fields. One is the node’s

unique ID and the other one is its current position. Upon

receiving the data, each mesh client registers it in the routing

table and further floods the data. However, a source mesh

client may get several discovery messages from the neighbor

mesh clients. In such a case, the priority is given to the

least distance mesh clients and accordingly only the valid

data is stored in the local routing table. The same practice is

followed to collect the routing information from mesh clients

to mesh routers. The constructed routing tables on each mesh

device help to identify the appropriate neighbor node for data

routing. After the formation of routing tables, all one-hop

mesh clients towards the mesh router can transmit their data

packets directly. While the mesh clients that are two or more

hops away from the mesh router will make the use of a multi-

hop communication paradigm.

In the proposed scheme, mesh clients are mobile to change

their positions at each instance of time. Let say (x i, yi) be

the initial position of the mobile mesh client and xf , yf be

its final position, then the displacement d(x, y) of the mobile

mesh client at any time interval 1t can be computed using

Euclidean function, as given in Equation 1.

d(x, y) =

√

(xf − xi)
2
+ (yf − yi)

2 (1)

Accordingly, the calculated value of the displacement dis-

tance for mobile mesh clients at a time t0 is flooded in the

network region. Afterward, the one-hop mesh clients directly
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forward their data packets to the mesh router. And the mesh

router further forwards it to the received data packets towards

the BS.

Moreover, to maintain reliable data transmissions between

mesh-clients-to-mesh-router and from mesh-router-to-BS,

the proposed scheme estimates the link cost (LC) based on the

packet lost rate (PLR) that indicates the value of the percent-

age concerning sending packets. Moreover, the computed LC

value is also stored in the routing table of each source mesh

device and determining the consistent and stable data for-

warding path. Based on the up to date routing tables, the mesh

device learns the robust and error-free routing towards the

destination. To determine the packets lost rate, each mesh

client sends a beacon message to its neighbors. After the

receiving of beacon messages in particular time intervals,

each mesh client determines the PLR between its neighbors.

Let Tx is the number of packets at a unit time (t0) that are

transmitted from source mesh client i and Rx is the number

of received packets per unit time on the receiver side, then the

PLR between the source mesh client and the receiver can be

computed based on Equation 2.

PLR = Rx(t0)/Tx(t0) (2)

The computed LC as given in Equation 3 is in the range

of [0, 1] and the PLR has a value in the same range.

LC = 1 − PLR (3)

Accordingly, the source mesh client will select the appro-

priate next-hop for data routing with the least LC value.

A similar method is also adopted in the proposed scheme to

establish a reliable routing path between mesh routers and the

BS. In the proposed scheme, the calculated LC, as given in

Equation 3, allows achieving a robust delivery ratio with bet-

ter network coverage using a mobile wireless mesh network.

Algorithm 1 describes the formation of network set-up and

reliable data routing paths among mesh clients, mesh routers,

and gateways.

After the selection of next-hop, the source mesh client

unicasts an RREQ message and in response, the next-hop

replies back with an ACK message. The same practice is

repeated until a reliable routing chain is generated between

mobile mesh clients towards the gateway.

B. SECURE AND TRUSTED DATA ROUTING

BETWEEN MESH DEVICES

In this section, the proposed technique presents a fully

secure and trusted data routing strategy. For secure data rout-

ing between the devices, an asymmetric-based RSA cryp-

tographic technique is proposed which uses public-private

keys [57], [58]. In the proposed technique, the mesh router

generates key pairs (PUi, PRi) for each mesh client i using

RSA based public key cryptography. In our proposed tech-

nique, the role of keys distribution (PUi, PRi) between mesh

clients is performed by the mesh router. In this cryptographic

technique, each mesh client possesses a pair of the public

key (PU) and private key (PR), where the public key (PU) is

Algorithm 1 Network Set-Up of Mobile Mesh Clients With

Gateways

1. Procedure network set-up

2. mesh clients N and gateway devices flood their

3. positions

4. Using position algorithm, each device constructs

5. routing table

6. Mobile mesh client determines distance-vector

d(x, y)

7. on regular time interval 1t based on

8. d (x, y) =

√

(

xf − xi
)2

+
(

yf − yi
)2

9. for each mesh clienti ∈ [1. N]

10.

11. Evaluate the link cost LC=1−PLR where PLR=

12. Rx(t0)/Tx(t0)

13. mobile_nodei mesh clienti selects the

least LC link as a data

14. transmission

15. mesh client i (update the routing table)

16. end for

17. for each mesh routeri ∈ [1. MR]

18. if(mesh router.next-hop = gateway BSid)

19. Data packets forwards directly

20. end if

21. while (destination! = gateway)

22. evaluate LC and select the least computed value

23. update the routing table accordingly

24. end while

25. end for

26. end procedure

distributed and is used to receive encrypted messages from

the connecting neighboring mesh clients, and the private

key (PR) (also known as the secret key) is used to decrypt

the incoming messages towards the mesh client. The private

key performs a vital role in data authentication and it must

be kept secure from malicious and authorized nodes in the

network.

In the proposed security technique, there are two topologi-

cal scenarios: fully connected network topology and partially

connected network topology. In a fully connected topological

scenario, all the mesh clients are connected in a complete

graph structure and use the public-private keys to encrypt

and decrypt the data messages. If a node X wants to send a

secure message ‘m’ to node Y, the message ‘m’ is encrypted

to get ‘E(m)’ using the public key (PUY) of mesh client Y

and then transmitted towards mesh client Y. On the reception

of the encrypted message ‘E(m)’ from mesh client X, mesh

client Y using its private key (PRY) decrypt the message. This

communication is broadcasted towards all the mesh clients

including the intended mesh client Y. In the meanwhile, those

mesh clients with whom the message is not intended will

ignore the message as they cannot decrypt the encrypted

message without the appropriate private key.
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In the case of partially connected topological scenario: If

any mesh client X wants to send a message ‘m’ to mesh

client Z, not directly connected to mesh client X. In the

proposed technique, message ‘m’ from mesh client X will be

encrypted ‘E(m)’ with the public key (PUZ) of Z and broad-

casted to all the connected mesh clients in the neighborhood

of node X. Since the message is not intended to other mesh

clients, they will re-broadcast the message to their neighbors

in a multi-hop paradigm until it arrives at node Z. At the

same time, each mesh client will send an acknowledgment

ACK to the mesh client X for confirming the reception of the

message.

This re-broadcasting process will eventually send the

encrypted message to the intended mesh client Z, which will

decrypt the message using its private key (PRZ) and at the

same time, will send an acknowledgment message towards

the sender. The sender will further transmit that acknowl-

edgment towards the sending mesh client from which the

message has arrived. This process continues until themessage

towards the intended mesh client Z is received from the

sender node X. It must be noted that the proposed security

technique not only preserves data security but also provides

authentication by incorporating the public-private keys. The

public-private keys in the proposed security technique make

the robust authentication between mesh clients because if

mesh client Z does not possess the matched private key,

it will not be able to decrypt the incoming data messages.

Algorithm 2 presents a secure and trusted data transmission

based on RSA public-private cryptography.

Algorithm 2 Secure and TrustedData Routing Based on RSA

Public-Private Cryptography

1: Procedure secure and trusted transmission

2: mesh clients attempt to forward data packets

towards the

3: gateway

4: goto Algorithm 1 for the development of

routing paths

5: mesh routers share a pair of public-private key

(PUi, PRi)

6: between mesh clients

7: data messsages are generated by mesh clients

8: message ‘m’ from mesh client X encrypted as

E(m) by

9: (PUZ)

10: encrypted message ‘E(m)’ from mesh client X,

mesh client

11: Y using the private key

12: (PRY) decrypt the message ‘m’

13: intended mesh clients ignore the message ‘m’

14: send an acknowledgment ACK to source

mesh client X

15: gateway devices verify the incoming messages

16: end procedure

IV. SIMULATION SETUP AND PARAMETERS

Table 1 illustrates the default network factors used in the

experimental results and analysis. The proposed scheme is

verified with security architecture for attack detection and

authentication [54], and wormhole-free routing DoS attack

defense [53] solutions. The experimental results of the pro-

posed scheme with existing solutions are discussed based

on a varying number of malicious and wireless mesh nodes.

The variable speed of mesh clients is set in the range of 2

to 5 m/s. In the simulation environment of size (500, 500),

the 50 to 250 mesh clients are deployed with 10 mobile mesh

clients. The mesh routers are considered as a gateway device

for data routing. The number of malicious nodes is fixed from

2 to 10. All the data traffic flows are based on a constant

bit rate (CBR). The proposed scheme is evaluated in terms

of network throughput, latency rate, packets lost rate, com-

putational overhead, energy efficiency. All the experiments

are done using a familiar network simulation (NS3) tool.

TABLE 1. Default network factors.

V. NUMERICAL RESULTS AND DISCUSSION

In this section, the experimental results of the proposed

scheme are discussed in detail with respect to different net-

work parameters.

A. ANALYSIS OF NETWORK THROUGHPUT

In this section, the simulation experiments are performed

to evaluate the network throughput concerning a varying

number of nodes in Fig.3. The experimental results demon-

strate the improved performance of network throughput at

an average of 16%. The proposed scheme augments the

network throughput because of the selection of appropriate

mesh clients for the forwarding data packets. Moreover, link

estimation in the proposed scheme significantly improves the

reliability between mesh clients and mesh routers. Further-

more, mobile mesh clients highly affect the delivery ratio of

messages due to their periodic rotation for data gathering.

Unlike other existing solutions, the proposed scheme moni-

tors the updated position of mobile mesh clients and shifts the

routing path on the network demand. As a result, the routing

channels are kept more stable that leads to efficient network

performance.
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FIGURE 3. The impact of the number of nodes on network throughput.

FIGURE 4. The impact of the number of malicious nodes on network
throughput.

Fig.4 demonstrates the network throughput for a varying

number of malicious nodes. The experimental results of our

proposed scheme demonstrate that the performance of net-

work throughput is increased by 12% as compared to existing

solutions. Such improvement is due to authentic with reliable

data security mechanisms based on public-key cryptography.

The use of public-key cryptography in the proposed scheme

is to achieve robust authentication and data confidentiality.

In this case, a malicious node may not be able to capture,

drop and change the contents of data packets. Also, most

of the existing solutions do not consider the link estimation

factor between the mesh clients and mesh router to achieve

stable and trusted data routing. Such deficiency incurs an

adverse influence on network throughput and efficacy of

routing performance.

B. ANALYSIS OF PACKETS LOST RATE

Fig.5 illustrates the evaluation performance of the proposed

scheme with existing solutions in connection to different

FIGURE 5. The impact of the number of nodes on the packet loss rate.

numbers of nodes. The experimental results demonstrate that

the proposed scheme has decreased the packets lost rate at an

average of 37% in comparison with other solutions. Unlike

other schemes that degrade the packets delivery ratio due

to unstable and insecure data links, the proposed scheme

decreases the packets lost rate due to the selection of the most

reliable and secure mesh clients for data routing. Moreover,

in a higher number of nodes, the proposed scheme generates

the least congestion and equal balancing of load among mesh

clients due to the incorporation of link estimation factors. The

proposed scheme computes the packets lost rate factor for

the link measurement between source and destination devices

and achieves an improved message delivery ratio without

sending extra control messages for the re-construction of

routes. Furthermore, the proposed scheme offers security for

network data based on public-key cryptography, whichmakes

authentication and data encryption more secure and detects

the anomalous actions under the presence of malicious nodes.

Such a detectionmechanism againstmalicious activities gives

a significant impact on network performance and reduces the

probability of manipulating, stolen and packets lost rate.

Fig.6 demonstrates the exploration of packets lost rate

among the proposed scheme and the existing solutions. Under

a varying number of malicious nodes, the proposed scheme

reduces the packet loss rate by an average of 37% in com-

parison with other solutions. This is due to the selection of

trustworthiness and stable routing paths betweenmesh clients

and mesh gateway devices. Likewise, most of the existing

solutions lack the mechanism for data integrity, as a result,

malicious node may be a part of the source network that can

lead to packets redirecting and dropping. In the proposed

scheme, only legal nodes may take apart of forwarding the

data packets towards the destination and all the engaged

nodes in the routing paths are secured based on cryptography

methods. Furthermore, most of the existing solutions make

the use of static mesh clients and they do not cover all the

monitoring area, therefore, a huge amount of data packets are
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FIGURE 6. The impact of the number of malicious nodes on the packets
lost rate.

unreachable towards the destination. In the proposed scheme,

mobile mesh clients significantly improve network coverage

and increase packets delivery ratio.

C. ANALYSIS OF LATENCY RATE

Fig.7 demonstrates the analysis of the latency rate among the

proposed scheme and existing solutions. It is seen from the

experimental results that the proposed scheme significantly

decreases the latency rate in the average of 11.2%, as com-

pared to other solutions. In higher network topologies, con-

cerning the number of nodes, the proposed scheme chooses

the most consistent and adaptive data forwarders between

mesh client and gateway devices based on network parame-

ters and environment conditions. Also, the condition of wire-

less channels is regularly re-determined for route stability and

consistency. Such an adaptive routing mechanism provides

FIGURE 7. The impact of the number of nodes on the latency rate.

better network delivery performance and reduces the proba-

bility of a higher latency ratio. Mobile mesh clients explic-

itly advertise their fresh positions based on the Euclidean

distance method on a predefined time interval and lead to

decrease chances for packets re-transmission with minimum

delivery rates. Moreover, in a high network scenario under

the different number of nodes, the proposed scheme produces

less latency with the selection of minimal congested trans-

mission paths due to the incorporation of the link estimation

parameter.

FIGURE 8. The impact of the number of malicious nodes on latency rate.

Fig.8 illustrates the latency rate of the proposed scheme

is compared to the existing solutions in connection to a

varying number of malicious nodes. Noticeably, it is seen

that under a varying number of malicious nodes, the ratio of

latency increases. However, the experimental results exhibit

that the proposed scheme improves the latency rate at 13% in

comparison with the existing solutions. The reason for such

improvement is the construction of more efficient, robust,

and secure routing channels among mesh clients and mesh

routers. Moreover, the routing channels are updated based

on the node’s need. Also, mobile mesh clients significantly

reduce the delivery delay while collecting the data packets

from the monitoring field. Furthermore, the identification of

wireless channels for data routing is rotated based on the anal-

ysis of link valuation. In the proposed scheme, the support of

RSA public-private key cryptography reduces the possibili-

ties of data re-transmissions and re-routing of data packets

due to the development of a secure and realistic mechanism

thereby reducing the network delay ratio.

D. ANALYSIS OF COMPUTATIONAL OVERHEAD

Fig.9 demonstrates the analysis of computational overhead

between the proposed scheme and the existing solutions. It is

seen from experimental results that the proposed scheme,

as compared to the existing solutions, decreases the compu-

tational overhead by an average of 28%. The improvement in

computational overhead is due to that the proposed scheme
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FIGURE 9. The impact of the number of nodes on computational
overhead.

decreases the chances of malicious attacks by introducing the

data reliability and efficient routing. The proposed data secu-

rity technique offers data protection against route breakages

and avoids the chances of data retransmissions, which results

in an improvement in the network overhead. Moreover, based

on the Euclidean distance, the proposed scheme measures the

up-to-date displacement vector of mobile mesh clients and

improves network coverage and decreases the extra burden

of control messages between mesh devices. Unlike other

solutions, the proposed schememakes the use of mobile mesh

clients, determines their latest position on the specific time

interval and decreases the communication overheads while

data aggregation and forwarding. Also, unlike prefixed and

static data forwarders, the proposed scheme decreases the

unnecessary computation overheads by measuring the links

status and network conditions for the formation of optimal

routes among mesh clients and mesh gateways.

Fig.10 illustrates the computational overhead of the pro-

posed scheme and existing solutions under a varying num-

ber of malicious nodes. The simulation results reveal that

the proposed scheme in comparison with the existing solu-

tions significantly decreases computational overhead by an

average of 40%. The existing solutions suffer unnecessary

computational overhead in data re-routing and re-formation

of routing paths in the existence of the adversary environ-

ment. The proposed scheme offers an authentic and secure

public-key cryptography mechanism, which gives network

privacy and data integrity. Also, it greatly reduces the packets

drop ratio and ultimately requires less computational over-

head for data routing in the presence of malicious nodes.

Moreover, the mesh router securely generates and distributes

the private-public keys based on the RSA algorithm and

ultimately mesh clients need no additional computational

power to achieve data security. Due to more secure and

authentic routing channels, the proposed scheme reduces the

probabilities of re-routing of data packets towards authorized

FIGURE 10. The impact of the number of malicious nodes on
computational overheads.

nodes and such mechanism ultimately decreases the compu-

tation overhead on nodes level. Further, the existing solutions

present extra computational overheads particularly in a scal-

able network size because of the inefficient identification of

malicious nodes.

E. ANALYSIS OF ENERGY EFFICIENCY

Fig.11 illustrates the performance of the energy efficiency

of the proposed scheme with existing solutions. The sim-

ulation experiments have shown that the proposed solution

improved the energy efficacy by 21% as compared to other

solutions. This is to the selection of optimal routing paths

for data transmission between mesh clients and mesh gate-

ways. Also, the proposed scheme imposes low computational

overheads on nodes level which leads to balance the battery

consumption of mesh clients. The proposed balanced energy

FIGURE 11. The impact of the number of nodes on energy efficiency.
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FIGURE 12. The impact of the number of malicious nodes on energy
efficiency.

consumption in the network field because of the use of mobile

mesh clients and shortened the routes for data transmissions.

Besides, under a varying number of mesh clients, the pro-

posed scheme securely identifies the malicious nodes and a

result, unnecessary data traffic caused by malicious nodes is

prevented thereby eliminating irrelevant data forwarding by

mesh clients and improved energy efficiency of the network.

Fig.12 demonstrates the analysis of the energy efficiency of

the proposed scheme in the comparison of existing solutions.

The experimental results have proven in the presence of

malicious nodes, our proposed scheme significantly offers

efficient energy consumption by 18% as compared to the

existing solutions. This reason for this improvement is that

the proposed scheme maintains a local information table on

nodes level and only updates the table whenever any change

incurred in the neighbors. Moreover, the evaluation of the

link factor in the transmission system, the proposed scheme

significantly decreases the chances of data re-sending which

ultimately increases the energy efficiency of the network.

Furthermore, themesh routers are appointed as a central orga-

nizer to generate and distribute the keys among mesh clients,

which results in decreasing additional energy consumption on

the part of mesh clients. Moreover, the generation of optimal

routes between mesh clients to gateways and from gateways

to end users, the proposed scheme increasing the lifetime of

routes, which results in efficient utilization of battery power

of the mesh clients.

VI. CONCLUSION

This paper presents a robust and trusted scheme for IoT-based

mobile wireless mesh networks, which aim to improve the

coverage and reliability of the network infrastructure. Also,

transmission links between mesh clients and gateways are

secured under the presence of malicious nodes based on the

RSA public-private cryptography. In the majority of the exist-

ingworks, they proposed data routing schemes for staticmesh

nodes and overlooked the link estimation. Such a solution

incurs a negative impact on network performance and raises

the probability of packets drop ratio. The proposed scheme

comprises mobile mesh clients for better network exposure

and evaluates the transmission links based on the packets

drop rate factor, thus, the proposed scheme achieves improved

data delivery ratios. Furthermore, mobile mesh clients flood

their distance vector on periodic intervals and overcome

communication costs. The simulation results demonstrate

that the proposed scheme increases the data reliability and

with minimal computational overheads in varying network

topologies. However, the proposed scheme incurs additional

network costs in generating and distributing the pairs of

public-private keys between mesh devices. In future work,

the proposed scheme will be further enhanced to tackle other

DOS threats i.e. non-repudiation and replay, which crack net-

work set-ups and functionalities. Also, the proposed scheme

may include somemachine learning-based optimization tech-

niques to make the mesh clients intelligent with nominal node

level and processing overhead.
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