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This paper studies the secrecy outage probability (SOP) of nonorthogonal multiple access (NOMA)-based integrated satellite-
multiple unmanned aerial vehicle networks (ISMUAVNSs) under nonideal hardware and colluding scheme. Colluding scheme is
defined as that the eavesdroppers cooperate with each other to overhear the legitimate users’ signals. On this foundation, we obtain
the closed-form expression for the SOP for the considered NOMA-based ISMUAVNSs along with the partial unmanned aerial
vehicle (UAV) selection scheme. To gain more things in the high signal-to-noise ratio (SNR) regime, we derive the asymptotic
expression for the SOP, which gives fast ways to evaluate the benefit of the NOMA scheme and the impact of nonideal hardware
impairments on the SOP. Finally, Monte Carlo simulation results are provided to show the correctness of the analytical results. In

addition, with the help of representative results, some important and interesting findings are obtained.

1. Introduction

The integration of satellite communication (SatCom) net-
works with the terrestrial mobile networks is one of the key
elements for the fifth-generation (5G) and beyond 5G
networks due to enhanced capability and extended coverage
[1]. However, the coverage region may be restricted by the
obstacles and shadowing between the terrestrial users and
satellite, which leads to the unavailability of the line-of-sight
(LOS) links [2]. Under this situation, the terrestrial relay is
utilized to overcome this challenge such as fading, shad-
owing, and path loss [3], which leads to the formation of the
integrated satellite-unmanned aerial vehicle networks
(ISUAVNSs). Particularly, the main idea of ISUAVNS is to
utilize terrestrial relays/unmanned aerial vehicles (UAVs) to
forward the satellite signal, which has been a good frame-
work for the SatCom, they have great effects on the fixed
satellite service and high-speed broadband mobile satellite
service, and SiriusXM is the real system which relies on the
foundation of this architecture [4].

As the wide coverage of the satellite beam, there are often
many wireless communication nodes in one satellite beam,
which result in the suitable selection scheme for the wireless
communication nodes [1]. In [5], the outage probability
(OP) was analyzed with the opportunistic wireless node
scheduling scheme for the integrated satellite-terrestrial
relay networks (ISTRNs). In [6], the OP was investigated for
the ISTRNs under the consideration of cognitive technology
and multiple terrestrial transmission nodes.

With the breakthrough of UAV technology, UAV
communication has been widely utilized in many temporary
large-scale activities and natural disasters [7]. Total power
constraint-beamforming and per-antenna power constraint-
beamforming schemes were proposed to optimize the energy
efficiency of integrated satellite-UAV terrestrial networks in
[7]. The authors of [8] investigated the UAV system with
mobile edge computing, where the energy expenditure of
users was minimized under assignment delay demands and
resource limitations. In [9], the game theory was applied to
optimize the resources’ allocation of the UAV
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communication network for more rewards, and a multiagent
reinforcement learning framework was proposed to find the
optimal policy. The potential game, mean-field game,
Stackelberg game, graphical game, and coalition game were
utilized to solve the resource management problem of large-
scale UAVs in [10]. The authors of [11] designed a decaying
deep Q-network-based algorithm to minimize the energy
consumption, in which the trajectory of the UAV, phase
shifts of the reconfigurable intelligent surfaces, power al-
location strategy, and dynamic decoding sequence were
considered.

To alleviate the spectrum shortage and meet the re-
quirements of improved spectral efficiency of ISTRNS,
nonorthogonal multiple access (NOMA) has been viewed as
the new paradigm of multiple access techniques [12-14],
which transmits signals simultaneously in the same time/
frequency resource block. On this foundation, successive
interference cancellation (SIC) is used at the receivers to
distinguish the users’ message by different power levels [15].
In NOMA systems, the message for the weaker was first
decoded by the stronger users in which case, the stronger can
be regarded as the relay to help the user with poor channel
environment to enhance the system performance [16, 17]. In
[18], the energy efliciency, ergodic capacity, and outage
probability (OP) of NOMA-based downlink SatCom were
investigated. In [19], the cooperative transmission method
was analyzed for the NOMA-based SatCom. In [15], the
authors derived the closed-form expression of OP in the
presence of secondary networks.

As presented before, the satellite beam has a wide
coverage, which results in the security problem in reality for
the ISTRNs [20]; physical layer security (PLS) is considered
as a new method to present the security problem of the
wireless transmission networks. The major idea of PLS is to
keep the secrecy transmission rate in the case of no inter-
ception under malicious nodes. In [21], the authors listed
enough problems in the SatCom and investigated the secrecy
performance. In [22], the authors investigated the SOP and
ASC with the maximum user scheduling scheme for the
SatCom. In [23], the authors analyzed the impact of im-
perfect channel stat information (CSI) for SatCom with
multiple legitimate users and multiple eavesdroppers. In
[24, 25], the ASC and SOP for the ISTRNs with the op-
portunistic relaying scheme were analyzed, respectively.

It is mentioned that, in real wireless communication
systems, the transmission nodes are often not ideal owing to
several reasons [26, 27]. In [28], the authors summarized all
the reasons and proposed a general nonideal hardware
model to research the impact of nonideal hardware on the
wireless communication networks. In [29], the authors in-
vestigated the performance for the amplify-and-forward
multiple relay networks in the presence of nonideal hard-
ware and available direct transmission link. In [30], the OP
was analyzed with the nonideal hardware and cognitive
technology existing in the ISTRNS.

Until now, the impact of nonideal hardware on the
NOMA-based SatCom was only investigated in several
former papers, such as [31-34]. In [31], the authors analyzed
the SOP for the considered SatCom with nonideal hardware
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and channel estimation errors (CEEs). In [32], the impact of
nonideal hardware was investigated for the ISTRNSs. In [33],
Guo analyzed the effect of nonideal hardware on the ISTRNs
with multiple terrestrial relays under the partial wireless
node selection scheme.

In this paper, we investigate the secrecy NOMA-based
integrated satellite-multiple unmanned aerial vehicle net-
works (ISMUAVNSs) in the presence of multiple eaves-
droppers and HIs by utilizing the partial UAV selection
scheme. In detail, the main contributions of this paper are
shown in the following:

(i) Firstly, we establish a NOMA-based secrecy
ISMUAVN with nonideal hardware. The partial
UAV selection scheme with low implementation
complexity is applied in the considered system.

(ii) Secondly, the closed-form expression for SOP of the
considered network in the presence of nonideal
hardware and the proposed UAV selection scheme
is derived.

(iii) Finally, to get insight of the SOP at high signal-to-
noise ratios (SNRs), the asymptotic expression for
SOP of the considered secrecy ISMUAVNES is also
derived.

The rest of this paper is given in the following. Section 2
introduces the system model and formulates the secrecy
problem of the considered secrecy ISMUAVNS. Section 3
provides the detailed analysis for the SOP. In Section 3, the
secrecy diversity order and secrecy coding gain are analyzed
along with the asymptotic analysis. In Section 4, numerical
Monte Carlo (MC) results are obtained. In Section 5, the
summarization is presented.

L.1. Notations. |- | denotes the absolute value of a complex
scalar, exp () is the exponential function, E[-] represents the
expectation operator, and €./ (a, b) is the complex Gaussian
distribution of a random vector a and covariance matrix b.

2. System Model

As plotted in Figure 1, in this paper, we investigate NOMA -
based secrecy ISMUAVNSs, which consist of a satellite (S),
namely, Alice, multiple UAVs (R, p €{l,...,M}), two
destinations (namely, D, and D,), and N eavesdroppers.
Decode-and-forward (DF) protocol is utilized at R. Two time
slots are used for the total transmission. The direct trans-
mission link is not considered between S and D; i € {1, 2} 29,
for some reasons (Owing to some practical reasons, such as
heavy fading, shadowing, or obstacle blockage, no direct
transmission link is assumed in this paper.). In general, all
transmission nodes in the considered NOMA-based
ISMUAVNSs are equipped with one antenna, respectively (In
this paper, only two users are considered; however, the
derived results can also be suitable for multiple users, which
will be investigated in the near future. In this paper, the
single antenna is assumed; however, the derived results will
also be suitable for the case with multiple antennas.).
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II. SYSTEM MODEL

———» First Phase

——— > Second Phase
——— Eavesdropper Link

FiGgure 1: lllustration of the system model.

For the first time slot, the signal s(t) is forwarded by S
with E[|s(£)]*] = 1 to pth R. The received signal at pth R is
derived as

yr,(8) = for x\Ps[s(t) + 15 (1)] + g (8), (1)

where fgp i represents the channel coefficient modeled as
shadowed-Rician (SR) fading (In this paper, the perfect CSI
is assumed, and our results will be as the branch for the case
with imperfect CSI.) and Pg denotes the transmit power
from S. When applying the NOMA scheme, the signal is
shown as s(t) = a),% (t) + a,,%, (t), where x; (¢) and x, (t)
present the target transmitted signal to D, and D,, re-
spectively. Besides, it is assumed that a,, > a,,, for the reason
that the channel D, suffers heavy fading than that of D,. On
this foundation, much power should be allocated to D,. g,
and a,,, represent the transmission power allocation (PA)
factors for D, and D,, respectively. In addition,
aj »t “zp = 1. 54 (t) is the distortion n01se due to nonideal
hardware with 15 (t) ~ C# (0,ai k7, + a3,k3,). k;, and k,,
denote the nonideal levels for nomc{eal hardware whlch are
defined in [3]. Mg, (t) represents the additive white Gaussian
noise (AWGN) at pth R distributed as n,_(t) ~ CA (0, 62 )

When the signal is received by R, SIC works as follows
x, (t) is firstly decoded and then deleted from the obtained
signal [12]. Thereafter, x, (t) is decoded from the left signal
(In this paper, perfect SIC is assumed. Besides, different
users are distinguished by the channel quality. We assume
that the nearby user has a better channel quality than that of
the distant users which has been assumed in the literature
studies.).

Hence, the signal-to-interference-plus-noise-and-
distortion ratio (SINDR) of detecting x, (t) at pth R is
given by

2
Y1p%1p

Yr,1 = (2)

Z 2 p 7.2 g
oy (alpk1 +ay, + a2pk2p) +1
where Yip = IfSR Al PS/82
Moreover, we can obﬁaln the signal-to-noise-and-dis-
tortion ratio (SNDR) of detecting x, (¢) at pth R as

2
Y1p2

YRr,2 = P2 (3)

(alpk + azpk ) +1

As announced before, the partial UAV selection scheme

[35] is adopted for the considered system model, and the

SINDR of x, (t) and x, (¢) during the first transmission link
is, respectively, shown as

(YRI,J)’ (4)

Yr1 = max
? pefl,...,

Yr2 = (VR 2) (5)
pe{l .....

For the second time slot, the selected pth R forwards
received signal s(t) to D, and D,, respectively; thus, the
signal received at D; can be represented as

Y, (8) = hg o, AP (&1 () + &, (6) + 17, (D) + 1, (8),
(6)

where hy ;, denotes the channel coeflicient between pth R
and D; which undergoes Rayleigh fading, Py represents the
transmit power for pth R, x; (t) denotes the expected signal,
f]p] € {1, 2} which suits flp >Ezp, and fl +52 =1 repre-
sents the PA factors at pth R, respectively (We apply the
same assumption which means the channel quality of user
D, is worse than that of user D,.). np, (t) denotes the AWGN
at D; distributed as nP (t) ~ %/V(O 82 ). 1p (t) with
1, (&) ~ €N (0, Efpkf,l + £2p p2) represents the distortion
noise which is caused by nonideal hardware. £, ) along with
52 denotes the nonideal levels of nonideal hardware [35].
Therefore, D, performs SIC to decode x, (¢) (while x, (t) is
treated as the cochannel noise).

From (6), the SINDR of x, (f) sent by pth R at D, is
represented as

2
y2p£1p
2 2 2 2 2 >
2p(§1pk1p +8p+ EZkaP) +1

Yp,,.D, (7)

where y,, = |hg D2| R, /82

Vp,,,p, Must "be satlsﬁed as Yp p, =Yy due to the same
condition like (2). D, deleted the decoded information
from the received signal by observing its own signal; hence,
the final SNDR for signal x, (t) forwarded by pth R is given

by



2
YZpEZP
VZp(gipkip + Egpk;p) +1

(8)

YD,,.D, =

Then, x, (t) is decoded by D,, while x, (t) is regarded as
the serial interference; the SINDR received at D, from pth R
can be obtained as

2
Y3pflp
7317(5%?"?9 + fgp + Eipk;p) +1

where y3, = |hRPD1|2PR /8%1.

At the same time, due to the fact that the signal sent to
relays can be received by all eavesdroppers, the heard signal
of the jth eavesdropper can be represented as

€

Yp,.0, =

YE,; (t) = thEjﬁ(glpxl (t) + fszz (t) + Mp (t)) + g, (®),
(10)

where hy ; represents the channel coefficient between pth R
and the ftH Eve which is modeled as Rayleigh fading. n ()
withng (t) ~ €4 (0, 6129) denotes the AWGN at the jth Eve.
'Ihr}ough the whole paper, we assume that parallel in-
terference cancellation (PIC) is available at each eaves-
dropper [36, 37]. Hence, the received SNR of ith D’s
expected messages at the jth Eve can be shown as

2
fipYDP,.Ej
Ap k. =

. > (11)
; 2.2 .2 .2
" e 8k, k) + 1
where yp, 5 = |hg g [*Pg 165, .
P P . P J
Due to the cooperation of all eavesdroppers, we can get
the SNR of all Eves’ link as

N
YDP,.E = Z )LDpiEj' (12)
j=1

The authors in [1] introduced the definition of the se-
crecy capacity; with the help of (7), (8), (9), and (12), we can
obtain the secrecy capacity for the ith signal as

+

Cs,p = |:CBP,~p - CDPiE] (p € {D1, D,}), (13)

where [x]Jré max|[x, 0], CBPiP = log, (1 + YDpi’p)’ and Cp, 5=
log, (1 + Yo, ) (CBpip means the secrecy capacity at the P
user to detect the ith signal from pth R.).
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3. Performance Analysis
3.1. The Channel Model

3.1.1. Satellite Channel Model. As mentioned before, the
satellite-UAV links are considered to be modeled as SR
fading, so the probability density function (PDF) of y,, can
be shown as

a - )
fylp (X) = y_lpe_ﬁl/yllFl(mlp; 17%"/‘)» X >0) (14)
1p 1p

where |F, (a;b;x) denotes the confluent hypergeometric
function [38]. ,, represents the average SNR between Alice
and pth R a;, = (2by,my,/2b,,m;, +Q,,)"7/2by,
Bip =1/2by,, and 6y, = Q,,/2b,,(2b,,m, + €2y)  with
my, 20, 2b,,, and Q,, being the fading severity parameter
ranging from 0 to co, the average power of the multipath
component, and the average power of the LOS component,
respectively. In this paper, we assume that m, , is an integer,
and the PDF and cumulative distribution function (CDF) of
Y1p are, respectively, written as

mp=l(] — gy -5, )
Ty (%) = ap ( 111);(1_(1“1;7) A exp(~A,x),
P ()

mp=lk (1= -5 ky
F, (x)=1-ay IZP: 2( mlp)kl( lp) o

N ky—t+1
k=0 =0 k1!()’1p) tA},

>

(15)

where A, =p,,—-08,,/y;, and (), denotes the Poch-
hammer symbol [38].

3.1.2. Terrestrial Channel Model. In the former section, we
assume the channel model between R and intended users or
eavesdroppers which undergoes independent and identically
distributed (i.i.d) Rayleigh fading. Thus, the CDF and PDF of
yy (U € {2 p,3p, D,E j}) are, respectively, shown as

F, =1-¢ W (16)

Yu

and

1 — x/y,
fy, ==, (17)
Yu Yu
where P, is the average channel gain.

By utilizing (11) and (12) along with [5], the CDF and
PDF of Vb, are, respectively, derived as
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N-1 1 x Y - 2 2 2 2
F, (x)=1-) — e_X/VDPfE[E"P_ ( ‘Pklfrg“’sz’)]
Vb iE = 2 — 2 1.2 2 12 >
r =0 U | ¥p,ESip ~ xYDPiE(Elpklp + €2pk2p)
& 37 N-1
1pYD,E X
fVD -E(x) = 3 2 <_ 2 — 2 72 2 1.2 > (18)
" [612‘1) - X(Eipkfp + fgpkép)] (N-1)! YDpiEfip N xpriE(flkaP + f21’k217)
X exp x
X .
Vo, (8 = X(Epk0p + &,k
3.2. Secrecy Outage Probability. SOP refers to the probability ~ and
of reaching the nonnegative target confidentiality rate. In B
this section, the SOP of the NOMA-based ISMUAVN de- Pap, (¥0) = Prap, (0) + Poap, (Yo) = Prap, (¥0)P22, (10):
scribes the confidentiality behavior, and it can be expressed (21)
as
where
Py, (vo) = P, (y,) + P ~ P, (y,)P , (19
t(VO) 1 ()/o) 2D, (VO) 1 (VO) 2D, (YO) ( ) Plp (YO)Z Pllp (VO) + P21p (YO) _ Pllp (YO)PZIp (YO) (22)
h
where By using (4) and (5), Py;, and P,;, are, respectively,
Py (y,) = Pip, (Vo) + Pip, (vo) = Pip, ()’o)PlD2 (vo)  (20) presented as
M .
Py, (o) = [PT(YR Qs Yo)] , ie{l,2},
o oty (1+,) (23)
Py () = Pr(Cs, <G ) = [ [ 7, (0, () dxdy.

Also, Cy, = log, (1 + y,).

In the following, to make the analysis easier, Y, p=
Y, = Vg 18 assumed, and the detailed analysis of SOP for
D1 and D, is, respectively, given in the following theorems.

Theorem 1. At D,, the closed-form expression for P\ by

detecting x, (t) is given by

my,— 1kl o

11D1(YO)_ 1- Z Z ’

Pip, (o) = Pip, (Vo) + Pyip, (o) - Pip, (Yo)Ple (Vo)
(24)

where

ky
(1 mlP)k (-01) Xe—mwd%wﬁ(%)tr (25)
YoB

Tl
k=0 =0 k '(ylp) 1+ t'Ak1 .

and

S in (z,). (26)
P O R D

s =1

Pyip, (o) =

EZ ZN—I

H (z)=—2

In (25), B = alpkz + agp + agpkgp. In (26),

z Yo +2(1+ o) }
> 27
(fip - ZC)N+1 < EleE(%jp - ZC)>exp{ ?3‘05?1) - [VO + Z(l + YO)]?3[)A ( )



where K, denotes the number of terms, H = mln(f1 /C

(flp Ayo)/(A+AyO)) A=& 3, +§2ﬁ+fzp op
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where Py;p (yo) = Pyip, (o),

KZ
cC=8&k fzpkgp, z; =t;+1 presents the ith zero of p g Hy w.H. (z. (29)
Legendre polynomlals, and w; denotes the Gaussian weight, 210, () 272N (N - 1) Z‘ 2 (@),
which is given in Table (25. 4) of [39].
With the similar method, at D,, the exact expression of ~ and
Pp, to decode x, (t) can be expressed as
Pip, (o) = Piip, (Vo) + Pyip, (Yo) = Pyip, ()’o)sz2 (Vo)
(28)
g2 z Yo+ 2(1+ o)
H,(z) = u exp — expq —— 0 o , (30)
(ffp - )N+1 5%pYE(f?p - ZC) Yz;;fip —[vo +2(1+7,)]72pA

where H, = min(ffp/C, (f%p — Ayl (A + p,A)).

Pyp, (o) = Piop, (Vo) + Pyp, (vo) = Piop, ()’o)PzzD2 (Vo)

(31)
Proof. See Appendix A. O here
Theorem 2. x, (t) is only detected by D,; therefore, the exact
expression of P,p, to decode x, (t) can be represented as
k
myt koo (1-m =8,,) " , M
P12D (yo) _|i- IP( ;PJr)l ( 1P) XeAlpVO/“ZPYOC( . Yo ) :| (32)
’ k=0 t=0 kll(ﬂp) ' t'Ak o YoC
and where
H &
P =1- oo Y w;H;(z), (33)
220, (o) 271213N_1 (N -1)! ; 5(2)
2 _N-1
H,(z) = £2p% < _ Yo+ z(1+7,) > (34)
N+1 € 2 ) - :
(8- 20)"" T\ GpTa(8,-2C) Tapksp =Ly + (Lo 10)l7ayC
. F, (x —+o X
Also, Hy = mm(ng/C, (Egp = Cyo)/ (C +y,0)). y (X) = Yo (x). (36)

Proof. See Appendix B. O

3.3. Asymptotic SOP. In the behind description, to derive

deeper insights of the impact of the significant system pa-

rameters of the considered NOMA-based ISMUAVN in the

high SNR regime, we show the following analysis. According

to (16) and (15), when y,, — 00, we can derive
F, (%)= T2y o(x),

le (35)

where o (x) denotes the infinitesimal of x in the higher order.
Similarly, when y;; — 00, (17) can be rewritten as

Proposition 1. At D, the asymptotic SOP for decoding x, (t)
of our proposed system is represented as
N-1 2
z;  Hywié; »

“p Y s i
P (yo) =1+ <°>] i 1TRlp
ib, (vo) [m al, - B ;27? (N - 1)!
X e_Zi/EIFYE('Sll‘_ZiC) (1 - Yo+zi(1+,) }
(f%p - ZiC)NH ?3‘05?1) —[yo + 2 (1 +y0)]75,A

(37)
At D,, the asymptotic SOP for decoding x, (t) of our
proposed system is obtained as
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M
P2 (y) =1+ [ <Y7>] ZHiwf
: Ylp a%p_ YOB i= 12??\] ! 1)!

e Zi/zip?E(Efpizxc) <
1

X
(E%P _ ZiC)N+1

- Yo+zi(1+Yo) >
72176%‘9 —[vo+tz(1+ Yo)]?sz

(38)

X, (t) is only detected by D,; therefore, the asymptotic

expression of SOP for decoding x,(t) for our proposed
system is shown as

N )]M i
200 Vip \a3, — 1oC SN TN - )

e_z‘/f%ﬁﬁ(ﬁfzfc) <1 Yo +2i(1+ ) >

Proof. At first, by replacing (15) and (16) with (35) and (36)
and then with the same method of Appendixes A and B, the
exact equations for the asymptotic analysis (namely, (37),
(38), and (40)) are derived.

In this sequel, we obtain the diversity order along with
the coding gain. By letting y,,, = ¥,, = ¥3, = 7> (22) can be

expressed as
1)
P =6(3) (a0

where G; = min (M, 1) denotes the secrecy diversity order,
and the secrecy coding gain of the considered NOMA-based
ISMUAVN includes two cases, i.e., when M <1,

X ) N+1 ) —
(fzp - z,-C) Vap&op — [yo +z(1+ Vo)]yz;;c
(39)
G =1 2%V LYo S Nﬁlleiffpei Z‘/ﬁﬂﬁ(ﬁfz'c) [yo + 2 (1+ )] 4 S NilHawifgpeiz'/ép)_/E(féfz'C) [yo + 2 (1+70)]
afp - yoB aip -0C g (N - 1)!(5%1, -z )NH{EW [yo+z;(1+ yo)]A} =2y (N - 1)!(551, - z,-C)Nf]{Egp “[yo+z(1+ yo)]C}
(41)
When M > 1,

- Zi/ffﬁh' (Efp_zic)

° N_lleiﬁpe [yo + 2 (1+70)]

A T i ) SRR D)

G,=42
;2?2’” "IN-DI(E, - 2

4. Numerical Results

The correctness of the performance analysis of our con-
sidered system is verified b ¥ Monte Carlo simulations. In
general, we assume 0% = 8y, =07, = 62 =1, K= M=8,
and Yy, =95, = V3, = V- 'Ihe channel parameters are given
in Table 1 [5]. Different power coefﬁaent combmatlons are
assumed as follows: scenario 1: El =0.9 and

=&=0. 1, scenario 2: “1 £=08 and at=§8=02
scenarlo 3:a2 = & =0.7and a2 = & = 0.3 (In this paper, the
fixed power allocation factors are considered; however, the
results derived can also be utilized for our future work when
power allocation is studied.).

As proved in [40], a satellite channel model is expected to
be general and applicable for a wide range of elevation angles,
under which the satellite can be observed. In this regard, the
most common approach to evaluate the impact of elevation
angle on channel statistical parameters is based on the
transformation from empirical expression. According to Abdi
et al. [40], the maximum elevation angle is around 80°, while
the minimum elevation angle is considered usually around 20°

i )N+l{£1p [Y0+Zi(1+Yo)]A}

. .
;zvé’” NN =D&, - 2C) &2, ~ v + 2 (1+,)]C)
(42)

O
in order to tackle the geographical terrain affects. Hence, this is
particularly useful when we apply a set of data parameters with
moderate variation to a model with specific shadowing and
infrequent light shadowing conditions (i.e., frequent heavy
shadowing, average shadowing, and infrequent light shad-
owing). Please note that, for specific shadowing conditions,
different parameters have been employed to cover a range of
elevation angles in many existing works [5].

Figure 2 illustrates the SOP versus y and k by setting
Vg =1dB, y,=0dB, N =2, scenario 1, and M =3 under dif-
ferent shadowing fading. We can find that when y grows to be a
fixed value, the SOP tends to be constant. Besides, it can be
found that the SOP descends with the increase of the nonideal
hardware level. In addition, it should be noted that the SOP
under different channel conditions is consistent for high SNR
regimes, which means that channel conditions will seriously
affect the SOP.

Figure 3 plots the SOP versus y for different N and k with
Yo=0dB, y;=1dB, M =3, and scenario 1 under the AS
scenario. It can be found that, with N being larger, the SOP
will be larger because more eavesdroppers are utilized to



TaBLE 1: Channel parameters.

Shadowing my, by, Q,

Frequent heavy shadowing (FHS) 1 0.063 0.0007

Average shadowing (AS) 5 0.251 0.279

Infrequent light shadowing (ILS) 10 0.158 1.29
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FiGure 2: The SOP versus y and k by setting y; =1dB, y,=0dB,
N =2, scenario 1, and M =3 under different shadowing fading.
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Ficure 3: The SOP versus y for different N and k with y,=0dB,
Yg=1dB, M =3, and scenario 1 under the AS scenario.

steal the legitimate signals. Similar to Figure 2, the SOP will
be a fixed value for big enough y. This is due to the fact that
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Pout (VO)
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FIGURE 4: The SOP versus y for different M and k with y; =1dB,
Yo =0dB, N =2, and scenario 1 under the AS scenario.
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FiGure 5: The SOP versus y for different scenarios and k with
Yg=1dB, y,=0dB, N =2, and M =3 under the AS scenario.

an upper bound of the SINR is existed to the legitimate user,
which is related to (2), (3), (7), (8), and (9).

Figure 4 examines the SOP versus y for different M and k
with y; =1dB, y,=0dB, N =2, and scenario 1 under the AS
scenario. We may obtain that when M grows larger, the SOP
will be lower. Figure 5 illustrates the SOP versus y for
different scenarios and k withy; =1dB, y,=0dB, N =2,and
M =3 under the AS scenario. We can obtain that, with the
gap of the power allocation factors becoming larger, the SOP
will be lower; this is because the communication quality of
the worse user is ensured. At last, we find that the secrecy
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performance will deteriorate with the nonideal hardware
level.

5. Conclusions

In this paper, we studied the secrecy outage probability of
NOMA-based ISMUAVNSs in which nonideal hardware is
considered and the partial UAV selection scheme is adopted.
The exact closed-form expression of SOP for our proposed
system was derived. Moreover, in the high SNR regime, we
derived the asymptotic SOP. To get more insights, the se-
crecy coding gain and secrecy diversity order were obtained.
The impacts of NOMA technology, nonideal hardware, and
the partial UAV selection scheme on the performance of the
considered system were revealed by theoretical analysis.

Abbreviations

AS: Average shadowing

ASC: Average secrecy capacity

AWGN: Additive white Gaussian noise

CDF: Cumulative distribution function

CSL Channel state information

DEF: Decode and forward

5G: Fifth generation

FHS: Frequency heavy shadowing

ILS: Infrequent light shadowing

ISMUAVNSs: Integrated satellite-multiple unmanned aerial
vehicle networks

ISTRNS: Integrated satellite-terrestrial relay networks

LOS: Line of sight

MC: Monte Carlo

NOMA: Nonorthogonal multiple access

OP: Outage probability

PDF: Probability density function

PIC: Parallel interference cancellation

PLS: Physical layer security

SatCom: Satellite communication

SIC: Successive interference cancellation
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9
SINDR: Signal-to-interference-plus-noise-and-
distribution ratio
SNDR: Signal-to-noise-and-distortion ratio
SNR: Signal-to-noise ratio
SNRs: Signal-to-noise ratios
SOP: Secrecy outage probability

SR: Shadowed-Rician
UAV: Unmanned aerial vehicle.

Appendix

A. Proof of Theorem 1

By utilizing (22), to get Pyp, we should first derive
Piip, (yo) and Py (y). In the following, they are derived.
By utilizing (25) and (2), (25) is rewritten as

M
= - S (N
Pup, (vo) = Pr[pgg}ﬁfM}QRp,l) S)’o] = [Fylp(agp - yoB>] :

(A1)

From (23) and after some mathematical derivations, it
can be seen that

Hl
Pyip, (vo) = JO Fyy oMoty (L4 10))fy, () dy

(A.2)

In (A.2), obtaining the CDF ofpr],D] and PDF ofyDP]E is
the earlier thing needed to be done.

By utilizing (9) and (16), the CDF of Yp,.p, €an be
written as

Fy (x)=1- e*)’o*)’(1+Yo)/?3p5fp*[)’o+}’(lﬂ’o)]?spA'
Dp1.D1

(A.3)

By inserting (A.3) and (18) into (A.2), we can obtain

Pyip, (o) = _[0

7y N (N = D&, - yC)(7edt, - y7:C)

dy

N

AT
(N-1)!

JH, e*wy(1+yu)/?3pffpf[yu+y(lwu)]?spA(?EEfp _ nyC)l‘

0 e7e(8,-0) PN(E, - )

(A.4)

N-1

e Y/ﬁﬂn(ﬁfyc)y

+
L JH' (E%p - yc)(?Effp - y?EC) J

vy

However, trying the authors’ best, the exact expression
of H, () is difficult to be obtained. Thus, by utilizing the
Gaussian-Chebyshev quadrature [39], H, (-) is rewritten as

H,(y)

(27). By inserting (27) into (26) and after the simple
process, we can finally derive the exact expression for
Pyip, (y). Utilizing the similar methods, the exact
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expression for P, (y,) can also be obtained. The proof is
completed.

B. Proof of Theorem 2

With the help of (8) and (16), the CDF of Vp,,,p, €an be
expressed as
(x)=1- e—V0+Z(1+Vo)/?2pfgp—[)’n+z(1+Yn)])_’2pc'

Fyp o (B.1)

Then, utilizing (3) and (15), the exact expression of
Piop, (yo) will be derived. Then, by inserting (B.1) and (18)
into (23), we can obtain the exact expression of P»,p (yy).
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