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Abstract—Security in the context of molecular communication
systems is an important design aspect that has not attracted much
attention till date. This paper analyzes the information-theoretic
secrecy of diffusive molecular timing channels when the distance
of the eavesdropper is assumed to be random and uniformly
distributed. Using an existing upper bound on the timing channel
capacity, we calculate the optimal secrecy rate and optimal
transmission rate for Bob which would help in achieving an
improved secrecy throughput performance. Based on this optimal
rate, we calculate the maximum achievable throughput. We then
use this formulation to minimize the generalized secrecy outage
probability (GSOP) by simultaneously maximizing the average
fractional equivocation and minimizing the average information
leakage rate. The numerical results show that while choosing the
system parameters, there is always a trade-off between different
performance metrics like GSOP, average fractional equivocation,
and average information leakage rate. The proposed secrecy
optimization provides a robust understanding of the physical
layer secrecy at the molecular level, enabling the design of secure
molecular communication systems.

Index Terms—Average fractional equivocation, average in-
formation leakage rate, generalized secrecy outage probability,
information-theoretic secrecy, molecular timing channel.

I. INTRODUCTION

Traditional communication engineering research has mostly
focused on the transmission of information from the transmit-
ter to the receiver using electromagnetic (EM) waves travelling
over wired, wireless, or optical media. However, with the
advancements in the field of nanotechnology, it is now possible
to develop and deploy nano and microscale devices that need
to transmit and receive information at the microscopic level. At
such small scales, the conventional means of communication
using EM waves fail to deliver promising results. For such mi-
croscale environments, molecular communication (MC) where
information is exchanged chemically by exchanging informa-
tion molecules has emerged as a promising communication
option [1], [2], [3]. Though MC research from an engineering
perspective is relatively new, this kind of communication
involving molecules such as pollen, pheromones, hormones,
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etc., is very prominent in natural and biological systems [4],
[5].

Transmission of the information is achieved by modulating
certain characteristics of these information molecules. Some of
these characteristics include time of release [3], concentration
[2], number [6], position [7], or type [8]. Furthermore, the
transportation of the information molecules can be achieved
via pure diffusion, flow assisted diffusion, molecular motors,
and engineered bacteria [2]. In a diffusion-based MC chan-
nel, the channel is usually some kind of aqueous medium
connecting the transmitter to the receiver. An information
molecule released in such a medium propagates through the
underlying process of Brownian motion, which results from
the random collisions with the molecules of the surrounding
fluid [9]. Though most of the mathematical reasoning and
theoretical framework of conventional communication can
be used for characterizing MC systems, there are, however,
certain aspects of MC are fundamentally distinct from the EM
communication.

In timing-based MC systems, the information to be transmit-
ted is encoded in the time of release of information molecules
[10]. Once released in the fluid medium, an information
molecule takes a random path to the receiver. In diffusion-
based molecular timing (DB-MT) channels, the random prop-
agation delay associated with this random path acts as additive
noise. The presence or absence of any drift in the fluid media
significantly affects the nature of the additive noise term. In
flow assisted environments where a positive drift is present
in the fluid medium, this additive noise term is characterized
by inverse Gaussian (IG) [11]. For drift free environments,
this noise term follows a Lévy distribution [12]. Unlike the
IG distribution with exponentially decaying tails, the Lévy
distribution is a-stable having algebraic tails [13]. The stability
of a Lévy distributed random variable results in the non-
existence of finite moments, making it difficult to characterize
and analyze the drift-free diffusive MC channels. To overcome
this problem, the use of exponentially truncated Lévy statistics
for obtaining the capacity bounds in diffusive molecular timing
channel was first discussed in [14].

The challenges of physical layer security at the nanoscale
level were first highlighted by [15]. In particular, the authors
discussed the concept of bio-chemical cryptography, wherein
biological macro-molecule structure and configuration could
be employed to keep up the information integrity. The poten-
tial research directions for using bio-chemical cryptography
using observations from nature was discussed in [16]. The
expressions for secrecy capacity in terms of thermodynamic
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transmitter power, the distance of eavesdropper, and the radius
of the receiver was first calculated in [17]. The authors
first considered the capacity expressions of [18] and then
introduced the concept of eavesdropping in it. An Energy-
Saving algorithm was implemented in [19], wherein secrecy
was obtained using the Diffie-Hellman method. Further, a
programmed biological entity modelling was adopted in [20],
where two attack scenarios were considered. In [21] authors
demonstrated the potential of accurate passive eavesdropper
detection and localization in molecular communications. Au-
thors used the attributes of the random-walk channel to detect
an eavesdropper and then estimated its position accurately. A
viable and low complexity physical layer security algorithm
for secure molecular communications was highlighted in [22].
The transmission of information securely from the autho-
rized transmitter (Alice) to the authorized receiver (Bob) has
always been an essential consideration in any communication
scenario [23]. In case of MC, the secure transmission of
information becomes even more daunting given the limited
computational capabilities of the nanodevices and the fact
that the instantaneous channel state information (CSI) of
eavesdropper (Eve) is not known to Alice for most practical
scenarios. Since the information molecules in case of MC do
not have the inherent capability to distinguish the receivers
(both Bob and Eve), it becomes imperative to focus on secrecy
whenever the predator receiver tries to retrieve sensitive infor-
mation. In the case of MC, the computational and transmission
capabilities of the devices involved is minimal, making the
security introduced at the physical layer a handy, easy to
implement tool to combat the menace of Eve as the random
motion of the information molecules increases the probability
of a molecule getting absorbed by Eve rather than by Bob.

In this work, we consider a purely diffusive molecular

timing channel and derive the optimal design parameters
(optimal secrecy and Bob’s transmission rates) which would be
useful for minimizing the generalized secrecy outage probabil-
ity (GSOP), maximizing average fractional equivocation, and
finally minimizing average information leakage rate. Although
the secrecy performance metrics employed in this case are
motivated from [24], where the performance of secrecy in
quasi-static fading channels was discussed, the fundamental
problem formulation and noise models considered in this work
are different. The main contributions of this paper are as
follows:

o Unlike [17], where the authors assume knowledge of the
instantaneous CSI of Eve, in our case, the uniformly
distributed distance of the eavesdropper means that there
is no prerequisite knowledge about the CSI of Eve. As
such, different secrecy performance metrics have been
employed in this work.

o We first use the upper bound on the capacity given in
[14] to obtain an approximate expression for the upper
bound on the channel capacity. Based on this approximate
expression, we calculate the transmission probability
when eavesdropper distance is uniform distributed, which
would be useful for calculating maximum achievable
throughput, which is defined as probability of successful
transmission of particles times the achievable secrecy

rate.

o Using the throughput analysis, we calculate the optimal
value of the secrecy rate and Bob’s transmission rate.

« Based on the optimal design parameters values, we min-
imize GSOP, maximize average fractional equivocation
and minimize the average information leakage rate, re-
spectively.

The rest of the manuscript is organized as follows. Section
I highlights the system model with a schematic diagram
depicting an eavesdropping scenario. Section III illustrates
various secrecy performance metrics and their implications
on the system design. Section IV provides the numerical
results which validate the system model, and finally, Section
V concludes the paper.

Notation: The following notations would be used throughout
the script: U(a, b) is a Uniformly distributed random variable
(RV) over the interval [a,b] and In(-), represents the natural
logarithm. Random variables are represented by upper case
letters like R,T,,, while their realization is represented using
the respective lower case letters. a% represents the partial
differentiation of a function with respect to z. h(X/Y) is
equivocation which represents the differential entropy of X
conditioned to the observed signal Y at the destination. We use
frn(tn) to represent the probability density function (PDF) of
a continuous RV T,,. IP(-) denotes the probability. Expectation
operator is denoted by E(-). The Modified Bessel’s function
and incomplete Bessel or leaky aquifer function are repre-
sented as K, (z) and K, (z,y), respectively. Note that in this
work, we use the terms information molecule and information
particle interchangeably.

II. SYSTEM MODEL

We consider the transmission of information from the
authorized transmitter, Alice to a legitimate receiver, Bob
over a diffusion-based molecular timing (DB-MT) channel,
where the information to be transmitted is encoded in the
time of release of the information molecule, in the presence
of an eavesdropper, Eve. Fig.1 represents this scenario of
eavesdropping. For the sake of simplicity, we have considered
a single particle system where Alice is a point source located
at the origin (z = 0). Meanwhile, Bob and Eve are assumed to
be absorbing receivers. Furthermore, the transmission occurs
over a time-slotted channel with 7,, being the length of each
time slot. In this work, the distance (dg) of Eve from Alice
is assumed to be uniform distributed. Let 7T} be the time of
release of an information molecule. After being released, each
information molecule follows an independent and identically
distributed (iid) propagation path and arrives at the receiver
(either Bob or Eve) at time 7},. This arrival time is sum of T
and random propagation delay 7;,. Mathematically, it can be
written as

To =T +Th, (1)

where T,, = T, if the information molecule arrives at Bob
and T,, = T,, if the information molecule arrives at Eve,
with T}, , and T}, being the random propagation time taken
by an information particle to reach Bob and Eve, respectively.
This propagation delay (7)) for the drift free channel can
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Fig. 1.
tion.

Scenario of eavesdropping in Diffusion-based molecular communica-

be modeled as an a-stable Lévy distributed random variable
(Lévy(u, c)) [13]. The PDF of Lévy distributed RV R can be
represented as

c c

fr(r;p,c) = mexp <2(T—M)> @)
where g is location parameter and c is scale parameter. In
the case of a purely diffusive MC channel, the distance d
between the transmitter and the receiver and the diffusion
coefficient D of the information molecule in the given fluid
media parametrize the scale parameter ¢ (also called the Lévy
noise parameter) which is given as

d2
2D

The additive noise term 7,
T, ~Lévy(0,d?/(2D)), i..,

3)

c

can thus be written as

an (tn) =

d ex (— & ) 4)
JarDes P\ bt )

Once released in the fluid media, it is justified to assume that

the information molecule undergoes degradation because of
certain environmental factors. We adopt an exponential degra-
dation model for the lifetime of the information molecules
which can be modeled mathematically as [12]

h7) = ae 7, >0, (5)

where « is the degradation parameter and h(t) is the ex-
ponentially decaying lifetime. Using this exponentially decay
model, the truncated version of the first arrival time distribu-
tion i.e., the truncated Lévy distribution is expressed as [14]

0, for

/ d2
k 47rDt3

tqg <0
(6)

__d
e lae~ 4 for

tqg >0,

where k'=exp(p) is the normalizing factor and p is a scaled
version of the noise parameter given by p=v/2ac.

Note that, this exponentially degrading lifetime for the
information molecules allows us to consider an inter-symbol
interference (ISI) free channel for our analysis. Taking an
approach similar to [12], we assume that the timing channel
is divided into time slots of duration 7,,. In order to avoid any

3

ISI 7, is taken to be sufficiently large. A sufficiently large 7,
satisfies [12, eq.(7)]

Tm > 7o + E(T),), (7)

where 7, is the symbol interval within which a transmission
can occur. For a given value of the parameter c, let L be
a Bernoulli distributed RV with L = 1 for the case where
the molecule arrives at the receiver within a time slot, such
that Pr(L = 1) = p, and Pr(L = 0) = 1 — p, , where
pr = Pr(T,, < 7,). In general, p, represents the hitting prob-
ability of the molecule. Using this formulation, the existing
upper bound on the capacity of molecular timing channels as
given by [14, eq.(38)] is taken. Compared to the most existing
literature on molecular timing channels without drift, only the
authors in [14] adopt a highly realistic exponential degradation
model for the lifetime of the information molecules, which
well models the natural decay of the molecules [25]. This
leads to a totally new and complex mathematical analysis
for the molecular timing channel which is, to the best of
our knowledge, not reported elsewhere in the literature. This
has motivated us to consider the exponentially truncated Lévy
distribution as in [14]. Mathematically the capacity upper
bound is expressed as

Cup = max pr (In(ty + 1) — R(TH|L =1)). (8)

The hitting probability of the molecule p, is analytically
derived in [14, eq.(32)] as

/ 1
=k \/; (2\/§K1/2(I3) - \/;K1/2 (O‘T’“ 2;)> .
9

From [14, eq.(38)] it is evident that for lower values of levy
noise parameter the effect of logarithmic term in the upper
bound on capacity is more prominent compared to other term.
The expression of the capacity can be written as
O In(, +7,) _ In(7)

ub ~ b ~ b )
where b is the scaling constant. Now by substituting the
expression of 7, from [12, eq.(7)] and putting 7, = 1 we

have,
= d?
In(7,,) ~ In (TI +e WD )

(10)

4aD

(11)
~ In (e_d\/g @ )

4D

The approximation is valid when e_d\/%\ / 4‘5D) is small,

ie., In(1 + x) ~ In(x) for small x. Thus, using properties
of the logarithmic function and curve fitting techniques, the
approximate solution for the upper bound on capacity is
obtained as

1+1In(d)—1In (\/@)
; :

As noted in [14, eq.(38)], the noise parameter ¢ = d2/2D
should be typically small for a purely diffusive MC channel
so that the receiver does not need to wait for too long for the

C~ 12)
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Fig. 2. Existing [14] and proposed approximate of upper bounds on the
channel capacity, along with the simulation result for parameter values of
D = 500um?2/s and o = 0.01s~ L. For all the simulation results in this
paper, we have used particle based simulations, where the results are averaged
over 30,000 independent realizations of the system.

information molecule to arrive. Since D is a property of the
system, a small value of ¢ can be obtained by keeping the
separation d between the transmitter and the receiver small.
In this work too, we have considered small values for d.
As can be observed from the capacity bound plots obtained
in [14], for small values of the degradation parameter c«,
the capacity bound initially increases slightly with d, then
decreases exponentially. Note that, our analysis holds for small
values of d (which should be the case for any practical purely
diffusive MC channel) for which the upper bound on capacity
increases slightly with d. The validity of the approximation
made in this work is confirmed using analytical as well as
simulation plots obtained for small values of d as can be seen
from Fig.2 which shows the proposed approximation along
with the existing expression for capacity upper bound [14,
eq.(38)]. A close match of the proposed approximation and
existing expression is seen from the figure.

For the sake of clarity, Eve’s distance is expressed as dg
and Bob distance is denoted by dj;. Thus the expressions for
channel capacities of Bob and Eve in terms of their respective
distances from Alice are given by

1+ 1In (dy) — In (VDo)
CB’R‘J b )

1+1In(dg) —In (\/4@)

b
In this work, the distances of neither Bob nor Eve are known at
Alice and are assumed to be uniformly distributed. To validate
the the performance of our system model, we use the concept
of throughput, which basically gives the information about the
amount of confidential information propagated throughout the
system. Mathematically, throughput is denoted as n = P;, Rg,
where Rg denotes achievable secrecy rate and P;, represents
the particle transmission probability from Alice. The transmis-
sion probability, also known as the hitting probability, can be

13)

Cp ~ (14

interpreted as quality of service (QoS) measure, which in turn
can be written as

P, =P(Rp < Cp), (15)
where Rp denotes Bob’s transmission rate while Cp rep-
resents the maximum achievable channel capacity for Bob.
To guarantee whether transmission of particle from Alice is
possible, the expression in (15) always holds true. Using (13)
and assuming the distance of Bob to be uniformly distributed
i.e., dy, ~U(0,dpr), the expression (15) is modified as

A+ 1In (dM)

PmZ]P’(RBS b

) = P(dy > ef20=4), (16)

where A = 1 — In(v/4Da). Using probability definition the
expression (16) can be modified to be written as

dnm 1 Rpb—A
e
eRpb—A dpf M

a7

III. SECURE TRANSMISSION DESIGN

In this section, we optimize the secrecy performance of
the system described in Section II. Since the instantaneous
CSI of neither Bob nor Eve is known to Alice, it is very
difficult to characterize the system in terms of exact secrecy.
One way to characterizing the secrecy performance of the
system is to use a performance metric such as the secrecy
outage probability (SOP). However, the classical SOP has
certain constraints which sometimes are too stringent for
practical systems, and a system designer will find it very
difficult to adopt the optimal design parameters based on the
classical SOP, as the resulting conditions are too stringent
for any practically feasible system. Moreover, the classical
SOP neither gives information about Eve’s decodability nor
does it give the rate at which confidential information is
leaked to Eve. To overcome these limitations of the classical
SOP, we use newer secrecy metrics such as GSOP, average
fractional equivocation, and average information leakage rate.
These secrecy performance metrics give insights about how
information integrity is maintained when the instantaneous
CSI of Eve is not known to Alice. In this work, we study the
optimal values for the secrecy and Bob’s rate, which minimizes
the GSOP, maximizes the average fractional equivocation, and
minimizes average information leakage rate.

We then examine the significance of the proposed secrecy
metrics from the perspective of a system designer. The pro-
posed secrecy metrics lead to different optimal system design
parameters as compared to the optimal parameters obtained
using the classical SOP. Furthermore, the optimal transmission
design based on the classical SOP results in a large secrecy
loss, if the actual system requires a low decodability at the
eavesdropper or a low information leakage rate. It is interesting
to note that by adopting the optimal design based on the
classical SOP would lead to a large secrecy loss when the
secrecy performance is measured in terms of the secrecy
metrics used in this paper.
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In a practical scenario where partial secrecy is experienced,
the maximum achievable fractional equivocation is given
mathematically as [24, eq.(17)]

1, for Cg<Cp-—Rg
A={8Ce for Cp—Rs<Cp<Cp (18
0, for Cp<Cg.

Since Rp < Cp can be represented by (13) and C'r can be
represented by (14), the fractional equivocation in terms of
Eve’s distance can be modified as

1, for dp < eftBb—Rsb—A
A = RBb*III;(jE)*A’ for eRBb—Rsb—A _ dg < elipb—A
0, for eftsb—4 < (g
19)
The expression for the GSOP is given by
Pyt = P(A < ¢), (20)

where ¢ is the minimum value of the fractional equivocation

which varies from 0 to 1 (0 < ¢ < 1). The expression for the

GSOP when Eve’s distance is uniformly distributed (£ (0, dg))

is given by

Pyt = P(dp > eft8b=4) 4 P(eftsb—Rsb=4 g, < efinb=4)
P <R3b711r;(sda)fA < pleRBb—Rsb=A g o eRBb—A)

eRBb—Rsp—A

dp
To minimize the GSOP subject to n > T" and Rg > Rg > 0,
the optimization problem can be written as

1 1)

eRBb—Rsp—A

min Poi=1— — ,
Rp, Rs de (22)
s.t. n>I, Rg > Rgs > 0.
The average fractional equivocation is given as
A =E(A). (23)

The average fractional equivocation gives an intuitive insight
on the overall decoding error probability of Eve and is
expressed as

_ A1
A:/—dx
0o dE

24
N /Al 1 (RBb — In(z) — A) " &9
A de Rs .
This results in
- A Rpb— A
A=Z ¢ <B) (A —\)
dg RsbdEg 25)
B (Alln()q) — A1 — Aln(\) + A)
Rsbdg ’

where \=eftBb—Rsb=A apnd \ =eft8b=4  Similar to the op-
timization problem of the GSOP, the optimization problem

5

for the maximization of the average fractional equivocation A
subject to n > I' and Rp > Rg > 0 can be expressed as

b— A Al
max ; + (RB — > (A — N = 222U n(ﬁ)
Rp,Rs dE Rgsbdg Rsbdg
A Am(y) A (26)
Rsbdg  Rsbdg  Rgsbdp’

st. n>T,Rg>Rg>0.

Furthermore, the average information leakage rate, which
gives information about the amount and the rate at which
confidential information is leaked to Eve, is given by

Ry, =E{(1-A)Rs} = (1—A)Rs. 27)

Using (25), the average information leakage rate Ry for the

case when Eve’s distance is uniformly distributed simplifies

to

A(Rsb+In(\) — Rgb+ A—1)
bdg

_)\1 (RBb —1In ()\1) —A + 1)

bdg

Thus, the optimization problem which minimizes the average
information leakage rate R subject to n > I' and Rp >
Rg > 0 is obtained as
AMRsb+In(A\) —Rgb+A—1)
bdg
M (Rgb—In(A\) —A+1)
bdp '

s.t. n>I, Rp > Rg > 0.

Ry =R, —

(28)

R, —

min
Rp,Rs
(29)

The required throughput constraint cannot be achieved when
I" is more than the maximum achievable throughput (when
Rp > Rgs > 0). Therefore, to maximize 7, where

R RBb A
n=Rs— S (30)
dy
the optimization problem in (29) can be reformulated as
R RBbfA
max Rg— 5€
Rp, Rs dm (3D
s.t. Rp > Rg > 0.

For any value of Rg, the partial derivative 9n/0Rp is always
negative. Thus for maximizing 7 subject to Rg > 0 and Rp =
Rg, the optimization problem of (31) becomes

RSeRsbfA
max Rg— ——.
Rs dm (32)
s.t. Rg > 0.
Taking the partial derivative of (32) w.r.t. Rg, we get
a Rsb—A bR Rsb—A
A/ I S (33)
ORs dnr dm

By putting 8%"3:0, we get the optimal Rg, denoted by Rg,
as
W() (dMeA+1) -1

(34)
b )

RS =
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where W (-) denotes the principal branch of the Lambert W
function. Substituting (34) in (32), the range of the throughput
can be obtained as

Wo (dare?t!) — 1 Wo(dne ) —1-4
0<77<< o(Meb ) ><l_e - .

dm

(35)
For the throughput to have the maximum value, the optimum
range of the secrecy rate Rg needs to be calculated. The
acceptable range for which the throughput is maximum is
Rsmin < Rs < Rsmaz. Moreover, the optimum value
of Bob’s rate for which the throughput of the system is
maximized can be obtained from (31) and is given by

1 5 T max
R*B:b<A+ln<dM_M£*>>»
S

where 7,4, 1S expressed as

<W0 (dprett) — 1) ( eWo(dMeA“)—l—A>
Nmax = 1— _ .
b

(36)

dnr
(37)

This R} is different for different 2. Now, according to (22),
in order to minimize the GSOP, we need to maximize

Fy = Rpb— Rg¢p — A. (38)

Therefore, by substituting (36) in (38) and differentiating w.r.t.
Rg, we get

gb _ 7E77mzi )
RS (dMRS - dMT/ma:z:)

Using ¢, the optimal secrecy rate RY; which minimizes the
GSOP is obtained as

* 77maac¢ + \/ngnax¢2 + 4¢nmam’

sl — 2 ¢
Thus, Bob’s optimal rate R}, can be obtained by substituting
(40) in (36). Similarly, the optimal secrecy rate R}, and
Bob’s optimal rate R, which maximize the average fractional
equivocation A, subject to Rg min < Rg < R e can be
obtained after solving the maximization problem as given in
(26). The optimization problem in (26) can be rewritten as

eRBbfA (1 _ efRsb)

(39)

(40)

max —
Rs bRsdg (41)
s.t. Rs,mm < Rg < Rs,mam~

Here maximizing A requires maximizing
oReb—A (1 _ efRsb)
bRsdp
Now, for any R, Bob’s optimal rate R};, which maximizes the
throughput and the average fractional equivocation is same as
that obtained in (36). By putting 2}, in (41), the optimization
problem which maximizes the average fractional equivocation

A subject to Ry pmin < Rs < Rg mqp can be modified as

(@RS - TMnmaw) (1 - e_Rsb)
max — .
Rg bR%dp
s.t. Rs,min S RS S Rs,maz-

= (42)

(43)

From (43), it can be observed that a closed form expression
for RG, is mathematically intractable. Thus, obtaining 2, be-
comes a numerical optimization problem which can be solved
by implementing the golden section search (GSS) technique.
Furthermore, based on (29), the minimization of the average
information leakage rate is accomplished by maximizing the
average fractional equivocation, since the solution R3; to
the optimization problem is mathematically intractable. Thus,
the optimal secrecy rate Rg, which minimizes the average
information leakage rate can be obtained by employing the
GSS technique.

Remark: Note that the above analysis for the uniform case
can be extended to the non-uniform case also by simply
modifying the expressions for the transmission probability
(Piy), the outage probability (P,,:), the average fractional
equivocation (A), and the average information leakage rate
(Rr). Based on these newfound expressions, one can obtain
the optimal secrecy and Bob’s transmission rates which min-
imize P,,;, maximize A, and minimize R, of the system.

IV. NUMERICAL RESULTS

Based on the mathematical analysis presented in the previ-
ous section, in this section, we present the numerical results
for the proposed system model to validate the effect of
optimal secrecy rate and optimal transmission rate for Bob
that would minimize generalized secrecy outage, maximize
average fractional equivocation and finally minimize average
information leakage rate respectively. The optimum range of
throughput constraint as obtained by (35) is 0 < n < 0.16
bits/s with e = 0.01s~* and D=500pm? /s. Using the 7 range,
we first analyze the optimal secrecy rate that optimizes various
secrecy performance metrics.

Fig.3 shows the plot of the optimal secrecy rate R% versus
the throughput constraint 1. As shown in the plot the values
of different optimal secrecy rate parameters (I2g,, g, and

G3) are obtained by minimizing GSOP, maximizing average
fractional equivocation and minimizing average information
leakage rate respectively. Since RG,, g, and R4 are distinct
from each other, they have different optimal ranges. As shown
in the figure, the optimal range of RY, which minimizes
GSOP is 0.0142 to 0.4780 bits/s, while to maximize average
fractional equivocation the optimal range of RY, is 0.0100
to 0.3316 bits/s, and finally in order to minimize average
information leakage rate the optimal range of Rgs is 0.10
to 0.6684 bits/s. Moreover, the optimal transmission rate for
Bob (I23) as represented by (36) is distinct for all the three
optimization scenarios and is represented as Rp,, R}j, and

53- From the figure it can also be noted that the distinct
values of R§,, R§, and RYs is the primary reason for the
distinct values of the optimal transmission rates of Bob (R%,

Bo and R%s). Thus from the plot, it is evident that by
employing different secrecy metrics to evaluate the secrecy
performance, the optimal design parameters are different.

The variation of optimal secrecy rate, I2%;, which basically
minimizes the GSOP, is shown in Fig.4 as a function of
throughput for different values of fractional equivocation, ¢.
From the figure it can be observed that as the level of ¢
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fractional equivocation (¢). The other parameters are dps =
dg = 50um.

Optimal secrecy rate versus throughput for GSOP for different
50pum and

decreases, 1?5, increases minimizing the GSOP. Furthermore,
based on the analytical results obtained in the preceding
section, we have obtained three different optimal design pa-
rameter pairs: Rp,, RS, are the optimal design parameters
for minimizing GSOP, R%,, RY, are the optimal design
parameters for maximizing average fractional equivocation,
and Rp5, g, are the optimal design parameters that minimize
average information leakage rate.

The effect of secrecy outage probability with variation in
throughput constraint, for different values of optimal design
parameter pairs (Rp;, R%p), (Rpe R&y) and (Rps, REs)
is shown in Fig.5. It can be observed from the SOP plot
that increasing the throughput constraint increases the SOP
of the system. This is primarily because of the fact that as the
throughput of the system is increased, the probability of the
particle getting absorbed at Eve increases. Furthermore, the
effect of different optimal rate design parameters on the SOP

out
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Fig. 5. Secrecy outage probability versus throughput. The other parameters
are ¢ = 1, dpy = 50pm, and dg = 50um.
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Fig. 6. Average fractional equivocation versus throughput. The other param-
eters are ¢ = 1, dpy = 50pum, and dg = 50um.

plot can also be observed in the figure.

Fig.6 presents the plot for average fractional equivocation
as a function of throughput for different optimal rate design
parameter pairs (R, R5,), (Rpe, RGy), and (R4, RY5).
From the figure, it is evident that increasing throughput
decreases average fractional equivocation. The plot also shows
that though the transmission with Rp, and R, maximizes
average fractional equivocation, the system’s performance also
suffers from higher SOP at the same time.

The plot showing average information leakage rate versus
throughput for different design parameter pairs (Rp;, Rg),
(R5q, RSy, and (Rp4, RGs), is shown in Fig.7. From the plot,
it can be easily inferred that increasing throughput causes the
average information leakage rate to increase. This is perhaps
because of the fact that increasing throughput increases the
particle’s probability of getting absorbed at Eve. Additionally,
transmission with R}5 and Rg, not only increases the average
information leakage rate but it also simultaneously increases
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SOP and decreases average fractional equivocation, respec-
tively.

From the Fig.5, Fig.6 and Fig.7 it is also apparent that
using R, and ¥y, as the optimal design parameter not only
minimizes GSOP but it also leads to a significant loss when
the system’s requirement is to maximize average fractional
equivocation or to minimize average information leakage. Sim-
ilarly, using R}, and RS, as the optimal design parameter for
the system’s design undoubtedly maximizes average fractional
equivocation and minimizes the average information leakage,
but it significantly deteriorates in terms of GSOP. Lastly, using
R%5 and RG4 as the optimal design parameter, the system not
only suffers from lower fractional equivocation, but it also
suffers from higher average information leakage rate. Thus
from the observations, it is evident that for a particular optimal
design parameter value, there is always a trade-off between
various secrecy performance metrics of the system.

V. CONCLUSION

In this paper, we have investigated the optimal secrecy
and Bob’s optimal transmission rates in order to minimize
the GSOP, maximize the average fractional equivocation, and
minimize the average information leakage rate, respectively.
Expressions for optimal values of design parameters which
characterize the performance of the system were obtained and
analyzed for various secrecy performance metrics. Based on
the optimal design parameters, we obtained the corresponding
numerical results. From the numerical results, it can be in-
ferred that there is always a trade-off between different optimal
design parameters which not only minimize the secrecy outage
probability and maximize the average fractional equivocation
but also minimize the average information leakage rate.

This analysis of secrecy optimization will help bridge the
gap between theoretical and practical aspects of the secrecy
in MC systems. We expect this analysis to serve as a basis
for our future research involving more complex, multi-particle
MC systems.
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