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Abstract—This paper considers a secure non-orthogonal mul-
tiple access system, where confidential messages are transmitted
from a base station to multiple legitimate destinations and
wiretapped by multiple illegitimate receivers. It is assumed that
all the channels experience Nakagami-m fading model and all
the nodes are equipped with multiple antennas, respectively.
Both non-colluding and colluding eavesdroppers are respectively
considered. Max-min (MM) transmit antenna selection (TAS)
strategy is adopted to improve the secrecy performance of the
target system, in which both users in user paring are considered
simultaneously. In particular, closed-form expressions for the
cumulative distribution function of the signal-to-interference-
noise ratio at the legitimate user are derived firstly. Then we
obtain the exact and asymptotic analytical results in a closed
form for the secrecy outage probability of MM TAS scheme.
Monte-Carlo simulation results are presented to corroborate the
correctness of the analysis. The results show that the secrecy
diversity order is zero and non-zero for fixed and dynamic power
allocations, respectively.

Index Terms—Non-orthogonal multiple access, multiple-input
multiple-output, secrecy outage probability, transmit antenna
selection.

I. INTRODUCTION
A. Background and Related Works

In last several decades, many technology, such as co-
operative communication[1], cognitive radio [2], efc., were
proposed to improve the availability of wireless communica-
tions. Due to high spectral efficiency, non-orthogonal multiple

Manuscript received.

This work was supported in part by the National Natural Science Foundation
of China (NSFC) under Grant 61471076 and 61701066, Chinese Scholarship
Council under Grant 201607845004, the Program for Changjiang Scholars
and Innovative Research Team in University under Grant IRT_16R72, the
special fund for Key Lab of Chongqing Municipal Education Commission,
the Project of Fundamental and Frontier Research Plan of Chongqing under
Grant cstc2017jcyjAX0204 and cstc2015jcyjBX0085, and the Scientific and
Technological Research Program of Chongging Municipal Education Com-
mission under Grant KJ1600413 and KJ1704088.

H. Lei is with Chongqing Key Lab of Mobile Communications Technology,
Chongqing University of Posts and Telecommunications, Chongqing 400065,
China. H. Lei is also with CEMSE Division, King Abdullah University of
Science and Technology (KAUST), Thuwal 23955-6900, Saudi Arabia (e-
mail: leihj@cqupt.edu.cn).

J. Zhang, P. Xu, and Z. Zhang are with Chongqing Key Lab of Mobile
Communications Technology, Chongqing University of Posts and Telecom-
munications, Chongqing 400065, China. (e-mail: cquptzjm@gmail.com, xu-
peng@cqupt.edu.cn, zhangzf @cqupt.edu.cn).

G. Pan is with Chongqing Key Laboratory of Nonlinear Circuits and
Intelligent Information Processing, Southwest University, Chongging 400715,
China (e-mail: gfpan@swu.edu.cn).

K.-H. Park and M.-S. Alouini are with CEMSE Division, King Abdullah
University of Science and Technology (KAUST), Thuwal 23955-6900, Saudi
Arabia (e-mail: kihong.park @kaust.edu.sa, slim.alouini@kaust.edu.sa).

access (NOMA) is accepted as a promising band-efficient
candidate technology for the future mobile networks [3] -
[7]. In NOMA systems, superposition coding is applied at
source nodes and successive interference cancellation tech-
nology is adopted at destinations. The signals for different
users with different channel gains are allocated with different
transmission power, respectively. Thus the communications
between the base station and multiple users can be proceeded
in the same time/frequecy/code simultaneously. The authors
of [8] analyzed the outage probability (OP) and ergodic
sum rate of a downlink NOMA system and their results
demonstrated that NOMA technology can obtain significantly
superior performance than the orthogonal multiple access
(OMA). The authors of [9] investigated the performance of
a downlink NOMA system at a fairness standpoint and the
results show that NOMA systems can guarantee high fairness
requirements with appropriate power allocation (PA) scheme.
The performance of a underlay NOMA large-scale cognitive
radio networks was investigated in [10] and the closed-form
expressions of OP were derived using stochastic geometry. The
performance of an amplify-and-forward (AF) relaying NOMA
system over Nakagami-m fading channels was studied in [11]
and the closed-form expressions for the exact and bound of
OP and ergodic sum rate were derived.

Multiple-antenna technology has been testified as an effi-
cient scheme to improve the performance of NOMA systems
[12]-[14]. The ergodic capacity for multiple-input multiple-
output (MIMO) NOMA systems was studied in [15], [16]
and the capacity superiority of MIMO-NOMA over MIMO-
OMA was proved. Moreover, transmit antenna selection (TAS)
scheme has been verified as a low complexity solution to im-
prove performance of NOMA systems when multiple antennas
are available at the base station [17]-[22]. The authors of [17]
and [18] investigated the performance of an energy harvesting
AF relaying NOMA system with TAS scheme and closed-
form expressions for OP was obtained. A new TAS scheme
for multiple-input single-output (MISO) NOMA systems was
proposed in [19] and their result testified that higher perfor-
mance can be obtained with multiple antennas at base station.
The authors in [20] proposed an antenna selection algorithm to
achieve near-optimal performance and reduce complexity. Two
TAS algorithms for MIMO-NOMA systems were proposed
and the average sum-rates were analyzed in [21]. The same
authors also proposed a joint TAS and PA scheme for a
cognitive MIMO-NOMA system and the asymptotic OP was
studied in [22].

The openness of wireless channels makes the communi-
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cations become easy and vulnerable to eavesdrop. Physical
layer security has been regarded as a promising safeguard
technology for wireless communications through utilizing the
time-varying nature of the wireless fading channels [23], [24].
In the last several years, the secrecy performance of wireless
fading systems was studied in many literatures [25]-[33]. In
these great works, the fundamental theories of physical layer
security were introduced and the state-of-the-art works on
physical layer security technologies were provided. Then the
challenges, potential solutions, and future research directions
were given, respectively. Many efficient schemes, such as
cooperative jamming [34] and interference alignment [35],
[36], were proposed to enhance the security of wireless
communications.

Nowadays, the secrecy issue of NOMA has been studied
in several works [37] - [44]. The security performance of
a single-input single-output (SISO) NOMA system was in-
vestigated in [37], and the results testified that the secrecy
performance of NOMA with optimal PA policy is superior
to the one of the conventional OMA. The physical layer
security of a downlink NOMA systems was analyzed in [38].
The secure performance of the SISO and MISO NOMA
systems was analyzed and both the exact and asymptotic
secrecy outage probability (SOP) were studied. The secure
performance of cooperative NOMA networks was investigated
in [39]. Then, two TAS schemes were proposed for enhancing
security performance and the closed-form expressions for the
ergodic secrecy rate were obtained. The optimal design of
secure NOMA schemes was studied to minimize the transmit
power or maximize the minimum confidential information rate
subject to the SOP and quality of service constraints in [40].
The physical layer security of a large-scale NOMA network
was analyzed in [41], in which all the destinations (both
legitimate and illegitimate) are spatially deployed at random
locations. Furthermore, the work in [41] was extended in [42]
and a MISO NOMA system was considered and artificial
noise was employed to heighten the secrecy performance. The
practical joint subcarrier assignment and power allocation were
firstly proposed by Zhang H. et al. in the secure AF two-way
relay NOMA systems with and without cooperative jamming
in [43], which can effectively enhance the secrecy energy
efficiency. Physical layer security for uplink NOMA scenario
was addressed in [44] and the coverage probability and the
effective secrecy throughput of each user were studied.

The prior works investigated secure NOMA systems either
with a multiple-antenna base station and two single-antenna
users [38], [39] or with multiple single-antenna users and a
single-antenna source [40]-[44]. Furthermore, all these works
focused on the NOMA systems over Rayleigh fading channels.
It is more challenging and important to study the secure
MIMO-MOMA systems with multiple users over Nakagami-m
fading channels due to the following reasons. Firstly, NOMA
technology was designed to improve the spectral efficiency,
which means that the transmitter can simultaneously send
message to multiple (more than two) users. Secondly, as stated
before, multiple antennas technology and TAS scheme were
proved as an effective method to enhance the security of
wireless communication. Finally, as we known, Nakagami-m
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model describes the wireless fading channel’s characteristics
more generalized compared with Rayleigh model, which is a
special case of Nakagami-m fading.

B. Motivation and Contributions

To the best of the authors’ knowledge, it is still absent to
investigate the SOP of MIMO-NOMA systems over Nakagam-
m fading channels. We list our main contributions of this work
as follows.

1) We study the secure communications with a MIMO-
NOMA system. The confidential messages are trans-
mitted from the base station to multiple legitimate
destinations and wiretapped by multiple illegitimate re-
ceivers. It is assumed that all the channels experience
Nakagam-m model and all the nodes are assumed with
multiple antennas, respectively. Both non-colluding and
colluding eavesdroppers are considered. We propose the
max-min (MM) TAS strategy to improve the secure
performance, in which both users in user paring are
considered simultaneously. The statistical properties of
signal-to-interference-noise ratio (SINR) for legitimate
nodes are derived firstly. Then we obtain the SOP for
MIMO-NOMA systems when MM TAS is utilized at the
base station. Monte-Carlo simulations was proceeded to
validate the correctness of our results.

2) Furthermore, we analyze the asymptotic secure perfor-
mance and derive the secrecy diversity order (SDO) for
fixed and dynamic PA schemes, which enable a better
understanding of the analysis results. The results provide
that the SDO with fixed PA is zero and non-zero SDO
can be obtained by the dynamic PA scheme.

3) Different from [41] and [42], all the nodes are equipped
with multiple antennas and the MM TAS scheme is uti-
lized in our work. Moreover, we consider the Nakagami-
m fading channel, which is more generalized and accu-
rate wireless model.

4) Compared with [38] and [40], not only multiple le-
gitimate and illegitimate users with multiple antenna
are considered in our model, but also a different TAS
scheme is considered to improve the secrecy perfor-
mance. Furthermore, the Nakagami-m fading channel
is considered.

The rest of this article is organized as follows. Sec. II
introduced the MIMO-NOMA system model and the statistical
properties of SINR are given. Sec. III analyzes the SOP of
the MM TAS in MIMO-NOMA system. In Section IV, we
investigate the asymptotic SOP in MIMO-NOMA system with
fixed PA scheme and studied the SDO for the MIMO-NOMA
systems with dynamic PA scheme in Section V. The simulation
results are resented and discussed in Section VI. Finally, Sec.
VII concludes the paper.

II. SYSTEM MODEL

In this paper, we consider a MIMO-NOMA system, as
depicted in Fig. 1, where the base station (S), M legitimate
destinations (D), ) eavesdroppers (F) are equipped with
Ng(Ng>1), Np(Np>1), and Ng(Ng > 1) antennas,
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—> Main channel
----- » Wiretap channel

Fig. 1. System model consisting of a base station (S), M legitimate desti-
nation nodes (D), and @ illegitimate eavesdropper nodes (E), all equipped
with multiple antennas.

respectively. All the main and eavesdropping channels are
assumed to undergo quasi-static independent and identically
distributed Nakagami-m fading with integer parameters mp
and mpg, respectively. Maximal ratio combining (MRC) is
employed at all the legitimate and illegitimate destinations
since MRC can maximize the output SNR. We also assume
that mp and mpg are integer and all the instantaneous channel
state information (CSI) is known at S.

Similar to [40], [41], [42], it is assumed that all the links
* <

Np
between S and D have been ordered as ’hsg D1k
k=1

ND
< > |hs,p,,
k=1

< ... <

N
F s Dol s

2
, where hg, p,, denotes the channel coeffi-

Np
kzl |h5 gDk
cient. It is also assumed that all the users are divided into
multiple orthogonal pairs to perform NOMA and each pair is
randomly allocated to a specific orthogonal resource slot [41],
[42]. For simplicity, a typical pair of users (the ¢-th user and
j-th user, ¢ < j) are focused on in our work.

The received instantaneous SINRs of the ¢-th and j-th
receivers from g-th antenna of S are given as [42]

Np
a; . ’hsgDi,k

k=1
7D = T, — (1)
@ 2 hsyul 4 55

‘ 2

Np

g __
Yp, = @iPD E |hs, D, .
k=1

2

; 2

respectively, where pp = Pg / 0%, Ps is the transmit power
at S, and 0% is the noise variance at Dy, a; (I € {i,5})
represents the PA coefficients, and a; 4+ a; = 1.

Lemma 1: The cumulative distribution function (CDF) of
vp, and yp, can be expressed as

M—1 B c )
)X Y Ape Pt ()7 y <

Fyg () =9 k=0 i
L V2

3)

3
M—j Bp
Fy (v) = > Ap,(ajpp)~Pe Ty (4)
k=0 @,
respectively, where ] =
Tp+1
(N1, ,npq1) €ZZ| Y mp=1+ky, Z> denotes
p=1
a non-negative integer set, ! € {i,j}, 7o = mpNp,
DMk —1)! = p=1\"P
Ap, = (=1)" MiQ+k— )+1 I1 (‘M(?{ﬁ) ,
(=D (M=i—Fk)k! T] ny! p=1
k=1
— ™D
BDL _ (l+k: n(;g+1)mD’ Cp = n, (p_ 1) and
p=1
v() = pD(a;/ a;v)"
Proof: See Appendix A.
We consider the worst-case case, in  which
E(l=1,---,Q) are assumed to have the detection

capabilities to detect multiuser data and extract the message
to Dj'. As a result, the SNR at the v-th eavesdropper (E,)
which detects the transmitted signal for D; is expressed as

E
v =ape Y |hs,s, o ={1,Q}, )

where hg, g, , means the channel coefficients, pg = Ps / o%.
To simplify analysis, we assume 0% = 0% = 02, then pp =
PD = P-

In this work, two cases are considered. One is that the
eavesdropper works independently, and the other is that they
collude. In the scenarios that there is no collusion among all
the eavesdroppers, the strongest case is considered. That means

9N _ g
If there is a collusion among all the eavesdroppers, we have
Q
VBT =D v (7)
v=1

Using (6), and making use of multinomial theorem [47], we
can achieve the probability density function (PDF) of 'y%’N as

f gN( )_ Q)\E'z ZA e~ BEZ+/\EL) ,YCE-‘rTE—l’ (8)

VE1

TE 1
where @ = ¢ (n1,, * ,Nrpt1) GZ—‘ Snp,=0Q-—15,
p=1
) TE p
Ap, = -r(EQ+711) [1 ( (p— 1)‘(>\El) ) ., Bg, =
1_[ ng! p=1
k=1
TE
(Q@—=1=nrz41)Ag, Crp = ny (p—1), and
p=1
TE = mENE, Ell‘ld /\Ez = mE/(QEalp)
The PDF of 7%, can be easily obtained as [48]
_ 28" Gree1 apn
fvgf()*m e "E )

ISince the capabilities of the eavesdroppers are often unknown, it is
reasonable to presume that they can perform multiuser decoding (e.g.,
successive interference cancellation). Similar assumptions were utilized in
[41], [42], [45], and [46]. Definitely, the assumption is pessimistic because
the eavesdropper’s capability is overestimated. As a consequence the results
in this work would be a lower bound of actual cases.
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III. SECRECY PERFORMANCE ANALYSIS

In this work, we assume that the base station has perfect
CSI of all the channels. In these scenarios, selecting the best
antenna aims at achieving the optimal secrecy performance
[49], [50], [51]. To improve the secrecy performance, a new
TAS scheme called MM is proposed, in which both users in
the user pair are considered simultaneously.

The instantaneous secrecy capacity (SC) of MIMO-NOMA
system can be expressed as

CY™ = max (min (CY, C’g))

gENs

(10)

where Cf = max {log2 (1 + 'y%l) — log, (1 + *y%l) ,0}
(I € {3, j}) is the instantaneous SC of D; when only the g-th
antenna at S is utilized to transmit signal. The SOP of MIMO-
NOMA systems can be expressed as 2

Pou' = Pr {;g?g; (min (C7,C7)) < Rs}
= (1 —Pr {min (Cf,C;) > RS})NS
(1-Pr{C! >R} Pr{C? > R,})"™
= (1_( Pguti)( Pfut]))NS’

where Pout ;, and P , j signify the SOP of D; and D; where
S is equlpped with the g-th antenna (a single antenna) and R
denotes the target rate.

The instantaneous SC from the g-th antenna is expressed as

[23]

Y

~logy (L+7%)]", (12

= max {z,0}. Then we have the SOP from the

C} = [log2 (1+ ’y,%l)

where [z]*
g-th antenna

P = Pr{C] < R}
0 (13)
= | Py @1 r0-n1y ()
where © = 2% > 1.

A. Eavesdroppers without collusion

Substituting (4) and (8) into (13), and employing (3.381.4)
in [52], we have

'rE M—j
N E
me,j: J ZZZZAW
k=0 ®; ®p p=0 (14)
I (C + 75 +p) _Zp o0
e J
Bp,© Ce+Te+p
(BEj +)\Ej + a0 )

Ap,Cpl(©—1)°DPOP
p!(Cp—p)(a;p)“D

where 1) =

Note it is assumed that Cf is independent on CY and vice versa, which
was widely-adopted in some important works [38], [40], [41], [42], and [44].
The case that consider Cf and C? dependence will be investigated in our
future work based on the results in this paper.

4
Making use of (13), the SOP at D, can be rewritten as
Pl = /O Fy (©0+0y=1)fs (7v)dy

h (15)
/ fp (M,
wherew:m—lg%.
Utilizing (3), (8), (15)1(25438) of [53], we have
ATE MZ Y Z TwAp, AE VI+ 2
k=0 &; g h=1
0+0v, -1 (16)

Com
X
(P (ai —a; (© 4+ 09, — 1)))
Bp,(e+ev,-1)

— —(Bg.+Ag, )9
XlghCE-‘rTE—le p(a;—a;(0109), 1)) (Br;+25;)on

)

. _ (2h—1)w
where H is the number of terms, ¢, = cos (57— |, and
Oy = w(snt1)

2
Using (3.351.1) of [52], we obtain
Ag,

i

QN
T ( ) Z Ce+TE
TE) 5y (Be, + Ap,)

I=1-
(17

Y (Cg + g, (Bg;, + Ag,) @),

where T (o, x) = [ e 't*1dt is the lower incomplete
Gamma function, as defined by (8.350.1) in [52].

So we can obtain Po‘ilt ; by substituting (16) and (17) into
(15). Finally, the SOP of the MIMO-NOMA system for this
case that eavesdroppers wiretap independently is obtained by

substituting (14) and (15) into (11).

B. Eavesdroppers with collusion

Putting (4) and (9) into (13), and utilizing (3.351.3) of [52],
we obtain the closed-form of D; as

Qq—E M—j

PSiks = T 2 S
k=0 &; p=0 (18)
(Qrg+p—1)  Pnen

Bp.© QTe+p
( 2 +>\E)

Using (3), (9), (15), and (25 4.38) of [53], we have

M—1i Bp, (0+019h—1)

)\QTE Z ZZ e (ETe ) —Ag,; 9

QTEko<I>h1

WWADt’ﬁhQTE 1@

. (0409, —1) Cp
2H<p(a,;—aj (@+@19h—1)) )

=

(19)
Using (3.351.1) of [52], we have

T(QTEy/\Eiw)_

I'(Q7r)
Obviously, P(ilt p is obtained based on (15), (19), and (20).
Then the SOP of the MIMO-NOMA system with MM TAS is

achieved by substituting (18) and (15) into (11).

Iy =1- (20)
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IV. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
ANALYSIS

To get more insights, we study the asymptotic SOP in
this section. The SDO for both non-colluding and colluding
eavesdroppers cases are derived when the average SNR of the
main channel tends to infinity.

k

Based on (38) and e” = > L. +0 (%), FZ  (z)can
m=0 SgDj
be written as
oo A’TDD‘xTD T
Fi, ) ()= "2 +0™), 1)

where A\p = mp/Qp.
Then the asymptotic CDF of the ordered Hg,p, is derived

as .
MIN™PI g7Dd
Fif, b, () = A (2))
g (M =)' —D((rp)h)
Therefore, we obtain
S (1) = Ay (23)
_ Ml(a;p)"TDINTP?
where Aj = GG Do
Snmlarly, we have
o AiA/TDi
FY ()= ——2 (24)
v (ai —a;7)

_ M! —TD7)\;Di
where A; = S T eI

Substltutlng (8), (9) and (23) into (13), and using (3.351.3)
of [52], the asymptotic SOP at D; can be rewritten as

Q)\TE oJ ¢AE CE +TE —i—p)
PN = . (25)
2J ;ZZO BE + )\E )CE"F E+P
)\QTE 'TD] F
t,ng ZQZS QTE—FP), 26)
out, QTE QTe+p

]

respectively, where ¢ = (Tm)'(@ 1)TDJ ror

Making use of (8), (9), (15) (24) and (25. 4 38) of [53], we
obtain

. A, Q)\ rwAe 1 — <
pooN = 29, El
Sy

(@ + 09, — 1), Cr e —(Br,+A5, )0n

i

(a; — a; (© + OY), — 1))""
(27)
Y AM%TE zH: w1 — g2
Lo r(or 2H
(Qp) £ 28)

RCE: @ﬁh — DT
(a7 a; (©+ 0Y), — 1))™"

respectively.

Note we have I;°N = IN and 15> = Iy since I, only
depend on the PDF of vg. Then the SOP for MIMO-NOMA
systems with MM TAS can be achieved by substituting P_;>*;
and P°%7 into (11).

out,j
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The SDO can be expressed as [50]
In P%°

t,l
Ggqy=— lim ou
Qp—oo In QD

; (29)

where P7, ; denotes the asymptotic SOP. Then SDO in both
case can be easily obtained as
GY™M!' = Ng (min {G 44, Ga;}) = 0. (30)

Remark 1: Based on (15), (17), (20), (25)-(29), one can
easily achieve the SDO of the j-th and ¢-th receivers in MIMO-
NOMA systems with fixed PA in both cases are 7pj and 0,
respectively. That is to say, multiple antennas only improve
the SDO of the near user but has no influence on the far user.
Furthermore, whether collusion between eavesdroppers or not
does not affect the SDO of each user.

This phenomenon is comprehensible. The SOP of user ¢ was
given by (15), which equates the sum of I; and I5. Obviously,
increasing main channel gains (2p) will decrease I; but has
no influence on I5. That is to say, I; will be the dominant part
of Pyy:,; and is constant when 2p — oco. From another point
of view, using (1), we can achieve that while 2p increasing,
the received SNR at ¢ has an upper bound which is a constant

2L Namely, we have fyD g tnzpee . Thus Py, ,; will be a

constant when Qp — oco. Further the SDO of user i is zero.

V. SECRECY OUTAGE PROBABILITY WITH DYNAMIC
POWER ALLOCATION METHOD

The results in Section IV show that the SDO of NOMA
systems is determined by the far user (user ¢ in this work).
To improve the SDO of the user i, I, must decrease with
increasing 2p. Fortunately, it can be realized by adjusting
w, which has an upper bound as 31 A new dynamic PA
scheme has been proposed in [38] and the results there verified
that it can obtain non-zeros SDO. The main idea of this
dynamic PA scheme is to let &% increase with the increasing
of Qp. Thereby I, will decrease since the integration interval
diminishes. In this section, we analyze the SOP and SDO
of MIMO-NOMA systems when this dynamic PA scheme is
utilized on all the legitimate users.

Let £ = al\p Y (0<w<1l,a>1)

J
we obtain
o 1
a-] T 14+adp—¥
a/i _ O()\D

T 14alp ¥

3. As a; +a; =1,

€1y

k
Using (24), (31), and e” = Y L. + O (a2*), we obtain

m!
m=0
F. (y) as
00, non Ai’YTDi
Fﬁ_)i (v) = pacra (32)

3a > 1 is to obtain the fairness and make sure that user 7 has more power
than user j (a; > a;) and 0 < w < 1 is to make sure that the SNR and
SINR at user ¢ and j increases with 2 simultaneously.
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Substituting (31) into (25) and (26), we obtain the asymp-
totic SOP at D, as

Poe:9;mon, N A;}on(l + aADiw)TDj)\DTDjQAEJ TE
out,j F(TE)
TDj 33)
ZZ ¢Ag, T (Cg + 78 +p)
Cg+T1
Pyl O(BE +)\E) E+TE+DP’
Poo ,g,non, Y A?OH (1 + O‘ADiw)TDjADTDjAEj Qre
out,j r (QTE) (34)
y Z oL (QTr + p)
AE QTE+17 ’
p=0
M!p —TpJ

respectively, where A7" = G-
After putting (6), (7) and (32) mto (13) and employing
(3.381.4) of [52], we get
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respectively, where A} ()) G DV((ro)) P i—p)l”
Based on (33) - (36) the SD of user ¢ and j with the
dynamic PA scheme is obtained as 7pi and (1 —w)7pj,
respectively. Then we get the SDO of the MIMO-NOMA

systems with dynamic PA is improved as

Gy (37)

= Ngmin{7pi, (1 —w)7pj}.

Remark 2: From (37), w exhibits a strong influence on the
SDO of user j, which means enhancing the SDO of user
is at the cost of reducing the SDO of user j. Furthermore,
the SDO for MIMO-NOMA systems with dynamic PA will
reduce as w increases and there is a ceiling as Ng7pt, which
is proved by Fig. 8 in this work.

Remark 3: Another interesting phenomenon can be ob-
served from (37), i.e., the SDO of each user not only depend on
the number of antennas at base station, the number of antennas
at himself, and the fading parameter of the main channels, but
also depend on their ordered index. Moreover, the SDO is
independent of the number of eavesdropper, the number of
antennas at each eavesdropper, and the fading parameter of
the wiretap channels.

VI. NUMERICAL RESULTS

Monte-Carlo simulation is given to corroborate our results.
The main adopted parameters are set as Rs; = 0.1 bit/s/Hz,

2=1,mp =mg =2, and Pg = 0dB. The PA scheme in
Figs. 2-5 is fixed and in Figs. 6-8 is dynamic. One can observe
that the analysis results match perfectly with simulation.
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Fig. 2. SOP for various Ps with Qp = 10dB, Np = Ng = Ng = 3,
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It is showed in Fig. 2 that the SOP is improved while
the transmit power increasing. Then it degrades in the high
Pgs region before becomes a constant, which is similar to
the results in [38]. We can also observe that the SOP with
eavesdropper-collusion is inferior compared to the case that
without collusion, this is because collusion can enhance the
performance of the eavesdroppers. Furthermore, one can find
that the SOP for a lower Qg are better than the ones for a
higher Qg since larger 25 means better channel conditions
at the eavesdropper. From Fig. 2, we can draw an interesting
conclusion that there is an optimal transmit power that can ob-
tain the best secrecy performance for MIMO-NOMA system,
similar to [38].

It is verified in Fig. 3 that the SOP is enhanced by increasing
Qp, since the increased €2p means that the channel condition
of the legitimate destination is improved. Based on (15), we
know that the SOP equals to the summation of I; and Is.
When Qp increases, I, will be dominant. Therefore, the SOP
will reach a floor when 2p tends to infinity because there
exists a ceiling for the secrecy capacity, which is testified in
[54]. Moreover, the security outage performance is improved
as the number of antennas at the destination increases, since
the SNR at the destination will be increased.

Fig. 4 presents the SOP versus various number of antennas
at S. We can see that the SOP is enhanced as Ng increases
or Ng decreases, this is because the transmitting diversity of
legitimate users will be enhanced while increasing Ng and the
receiving diversity of eavesdroppers will become weak with
decreasing Ng.

Fig. 5 presents the SOP for different legitimate users with
fixed PA. One can observe that the SOP increases when i
increases. But the change of j almost has no influence on the
SOP, which means SOP of the MIMO-NOMA system mainly
depends on SOP of the i-th user, which has lower channel
gains. The secrecy performance of user ¢ should be considered
emphatically if we want to enrich the security of the whole
NOMA systems.

The SOP with dynamic PA scheme is presented in Fig. 6. it
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can be found that the non-zero SDO is achieved, as confirmed
by (37). In addition, the SOP will degrade as increasing the
number of eavesdroppers (), which is equivalent to enhance
the quality of the eavesdropping channel.

In Fig. 7, we compare the SOP for different m versus Qp.
One can find that the SOP with larger m outperforms the one
with a small m because a larger m implies that the channel
fading is weak.

Fig. 8 presents the SOP for different w when there is
collusion among the eavesdroppers. We can observe that
decreasing w will improve the SDO of systems with dynamic
PA, which is stated in Remark 2. There is a maximal SDO,
which is equal to Ng7p¢ and does not depend on w.

VII. CONCLUSION

In this work, we proposed the MM TAS scheme to im-
prove the SOP of a MIMO-NOMA system. The exact and
asymptotic closed-form expressions for SOP are derived when
non-colluding and colluding schemes are utilized for the
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Fig. 5. SOP for various Qp with Qp = 0dB, Ng = Np = Ng = 2,
Q = 2, M = 4, a; = 0.2, and a; = 0.8.
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Fig. 6. SOP with dynamic PA scheme for various Qp with Qg = 0dB,
Ng=Ng=Np=2M=4,1i=1j=4, a=11,and w = 0.6.
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eavesdroppers. Monte-Carlo simulation results were given to
verify our analytical results. The results show that when the
MM TAS scheme is adopted, increasing the number of the
antennas at base station can significantly improve the SOP
of the MIMO-NOMA system. Further, the ordered index has
an important influence on the SDO of each user. Although
it was found that there is an optimal transmit power that can
obtain the minimum secrecy outage, how to obtain the closed-
form expression of the optimal transmit power would be an
interesting task. Moreover, there are some other important
research issues that could be done in future work based on
the results of this work, such as cooperative NOMA systems,
cognitive NOMA systems and NOMA systems with energy
harvesting. Another interesting future topic is to analyze the
impact of imperfect CSI on energy efficiency of secure NOMA
systems, whereas the energy-efficient optimization problem for
NOMA systems with imperfect CSI were solved in [56].

APPENDIX A
The CDF of the unordered power gains H. S,D; =
Np
> |hs,p, . ]2 is obtained as [48]
k=1

mpe\ 22N S\
Fa, o, () =1-eF) ¥ ( o ) . (39)

k=0

where 2p means the average SNR.
Based on order statistics [55] and multinomial theorem [47],
the CDF of the ordered power gains Hg, p, is obtained as
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