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Abstract Although the progress in understanding 5G and beyond techniques such as Non-Orthogonal Multiple Access
(NOMA) and full-duplex techniques has been overwhelming, still analyzing the security aspects of such systems under
different scenarios and settings is an important concern that needs further exploration. In particular, when considering fad-
ing in wiretap channels and scenarios, achieving secrecy has posed many challenges. In this context, we propose to study
the physical layer security (PLS) of cooperative NOMA (C-NOMA) system using the general fading distribution x — u.
This distribution facilitates mainly the effect of light-of-sight as well as multipath fading. It also includes multiple distribu-
tions as special cases like: Rayleigh, Rice, Nakagami-m which help to understand the comportment of C-NOMA systems
under different fading parameters. The use of Half-Duplex and Full-Duplex communication is also investigated for both
Amplify-and-forward (AF) and Decode-and-Forward (DF) relaying protocols. To characterize the secrecy performance of
the proposed C-NOMA systems, closed form expressions of the Secrecy Outage Probability (SOP) and the Strictly Positive
Secrcey Capacity (SPSC) metrics for the strong and weak users are given for high signal-to-noise ratio (SNR) due to the
intractable nature of the exact expressions. Based on the analytical analysis, numerical and simulation results are given under
different network parameters.

Keywords Physical layer security - NOMA - Full-duplex - Half-duplex - Amplify-and-Forward - Decode-and-Forward -
Fading - ¥ — u distribution

1 Introduction

X< Nesrine Zaghdoud
nesrine.zaghdoud @supcom.tn

Adel Ben Mnaouer
adel@cud.ac.ae

For the previous mobile network generation (1G to 4G), Or-
thogonal Multiple Access (OMA) techniques were a practi-
cal choice to share the available channels for data transmis-
sion due to its simple protocol design and the relatively low-
interference effect on users’ communication. However, the
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number of users supported in OMA systems is restricted by
the number of available orthogonal resources and with the
exponential growth of mobile communications, OMA will
be insufficient to support the challenging requirements of
the next-generation of wireless communication [1].

Regarding the drawbacks of prior multiple access tech-
niques, the innovative concept of NOMA promises a sig-
nificant improvement in the system capacity, user fairness
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and connectivity compared with OMA [2, 3]. NOMA tech-
niques are divided in two categories based on code or power
domain. Mainly, power domain is the widest used scheme.
It allocates lower power to the strong NOMA users those
having higher channel gain and more power to the weak
users with poor channel condition in order to simultaneously
serve multiple users. This leads to a significant fairness be-
tween NOMA users. To distinguish users’ signal, NOMA
takes advantage of the successive interference cancellation
technique (SIC). Specifically, the strong channel user ap-
plies SIC to decode its own message by treating the message
of other users as interference, while weak users signals are
obtained by considering strong users signal as a noise [4,5].

In addition, cooperative techniques coupled with NOMA,
have revealed significant performance gains [6,7]. Among
the available cooperative schemes, dedicated relaying tech-
niques have been proven to improve spatial and spectrum
diversity, especially when no direct channel exists between
communicating nodes or when a huge number of cell edge
users have to be served . Different strategies such as Am-
plify and forward (AF) and decode and forward (DF) pro-
tocols are usually used especially for taking advantage from
spatial diversity without requiring multiple antennas at the
transmitter [8,9]. In [10-13], downlink cooperative NOMA
relying system based AF and DF strategies revealed better
spectral efficiency and outage probability than conventional
cooperative relaying system.

The advances in interference cancelation technique was
not only the key behind the significant research progress on
NOMA, but also for considering Full-duplex (FD) technol-
ogy as one of the promising techniques for 5G and beyond
systems proved to potentially double the spectral efficiency
compared to the conventional Half-duplex communications.
The integration of NOMA and FD technology was studied
in [14-18] showing significant improvement in spectral effi-
ciency compared to conventional wireless communications
based on HD mode and OMA schemes.

The increased growth of wireless networks presents a
significant challenge as it is intrinsically a broadcast and mo-
bile based medium, which allows easy access to the trans-
mitted data and makes it extremely harmful for ensuring
confidentiality and privacy in such networks [19,20]. Gener-
ally, cryptographic techniques are presented as the conven-
tional way to protect communication security by assuming
that there exists a secret key shared between the transmitter
and legitimate receivers. Thus, security is achieved based on
the complexity of implementation of the secret keys and the
available computational power and time of the attack. Al-
though, in this era of 5G and beyond networks where mas-
sive number of devices with high computational capacity,
maintaining security only using cryptographic techniques
is hard to achieve [21, 22]. This leads to a new approach
based on information theory introduced by Shanon and ex-

tended by the work of Wyner called physical layer security
(PLS) [23,24]. This approach exploits the physical charac-
teristics of the wireless environment to ensure that no in-
formation is released to the eavesdropper where no limit on
computational and time resources is considered.

Recent research considers PLS approach as a promis-
ing solution for enhancing security in 5G and beyond net-
works [25-27]. In [28], the secrecy outage probability (SOP)
and the strictly positive secrecy capacity (SPSC) were eval-
uated for C-NOMA systems by considering both AF and DF
protocols over Rayleigh fading channels. In [29], the strong
user is considered as a DF relay and the SOP of both strong
and weak NOMA users were derived, showing that optimal
security can be achieved via an appropriate power control
at the source and the strong user. Authors in [30] analyzed
the secrecy outage performance of DF NOMA system over
Nakagami-m fading channels, their results showed the SOP
of NOMA system outperforms that of OMA system in the
low and medium SNR region. In [31], the secrecy perfor-
mance of a cooperative NOMA network with one relay op-
erating in HD or FD used to decode and forward the weak
user message was investigated in Rayleigh fading channels.
Their results showed that the HD relay offers more secrecy
than the FD relay. In [32], the use of artificial noise and FD
strategies at the relay node to enhance the secrecy in NOMA
cooperative networks was investigated. Results showed that
the proposed system grants more secrecy than the use of
artificial noise and HD strategies. In [33, 34], the secrecy
outage of cooperative NOMA system assisted by a multi-
antenna FD DF relay was investigated, the results showed
that the secrecy can significantly be improved through the
proposed multi-antenna FD relay and jamming scheme. De-
spite the significant aforementioned contributions on the se-
crecy performance of NOMA system, most of them studied
secrecy over Rayleigh fading distribution, and few works in-
vestigated other fading models like Rice and Nakagami-m.
Since, fading is one of the key concept of PLS [35], we pro-
pose to analyze secrecy over the generalized fading channel
K — 1 [36,37] which is suitable to model different fading
scenario to gain more insight on its effect on the secrecy per-
formance of NOMA system. The contribtions of the paper
are:

— We analyze the effect of HD and FD relaying on the se-
curity of cooperative NOMA system for both AF/DF re-
laying protocols.

— We derive novel expressions of the secrecy outage prob-
ability and the strictly positive secrecy capacity of both
strong and weak NOMA users for each of the studied
scenarios over K — U fading channels.

— Finally, we confirm our analytical findings with Monte-
carlo simulations and numerical results to investigate the
security of our system under different network parame-
ters.
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The rest of the paper is organized as follows. We de-
scribe the proposed system model in Section 2. The analyti-
cal analysis of the SOP is provided in Section 3. In Section
4, we detail analytical analysis of of the SPSC. We evaluate
the performance and the correctness of the obtained analyt-
ical results in Section 5. Finally, in Section 6 we conclude
the paper and provide directions for future research.

2 System Model

2.1 System model and channel assumptions

((q) -

vhRR

((( ))) hR/1 Strong User(U,)
hs rRr—> hr,E
Eve(E)
Relay(R) hR,
Source(S)
Weak User(U,)
(a) NOMA FD system
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- Eve(E)
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Second time Slot — — — Weak User(U 2)
(b) NOMA HD system

Fig. 1 System Model

As shown in Fig. 1 , we consider a dual-hop NOMA
system where a source (S) communicates with two NOMA
users (Uj: strong user, U,: weak user) through a relay (R)
in the presence of one eavesdropper E . The relay works in
AF/DF protocols in either half-duplex or full-duplex relay-
ing mode. We assume that the S, U, U, and E are equipped
with a single antenna while the relay facilitates two anten-
nas, one for reception and one for transmission. Due to the
deep fading between the source and users, as well as the
eavesdropper, we assume that there is no direct link between
them and reliable communication can only be supported via
Relay-aid. We also assume that the transmission rate for
each user is not larger than the corresponding achievable
rate, which guarantees the successful decoding and succes-
sive interference cancelation at NOMA users. Here, we as-
sume that all channels (from the source to the relay, from
the relay to NOMA users, from the relay to the eavesdrop-
per) are independent, identically distributed and modeled
as k — u fading channels. We note that y, ), = =L |ha »|? is
the Signal-to-Noise-Ratio (SNR) of the a — b hnk E, is
the transmitted energy per symbol by a, N, is the one-sided

power spectral density of the additive white Gaussian noise
(AWGN) at b and h,, is the channel coefficient of the a — b
link.

2.2 Fading Model Assumptions

The x — p distribution is a general fading model that can
be used to represent the small scale variation of the fading
signal which is composed of clusters of multipath waves,
each cluster has a dominant component letting this distribu-
tion well-suited for light-of-sight application. The parameter
k > 0 concerns the ratio between the total power of the dom-
inant components and the total power of the scattered waves,
whereas the parameter ¢t > 0 is related to the multipath clus-
tering. According to Eq.2 [37], the probability density func-
tion (PDF: fy, , (x)) is given as

f}’atb(x) _ ufll(l—f"() 2 LquIEXP(_Mx)
"> exp(ur)T, ] tah
(1)
sy | <UD

where ¥, , = E(,,5) is the average SNR, 1,1 (.) is the mod-
ified Bessel function of the first kind and p — 1 order. Using
the series expansion of the modified Bessel function of the
first kind in [41] given as
1o (32
I =(=z)y) ——~-— 2
W2 =32 ;)r!F(r+v+1) @
Thus, the probability density function fy, , (x) can be rewrit-
ten as
Al;b oo x[,lJrrfl Gr

] exp(—Agpx) Z

exp(Uk = r'C(r+u) ®)

f’J/a_;, (x> =

where A, = ”<y %) and G=

tribution function (CDF : F, , (x)) of ¥, can be obtained
from Eq.3 in [37] as

F (x —1—Qu[v2’( ;

where Qy(.,.) is the generalized Marcum Q-function.
We note that, the relay self-interference channel is assumed
to undergo Rayleigh fading as in [38], which takes into ac-
count severe multipath fading conditions. Therefore, the PDF
and CDF at the relay are, respectively, given as:

# The cumulative dis-

1+Ku] @

a,b

_ _ 5
fyR,R (‘x) 77R,R p YR,R ( )
X
Fy (x) =exp(—=—) ©
YR.R
where 7r g = E(Y&r)-
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2.3 Transmission Model Description

In this section, we describe the transmission process of the
proposed network. During the block time t, the source trans-
mits the superimposed signal to the relay. This signal is given
by

(1) = VE(v/@ix (1) + V& (1)) )

where x; (i € {1,2}) denotes the symbol for user U;, E; rep-
resents the transmit power of S and ¢; is the attributed power
allocation coefficient at the source of user i. To ensure users’
quality of service, the power requirements must satisfy the
following power constraints: o; < 0 and o1 + 0 = 1.

Based on the aforementioned assumptions, during the t-
th time slot, t=1,2,3, ..., the received signal by the relay can
be expressed as:

Ylg (l‘) :hS7RS(l)+€\/E7RhR’RS(Z‘) +NR(t) (8)

where 1 = {HD,FD} is the relay mode, hgr is the chan-
nel coefficient between the S and R. hg g denotes the loop-
back interference channel from the transmit antenna to the
receive antenna at the relay. { is the state factor between
HD and FD mode with { = 0 and { = 1 denote the relay
R working in HD and FD mode, respectively. As in [14],
we assume that the delay time, in FD mode, for the signal
processing is small compared to the block time t. There-
fore, it is ignored in our analysis. We also assume that the
residual self-interference channel (SI) relay — relay is mod-
eled as a Gaussian random variable with zero mean and
variance Az g = OE(|hgg|?) [14, 15], the parameter @ is
the level of the residual self-interference at R. we note that
YRR = f,—ﬁ |hR7R\2 is the instantaneous received SNR at the SI
link.

2.3.1 Decode-and-Forward Relaying

Applying NOMA, the DF relay decodes its received super-
imposed message from the source in the first phase using
SIC. First, x; is treated as noise to decode x,, and then we

cancel the interference caused by x, to acquire x| from Eq(8).

Therefore, the the signal-to-interference-ratio (SINR) at the
relay R to detect x| and x, are given by

yn,DF _ Vs R _ 062%? ©)
B2 aysr+Cmr+1l ouyp +1
o
n.DF _ 1Y5R 06171? (10)

Th = Cyer+1

CVZS}eRH is the SINR of the first hope. Then, the

decoded message is sent to NOMA users. Due to the broad-
cast nature of wireless transmissions, E also receives a copy

where y;’ =

of the signal. Therefore, the received signals at Uy, U, and E
are given by

2
YJ-DF(Z):hRJ\/ERZ ﬁ,'x,'(l)—i-Nj(l) (11)
i=1

where j € {1,2,E}, hg j is the channel coefficients between
R and destinations U;,U; and E, f; is the power allocation
coefficient at the relay of user i with B + B, = 1 and N is
the AWGN at the destinations. Based on Eq(11), the SINR
of x, observed at the strong user is given by

Fo_ B2Yr1
" Bivra+1

We assume that the achievable rate of the weak users’
signal at the strong user exceeds the target data rate of the
weak user. So, the strong user can successfully decode the
weak user’s message and can perform a perfect SIC to re-
move weak user signal. Therefore, the signal-to-noise ratio
(SNR) at U] is given as

e =Bk (13)

On the other hand, by treating the signal x| as co-channel
interference, the SINR of x; at the weak user can be given
by

12)

F B2Vr 2
= _12R2 14
4ol Bt i1 (14)

It is noted that for the DF relay system, the end-to-end
SINR of the system at U; and Uj is respectively defined as

P = min(y" vRE) (15)
AP = min(yl ok ) (16)

For the wiretapping scenario, we assume the worst case,
each eavesdropper has multiuser detection ability by using
Parallel Interference Cancellation (PIC) technique to distin-
guish the superimposed mixture of NOMA user’s signal.
Therefore, the SINR to wiretap the signal of the legitimate
NOMA user U; in HD/FD mode is given by

W = Biwe 17)
2.3.2 Amplify-and-Forward Relaying

In this scenario, the relay broadcasts its received signal in
Eq(8) after amplifying it. Therefore, the received signal at
destinations Uy, U, and E can be expressed as
AF
an (I):GhR,_/Y]g(I)-‘rNj(I)
= GhR‘thYR\/ESOClxl (l) +GhR7jh5,R\/ Esonx) (t)

Desired Signal for Uy (18)

Desired Signal for U
+ GhRﬁjghR.R ERS(I) +GhR.jNR(t) +Nj(l‘)

Sel f—Inter ference signal Noise signal
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where j € {1,2,E} and G is the relaying gain calculated
as [13,17]

Er
G= (19)
¢EWKM2+C&WWRP+NR

With the assumption of perfect successive interference can-
cellation, the strong user U first subtracts the signal of the
weak user U,: x through SIC. Therefore, the equivalent
SINR v, is expressed as

NAF _

o G?Elhs g|*|hr1|?

(20)

|

oy G2E |hs g|*|hr 1|2 + G2 |hr 1 |2ER|hr R|? + G2hg 1 |*Nr + N

After some mathematical manipulations, Y}, can be
simplified as follow

02 Ys RYR,1
Q1YsrYR1+ YR1 Cvrr+ Ys.R +YrR1+ Cvrr+1

nAF _
No =

1)

ISR a5 the SINR at the first hope,

By considering ¥ = <TYES

Y12 1S rewritten as

OlegYR,l
YRR+ VR + YR+ 1

nAF _
N =

(22)

Then, U; decodes its own symbol x; and its SINR can be
calculated as

A _ 0 Ps.RIR,1 _ R
! CYrrYR1+YsR+1R1+CRR+T Y0 +1R1+1
(23)
The SINR at U, can be written as
,yn AF _ 0 Ys.RVR2
2 o YsrYR2 + Ve2CYrRr+ Vs R+ Vr2+CVrr+1
_ 0627’1? Yr2
VR VR2+ Ve + Yr2+ 1
(24)

Using PIC, E try to decode users signals. Thus, the equiva-
lent SINR at E is given by

7! AF _ 0, Ys.RYR E
B CYRRYRE+VRE+ Vs +CVRR+1
ay! (25)
_ i'YR YRE
Y+ Yo+ 1

where i € {1,2}.

2.4 Secrecy Capacity Expression

The secrecy capacity is defined as the maximum rate of a
communication within the information can be decoded reli-
ably at the legitimate receiver but not at the eavesdropper.

The secrecy capacity in HD/FD AF/DF NOMA systems can
be expressed as

1\'"¢
Seh = <2> [loga(1+4") —loga(1+ 72501 (26)

Where A € {AF,DF}.

3 Secrecy Outage Probability

In this section, we will investigate the secrecy level of the
NOMA system in terms of secrecy outage probability when
channels undergoes K — u fading. A secrecy outage occurs
when the secrecy capacity Sc is less than a predefined thresh-

old Ry for a particular fading distribution. It can be formu-
lated in the NOMA system as [33, 34]

SOanA = ]P(SCI A < RSl or SC27A < R&2>

= 1—]P’<Sc?7A > Rsl> X ]P’(SCQ’A >Rs2> 27)

=1- (1 —sopgl*A) X (1 —50P3£A>

where SOP;};A and SOPZ}Z’A are the SOP for user 1 and 2,
respectively.

3.1 SOP analysis for U

At the strong user, the SOP can be expressed as

A A 1+
SopP)* =P(Sc” < R) =P —L— <] (28)
: 1+

1-¢
where C? =22 "Ry
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Casel: C-NOMA based DF relaying: The SOP of U, is First, Fyrp (x) is given as
given as
n.0F Fyo() =1~y LR) T Al Am
p(x)=1———
SOP&II’DF :[P’( ’yln o <Cln) s YR,R = . )p+|
; Eﬂv n n (33)
=P(min(o1yg,Bi¥r1) <CiBivre +Ci —1) (29)
=1-P(yg > 0" +6)) xP(yr1 > C] Yrr +65) where K, 1t are the fading coefficients at legitimate receivers
DF DF and A = (1:’—7,()”
o/ o) SR TR
(Proof see Appendix A)
FDA . .
where 6] = [5 L6l = ~1 60 = ﬁ Then, &, 7~ is given as
1
oA AgeE —Ki—Ketle—As ROS A o (k)" ntp—1 m A?;(PH)
Case2: C-NOMA based AF relaying: We opt for an up- b= YRR Zb n! ZO Z;) (m—p)!
” n= m=0 p=|
per bound of the strong user and the eavesdropper SINR m = G
. . m A\m— - ¢ Ai—
due to the intractable nature of the SOP expression: Y = Y ( q) (6, P4y a(xFPAya- )y 7(DfD'A)[ (PtD)
(231 YIQYRJ s (241 7;?71%1 Y" AF _ 051 Y[?YR,E a (241 VI?YR.E rom =0 r=0
YR +rR1+1 71?+7R,1 E=l 7 ylimp+l T y4me t _ FD.A , pFD,A
AF R F r L U(t,t —p;Dy 7" x By %)
[17] ?7 can be rewritten as 7' = almin(yg,ym) and o He

yE - 1 = aymin(yy , Y& £)- Therefore, Eq(28) can be expressed
in AF case as

1+ oymin(yy
SOPIIAF :IP’( + 1mf”(7§,71<,1) <CI’>
1 1+ oymin(yg , YrE)

=P (mi"(YgﬂR,l) < Clmin(y3, wE)+ 92”)
~P (min()/,;7 VYR < C? YrE+ 9;7)

=1 —]P’(yg > c}’yR,EJrez") ><IP’<7/R_,1 >c{'yR,E+92”)

n.AF n.AF
@ ?,

(30)

Proposition 1: The secrecy outage probability at U; can be
determined for both AF and DF protocols using FD and HD
mode as follows

ﬂ”ﬂ#:lfp<ﬁi>XWAWE+9£)XP(WJ>(TWE+YWA)

=1- o x o)
(3D
Where X-0F = 6], y1PF = 91, xAF = C]l and YT4F =
6.
3.1.1 Full-duplex analysis
We begin by calculation deD 4 a
@ = /0 (1= Fyo (X2 x4 6, 7)) fe () (32)

(34)

(Proof: see Appendix B)

where t = g+ r+ U, and U(.,.,.) is the Kummer func-
tion known as the degenerate hypergeometric function of
one variable defined by

1 o0
Ul(a,b;x :—/ exp(—xt)t* L1+l gy 35
(@bix) = s [ exp(-a)e™! (1) G9)
Secondly, @ FD A can be obtained as

nn+u 1

ZA

FDA _ ol
P, _AR‘E

0
FD.A
—KU—Kele—AR,1Y
2 e ‘ Z

n=0
" _(COP T Tptpe G.
p;()p!(mfp)!(BgD)(/Hue)F He 17 p+“enue>Bzﬁ
(36)

(Proof: see Appendix C)

3.1.2 Half-duplex analysis

We note when 1 = HD, we have { = 0. Thus, }/}{D = Ys.R
and qbfw can be expressed as

B4 = [ (1= Fy (X744 007)) 1y, (s G

Using the same analysis to obtain Eq(36), (me 4 s given as

HD,A

+ 1 m HD.A\p
@ =AgeE67K”7’Q’“"’AS-R9£m Z (K”)nn Lol m o A (X )

n=0 n! m=0 p=0 P~(m*P)!

s )
WHD,A
l

(38)

(64D ym=p (BHDA)~(p+ue) [” Z“} iR (pﬂte,ue
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Where B?D’A = Ar g +AsgXPA. Likely, ®4P is obtained
as
nl et AR (CFP)P

KU— o L — A = (KL)
(Ple :A’U'” e KH—KeHe AR 1Y
RE r;) A —— ,:X::() pl(m—p)!

- - + G
(yADAym=p(BHP)=(ptpe) [p ““] 1A <p+u97ue7373)>
2

He
(39)

where BS’D =ARE +AR71C{1D.

3.2 SOP analysis for U,

Due to the intractable nature of U, SINR for both AF and
DF relaying scenario, we focus at the analysis on high SNR
region.

3.2.1 C-NOMA based DF relaying

An upper bound for the SINR of U, can be obtain as yg DE —

ol Bwa .- B
mm(owl,ngl , ﬁl}'k,z+1) ~ mm(wI "B ). Then, the SOP of the

weak user is expressed as
,DF
1+7" n
(—5r <G)
n,DF 2
+ E—=2

. o B
1+mm(a—?,ﬁ—f)
1+ BayrE
min(g—f, %) +1 —Cg

ﬁzcg

SOPJPT =P

<q)) “0)

=P(v e >

,DF
=1 _FVRE(eé:" )

in(%2 B2 n
- min( o=, 5= )+1-C
where C] = 22 “R> and g = —b 2 ﬁﬁ L 2. There-

242

fore, the SOP of U, using FD/HD relaying mode is obtained
as

SOPJPT = 0y, <\/2Ke.uea V24 60" > (1)

3.2.2 C-NOMA based AF relaying

For the weak user U, an upper bound for the SINR of U,
can be obtain as 7, AP % and ygﬁg = aomin(YVg, WRE)-
Then, the SOP of the weak user is expressed as

SOPJAT =P(sc*" < Ry)

AF
P (1 S 22”’*2)

AF
1+
1
=P(o- <G +CI7%) (42)
1— Otlcg

=P(min (v}, >
(min(Yg, r.E) w0aC)

=(1=Fp(6])) x (1 = Fy, (6]))

n,AF lfochz"
where 6, = Gl
Full-duplex analysis:
sopgpar - I (st A0
% Yr.& = o = = (m=p)!
Ou. (\/ZK},/JE., 2ARE QID’AF)
(g T Asa0] et
(43)
Half-duplex analysis:
sorPM =g, ( /2xu, 2A5,R94FD*AF>
(44)

X Qp, <\/2Keue, \/2AR £6; D”)

4 Strictly Positive Secrecy Capacity (SPSC)

In the following we derive closed form expressions of the
Strictly Positive Secrecy Capacity Probability to get more
insight on the existence of secrecy capacity. The SPSC in
NOMA system can be given by

SPSCTA =P(Scl >0, SCJ* > 0)
=P(Sc* > 0) x P(Sc]* > 0) (45)
=SPSC]"* x SPSC]*
1 2

where SPSC;’I’A and SPSCIT/’Z:A are the SPSC for user 1 and
user 2, respectively.

4.1 SPSC at U;

C-NOMA based DF relaying In this case, we calculate the
SPSC of U; as

SPSC]PF =P(Sc{*" > 0)
=P(min(o1 5. B1Yr.1) > BiYkRE)
=Py > Z° o) xP(Wk1 > Vo)

n,DF
@,

(46)

n,DF
Py
where ZPF = %.

C-NOMA based AF relaying We calculate the SPSC of U,
as

AF
SPSCZ};AF =P(Sc]"™" >0)
=P(min(¥, k1) > min(y, R £))

~1—P(min(yg, Yr.1) < WRE) (47)
=P(yd > E) X P(Yr1 > YrE)
4)3T].AF éi].AF
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Proposition 2: The strictly positive secrecy capacity at U
can be obtained for both AF/DF relaying in FD/HD mode as

SPSC1 =P(yi > Z* yr £) x P(Yr,1 > Yr.E)
: (48)
o4 o
where ZAF = 1.
4.1.1 Full-duplex analysis
First, we calculate CPFD A as
FD,A
DDA = /O (1= Fyp (Z23)) fy (x)dx (49)
FD,A

Using Eq(33) and Eq(3) in Eq(49), @3 will be written as

A%eEe—Kp—Keyg o (K”)n n+u—1 m (ZAAS‘R)m—(erl)

ofPA _ TREC
’ YRR r;) n! m=0 p=0 (mfp)!
i / Xt exp(—(ZAAsr +ARE)X) J
: X
! 1 1
rFU+m) (o TOP*
(50)

Using Eq(2.3.6.9) in [42], we can solve Eq(50) integral as

o0 nn+u 1 m o ZAA ) (r+tte)
FDA _ 4le —Ku—Kolle S.R
(P,? —AR,Ee Kp—Reth Z Z Z Z , \ &/ =D
n=0 m=0 p=0r=0 m p ‘J/'R.R
m—+r+ e . ZAAsr+ArE
F{ r+HUe }U(m+r+ue7m+r+ue P ZAAs rYR.R
(1)
Secondly, ® 4 can be expressed as
FD,A -
PFPA = /O (1= P, (1)) fyr ()dx (52)

Using the same analysis to solve Eq(36) integral, CDFDA i

glven as

o0 ntu—1 pam —(m+4e)
4)4FD,A :A%f’Ee—Kﬂ—um Z (rkp)" AR 1(Ar1 +ARE)

n=0 n! m=0 m!
m+ He G(‘
F F + () €y . A
(e )
(53)
4.1.2 Half-duplex analysis
Using the same analysis to obtain <I>HD A dbf DA g given as
) n n+pu—1 A m
HD.A _ ple —KU—[eK, (K:u) (Z AS,R)
2 Ag’pe n;o nl e ml(ZPAsg +Agp)" R
m+ U, G,
F F €y €y ZAA . 1 A
[ L } 1 1(m+ll H, ZAAS,R+AR,E>
(54
. HD,A _ =FD,A
From Eq(47) and Eq(48), we can notice that &, =@,

therefore, cpf DA i obtained as in Eq(53).

4.2 SPSC at U,
4.2.1 C-NOMA based AF relaying

The SPSC of U; is expressed as

SPSCIAT =P(SIA" > 0) =P(22 > comin(y,, 1))
1
1 1
=1-P(y] > —)xP —
(e > 5 ) < Pl > )
1 I

Pl % (1= Fyp(30)

—1—(1—
( @

(55)

Full-duplex analysis Using Eq(33) and Eq(4), the SPSC at
U, in FD mode is given as

A
o KR . 1
SPSCPPAF —1 — 2: (kp)" "R g ARy "
= = " a0 p:o( m—p)!

(\/m7 Rr) (56)

As.R
p+1
VRR+ o )

Half-duplex analysis: Using Eq(4), the SPSC at U, in HD
mode is given as

HDAF _
SPSCU2 =1

—Qu (\/21( , ZIZS’R>

o 67
XQHe(\/zKe.uev RE)
4.2.2 C-NOMA based DF relaying
The SPSC of Uj is expressed as
,DF
SPSCIPT =P(Sc3 ™ > 0)
(25} ﬁ 58
= P(mln( B, =) > BovrE) (58)
=Fy (65)
min(ﬁ,ﬁ—z)
where 65 = ——%"P" Forboth FD and HD mode, the SPSC

at U, is obtained by

(59)

SPSCPP" =1-0y, <\/2:<eue, \/ZAR,EGS)
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5 Numerical Results

In this section, numerical results are presented to illustrate
the effect of fading, average and eavesdropper SNR, data
rate and the transmit power allocation factor on the system
secrecy outage and capacity performance. Monte Carlo sim-
ulations are provided and carried out through 107 iterations,
to validate the proposed analytical results. In all the figures
below, ’Ana’ and ’Sim’ denotes, respectively, the analytical
and simulation results. Unless otherwise stated, all numer-
ical results plotted in this section will adopt the following
set-up:
— The transmit power at the source is equal to the transmit
power at the relay; E; = Er = E.
— The noise at legitimate receivers is equal where Ng =
NI =N, =Ny.
— Ng is the noise at the eavesdropper.

- - Ana.FDr=k =0, p=p=1 % Sim - - AnaFDr=k=p=p=1 % Sim.
Ana. FD r=r =1, p=1, =3 Sim.
Y Sim.

Ana. HD K=i€e=1, u:ue:3 Sim.

Ana. FD t=r =3, p=pt =1 Sim.

-------- Ana. HD n:ne:O, u:ue:1 % Sim, == Ana. HD K=i€e=}l=ﬂe=1

Ana. HD n:ne:S, u:ueﬂ Sim.
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Fig. 2 Total SOP of NOMA system with Full/Half Duplex DF relaying
versus different SNR values: o = B, = 0.8, Ry = 1 Bit Per Channel
Use (BPCU), Ry, = 0.5 BPCU, N% =0dB.

Figures 2 and 3 detail the system secrecy outage proba-
bility for AF/DF relaying in half and full duplex mode with
different SNR (NEO) and fading parameters values (K, K.,

- = Ana.FD K=h‘e=0, u:,ue=1 0 Sim = = Ana.FD K:ne=,u=ue=1 o Sim.
Ana. FD K=h‘e=3, u=,ue=1 Sim. Ana. FD K:ne=1, u:ue=3 Sim.
........ Ana. HD H=Ke=0‘ u=#e=1 O Sim, === Ana. HD [Q:ﬁe: “=“e=1 O Sim.
Ana. HD n:ne=3, u=pe=1 Sim. Ana. HD K:ne=1, u:ue=3 Sim.

09

o
=
T

o
~
T

=3
=
T

o=
o
T

B
S glf-d--0--m-5
==~ -z =g - g

Total SOP

o
~
T

021

01r 1

0 5 10 15 20 25 30 35 40

SNR: £ dB

0N

Fig. 3 Total SOP of NOMA system with Full/Half Duplex AF relaying
versus different SNR values: ap = 3, = 0.8, R;; = 1 BPCU, Ry, = 0.5
BPCU, § =0dB

and U.). From the figures, it can be seen that the secrey
outage decreases as the SNR becomes high. We also note
that FD-based NOMA system achieves superior secrecy at
low-medium SNR. Otherwise, the HD mode performs bet-
ter at high SNR, which can be explained by the effect of
self-interference at the FD relay that increases as the noise
increases. In addition, different combinations of the fading
parameters for the legitimate K, and eavesdropper chan-
nels x,, U are considered. The results show that the increase
in fading parameters at both legitimate x, and eavesdrop-
per node k., Ul causes the reduction in the secrecy outage
probability. It can be seen that when channels suffer from
severe multipath fading modeled by Rayleigh fading (k =
K. = 0,u = U, = 1) the worse the system secrecy becomes.
Moreover, we can observe that when the light-of-sight (LoS)
become stronger (kK = K, = 3), the system secrecy gets ame-
liorated and grows significantly faster with the increase in
the number of multipath clusters (14 = i, = 3). We note that
the exact analytical results match precisely with the simu-
lations, which demonstrates the correctness of our analysis.
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Fig. 4 The SOP of AF/DF NOMA system with Full/Half Duplex
relaying versus different eavesdropper SNR values: o, = 3, = 0.8,
Rs1 = 1 BPCU, Ry» = 0.5 BPCU, N% =25dB.

Figure 4 illustrates the effect of the eavesdropper SNR
on the SOP of FD/HD AF/DF NOMA system where differ-
ent combinations of the fading parameters of the eavesdrop-
per channel kK, = 4, = 1 and x, = U, = 3 were considered.
It can be seen that the NOMA system secrecy is deteriorated
as the eavesdropper SNR increases. We also notice that with
the increase of the fading parameters of the eavesdropper
channel, the HD relaying performs better for low eavesdrop-
per SNR (<= 3dB), otherwise, the FD relay grants better
secrecy and more secrecy is achieved when using AF proto-
col.

Figures 5 and 6 depict the effect of NOMA users secrecy
rate R;; and Ry, on the behaviours of the SOP of user U; and
U, for different fading parameters where x = k, € {0, 1,2}
and p =, € {1,2}. It is observed that the secrecy perfor-
mance at each user decreases as the data rate increases. In
other words, better secrecy is achieved when low secrecy
rate are attributed to both strong and weak NOMA users. It
is also noted that the FD relay offer better secrecy than HD
relay for weak user U, and also for strong user U; when high
data rates are used. The effect of fading is also demonstrated

——Ana FDDF k= =0 p=p =t & Sm FDDF — — Ana.FDAF k=k=0p=p=! 0 Sim.FDAF
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Fig. 5 The SOP of AF/DF NOMA system with Full/Half Duplex re-
laying versus different secrecy data rate values: ap = 3, =0.8, N% =20

dB and N% =0dB.

in these figures, we can notice a remarkable improvement
on the secrecy of the strong NOMA user when the fading
parameters increase. Obviously, it can be seen that the se-
crecy performance of the weak user degrades when the fad-
ing severity decreases and the data rate exceeds > 0.7 and
> 1.4 for HD and FD relaying, respectively.

Figure 7 illustrates the total secrecy outage of the NOMA
system as a function of the average SNR for different se-
crecy data rates. As, it was shown in Fig. 5 and Fig. 6, when
high secrecy data rates are used: Ry; =2 and Ry = 1, better
secrecy performance is obtained by the FD NOMA system.
Although, when we decrease the data rate for both NOMA
users, we note that HD relaying outperforms FD for high
SNR 5 > 15.

Figure 8 investigates the behaviour of the SOP of FD/HD
AF protocol for both strong and weak NOMA users U; and
U, as a function of the attributed power coefficient for Uy;
a;. We can remark that the secrecy outage decreases as the
power coefficient increases for the strong user. Or, in the
concept of NOMA more power is granted to the weak user
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which clearly affects the secrecy of the strong user and grants
more secrecy for the weak user. It is also shown that FD
relaying grants better secrecy than HD for weak NOMA
user. Alternatively, increasing fading parameters improves
the secrecy of the strong user, otherwise, for the weak user
high fading parameters affects better the secrecy when high
power coefficient is affect to the strong user.

Figure 9 shows the performance of the SOP of both U,
and U, using FD DF protocol as a function of the power
attributed to the strong user at the relay; ;. We can note
that with increasing power coefficient values of U; at the
source ¢, the secrecy gets ameliorated for the strong user
and significantly detiorated for the weak user. It is also ob-
served that the SOP of U; and U, gets increased as the power
coeffecient at the the relay f; increases, approximatly for
B1 >= 0.1 for U and B; >~ o for U,. We can also remark
that the increase of fading parameters improves the secrecy

of the strong user and slightly deteriorate the secrcey of the
weak user.
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Fig. 8 The SOP of AF NOMA system with Full/Half Duplex relaying
versus different allocaed power values: R;; = 1, Rpp = 0.5, N% =25
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Fig. 11 SOP of Full-Duplex AF/DF NOMA system relaying versus
different values of the self-interference parameter @ : oy = 3, = 0.8,
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Figure 10 details the performance of the SOP using HD
DF protocol with the same parameters as in Fig. 9. It is
clearly shown that the increase of the source power coef-
ficient of the strong user o ameliorates the secrecy of the
strong user and profoundly deteriorates the secrecy of the
weak user. It is also observed that the increase of the power
coefficients at the the relay B, slightly deteriorates the se-
crecy of U; and remarkably deteriorates the secrecy of Ua
when 8; >= a;. Furthermore, we note that the increase of
the fading coefficients slightly influences on the SOP of the
strong user but continue to reduce the secrecy of the weak
user.

From Figures 8, 9 and 10, we can notice the existence of
a secrecy gap between strong and weak users related to the
concept of NOMA which attributes low power coefficient to
the strong user.

Figure 11 investigates the effect the self-interference pa-
rameter @ on the secrecy outage probability. It clearly shows
that the increase of the self interference profoundly deteri-
orates the secrecy of the FD NOMA system. Besides, the
SOP decreases as the fading coefficients increase almost re-
markably when the self interference is low. As the value of
o increases, the DF relaying outperforms the AF relaying.
This is because in the AF relaying scheme, the received self-
interference noise is amplified and forwarded with the sig-
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Fig. 12 The SPSC of FD/HD AF NOMA system versus different SNR
values: oy = 3, = 0.8, N% =25dB, - = -5dB.

nal. We also note that the increase in multipath clusters i, L,
grants more secrecy than the increase in the light of sight
components K, K,.

Figures 12 and 13 illustrate the strictly positive secrecy
capacity of both AF/DF NOMA systems using FD and HD
relaying for different values of fading and average SNR. We
can observe that the secrecy capacity of AF/DF NOMA sys-
tem increases with the increase of the average transmitted
SNR and fading parameters. We can also notice that, in this
case, the HD NOMA system allows more secrecy capacity
than the FD NOMA system.

Figures 14 and 15 show the effect of the eavesdropper
SNR on the SPSC of FD/HD AF and DF relaying with dif-
ferent power coefficients at the DF relay; B. It is observed
that the eavesdropper SNR increases, the secrecy capacity
diminishs. We also notice as the DF relay power coefficient
increases, its non-zero secrecy capacity increases. Thus, we
concluse that when the relay power coefficient 3, is superior
than the source power coefficient oy, the DF relaying barely
outperforms AF relaying using FD mode and low eaves-
dropper SNR NEL < 5 dB. Otherwise, AF relaying grants more
secrecy capacity.
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Fig. 13 The SOP of FD/HD DF NOMA system versus different SNR
values: o = B, = 0.8, NEO =25dB, & = —-5dB.

6 Conclusions

In this paper, we presented a physical layer security study of
Full-Duplex / Half-Duplex Amplify-and-Forward / Decode-
and-Forward relaying based NOMA system over k — U fad-
ing channels. The secrecy outage probability and the strictly
positive secrecy capacity were derived for both strong and
weak NOMA users with simple mathematically tractable
closed-form expressions. From the obtained results, we in-
fer that fading can ameliorate the secrecy of NOMA sys-
tem when the eavesdropper SNR is low and the increase in
multipath clusters has more positive secrecy impact than the
increase in the light-of-sight components. Otherwise, when
the eavesdropper SNR is high, having high fading detrio-
rates more the secrecy performance. Moreover, we deduce
that FD relaying gives more secrecy to the weak user, un-
like HD relaying which gears more secrecy to the strong
user. We also note that there is a huge security gap between
NOMA users and this is mainly due to the power sharing
concept linked to NOMA which results in a security unfair-
ness between the weak and the strong NOMA users. Finally,
we note on one hand that AF relaying grants more secrecy
for high average and eavesdropper SNR scenerios and on
the other hand, the DF relaying performs better in the FD
scenario when the self-interference is high.
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A Proof of Equation (33)

In FD mode, We remind that { = 1. Therefore, the CDF of ¥5” can be
expressed as
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Fig. 15 The SPSC of HD AF/DF NOMA system versus different val-
ues of the eavesdropper SNR: o, = 0.8, N% =25dB.

Through the definition of the Marcum Q function in Eq 4.47 [39],
Fyeo (x) will be written as

nn+,u 1 (1+K)

Ze Ts.r %)

(T+ )M\ m 1 (+xu
Tk ) @/0 (1+y) exp(*(yTRJFTRX))’)dy

Fyu) —1——Zexp (K,u,

(61

Using the defintion of the power series expansion in Eq(1.111) and
Eq(3.381.4) [40] to solve the integral, Eq(61) can be solved as in Eq(33).

B Proof of Equation (34)

Using Eq(33) and Eq(3) in Eq(32), CDIFD‘A can be expressed as

(rep)"

00 l 00
PFPA _ / i .
! JO YRR =0 (=xw)

s AT (XA 4 0 ) exp(—As g (XA x+ 6)4))

A AZ0 (m—p)(5h +AsR(XTP At 6]P4))r1
A%“E o xr+[1371 G
X ————exp(—Apgx ——“ dx
exp(UeK,) ( )Z(’)r!l"(r+/.te)
(62)
where k., 11, are the fading coefficient at the eavedropper, Ag g = %

and G, = u 72“"“) Using Eq(1.111) [40], Eq(62) can be rewritten as
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Where Bl =AgrEe +AsrX s D1 = TRrAsgXFDA + XFDA -

Using Eq(2.3.6.9) in [42], we can solve Eq(63) integral as in Eq(34).

C Proof of Equation (36)
From Eq(31), 6172F DA can be expressed as
7% = [ (1= Fy (P4 0[P i (1) (64)

Using the series expansion of the marcum Q function in Eq(4.47) [38]
FD.A

and the definition of the power series in Eq(1.111) [41], P, can be
expressed as
(1 +K )He;rl
q>£"D,A _ ﬂelfle e - exp(fAR?lelFD)
Ke * exp(HeKe) Vi £
- (ku) "R AR (Y
exp(—Kp) — Ty (YT
n;o n! mz::o p;() pl(m—p)!
A € — 4 1 €
/ Mo exp(—B5Px) Iy, -1 (21, wx)dx
0 TR.E
(65)

where BS? = Ag p +Ap 1P and Ay = UK Lett= /&, dx =2tdt.

By using Eq.2.15.5.4 [43] , we can rewrite last equation integral as

o0 1 .
/ 2027 Fe exp(—BEP) 1 (24t Mr)dt
0 WRE
He—1
S e = RO R (60
WRE He

G
1F (P+I~le7.ue, Ti))
By

where | F] is the Gauss hypergeometric function, as defined by Eq(9.100)
in [43].
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