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ABSTRACT Increasing concerns regarding wireless systems’ security are leading researchers to exploit
the physical properties of a medium while designing any secured wireless network. The secrecy performance
of a mixed radio frequency-free space optical (RF-FSO) system with a variable gain relaying scheme
is investigated in this paper under the attempt of wiretapping by an eavesdropper. We assume that the
eavesdropper can intrude the target data from the RF link only. Both the RF links (main and eavesdropper)
undergo the oo — p fading statistics and the FSO link experiences the exponentiated Weibull fading statistics.
Exploiting the amplify-and-forward (AF) relaying scheme while considering two detection techniques
(i.e. heterodyne detection and intensity modulation/direct detection) with pointing error impairments, the
mathematical formulations of the unified probability density function and cumulative distribution function
are performed for the equivalent signal-to-noise ratio of the considered dual-hop RF-FSO link. Closed-form
analytical expressions for average secrecy capacity, secrecy outage probability, and the probability of non-
zero secrecy capacity are derived in terms of Meijer’s G and Fox’s H functions to quantify the system
performance. Capitalizing on these expressions, the secrecy performance is further analyzed for various
channel parameters of RF links, aperture sizes of the receiver, pointing errors, and atmospheric turbulence
severity. The results reveal that aperture averaging can improve the secrecy performance remarkably by
suppressing the effects of turbulence. Monte Carlo simulations are provided to justify the accuracy of the
proposed model.

INDEX TERMS «-p fading, exponentiated Weibull fading, variable gain relay, physical layer security,
average secrecy capacity, secrecy outage probability, probability of non-zero secrecy capacity.

I. INTRODUCTION system. Due to their efforts, the mankind is enjoying the
A. BACKGROUND benefits of 4G communication systems with 5G systems

o . around the edge and already research has also begun towards
Communication is one of the most important funda}me'ntal the next generation / 6G communication systems. The main
elements for the survival of any human or organization. feature of the upcoming generation is the high-speed data-
Researchers around the world have realized this truth and are transfer to the users with maximum security. Free space

working very hard to install a state-of-the-art communication
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optical (FSO) communication is a suitable candidate for this
due of its very high bandwidth, higher data rate, and stur-
diness to electromagnetic interference [1]. These excellent
qualities of FSO system have emerged as a well-qualified
solution to the “last mile access” problem. Although FSO
has some nonpareil qualities, its’ sensitivity to atmospheric
turbulence and unfavorable weather conditions degrades the
performance and tends to reduce the data rate of this system.

B. RELATED WORKS

In recent times, significant research has been done to measure
the performance of FSO communication system [1]-[13].
A survey was conducted in [1] on FSO systems with some
inventive concepts such as adaptive transmission and cooper-
ative communication diversity which deduced that FSO can
be complementary to radio frequency (RF) technology. But,
as mentioned earlier, there are some adverse effects that tends
to minimize the performance of such system. Hence, authors
in [2] presented some ways to deal with these malign issues.
Spatial diversity can be one of these ways that was applied
in [3], [4] to measure the average bit error rate (ABER)
of exponentiated Weibull (EW) fading model. Another way
to reduce the effect of atmospheric turbulence (AT) is the
employment of cooperative (relay assisted) network that can
significantly upgrade the performance of the FSO system
by using single [5] or multiple [6] relays. This upgraded
system not only can be used for general purposes but also
for businesses or military applications [7].

Although, multihop communication using multiple relays
presents a solution to the long distance communication prob-
lem via FSO network, the immoderate expenditure of this
network makes it less feasible for practical applications.
As a result, researchers started exploring some other means
of long distance communications with high data rates and
came up with a brilliant idea of mixed RF-FSO network
that has been investigated thoroughly in [14]-[30]. In a RF-
FSO network, the long distance communication takes place
via the RF channel whereas the first / last mile access is
provided via the FSO communication system [14]. Perfor-
mance evaluation of the RF-FSO network adopting Gamma-
Gamma (GG) fading model for the FSO link with various
RF fading models (both multipath and generalized) have
been presented in [15]-[19] where the effects of AT, pointing
error (PE), and aperture size have been investigated. The
advantages of having multiple antennas at the relay was also
displayed in [15]. The deteriorating impact of PE and AT on
generalized Gamma and Malaga fadings for FSO channels
was analyzed in [20] and [21], respectively. Here, GG and
Malaga fadings for FSO channel offers a good match with the
experimental and simulation data for weak or strong AT. On
the other hand, EW fading model shows a very tight match
with both simulation and experimental data for all (weak-
to-strong) turbulence conditions considering a large sized
aperture in the system [6]. Because of this reason, most of the
researchers have opted EW over other FSO turbulent models
[22]-[26] among which the authors of [22]-[24] analyzed the
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impact of AT on this fading model and the impact of both AT
and PE was evaluated in [25], [26]. The design and evaluation
of cognitive radio RF-FSO network employing EW model
was also shown in [27]. In [28], the performance of a RF-
FSO network was compared with the RF-RF network, where
RF-RF link exhibited slightly better performance than RF-
FSO link that can be compensated by the very high data
rate of the RF-FSO link. This advantage of RF-FSO network
in both commercial and military communications was also
confirmed by the Air Force Research Laboratory, USA [29].

In today’s era, security is the most important requirement
in wireless communication, especially in case of personal and
military information. Hence, the RF-FSO communication
systems must be secure from any eavesdropping along with
it’s high speed data transfer rate that has been analyzed in
[31]-[36]. The secrecy outage probability (SOP) considering
multiple antennas at both relay and eavesdropper, imperfect
channel state information (CSI) at the RF channel, and mis-
alignment at the GG FSO link is evaluated in [31]. Similar
analysis was again performed over the same FSO link in [32]
considering a simultaneous wireless information and power
transfer (SWIPT) system. The impact of imperfect CSI and
different relaying schemes was analyzed over the RF-FSO
system with Mélaga fading at the FSO link in [33], [34]. A
trade-off analysis between security and reliability was also
addressed in [36] considering multiuser scheduling over a
Nakagami-m-GG RF-FSO model.

C. MOTIVATION AND CONTRIBUTIONS
In most of the aforementioned works, researchers have
worked with GG and Mailaga fading model as they can
represent both weak or strong AT appropriately. But in case
of aperture averaging reception, both these models fail to
capture the exact practical scenario [37], [38]. This problem
has been solved by introducing the EW fading model that can
perfectly represent the aperture averaging at all (weak, mod-
erate, and strong) AT conditions and this benefit of EW model
has raised it’s reputation among the researchers. Although
some generic performance of EW has been analyzed for RF-
FSO network in recent years, the security issues of this model
have not been explored yet. On the other hand, v — 4 fading
channel has some excellent qualities such as generality, flex-
ibility, and mathematical tractability. This channel can also
represent the non-linearity of the physical channel. All these
positive attributes of the a— s fading channel make it a proper
candidate to be utilized as RF link in the high speed RF-FSO
network. Hence, in this presented work, a secure mixed RF-
FSO single-input single-output (SISO) communication link
is modeled with generalized oo — p fading channel at the RF
hop and EW fading at the FSO hop. As the narrow and highly
directional beams of the FSO link make wiretapping very
difficult, the eavesdropper can only interfere with the secure
transmission of the RF link. The main contributions of this
proposed model are:
1) At first, we present a unified probability density func-
tion (PDF) for the EW fading channel including both
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detection techniques (i.e. HD and IM/DD) and pointing
errors. Utilizing the PDFs and cumulative distribution
function (CDF) of the respective signal-to-noise ratios
(SNRs of RF and FSO links), the PDF for end-to-end
SNR of dual-hop RF-FSO link is derived. To the best
of authors’ knowledge, the presented PDF is novel as
a mixed o — p and unified EW structure is missing in
the existing literature.

2) The secrecy performance of the proposed model is an-
alyzed by evaluating novel closed-form analytical ex-
pressions for average secrecy capacity (ASC) and SOP
by exploiting the Meijer’s G and Fox’s H functions.
Subsequently, we also present a mathematical formu-
lation of the probability of non-zero secrecy capacity
(PNSC) from the expression of SOP for a particular
case with zero target secrecy rate. Since, no security
networks over EW channel is modeled in the previous
works, the proposed model paves the way to analyze
the secrecy performance when aperture averaging is
considered.

3) The effect of strong-to-weak AT, pointing errors, and
different fading conditions on the security of the pro-
posed RF-FSO model is numerically analyzed and also
proven through the Monte-Carlo (MC) simulations. A
comparison between two detection techniques is also
presented that reveals the superiority of HD technique
over the IM/DD technique.

The rest of the paper is organized as follows. The proposed
system RF-FSO model and the PDFs and CDFs for every
individual link are presented in Section II. Section III demon-
strates the derivation of closed-form expressions for ASC,
SOP, and PNSC, by that order. Analytical and simulation
results are exemplified in Section IV. Finally, Section V
summarizes our work.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

FSO channel

Source (T) Destination (M)

9

Eavesdropper (E)

FIGURE 1: The mixed RF-FSO relaying system with source
(T), relay (R), destination (M), and eavesdropper (E).

A mixed RF-FSO framework is proposed in Fig. 1, where a
source, T, is transmitting a stream of secret and confidential
information to the target user, M, through an intermediate
relay, R, under the eavesdropper’s, E, attempt to wiretap

the RF link. Here, R is equipped with a single receive
antenna and a single transmit photo-aperture, 7' and E are
both furnished with a single antenna, and M houses a single
receive photo-aperture. We assume that there is no direct
communication link between 7" and M. Overall transmission
takes place in two hops. Initially, 7" transmits information to
R viathe RF, T— R, link, R then converts the data signal to an
optical signal, and finally R forwards the information to M.
The T'— R and T' — FE links experiences a-p fading whereas
R — M link follows EW fading scenario with pointing error
impairments.

The direct channel gain between 7" and R is defined as gy,
€ C"*! and that between 7" and E is defined as h; . € C'*".
We denote z ~ N(0, Pr) as the transmitted signal from 7,
where [NV denotes a complex Gaussian distribution and Pr is
the transmit power. Therefore, the received signals at R and
E can be written as

YR = Gt,r 2 + 4R, (D
YE = hie 2 + qE, (@)

where qr ~ /\7(0, Ng)and qg ~ J\~f(0, Ng) are the imposed
noises at R and E, respectively, considering N and Ng as
the corresponding noise powers. Here, after receiving yr, R
converts it to optical form and then re-transmits to M via
R — M link with a transmit power of Pg. Therefore, received
signal at M is given by

ym = hrm yr + qur
== hr,m (gt,r z+ qR) + am
= Jrm 2 + W, 3

where h,. ., is channel gain of the link between R and M,
War = By QR + G0t Qur ~ ./\7(07 Nur), Ny is the optical
noise power at M, and j,,, = Ry mger. We can relate the
electrical (P,) and optical (P,) powers utilizing an electrical-
to-optical conversion ratio (i) where P, = p P,.

A. PDF AND CDF OF SNR FOR THE T — R LINK

The instantaneous SNR of the RF main channel can be
denoted as v, = I%T? lg¢.+||%. We assume +,, follows o — p
distribution that can perfectly illustrate each phenomena due
to the non-linearity of the propagation environment and clus-
ters of multipath waves in terms of two setting parameters: o
and p. The PDF of v, is expressed as [39, Eq. (1)]

fm (7) = Al 67A2 e 'ydmﬂm *1, (4)

where A; = %’ Ay = fm ¥, 0, Gy = o,
o > 0 is the non-linearity parameter of the propagation
environment, (,,, > 0 is the number of multipath clusters,
Y.m stands for the average SNR of the T'— R link with respect
to which we have plotted multiple graphs in this work, and
I'(4r,) designates incomplete Gamma function.

Another most important attribute of a- fading distribu-
tion which drives the authors to deal with this particular
model is that many classical small-scale RF channels can
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be obtained as special cases by exploiting different combi-
nations of o, and u,, as summarized in TABLE 1. Even
some large scale and composite fading models can be unified
utilizing the proposed RF model [8], [39].

TABLE 1: Special cases of a-u fading channel [39], [40].

Fading Distributions «
Rayleigh
Gamma

Nakagami-m
Weibull

Exponential

3

— W N = N
s (F

The CDF of #,, is defined as F, = fo Fn (v
Utilizing (4) and exploiting [41, Eq. (3 381 8, 8.352.6, and
8.339.1)], the CDF is expressed as

Fo(y) =1— Age427"

#m*l 1 A2

yom, )
where A=

B. PDF AND CDF OF THE SNR FOR THE
EXPONENTIATED WEIBULL CHANNEL

We consider the FSO link undergoes unified EW turbulence.
Considering pointing error, atmospheric path loss, and atmo-
spheric turbulence as hy,, h;, and h,, respectively, the channel
gain of the FSO link h,.,, can be defined as

hr,m = hlhahp- (6)

Here, h, and h, are random terms and h; is a deterministic
term. Without any loss of generality, we assume h; = 1. In
the following subsections, we derive the expression of the
unified EW distribution with pointing error impairments.

1) Atmospheric Turbulence Model
The PDF of h,, is given as [42, Eq. (2)]

= S (1) e (1)
« {1 ~ eap [ (:)5] }%_1, ™

where 79 is a scale parameter, and «, and [y are shape

parameters. The values of these parameters depend on the

scintillation index (SI) o2, which is defined as o7 =

E[h2]/E?[h,] — 1 [43]. The mathematical definitions of these
parameters are [44, Eq. (5)]
7.2207"
2/‘2 : (82)
T T[2.4870°/° — 0.104)
By ~1.012]cr,07]~(13/25) 40,142, (8b)
1
= 8
T = T 1B A (o, o) (®
c- (—1)7T(ex)
N, Bo) = . : - . 8d
(008 =2 T, —pr e O

J=0

Note the infinite series in A(«yg, o) converges quickly within
just few terms of 7 (10 or less numbers of terms) and hence
the numerical values of A(«ayg, 8o) are computed very easily.
It can be pointed that for o, = 1, eq. (7) takes the form of
Weibull fading channel. Likewise, for o = 1 and 3y = 2, we
obtain Rayleigh fading distribution and negative exponential
distribution is obtained for ag = [y = 1.

2) Aperture Averaging

If the irradiance correlation width is greater than the re-
ceiving aperture of the communication system, the aperture
behaves as a ’point aperture’. With the increase in aperture
size beyond the correlation width of the irradiance fluctua-
tion, several correlation patches are observed at the receiver
and the SI level begins decreasing, which is well-known as
aperture averaging. This aperture averaging is widely used
in detection system for reducing scintillation and increasing
mean SNR [45]. The SI due to variation in aperture size
for three optical models (i.e. Gaussian, plane, and spherical
beams) are discussed below.

Gaussian Beam: According to [45], U%G(D) for a Gaussian
beam propagating through a Gaussian lens (i.e. a thin lens
and Gaussian limiting aperture) can be expressed as

Ji,G(D) = exp [lenx,G(D) + Ul2n y,G(D)] - 17 (9)

where o7, , (D) and of,, (D) are the large-scale and
small-scale log-irradiance flux variances that are calculated
as

2
s—i 2
049 (352 ) o3

12 12
[0.56(1+A1)o; +04m0, +1}

012n x,G(D) =

)

ol

12 8
0.5103/ (0.690, +1)
012ny,G’(D) = 12 12 )
{{1.2 (ji;) ’ +0.8351§f:| /(s+%1)} +1

where s = 4/d*> = 16L/ (kD?) = 8/\L/ (mD?), Rytov

variance of beam wave o2 32386 5%

X COS {gtan’ (%)} - %%f},ﬁ =
6

%1)( §A1+éA?)7]’A1 1-|-L1 A =
and s = ]35}2 Here, L is the distance between in-
put plane (transmltter) and the Gaussian lens, Lo is the
distance between the Gaussian lens and the output plane
(photodetector), propagation length L. = Ly + Ly, k =
27” is the wave number, A\ is the wave length, 512% =
1.23C2 k7/6 LY/6 W, is the beam radius, and F; denotes
the phase front radius of curvature at the front plane of the
lens. In this particular case the coherence radius is given
by po = {8/ [3 (a1 +0.6251/6)V*/° (146 C2 k2 1) */°
where a; = (1—A%3)/(1—A) when A > 0 and

= (L+|AP3)/(1—A)when A < 0, A = 1+ L/F,

(2-Ky)/ [63 (s+

1_A1’
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A = —L/F, and 5 = 2L/(kW?). Here, F and W denote
the receiver plane phase front radius of curvature and beam
radius.

Plain Beam: We obtain 7 (D) considering the plane beam
in the absence of inner scale and outer scale effects as [45]

U%,P(D) = exp [Ulznx,P(D) +0-12ny,P(D)} - 17 (10)
where large-scale and small-scale log-irradiance flux vari-

ances are calculated as

4962
Tina,p(D) = 0890k —s, (D)
’ 12/5 2 /
(111857 + 0.6552 4 1)

~5/6

. 0.5163 (0690, +1)

o2 p(D) = . (12
e 0.6252012/5 4 0.952 1

where s* = 27D?/(4\L) and &% is the Rytov variance
of plane beam. The coherent radius is given by py =
(1.46 C2 k2 L)=3/5.

Spherical Beam: o7 (D) for spherical beam can be ex-
pressed as [45]

O—%S(D) = €xp [JIQn:L’,S(D) + Ufny,S(D)] - 17 (13)

where large-scale and small-scale log-irradiance flux vari-
ances are calculated as

2
Ot z,5(D) = e . (14
Inz,S 12/5 9 7/6
(0.56 812/5 + 0.18 2 + 1)
—5/6
0.512 (0.69 12/5 4+ 1
T y,5(D) = ( ) (15)

0.62312/5s2 + 0952 +1 '

where 32 = 0.416% is the Rytov variance of spherical wave
and s? = 27 D?/ (4\L). In this case, the coherence radius is
given by p, = (0.55 C? k2 L)=3/5.

3) Pointing Error Model

If the jitter pointing errors are taken into account, the PDF of
h,, can be given as [26, Eq. (11)]

fp(h) = Aoez 0~ (16)
where A, is the fraction of the collected optical power con-
sidering the fact that there is no distance between optical spot
center and the detector center, and the equivalent beamwidth
is represented by w.,,. Moreover, A, = [erf (u)]2 and
w2, = wiymerf (v )/ (2ve=)?, where v = \/7/20a/w.
is the ratio between aperture radius and beam-width when
the distance is z, a = D/2 is one half of the receiver
aperture size, w, represents the beam waist at distance z, and
erf(.) describes the error function. Further, ¢, = w., /(205)
is the ratio of the equivalent beamwidth and jitter standard
deviation, where o, denotes jitter standard deviation. In
subsequent subsections, we combine atmospheric turbulence
with pointing error to generate the novel composite EW PDF.

4) Composite Atmospheric Turbulence and Pointing Error
Model

The PDF of composite fading h,. ,,, can be determined as [26,
Eq. (13)]

fron) = [ Sn Blba) o, ()dha 17)
where fyn, (hlha) = 75 fn, (70 ) Substituting (7) and
(16) into (17) and using Newton’s generalized binomial theo-

rem (1+2)7 = Y72 et 27 [41, Eq. (1.110)], £ (h)
is expressed as

aoﬁo 2_q ]F ao
fr,m h) = hee
) = oy Z e J)
oo Bo—e?—1 I Bo
X / ha® " Texp | —(14 ) () dhg. (18)
T fho

Now, by performing random variable transformation, y =
—B,1n ﬁzhu eq. (18) takes the form as
(noA hl ﬁo

o—1 ao
Z 'F ao _]
& (1+j)h’8" y <€2 ) ]
X exp |———¢eY— | 2 -1 dy. (19
/0 p{ (oA~ \p, ~ )y 09
Utilizing [41, Eq. (3.331.2)], eq. (19) is obtained as

fram(h) = G

ape2heo—l & (1+ j)hPe
Jrm(B) = === 3 o(G)T (1/1, ) :
(nvohl) °j=0 (ﬁvohz)ﬂo
(20)
N (1T e
where 0(5) = Sr Sarn A ¥ = L F(a v) =

[X et~ dt is the upper incomplete gamma function
which is defined as [41, Eq. (8.350.2)] , and h; is assumed to
be unity. Utilizing [46, Eq. (8.4.16.2)], eq. (20) is expressed

as
1
0,9 |’

@D

fon() = Qe S (1+j)h’
’ (noAo)Pe

2 Lind e
(M0Ao)™ 520

where Ggg[] is Meijer’s G function.

5) PDF of SNR with HD Technique

The PDF of instantaneous SNR for the FSO link utilizing HD
technique is derived as

Qo €5 ¢ €2 > 3
fo(v): o2 de % 129(])
Hh"o =0
2,0 B Y Po 1
X G1:2 (1 + )d ° (M) 07 1/) ’ (22)

where d = €2/ [(1+4 €2)n,|. For heterodyne detection
technique, the electrical SNR ppq = neEp[h]/N, =
neE[hy|E[hg]/No = 7,,, where 7, is the average SNR

5
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of HD technique and E[.] symbolizes the expectation op-
erator and E[h"] = [° A" fu(h)dh. Utilizing this equa-
tion, we obtain E[h,] = A,e2/(1 + €2) and E[h,] =
o] o Qo— w o+1

7]5(; Zw:O ( w 1)(_1) (770/(1 + w))ﬁ * .

Proof: See Appendix .

6) PDF of SNRs with IM/DD Technique
The PDF of instantaneous SNR for the FSO link using
IM/DD technique is derived as

2 2

folr) = —22%0 a0 431N ()

2

2 pim =0

ﬂ+jmm<

1
0,9

where the electrical SNR, win, = n?Ei[h]/N, =
e hplBE [hal /No - = T, (€5 + 2)€5/(e5 + 1)*/E[hg]
where 7,, represents the average SNR of IM/DD tech-
nique and E2[h,] = AZel (1—1—63)2 and E2[h,] =
Qo =) o— w o+2
A Yoo ("0 DD (o) (1+w) 1

Proof: See Appendix .

2,0
X G1,2

2
~
ol

Mim

1 o (23)

7) Unified EW Turbulence Model with Pointing Error

The unified PDF of EW distributed atmospheric turbulent
FSO link under both HD and IM/DD techniques is expressed
as

aoeg €2 ifl S -
fo(v) = 7{{2)(1 car ZQ(J)

Ty j=0

u+jmm(:)

T

Bo
r

1
0,9

where » = 1 and 2 denote the HD and IM/DD techniques,
respectively and g, denotes electrical SNR. Utilizing [46,
Eq. (2.24.2.2)], the unified CDF of instantaneous SNR is
derived as

2,0
X G1,2

] . (24

(0% 62 2 € >
Fa) = 2250 5 37 ()
Bo j=0

u+jm&(;)

C. PDF AND CDF OF SNR FORT — FE LINK

The instantaneous SNR of the 7" — F link can be denoted as
Yn=42 || At c||. Similar to (4), the PDF of v, is given as [39,
Eq. (D]

*‘ow

Bo
r

2,1
X G273

¥, 1
2 | @5
Oawa_Fz ‘| ( )

Faly) = & e 87" yfnpn =1 (26)

where a,, and pu, represents the non-linearity and number
of multi-path clusters of the 7' — F link respectively, & =

%, E = pn7, %, &, = %, and ¥,, stands for the
average SNR of the 7' — E link. Similar to (5), the CDF of

¥n, 18 expressed as

an

Fo(7) =1= & e 87" 4van, 27)

_1 ‘(/"U
where £4 = Y 0" " =2,

D. CDF OF SNR FOR DUAL-HOP RF-FSO LINK
The end-to-end instantaneous SNR of the variable gain relay-
ing RF-FSO channel is given as [47, Eq. (5)]

_ Yo Ym
Yo+ Ym +1
~ min{r ). e8)

The CDF of vp is expressed as [48]

YD

Fp (’YD) =1- Pr[min{'yoa')/m} > ’YD}
=Fo(v) + Fn(v) = Fo(7) Fin(v)- (29)

Substituting (5) and (25) into (29) and exploiting some basic
mathematical manipulations, the CDF of vp is expressed as

/’Lm,_l
Fp(v)=1- Z Ay e A2 A3Gm

=0

2 2 X

O € 2 ‘o
x (1= —"%d° ") o)
Bo pr” 3=0
B

S
(14 j)d* (7> 2 D (30)
Mo Oawa _E

. PERFORMANCE ANALYSIS

In this Section, we deduce the expressions of the performance
metrics (i.e. ASC, SOP, and PNSC) in terms of Meijer’s G
and Fox’s H functions. But if we consider different values of
non-linearity parameters (i.e. o, and «,,), the mathematical
derivations become intractable. Hence, we consider «,,, =
«,, in the later sub-sections for the ease of mathematical
calculations.

A. AVERAGE SECRECY CAPACITY

ASC is the average value of the instantaneous secrecy capac-
ity that is mathematically defined as [49, Eq. (15)]

<1
ASC= [ 7= Falaw) L= Fo ()] . BD)
o 1+
On substituting (27) and (30) into (31), ASC is derived as

ASC=7 — Jo + T3, (32)

where 71, J2, and J3 are derived as follows:

1) Derivation of 7;:
Jh can be written as

& 1 Qm, 1y
T = / Ay e= 427" 1% oy (33)
1 s 1+ 4 D YD

On utilizing Meijer’s G representations according to [46,
Eq. (8.4.2.5 and 8.4.3.1)], J; is expressed as
o)

o0
J = Ay / Y G(l):(l) [-AQ D"
0
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<Gl o

0
0 :l d’yD. (34)

Solving (34) with the aid of [46, Eq. (2.24.1.1)], we obtain
V2A,

=@
(27’1’)%
2 - .
242G, 26, | A2 A2, — )
X Gzaw2+2&m { 1| A2,0), A2, —jam) | 35)
where A(m,a) = {2, £55, ..., “EB=t)

2) Derivation of 7:
J is expressed as

0 Asés
o 1+

On utilizing Meijer’s G function representations according to
[46, Eq. (8.4.2.5 and 8.4.3.1)], J> is expressed as

am (Ag+E€2) i &
e T AT gy (36)

Jo =

o) + -~
J2=A454/ y g

0

am | — 0
x Gyt {(Az +&)75"| ] Gii {vD 0 ] &
which is solved, similar to (35), as
V2 AE
Jo = %
(2m) =5
% G2 ramam (AQ + 52)2 A(O‘ma S)
am,2+am 4 A(2a 0)7 A(amn S) ’
(38)
where S=—(j + v) .
3) Derivation of 7s:
Js is expressed as
& ./44 84 Xl *’Y&m(A2+£2> V-1
= —e D 1
s o L1+ 7D
B0 ¥, 1
x Gy [Xﬂﬁ 00— | Do (39)
¥ 7B,

2 e2 . . B 2
where &y =229 2% o(5), Mi=(j + v)am + = + 1,

-
T

Bo i
_(1+5)d? T e, .
and &5 =-—52-=. On utilizing Meijer’s G function represen-

tations accl:)}ding to [46, Eq. (8.4.2.5 and 8.4.3.1)], J5 is
expressed as
o]

Ts = Ay E4 X / Gy [(A2+52)7%’"

0

0 Bo ¥, 1
x Gy {w 0 ] G33 | Xy 0.0, dyp.
(40)
AsEs Xy [ _ _
j3=74~4 ! / x% 1G(1):(1) {(A2+52)3: 0 }
QA 0
1| 2|0 2,1 Bo_ ¥, 1
x G711 [mam 0 } Gy3 | Xowam™ 071/)7—;% dx.
41)

Note that, the integration operation in (41) includes three
Meijer’s G functions, which is mathematically difficult to
solve. To accomplish this task, we extend the Meijer’'s G
function to Fox’s H function according to [50, Eq. (6.2.8)]
and obtain

Asa Xy [ 21 _ -
T3 = 4027;1/0 x‘ym 1H&:? {(A2+52)x (0,1) }
| (0,1
< {x o ]
, Bo (1/%1)7(171)
X Ha [szam (0,1), (9,1), (=5, 1) ]da" @

We solve (42) utilizing [51, Eq. (2.3)] and further simplify
utilizing [39, Eq. (3)] as shown in (43).

B. SECRECY OUTAGE PROBABILITY

A perfect secrecy can only be achieved when the instanta-
neous secrecy capacity, Cs, is greater than a predefined target
secrecy rate, R, i.e. Ry < Cs. When C falls below R, an
outage occurs. The SOP of a mixed RF-FSO system in the
presence of an eavesdropper can be defined as [52, Eq. (14)]

SOP = Pr{Cs(vp,m) < Rs}
=Pr{yp <O(v, +1)-1}
:/ Fp (07 +0 1) fu(3) dva,  (44)
0

where © = 2% and R, > 0. Substituting (26) and (30) into
(44), the SOP is expressed as

SOP =1-K; + Ks, (45)

where I and Ko are derived as follows:

1) Derivation of C;:
IC1 is written as

oo
am an
’Cl :/ .A451 6_“'42 (©7+6-1) € €27
0

g _Aad (Ag + &) 5
3 = -

(0,1, (1,1),
(07 1)’ (% 1)) (_%7 1)

X

PPN (43)
(Ag + &) m~

‘(A2+52)5‘1",
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X (07 4+ © — 1)i0mAanpn=lg,, (46)
Exploiting [41, Eq. (1.111)], eq. (46) is simplified as

JGm ) i
Z As&E1 Ay F1 / “(AaeaT pnbntni=l gy
ny= =0
“47)
— j&m JGm—n1 QN1 _ —A2(®—1)‘5‘7"
where Fi= (6-1) 0", As=e ,

and A3=A,0%". Eq. (47) is
Eq. (3.381.10)] as

solved utilizing [41,

Tn AE AR

ICl = Z - (an/‘? + ny - 1) I
n1=0 (A3 + 52) T a@m Qup (6779
(48)
2) Derivation of K,
KCo is expressed as
Ky = /oo E AL X e~ A2 (©y+O-1)%m 6—527&"
0
X (@ry + @ — l)j&m—"_T’ya"/’Ln_l
¥, 1
x Gy | a0y +0 -1 2 | dv. (49
07 ¢7 _57(;
Utilizing the binomial theorem of [41, Eqgs. (1.110 and

1.111)], (49) is simplified to

Ko = Z Z Z Z/ E1 Ay Xy Ag Foynbinthi—1

na= Okl OTL3 Okg—O

& ’1
x em (A HETT Gl | Xy Fy o v 2 | dy,
' 0,%*5*‘;
(50)
G, + €2 N
where Fo=(— )Jam+6 o/ TN ( Jo n; /r >® 5 ( Zf )
and Fy=(—1)P/r+ns 6;/T ons ( "3 ) Now, on uti-
3 2

lizing Meijer’s G function representations according to [46,
Eq. (8.4.3.1)], K is expressed as

2= 223221/&ma&awwm1

n2=0k1=0n3=0 ko=0
0 ]

e {@43 T &)

X G%:é ngg "}/kz

¥, 1
&2 d~. 51
Ow’ilv (51)

Now, letting z=v%" in (51), we have

Z Z Z Z 51A4X1A5]:2

nag= Ok1—0n3 0k}2 0
o0
an;L7z+k1
—ntn L1 1,0
x/ . Gmk&+&)
0

kg

ngg T &m

)|

¥, 1
07%7% ]dl’. (52)

We solve (52) by utilizing [46, Eq. (2.24.1.1)] and obtain the
final result as expressed in (53).

2,1
x Gys

C. PROBABILITY OF NON-ZERO SECRECY CAPACITY
Cs must be positive to ensure a secure communication other-
wise, the transmitted data will be vulnerable to wiretapping.
In this respect, PNSC is a fundamental benchmark for se-
crecy analysis that can be expressed as [53]

PNSC = Pr(C, > 0)
=1 — SOP|5.o. (54)

Applying Rs; = 0 in (45), the PNSC is derived as shown in
(55).

D. GENERALITY OF ASC, SOP, AND PNSC
EXPRESSIONS

In order to design a perfectly secure RF-FSO framework, we
derive the expressions for secrecy performance metrics such
as ASC, SOP, & PNSC with respect to the fading param-
eters of both RF and FSO hops. Based on aforementioned
literature, to the best of the authors’ knowledge, our derived
expressions in (32), (45), & (55), respectively, are novel. For
a special case of o, = 1, the PDF of EW distribution reduces
to the PDF of Weibull distribution [54, Eq. (8)]. Furthermore,
the PDF of Weibull distribution can be reduced to the PDFs
of negative exponential and Rayleigh for cases when 8, = 1
& B, = 2, respectively, as mentioned in [54].

IV. NUMERICAL RESULTS

We utilize the expressions in (32), (45), and (55) to present
some numerical examples with figures for better understand-
ing of each system parameter (i.e. atmospheric turbulence,
fading, pointing errors, detection techniques, etc.) on the
secrecy performance. At the same time, in each figure, a set

2¢2 48,

Zam

+1) (k2) 2k1+2&mpn —&m

51 .A4 Xl .A5 ]:2 [07%% < 260
DI ()

(k2 1)"" (am_l)(A3 ) &m

n2=0k;=0n3=0 ky=0

(BaFy)* (amw
(A3 + Ep)ke ky ™

28 m ,0m k2
x G2am+k2,3am

E1tdanpn

A, ), Alka, 1 = BE2mt), G, 1) (53)
A(dm,O),A(dm7w)7A(dm7—%)
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2¢2 48,
2Bo

2k 428 m pn —&m
2am
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2 55
Al 0), Ad, ), A, —2) ©3)

of curve is corroborated with the results obtained from MC
simulations by generating 10 random samples in MATLAB.
Various atmospheric turbulence conditions are assumed on
the basis of Rytov variance. The weak, moderate, and strong
turbulence conditions are specified by 5% <1, 512% ~ 1, and
512% >> 1, respectively [55, Eq. (2)]. The values of «ag, Sy,
and 7o for weak-to-strong atmospheric turbulence conditions
are extracted from the best PDF fitting in [54], [56].

Figure 2 illustrates the ASC performance of the dual-hop
system as a function of p;,, with D = 3 mm, D = 13
mm, and D = 100 mm. In this figure we consider strong

(%, Boy No)=
(4.82,1.07, 0.47)

(A, Boy No)=
(39.11, 0.29, 0.005)

(Aos Boy No)=
(2.69, 0.43, 0.178)

0 D=3mm
© D=13mm
A D=100mm
—Simulation

Average Secrecy Capacity (Bits/sec/Hz)

0 10 20 30 40

Electrical SNR of FSO Channel (dB)
FIGURE 2: ASC versus ;,, for selected values of D under
strong turbulence condition, and IM/DD detection where
O, = Qp =6, by, = Uy, = 5,7, = 20dB, and 7,, = —20
dB.

50 60

atmospheric turbulence condition i.e. 6% = 19.2 for which
we assume a Gaussian beam of A = 780 nm propagating
along a 1500 m horizontal path with a RI structure constant
of 4.58 x 10~% m?/3 and py = 2.94 mm. It is noted from
the figure that ASC increases with the aperture averaging.
Similar to Figs 4 and 3, it can be safely concluded that
receiver with smaller aperture size (D = 3 mm) requires a
higher SNR to ensure higher level of security compared to the
aperture averaged receiver (D = 13 mm, 100 mm) since the
irradiance fluctuations over an aperture are always averaged
by an aperture averaged receiver that results in a lesser

scintillation [57]. Moreover, a perfect similarity between MC
and analytical results explore that expression of ASC in (32)
is accurate.

Figure 3 depicts SOP versus the average SNR of the FSO
link 7, demonstrating the effects of various aperture sizes
under moderate turbulence scenario for which we assume
A=780nm, L = 1,225 m, C2 = 2.1 x 10~'* m?/3, and the
corresponding 512% and pg are 1.35 and 9.27 mm, respectively.
We choose four aperture sizes i.e. D = 3, 25, 60, and 80 mm,

—=D=3mm

<-D=25mm
-+-D=60mm
-¢D=80mm

X Simulation (D=80mm)

(Ao, Boy No)=
(2.4, 0.95, 0.55)

Secrecy Outage Probability
S
%

10°

(%, Bo No)=
1. 15 7. 96 1.03)

-20 -15 -10 -5 0 5 10
Average SNR of FSO Channel (dB)
FIGURE 3: SOP versus 7,,, for selected values of D under
moderate turbulence condition, and IM/DD detection where
Q= Q= 6, Hm = Hn = 5, TYm = 20 dB, and Yn = —20
dB.

where D = 3 mm acts like a point receiver since D is smaller
than pg in this particular scenario. We can observe the SOP
performance enhances with increasing D that in turns helps
to minimize the transmit optical power. For example, a SOP
of 10~ is obtained at a SNR of 3 dB for D = 25 mm
whereas same SOP can be obtained at —5 dB and —10 dB
with D = 60 mm and D = 80 mm, respectively.

In Fig. 4, the SOP is plotted against ppq for spherical
beam, to inspect the effects of aperture size on SOP per-
formance under weak turbulence (6% 0.15). For this
analysis, we consider A 780 nm, L 1000 m, and
C? = 7.2+ 10~ '°m?/3 thereby corresponding py is obtained

9
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100

D=25mm, ¢, = 1.2
D=50mm, €, = 1.31
D=80mm, €, = 1.44

D=100mm, €, = 1.58

Simulation (D=100mm, €, = 1.58)

XXX

<

(%, Boy No)=
(3.49, 2.11, 0.78)

(9, Bor No)=
(2.79, 3.27, 0.87)

Secrecy Outage Probability
o

(%, Boy No)=
(2.15, 5.28, 0.95)

o
&

(9, Bor No)= K
(1.84,7.11, 0.99)
104
0 5 10 15 20 25 30 35

Electrical SNR of FSO Channel (dB)

FIGURE 4: SOP versus g for selected values of D under
weak turbulence condition while employing HD detection
technique in presence of pointing error with o, = o, = 3,
tm = pn, =1, Ry = 0.5,%,, = 25dB, and%,, = 0 dB.

as 35 mm. Four aperture sizes are considered (i.e. 25, 50,
80, and 100 mm). It is clearly observed from the figure that
the SOP performance improves considerably with an increase
in D that is also confirmed in [6]. It is also noted with an
increase in D), the diversity gain also increases. It is obvious,
since in the case when the lens aperture at M is greater than
the fading correlation length, the aperture averaging can be
treated similar to the spatial diversity [55]. In each curve,
it is also observed that the MC simulation exhibits a good
agreement with the analytical results that clearly justifies the
correctness of the derived result in (45).

The impacts of various turbulence severity on ASC, SOP,
and PNSC are demonstrated in Figs. 5, 8, and 6, respectively,
for a wide variety of aperture sizes (i.e. D = 3 mm,
D = 25mm and 100 mm). Although an increased D is
beneficial for security enhancement as noted in the previous
figures, Figs. 5, 8, and 6 clearly reveal that higher the severity
level of turbulence, lower the secrecy performance is. This
indicates stronger turbulence affects the SNR at M more
drastically rather than moderate and weak turbulence scenar-
ios. Moreover, in Fig. 6, our simulation results are identical
with the analytical results for 7,, = 0 dB that ensures the
preciseness of the derived PNSC expression in (55).

The ASC is depicted against 7,,, in Fig. 7 to observe and
demonstrate the impact of 7,, under moderate turbulence. It is
observed that ASC decreases with 7,,. This is expected as an
increase in 7,, makes S — E link stronger relative to the main
channel and so the ASC deteriorates. Same observations were
also made in [58] that confirms our results are correct.

Figures 8, and 9 describe the SOP performance against
electrical SNR of FSO link to demonstrate the impact of
the considered two detection techniques. It is noted that HD
technique leads to a better secure outage performance relative
to IM/DD technique. This is because the SNR is better at

10

(%, Boy No)=
45 (3.52, 2.15, 0.76) :
(U, By No)=
4 (1.84, 7.1, 0.99)
35 | (a, B o=

(4.82,1.07, 0.47)

(Ao, Boy No)=
(2.4, 0.95, 0.55)
(Ao, Boy No)=

(2.69, 0.43, 0.178)

0 D=3mm Weak

© D=3mm Moderate

A D=3mm Strong

* D=100mm Weak

O D=100mm Moderate
X D=100mm Strong
—Simulation

Average Secrecy Capacity (bits/sec/Hz)

05 &
0 10 20 30 40
Average SNR of RF Channel (dB)

FIGURE 5: ASC versus 7,,, for selected values of D under
different turbulence conditions, and IM/DD detection where
am = ap = 6, iy = pin = 5,7,, = 20dB, and 7,, = —20
dB.

(0, Bos No)=
(5.24,1.78, 0.62)
0.8

(05, By, No)=
(2.4,0.95, 0.55)

0.6

04

Yoz= 0dB

0.2

Probability of Non-zero Secrecy Capacity

B D=3mm Weak

¢ D=3mm Moderate
X D=3mm Strong
—Simulation

-5 0 5 10 15
Average SNR of RF Channel (dB)

FIGURE 6: PNSC versus 7,, for different turbulence con-
ditions of D = 3 mm, and IM/DD detection where «,, =
On =0, by, = 3, by = 2, and 7,, = 0 dB.

the receiver for the HD technique compared to the IM/DD
technique as testified in [49].

A number of existing classical scenarios obtained as spe-
cial cases of our proposed RF model are illustrated in Fig.
10. It is definitely observed that bsaed on the proposed
o — 1 channel at the RF path, we can easily obtain Rayleigh,
Gamma, Nakagami-m, Weibull, one sided Gaussian, Expo-
nential etc. distributions as special cases (TABLE 1) simply
via altering the values of the shape parameters (i.e. « and
). This generic nature of the proposed RF-FSO scenario
exhibits ample versatility over existing RF-FSO models that
clearly boasts about the novelty and superiority of the pro-
posed system.

In Figs. 11 and 12, the SOP and PNSC are plotted with
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4
O Y,=5dB
Y,=3dB
35 A Y,=0dB
X Y,=-5dB h
3 o Y,=-10dB
— Simulation

= hed
- o N )

Average Secrecy Capacity (bits/sec/Hz)

e
)

0 5 10 15 20 25 30
Average SNR of RF Channel (dB)
FIGURE 7: ASC versus 7,,, for selected values of 7,, under
moderate turbulence condition for the aperture size of D = 3
mm (o, = 2.4, B, = 0.95, and 1, = 0.55), and IM/DD

detection where av,, = o, = 3, py, = 2, u, = 1, and
Yo, = 20 dB.

100
i 0O Weak Turbulence

A Moderate Turbulence
—Simulation

[N =
Q o
0 kS

Secrecy Outage Probability

N
Q
%

104
0 10 20 30 40 50 60
Electrical SNR of FSO Channel (dB)

FIGURE 8: SOP versus p, for D = 25 mm under different
turbulence conditions, and pointing error (¢, = 1.251) with
Oy, = 0y = 3, fbyy, = i, = 1,7, =25 dB, and 7y, = 0 dB.

respect to 7y,,, and 7y, to analyze the impacts of vy, Qs fm»
and p,, with weak and moderate turbulent conditions, respec-
tively. If we consider that S — R and S — E links undergo
same amount of fading (i.e. o, = v, and p,,, = ) then the
SOP will decrease and PNSC will increase significantly with
the increased values of the fading parameters as described in
[59]. Although smaller values of «,,, and «,, represent severe
non-linearity whereas smaller values of y,, and ., indicates
a sparse clustering for both S — R and S — E links. The
S — R link parameters impose more significant impacts on the
secrecy performance rather than the S — F link parameters.
Figures 13, and 14 illustrate the SOP and PNSC perfor-
mances, respectively, as a function of electrical SNR of FSO
channel with a view to observing the impacts of o4 as well

100

Secrecy Outage Probability
3 3

N
o
&

- - D=50mm,Rs=0.5 Ss<
—D=50mm,Rs=0.9
O Simulation (D=50mm,Rs=0.9)

104
5 10 15 20 25
Electrical SNR of FSO Channel (dB)

FIGURE 9: SOP versus p, for D = 50 mm under weak
turbulence condition and pointing error (¢, = 1.31) with
O, = O = 3, fb, = U = 1,7, = 25dB, and7y,, = 0 dB.

100
3 !
Gaussian

7

Nakagami-m

N
54

Weibull

Secrecy Outage Probability
>

- O =0,=2, Hy=H, =1
- Uy =0,=1, H=Hy=4
- Uy =0,=2, [ =H,=3

X Simulation(a,,=a,,=2, ¥, =H,=3)

-10 -5 15

0 5 10
Average SNR of RF Channel(dB)

FIGURE 10: SOP versus 7,,, for selected values of a and p
of both the RF channels under moderate turbulence condition
for the aperture size of D = 25 mm (o, = 2.61, 5, = 1.37,
and 7, = 0.68), and IM/DD detection where 7,,, = 10 dB.

as the pointing errors. It is obvious from the figures that with
the increase of o, the outage performance deteriorates. This
occurs since an increase in o, signifies decrease in aperture
size with an increased pointing error. The authors in [60]
showed the same results that clearly justify our outcomes.

V. CONCLUSIONS

In this work, we examined the secrecy performance of a
hybrid RF-FSO system over a-i and unified EW mixed
fading system with AF based variable gain relaying scheme
under the attempt of an eavesdropper. Closed-form analytical
expressions for the ASC, SOP, and PNSC were derived in
terms of Meijer’s G and Fox’s H functions and MC sim-
ulations were performed to verify the derived expressions.
The impacts of fading, pointing error, detection techniques,

11

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

IEEE Access

10.1109/ACCESS.2021.3078610, IEEE Access

Author et al.: Preparation of Papers for EEE TRANSACTIONS and JOURNALS

10%s

10+

102

N
4
e

Secrecy Outage Probability

=l
- “m=pn=2
= Hm=H,=3
= Pn=h=4
= Un=Hn=5
X Simulation(y,,=u,=5)

N
4
%

N
<
&

N
Q
o

0 5 10 15 20 25 30 35
Average SNR of FSO Channel (dB)

FIGURE 11: SOP versus 7,,, for different values of u of
both the RF channels under weak turbulence condition for
the aperture size of D = 3 mm («, = 5.24, 5, = 1.78, and
1o = 0.62), and IM/DD detection where 7,, = 20 dB and
%,, = 0 dB.
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FIGURE 12: PNSC versus 7,, for different values of «
and 7,, of both the RF channels under moderate turbulence
condition for the aperture size of D = 100 mm (o, = 3.52,
B, = 2.15, and 1, = 0.76), and IM/DD detection where
Yo, = 20dB, pi, = 3, and 1, = 2 dB.

and other system parameters of both RF and FSO hops
were demonstrated and numerical results safely concluded
that increasing lens aperture of the receiver is beneficial
for secrecy capacity but as soon as the turbulence changes
from weak-to-stronger conditions, the secrecy performance
significantly deteriorates. Moreover, aperture averaging is
more convenient for enhancing security of the mixed RF-
FSO system in the case of HD technique than the IM/DD
technique. Furthermore, the proposed model offers enormous
versatility by exhibiting unification of secrecy performance
over some well-known classical models as its special sce-
narios. Authors’ next interest is to extend this work while
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mm (o, = 1.84, 5, = 7.11, and 1, = 0.99) and HD
detection with 7,, = 25 dB and 7,, = 0 dB.
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FIGURE 14: PNSC versus u;,, for different values of o,
under weak turbulence condition for the aperture size of
D = 100 mm (o, = 1.84, B, = 7.11, and 0, = 0.99)
and IM/DD detection with 7,, = 25 dB and 7,, = 0 dB.

modeling multi-hop networks and considering co-channel
interference at the RF link.

APPENDIX.
We can express E[h;)] as [17]
Efhy] = / ' f (p) . (56)

Substituting (16) into (56) and after some mathematical
manipulations, we obtain

Ao €2 )
E[h] = / Lo,

=—_0° AT (57)
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Similarly, substituting (7) into (56), E[h?] is expressed as

E[h") :/harfa(ha)dha
/ raoﬁ(,(ha)ﬁo—l (ha)ﬁo
= [ hy — | — exp [—| —
Mo Mo No

AR
X <1l —exp <a> dhyg.
Mo

(58)

Utilizing binomial theorem of [41, Eq. (1.110)], along with
some basic manipulations, we express

aoﬁo = Qp — 1
E(h;] = (e
s wgo w
00 h Bo
X / ha et texp —(1+w) <a> dhg. (39)
0 Mo
Utilizing [41, Eq. (3.383.10)], eq. (59) is obtained as
oo
0 o, —1 (-1
E[h;] = ( ° )r. (60)
ngo wz::o W { Ltw }ﬁoJr
7o
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