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ABSTRACT In this paper, we investigate a secure dual-hop radio frequency-free space optical (RF-FSO)

mixed variable gain relaying framework in the presence of a single eavesdropper. The RF and FSO links are

modeled with hyper Gamma (HG) and Gamma-Gamma (ŴŴ) fading channels, respectively. We assume that

the eavesdropper utilizes another HG fading channel to wiretap the transmitted confidential data from the RF

link. Our key concern is to defend this information against passive eavesdropping. We carry out the secrecy

measurements by deriving closed-form mathematical expressions of average secrecy capacity (ASC), secure

outage probability (SOP), and strictly positive secrecy capacity (SPSC), all in terms of Meijer’s G function.

Capitalizing on the derived expressions, we analyze the impacts of atmospheric turbulence and pointing

errors on the secrecy capacity and outage performance of the proposed scenario. For gaining more insights,

we also analyze the asymptotic outage behaviour for high signal-to-noise ratio. Two detection techniques i.e.

heterodyne (HD) and the intensity modulation with direct detection (IM/DD) are taken into consideration

and our results demonstrate that HD technique notably outperforms the IM/DD scheme. The supremacy

and novelty of the model is demonstrated via utilizing generic properties of the HG fading channel. Finally,

we provide a justification of the derived expressions via Monte-Carlo simulations.

INDEX TERMS Gamma-Gamma fading, eavesdropper, Hyper-Gamma fading, physical layer security,

pointing error, variable gain relay.

I. INTRODUCTION

A. BACKGROUND AND RELATED WORKS

Free space optical (FSO) communication is experiencing a

widespread concern as part of the next generation of wire-

less networks due to a large number of motives such as

high security, comparatively larger bandwidth, lesser physical

The associate editor coordinating the review of this manuscript and

approving it for publication was Jose Saldana .

effect relative to radio-wave or microwave in the human

body etc. Moreover, FSO environment offers a wide range of

license-free spectrum that makes this system cost effective.

Simultaneously, this technology also paves the way to solve

the spectrum scarcity problem, which is one of the major

concerns of the researchers in recent times.

Over the last few years, researchers have performed ample

amounts of work on the FSO system [1]–[10] whereas

first analysis of FSO communication was performed in [1]

VOLUME 8, 2020
This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 131273

https://orcid.org/0000-0003-0895-4450
https://orcid.org/0000-0003-2968-9561
https://orcid.org/0000-0002-8697-6666
https://orcid.org/0000-0001-8461-6547
https://orcid.org/0000-0001-8046-2376
https://orcid.org/0000-0002-6977-6363


N. A. Sarker et al.: Secrecy Performance Analysis of Mixed HG and ŴŴ Cooperative Relaying System

revealing that the spatial diversity can appreciably overcome

the turbulence-induced fading. Besides this technique, error

control coding was also considered as a good approach by

the authors of [2], [3] for correlated K distribution and

Gamma-Gamma (ŴŴ) turbulence models. A turbulent atmo-

sphere with multiple receive and transmit apertures was

modeled in [4] considering the presence of shot and back-

ground noises. The authors obtained an improvement in

ergodic capacity (EC) when the signal-to-background ratio

is low. The concept of series and parallel relaying sys-

tem in FSO communication was introduced in [5] deriving

the closed-form expression of outage probability (OP). The

authors in [6] used the concepts of maximal ratio combin-

ing (MRC) and selective combining (SC) techniques over

the FSO links and obtained the outage Shannon capacity to

examine the effect of the scintillation index (SI) and num-

ber of diversity branches. In [7], the authors investigated a

turbulence induced ŴŴ fading FSO channel with intensity

modulation and direct detection (IM/DD) technique using bit

error rate (BER) expressions. The authors in [8] assumed

a multiple-input multiple-output (MIMO) FSO system for

multiple transmitters and receivers with misalignment and

atmospheric fading. The expression of OP was demonstrated

to show that if both fading are absent, then the diversity gain

is directly proportional to the number of transmitters and

receivers. The EC was analyzed in [9] for a FSO link with

nonzero boresight pointing errors with IM/DD and hetero-

dyne detection (HD) techniques. The authors in [10] derived

the exact expressions of OP, EC, SI, average error rate (for

both M-ary and binary modulation), and also asymptotic

expression of EC to analyze the functioning of a Málaga

turbulent FSO network. Recently, FSO is found compatible

with other 5G paradigms such as advanced radio access

techniques [11], [12].

Despite having huge benefits, FSO link is remarkably

sensitive to pointing errors and atmospheric turbulence.

To overcome these problems, the concept of mixed radio

frequency (RF)-FSO system was introduced that inspired

a lot of researchers around the world to investigate the

behaviour of such mixed systems [13]–[33]. In a RF-FSO

framework, the critical long-distanced part is generally cov-

ered by RF channel whereas the short-distanced line-of-sight

(LoS) portion is covered with FSO link. The performance of

a Nakagami-m-double generalized Gamma (DGG) RF-FSO

communication link was considered in [13] based on both

closed-form and asymptotic expressions of OP. This net-

work was extended in [14] considering multiple amplify-

and-forward (AF) relays with partial relay selection (PRS)

protocol. For further extension, the impact of co-channel

interference (CCI) was included in a twoway relaying (TWR)

system in [15]. A multihop RF-FSO link with Rician-ŴŴ

distribution was also analyzed in terms on OP and ergodic

achievable rates in [16]. Another multihop system with

low altitude aerial platform (LAP) relaying technique was

designed in [17] for outage analysis. The authors in [18]

modeled a RF-FSO link with a single-input multiple-output

(SIMO) Nakagami-m RF link, and unified ŴŴ and general-

ized K FSO links. They used the expressions of symbol error

probability (SEP), OP, and EC to determine the effects of

number of RF links. A Rayleigh-ŴŴ fading communication

model was taken into account in [19]–[21] obtaining expres-

sions of average OP, BER, and EC whereas the authors of

[21] adopted a TWR scheme. The authors found that EC can

be almost doubled by using TWR scheme. A RF-FSO system

with multiple variable gain AF relays was employed in [23].

The authors considered a Rayleigh- Málaga turbulent fading

channel with pointing errors and derived the OP for PRS

scheme. In [24], the performance of η − µ-Málaga fading

framework was evaluated utilizing expressions of OP, BER,

and EC for both fixed and variable gain relaying schemes.

The authors proved that the diversity order depends on the

channel parameters, number of users, and pointing error of

the FSO link. The expressions of EC and OP were obtained

in [25]–[27] considering a Nakagami-m-Málaga turbulent

fading channel where in [27], the authors made an extension

with CCI to imply that the performance of the RF-FSO

system depends on the number and power of CCI. Diversity

and coding gain of a κ − µ/Inverse Gaussian fading (IG)

system was analyzed in [28] where the authors deduced

the EC and BER expressions for different binary modula-

tions. In [29], a RF-FSO scenario was modeled with mul-

tiple sources containing decode-and-forward (DF) relaying

scheme. The FSO hop was backed-up with a virtual MIMO

system that enhanced the system performance notably. The

authors in [30] modeled the optical channels with double

Weibull fading distribution employing PRS protocol for both

AF and DF relaying techniques. The system performance

was analyzed in terms of OP, EC, and SER for both HD

and IM/DD techniques. The authors in [31] presented a

DF protocol based RF-FSO system where Beaulieu-Xie fad-

ing was considered for RF path and Málaga turbulent fad-

ing with pointing errors was considered for FSO path. The

authors also provided asymptotic analysis of OP, BER, and

EC. An underlay cognitive RF-FSO system with multiple

relays adopting PRS strategy was designed by the authors in

[32]. In [33], a multiple-input single-output (MISO) RF-FSO

underlay cognitive system was shown to reduce the OP based

on a proposed power allocation model.

Recently, due to the vulnerability of wireless mediums to

eavesdropping, physical layer security (PLS) has become a

vital issue for the researchers as it can perfectly ensure a

secure communication making use of time varying nature

of wireless networks without utilization of any secrecy

key [34], [35]. A RF-FSO system also suffers from security

threat [36]–[45]. In recent times, a secure turbulent FSO link

was analyzed in [36] by deriving the expression of proba-

bility of strictly positive secrecy capacity (SPSC). In [37],

the authors evaluated the Málaga atmospheric turbulence

impacts on the secrecy performance with an IM/DD method

by determining the expressions of average secrecy capac-

ity (ASC), secrecy outage probability (SOP), and SPSC.

The authors in [38] performed the secrecy analysis of a
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Nakagami-m-ŴŴ fading RF-FSO model by determining the

expressions of lower bound of SOP and ASC in closed-form

while considering pointing error, and HD and IM/DD tech-

niques at the FSO receiver. The same channels were used

in [39] considering multiuser scenario and in [40] consid-

ering a simultaneous wireless information and power trans-

fer (SWIPT) system. A Nakagami-m-Málaga faded SWIPT

systemwas employed in [41]. The authors derived the expres-

sions of ASC and lower bound of SOP to examine the effect

of multiple antennas, energy harvesting, pointing error, and

detection techniques. Secrecy performance of a CCI affected

multiuser RF/FSO system was analyzed in [42] for a single

DF relay with opportunistic user scheduling based on the

expression of OP. The SOP with imperfect CSI and error

of misalignment was analyzed in [43]. The PLS employing

η − µ-Málaga fading channel was analyzed in [44] for both

fixed and variable gain relaying schemes. The authors derived

the expressions of SOP and average secrecy rate (ASR). The

authors in [45] analyzed a secure network over Rayleigh-

ŴŴ fading channels and derived the expressions of the lower

bound of SOP and SPSC.

B. MOTIVATION AND CONTRIBUTIONS

The aforementioned literature disclose that PLS contemplat-

ing generalized fading channels in the RF links are very

infrequent. Since the wireless channels vary frequently with

time, hence assuming generalized channels in the RF link will

provide more realistic secrecy analysis of wireless RF-FSO

systems rather than the existing RF multipath models. On the

other hand, ŴŴ fading model can also accurately make intel-

ligible outcomes amid intense atmospheric turbulence and

pointing error impairment circumstances. Inspired by these

conveniences of mixed RF-FSO networks with generalized

RF channels, we present a secure scenario over hyper Gamma

(HG)-ŴŴ mixed RF-FSO fading channel. We also assume an

eavesdropper can wiretap transmitted data utilizing RF links

only. In summary:

1) We first obtain the cumulative distribution func-

tion (CDF) and probability density function (PDF) of

dual-hop RF-FSO system using CDF and PDF of each

individual hop. These expressions of PDF and CDF are

novel compared to the existing works as HG fading is

not reported in the existing RF-FSO literature. Again,

some existing scenarios [38], [46] can also be achieved

as our special cases because investigation of HG distri-

bution unifies the performance evaluation of Rayleigh

and Nakagami-m distributions [47].

2) We analyze the secrecy characteristics utilizing pop-

ular secrecy metrics and deduce novel expressions

for ASC, SOP, and SPSC. Subsequently, we exploit

these expressions to derive the numerical results with

selected figures which are further verified via utilizing

Monte-Carlo simulations. Besides exact expression of

SOP, we also provide asymptotic expression of SOP for

obtaining better insights into the outage behaviour.

3) Although in [36]–[46] similar types of secure structures

are used, we demonstrate the supremacy of our analysis

over these existing works. Simultaneously, we also

prove with numerical and simulation results that [38]

and [46] can directly be obtained as our special cases.

4) As our suggested model ascertains security at the

physical layer, we exhibit all consequences regarding

impacts of each parameter of the system e.g. fading,

atmospheric turbulence, pointing error etc. We also

offer a comparative analysis between HD and IM/DD

detection methods and realize that HD outmatches the

IM/DD method within secrecy performance.

The rest of the parts are organized with following arrange-

ment. Section-II illustrates the proposed framework initiat-

ing formulation of mathematical model. Expression of the

performance parameters (ASC, SOP, and SPSC) are derived

in Section-III. Numerical results are explained in Section-IV.

Finally, a conclusion of the whole work is provided in

Section-V.

FIGURE 1. System model incorporating the source (S), relay (R),
eavesdropper (E), and destination (D).

II. SYSTEM MODEL AND PROBLEM FORMULATION

We assume a mixed RF-FSO relaying system in Fig. 1, where

the defined source, S (legitimate transmitter), and the desti-

nation, D, are connected with each other through a passable

intermediate relay, R. We consider AF-based variable gain

relaying system for our proposed framework. An eavesdrop-

per, E , is also introduced in this model that tries to overhear

the secret transmission between S and D. S has one trans-

mit antenna whereas the relay as well as the eavesdropper

have one receive antenna. For FSO communication, R has

one transmit aperture and D has one receive aperture. This

full communication process can be briefed into two parts of

transmission. In the first part, the confidential information

is sent from S to R through the radio-wave link, where E

tries to intercept that information through another similar

type of link. Both of the links experience independently and

identically distributed (i.i.d.) HG fading. The second part of
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the transmission is between R and D through FSO link which

experiences ŴŴ fading turbulence with pointing error. For

FSO transmission, R first converts the received RF signal into

optical form and then transmit to D via FSO link.

A. SNR OF EACH LINK

We denote the instantaneous signal-to-noise ratios (SNRs) of

S − R, R−D, and S − E links as γr , γf , and γe, respectively.

Mathematically, we express the SNRs as γr = φkr‖αr‖
2,

γf = φf ‖αf ‖
2, and γe = φke‖αe‖

2, where αr , αf , and αe are

the channel gains, and φkr , φf , and φke are the average SNRs

of the S − R, R − D, and S − E links, respectively. To find

out the received SNR of the combined RF-FSO channel,

the information of channel state with the approach of assisted

relaying is utilized in the intermediate relay. So, the SNR for

end-to-end system is given by [48, Eq. (5)]

γdn =
γrγf

γr + γf + 1
∼= min

{

γr , γf
}

. (1)

B. SECRECY CAPACITY

In order to maintain an uninterrupted secure transmission

between S and D through R, we must transmit at secrecy rate

(i.e. the rate at which the eavesdropper is unable to decrypt

the confidential message). Mathematically, secrecy capacity

is defined as [49, Eq. (3)]

Csc =

{

log2(1 + γdn) − log2(1 + γe), if γdn > γe

0, if γdn ≤ γe.
(2)

C. PDF AND CDF OF SNR FOR RF MAIN CHANNEL

Considering HG fading distribution in the link between S

and R, the PDF of this channel is expressed as [47, Eq. (3)]

fr (γr ) =

n
∑

kr=0

ζkr

Ŵ(Pkr )
A
Pkr γr

Pkr−1e−Aγr , (3)

whereA =
Pkr
φkr

. The parameters Pkr , ζkr , and φkr denote fad-

ing severity, accruing factor of kr-th fading situation among

n possible fading samples, and the average SNR of the main

RF channel, respectively. For a specific condition with 1 ≤

kr ≤ n, the limits of these parameters are given by Pkr ≥ 0.5,

φkr > 0, and 0 ≤ ζkr ≤ 1. The HG is a generic model

that unifies the performance of Rayleigh fading, Nakagami-

m fading, and one-sided Gaussian channels. Table 1 indicates

the special cases containing different multipath fadings [47].

As a result, a wide variety of channel conditions including

LOS / NLOS link, symmetric / asymmetric, stationary /

non-stationary etc. situations can be easily realized utilizing

this channel that proves this model to be a promising option

for the researchers. The CDF of γr is defined as

Fr (γr ) =

∫ γr

0

fr (y)dy. (4)

TABLE 1. Special cases of HG fading channel.

Substituting (3) into (4), utilizing [50, Eq. (3.351.1)] and

performing integration, (4) is derived as

Fr (γr ) = 1 −

n
∑

kr=0

Pkr−1
∑

v=0

ζkr

v!
A
ve−Aγr γ vr . (5)

D. PDF AND CDF OF SNR FOR FSO MAIN CHANNEL

Considering the FSO link experiences ŴŴ turbulence fad-

ing including pointing error, the PDF of γf is given as

[10, Eq. (10)]

ff (γf ) =
B1

γf
G
3,0
1,3

[

tab

(

γf

µs

)
1
s
∣

∣

∣

∣

ǫ2 + 1

ǫ2, a, b

]

, (6)

where B1 = ǫ2

sŴ(a)Ŵ(b)
, ǫ is known as the ratio between the

equivalent beam radius of the wave and standard deviation of

the pointing error displacement at the side of receiver [10], b

and a both are scintillation / fading parameters that are related

to the condition of atmospheric turbulence [51], s denotes the

type of detection at the side of receiver i.e. s = 1 indicates

HD technique and s = 2 indicates IM/DD method, t = ǫ2

ǫ2+1
,

Ŵ(.) symbolizes Gamma operator [50, Eq. (8.310)], µs is the

electrical SNR that is related to the average SNR of the FSO

link denoted as φf , µ1 = φf is defined for HD method

and µ2 =
φf abǫ

2(ǫ2+2)

(a+1)(b+1)(ǫ2+1)2
indicates for IM/DD technique.

The expression of Meijer’s G function [50, Eq. (9.301)] is

expressed as Gm,n
p,q

[

x

∣

∣

∣

∣

α1, . . . ., αp
β1, . . . ., βq

]

. The CDF for FSO link

is expressed as [51, Eq. (2)]

Ff (γf ) = B2G
3s,1
s+1,3s+1

[

B3

µs
γf

∣

∣

∣

∣

1, l1
l2, 0

]

, (7)

where B2 = ǫ2 sa+b−2

(2π)s−1Ŵ(a) Ŵ(b)
and B3 = tab

s2s
. The series l1 and

l2 can be described as

l1 = 1(s, ǫ2 + 1),

l2 = 1(s, ǫ2), 1(s, a), 1(s, b),

and the notation 1(L, c) that includes L terms, is defined as

1(L, c) =
c

L
,
c+ 1

L
, . . . . . . ,

c+ L − 1

L
.

E. PDF AND CDF OF SNR FOR EAVESDROPPER CHANNEL

Similar to the S−R link, the link between S andE experiences

HG fading. The PDF of the eavesdropper channel is expressed

as [47, Eq. (3)]

fe(γe) =

n
∑

ke=0

ζke

Ŵ(Pke)
C
Pkeγe

Pke−1e−Cγe , (8)
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where C =
Pke
φke

. For a specific condition 1 ≤ ke ≤ n, the limit

of the fading severity parameter, the accruing factor of ke-th

fading situation among n possible fading samples, and the

average SNR of the eavesdropper channel are expressed as

Pke ≥ 0.5, 0 ≤ ζke ≤ 1, and φke > 0, respectively. Similar

to (5), for eavesdropper channel, the CDF of γe is expressed

as

Fe(γe) = 1 −

n
∑

ke=0

Pke−1
∑

w=0

ζke

w!
C
we−Cγeγ we . (9)

F. PDF AND CDF OF SNR FOR DUAL-HOP RF-FSO LINK

The CDF of γdn is expressed as by using order statistics

[52, Eq. (5)]

Fdn(γdn) = Pr
{

min(γr , γf ) < γ
}

= Fr (γdn) + Ff (γdn) − Fr (γdn)Ff (γdn). (10)

Placing (5) and (7) into (10) and performing some mathemat-

ical manipulations for further simplifications, the CDF of γdn
is written as

Fdn(γdn) = 1 −

n
∑

kr=0

Pkr−1
∑

v=0

ζkr

v!
A
ve−Aγdnγ vdn

×

(

1 − B2G
3s,1
s+1,3s+1

[

B3

µs
γdn

∣

∣

∣

∣

1, l1
l2, 0

])

. (11)

The PDF of SNR of the RF-FSO link is obtained by differen-

tiating (11) with respect to γdn as [28, Eq. (4)]

fdn(γdn) = fr (γdn) + ff (γdn) − fr (γdn)Ff (γdn)

− ff (γdn)Fr (γdn). (12)

Substituting (3), (5), (6), and (7) into (12) and further simpli-

fying, the PDF of γdn is obtained as

fdn(γdn) =

n
∑

kr=0

ζkre
−Aγdn

(

B1

Pkr−1
∑

v=0

Av

v!
γ v−1
dn

× G
3,0
1,3

[

tab

(

γdn

µs

)
1
s
∣

∣

∣

∣

ǫ2 + 1

ǫ2, a, b

]

+
APkr

Ŵ(Pkr )

× B2γdn
Pkr−1G

3s+1,0
s+1,3s+1

[

B3

µs
γdn

∣

∣

∣

∣

l1, 1

0, l2

])

. (13)

III. PERFORMANCE ANALYSIS

In this section, we derive novel expressions of SOP, ASC, and

SPSC in closed-form. We also present asymptotic expression

of SOP in high-SNR regime to obtain a better insight.

A. AVERAGE SECRECY CAPACITY

The ASC is one of the most important performance met-

ric for the evaluation of secrecy performance in the pres-

ence of an eavesdropper. Mathematically, ASC is defined as

[53, Eq. (15)], as shown at the bottom of the page,

ASC =

∫ ∞

0

Fe(γ )

1 + γ
{1 − Fdn(γ )} dγ. (14)

Substituting (9) and (11) into (14), the expression of ASC is

given by (15), wherein four integration terms can be found as

follows:

1) DERIVATION OF R1

Utilizing [54, eqs. (8.2.2.15), (8.4.2.5) and (8.4.3.1)] for

expressing
γ v

1+γ
and e−Aγ in terms of Meijer’s G function

and integrating via utilizing [50, Eq. (7.811.1)], we obtainR1

as

R1 =

∫ ∞

0

γ v

1 + γ
e−Aγ dγ

=

∫ ∞

0

G
1,1
1,1

[

γ

∣

∣

∣

∣

v

v

]

G
1,0
0,1

[

Aγ

∣

∣

∣

∣

−

0

]

dγ

= G
2,1
1,2

[

A

∣

∣

∣

∣

−v

0, −v

]

. (16)

2) DERIVATION OF R2

Performing some simple mathematical calculation identical

to (16) and utilizing [55, Eq. (20)] to perform integration,

the termR2 is obtained as

R2 =

∫ ∞

0

γ v

1 + γ
e−AγG

3s,1
s+1,3s+1

[

B3

µs
γ

∣

∣

∣

∣

1, l1
l2, 0

]

dγ

=

∫ ∞

0

G
1,1
1,1

[

γ

∣

∣

∣

∣

v

v

]

G
1,0
0,1

[

Aγ

∣

∣

∣

∣

−

0

]

×G
3s,1
s+1,3s+1

[

B3

µs
γ

∣

∣

∣

∣

1, l1
l2, 0

]

dγ

=
1

A
G
1,0:1,1:3s,1
1,0:1,1:s+1,3s+1

[

1

−

∣

∣

∣

∣

v

v

∣

∣

∣

∣

1, l1
l2, 0

∣

∣

∣

∣

1

A
,
B3

µsA

]

, (17)

where, the termG
p1,q1:p2,q2:p3,q3
α1,β1:α2,β2:α3,β3

[.] is defined as the extended

generalized bivariate Meijer’sG function (EGBMGF), which

is introduced and explained in [56, Table 1].

3) DERIVATION OF R3

Utilizing similar mathematical procedures as inR1, the term

R3 is derived as

R3 =

∫ ∞

0

γ z

1 + γ
e−Dγ dγ

ASC =

n
∑

kr=0

Pkr−1
∑

v=0

ζkr

v!
A
v

[

R1 − B2R2 −

n
∑

ke=0

Pke−1
∑

w=0

ζke

w!
C
w

(

R3 − B2R4

)]

. (15)
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=

∫ ∞

0

G
1,1
1,1

[

γ

∣

∣

∣

∣

+w

+w

]

G
1,0
0,1

[

Dγ

∣

∣

∣

∣

−

0

]

dγ

= G
2,1
1,2

[

D

∣

∣

∣

∣

−z

0, −z

]

, (18)

where D = A + C and z = v+ w.

4) DERIVATION OF R4

Similar to (17),R4 is expressed as

R4 =

∫ ∞

0

γ z

1 + γ
e−DγG

3s,1
s+1,3s+1

[

B3

µs
γ

∣

∣

∣

∣

1, l1
l2, 0

]

dγ

=

∫ ∞

0

G
1,1
1,1

[

γ

∣

∣

∣

∣

+w

+w

]

G
1,0
0,1

[

Dγ

∣

∣

∣

∣

−

0

]

×G
3s,1
s+1,3s+1

[

B3

µs
γ

∣

∣

∣

∣

1, l1
l2, 0

]

dγ

=
1

D
G
1,0:1,1:3s,1
1,0:1,1:s+1,3s+1

[

1

−

∣

∣

∣

∣

z

z

∣

∣

∣

∣

1, l1
l2, 0

∣

∣

∣

∣

1

D
,
B3

µsD

]

. (19)

Note that all the system parameters are included in (15)

and utilizing this expression provides useful insights into how

the secrecy capacity performance is affected by the physical

properties of the channel that can be easily analyzed. Again,

(15) can be reduced to [38, Eq. (20)] for the condition (Pkr =

Pke = 2 and 3) considering Nakagami-m-ŴŴ distribution

that indicates the generic nature of this expression over the

existing works.

B. SECRECY OUTAGE PROBABILITY

If Tsc can be defined as the target secrecy rate, then the prob-

ability of occurring the secrecy outage event can be defined

when the secrecy capacity falls below Tsc. So, the expression

of SOP of combined RF-FSO channel can be described as

[57, Eq. (14)]

SOP = Pr {Csc ≤ Tsc}

= Pr {γdn ≤ ϕγe + ϕ − 1}

=

∫ ∞

0

∫ ∞

ϕγe+ϕ−1

fdn(γdn)fe(γe)dγdndγe

=

∫ ∞

0

Fdn(ϕγe + ϕ − 1)fe(γe)dγe, (20)

where ϕ = 2Tsc . It is mathematically difficult to define the

exact expression of SOP in closed-form. Hence, we derive

the expression of SOP at the lower-bound considering the

variable gain relaying scheme as [58, Eq. (6)]

SOP ≥ SOPL = Pr {γdn ≤ ϕγe}

=

∫ ∞

0

Fdn(ϕγe)fe(γe)dγe. (21)

1) EXACT SOP

Substituting (8) and (11) into (21), the expression of SOP

containing exact form of Meijer’s G function is obtained

as (22), shown at the bottom of the next page.

Here, utilizing [50, Eq.(3.351.3)] and performing integra-

tion, we can express the term S1 as

S1 =

∫ ∞

0

γ Pke+v−1
e e−Eγeϕvdγe =

ϕvŴ(Pke + v)

(E)Pke+v
, (24)

where E = Aϕ+C. Similar to S1, utilizing [54, eqs. (2.24.1.1)

and (8.4.3.1)], S2 is expressed as

S2 =

∫ ∞

0

γ Pke+v−1
e e−EγeϕvG

3s,1
s+1,3s+1

[

B3

µs
γeϕ

∣

∣

∣

∣

1, l1
l2, 0

]

dγe

=

∫ ∞

0

γ Pke+v−1
e G

1,0
0,1

[

Eγe

∣

∣

∣

∣

−

0

]

×G
3s,1
s+1,3s+1

[

B3

µs
γeϕ

∣

∣

∣

∣

1, l1
l2, 0

]

dγe

=
ϕv

EPke+v
G
3s,2
s+2,3s+1

[

B3ϕ

µsE

∣

∣

∣

∣

1, 1 − Pke − v, l1
l2, 0

]

. (25)

2) ASYMPTOTIC SOP

The exact SOP in (22) does not provide much insight

into the secure outage performance of the proposed model.

Hence, we also derive the asymptotic expression of SOP

given in (23), as shown at the bottom of the next page.

Herein, the Meijer’s G term in S2 is converted into

asymptotic term in (23) by utilizing [59, Eq. (6.2.2)] and

[10, Eq. (19)].

Similar to (15), the impact of all system parameters on the

secure outage behaviour are demonstrated via (22) and (23).

Additionally, for the conditions of considering Rayleigh-ŴŴ

distribution (Pkr = Pke = 1) and Nakagami-m-ŴŴ distribu-

tion (Pkr = Pke = 2 and 3), our demonstrated results in (22)

and (23) agree with [46, eqs. (15) and (22)] and [38, eqs. (13)

and (15)], respectively.

C. STRICTLY POSITIVE SECRECY CAPACITY

To achieve a secure communication, the secrecy capacity

must be a positive quantity that can be ensured in terms of

an important secrecy measure such as SPSC. The SPSC is

defined as [49]

Pr(Csc > 0) = Pr(γdn > γe)

=

∫ ∞

0

∫ γdn

0

fdn(γdn)fe(γe)dγedγdn

=

∫ ∞

0

fdn(γdn)Fe(γdn)dγdn. (26)

This definition indicates that, a secure communication is

possible if and only if γdn > γe. Substituting (9) and (13)

into (26), and performing integration, we have (27), as shown

at the bottom of the next page. The terms T1, T2, T3, and T4

are obtained as follows.

1) DERIVATION OF T1

Utilizing [54, eqs. (2.24.1.1) and (8.4.3.1)] and performing

some arithmetic calculations and simplifications, the term T1
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is obtained as

T1 =

∫ ∞

0

B2γ
Pkr−1
dn e−AγdnG

3s+1,0
s+1,3s+1

[

B3

µs
γdn

∣

∣

∣

∣

1, l1
l2, 0

]

dγdn

=

∫ ∞

0

B2γ
Pkr−1
dn G

1,0
0,1

[

Aγdn

∣

∣

∣

∣

−

0

]

×G
3s+1,0
s+1,3s+1

[

B3

µs
γdn

∣

∣

∣

∣

1, l1
l2, 0

]

dγdn

= A
−PkrB2G

3s+1,1
s+2,3s+1

[

B3

µsA

∣

∣

∣

∣

1 − Pkr , l1, 1

0, l2

]

. (28)

2) DERIVATION OF T2

Similar to the derivation of T1, T2 is obtained as

T2 =

∫ ∞

0

B1γ
v−1
dn e−AγdnG

3,0
1,3

[

tab

(

γdn

µs

)
1
s
∣

∣

∣

∣

ǫ2 + 1

ǫ2, a, b

]

dγdn

=

∫ ∞

0

B1γ
v−1
dn G

1,0
0,1

[

Aγdn

∣

∣

∣

∣

−

0

]

×G
3,0
1,3

[

tab

(

γdn

µs

)
1
s
∣

∣

∣

∣

ǫ2 + 1

ǫ2, a, b

]

dγdn

= A
−v
B2G

3s,1
s+1,3s

[

B3

µsA

∣

∣

∣

∣

1 − v, l1
l2

]

. (29)

3) DERIVATION OF T3

The expression of T3 is deduced similarly as

T3 =

∫ ∞

0

B2γ
Pkr+w−1
dn e−Dγdn

×G
3s+1,0
s+1,3s+1

[

B3

µs
γdn

∣

∣

∣

∣

l1, 1

0, l2

]

dγdn

=

∫ ∞

0

B2γ
Pkr+w−1
dn G

1,0
0,1

[

Dγdn

∣

∣

∣

∣

−

0

]

×G
3s+1,0
s+1,3s+1

[

B3

µs
γdn

∣

∣

∣

∣

l1, 1

0, l2

]

dγdn

= B2D
−Pkr−wG

3s+1,1
s+2,3s+1

[

B3

µsD

∣

∣

∣

∣

1−Pkr−w, l1, 1

0, l2

]

. (30)

4) DERIVATION OF T4

Following the similar procedures as in obtaining T3, T4 is

obtained as

T4 =

∫ ∞

0

B1γ
z−1
dn e−DγdnG

3,0
1,3

[

tab

(

γdn

µs

)
1
s
∣

∣

∣

∣

ǫ2 + 1

ǫ2, a, b

]

dγdn

=

∫ ∞

0

B1γ
z−1
dn G

1,0
0,1

[

Dγdn

∣

∣

∣

∣

−

0

]

×G
3,0
1,3

[

tab

(

γdn

µs

)
1
s
∣

∣

∣

∣

ǫ2 + 1

ǫ2, a, b

]

dγdn

= B2D
−zG

3s,1
s+1,3s

[

B3

µsD

∣

∣

∣

∣

1 − z, l1
l2

]

. (31)

It can be pointed out that all the system parameters e.g.

pointing error, turbulence, fading etc. are incorporated in

(27) and hence how these parameters affect SPSC can be

easily obtainedwith it. For example Rayleigh-ŴŴ distribution

can be obtained via Pkr = Pke = 1 and Nakagami-m-ŴŴ

distribution can be obtained via Pkr = Pke = 2 and 3 in (27).

IV. NUMERICAL RESULTS

In this section, the impact of the system parameters on the

secrecy behaviour of the proposed scheme is presented. For

this purpose, several analytical results regarding the deduced

expressions of SOP, ASC, and SPSC are illustrated with the

help of Figures. We also present the simulation results to val-

idate the analytical outcomes via Monte-Carlo simulations.

We generate HG and Gamma-Gamma random variables in

MATLAB and average 100,000 channel realizations to obtain

each value of the secrecy parameters. The parametric analysis

is performed considering Pkr = Pke = (1, 2, 3), Csc = 1,

Tsc = 0.1 bits/sec/Hz, s = 1 and 2, (a, b) = (2.064, 1.342)

for strong turbulence, (2.296, 1.822) formoderate turbulence,

and (2.902, 2.510) for weak turbulence, and ǫ = 1 and 6.7.

The impacts of Pkr on ASC and SOP are analyzed in

Figs. 2 and 3, respectively. Numerical and simulation results

are obtained by plotting these parameters against φkr . In each

Figure, we consider two cases with φke = −5dB and 5dB. It is

observed that for both cases, the secrecy capacity and secrecy

outage behaviour improve with Pkr . Again, the worst the

SOPL,E = 1 −

n
∑

kr=0

n
∑

ke=0

Pkr−1
∑

v=0

ζkrζke

v!Ŵ(Pke)
A
v
C
Pke (S1 − B2S2). (22)

SOPL,A = 1 −

n
∑

kr=0

n
∑

ke=0

Pkr−1
∑

v=0

ζkrζke

v!Ŵ(Pke)
A
v
C
Pke

[

S1 −
B2ϕ

v

EPke+v

3s
∑

κ=1

Ŵ(l2,κ )
∏3s

p=1,p6=κ Ŵ(l2,p − l2,κ )
∏s+2

p=3 Ŵ(l1,p − l2,κ )

(

Eµs

B3ϕ

)−l2,κ
]

. (23)

SPSC =

n
∑

kr=0

ζkr

[

APkr

Ŵ(Pkr )
T1 +

Pkr−1
∑

v=0

Av

v!
T2 −

n
∑

ke=0

Pke−1
∑

w=0

ζke

w!
C
w

(

APkr

Ŵ(Pkr )
T3 +

Pkr−1
∑

v=0

Av

v!
T4

)]

. (27)
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FIGURE 2. The ASC versus φkr for selected values of Pkr and φke with
Pke = 3 µs = 15dB, ǫ = 1, s = 1, a = 2.064, and b = 1.342.

FIGURE 3. The SOP versus φkr for selected values of Pkr and φke with
Pke = 3 µs = 20dB, ǫ = 1, s = 1, a = 2.064, and b = 1.342.

eavesdropper channel, the better the secrecy performance is.

The fading of RF (main) links gradually decreases as the

value of Pkr increases from zero to infinity and hence the

system performance also enhances. Our results agree with the

related outcomes of [47]. It is also noted that the simulation

results perfectly matches with the analytical results that is a

clear indication of the exactness of our deduced expressions.

The impacts of weak, moderate, and strong atmospheric

turbulence on the secrecy behaviour of the proposed scheme

are demonstrated in Figs. 4, 5, and 6.We consider two scenar-

ios with s = 1 and s = 2 in each Figure. It is noted for both

the scenarios that the weak turbulence exhibits better secrecy

performance than the others, as testified in [38], [52]. This

occurs because the atmospheric turbulence only affects the

FIGURE 4. The ASC versus µs for selected values of s, a, and b with
Pkr = Pke = 3, φkr = 0dB, φke = −10dB, and ǫ = 1.

FIGURE 5. The SOP versus µs for selected values of s, a, and b with
Pkr = Pke = 3, φkr = 15dB, φke = 0dB, and ǫ = 6.7.

SNR at D remarkably. The gap-size between the curves of

each detection scheme reveals that the turbulence affects the

IM/DD scheme more significantly than the HD scheme.

Besides atmospheric turbulence, the influences of HD and

IM/DD detection techniques employed at the receiver are also

analyzed in Figs. 4, 5, and 6. The results demonstrate that

enhanced secrecy performances is obtained in the case of HD

technique (s = 1) rather than the IM/DD technique (s = 2).

This happens because HD technique offers better SNR at the

receiver compared to the IM/DD case. The authors of [38],

[51], [52] also demonstrated similar results that strengthen

the accuracy of our analysis.

The impact of pointing error on the secrecy performance

is analyzed by plotting ASC, SOP, and SPSC against φkr
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FIGURE 6. The SPSC versus µs for selected values of s, a, and b with
Pkr = Pke = 3, φkr = 5dB, φke = −1dB, and ǫ = 1.

FIGURE 7. The ASC versus φkr for selected values of ǫ, a, and b with
Pkr = Pke = 3, µs = 20dB, φke = −5dB, and s = 1.

in Figs. 7, 8, and 9, respectively. It is observed that the SPSC

and ASC increases, and SOP decreases if the value of ǫ is

increased from 1 (i.e. severe pointing error) to 6.7 (i.e. neg-

ligible pointing error). The reason behind this observation is

that the pointing authenticity also enhances with the increase

of ǫ. The similar impact of pointing error is also encountered

in the existing literature [38], [60]. To obtain more insights

into the secrecy outage performance, asymptotic results are

demonstrated in Fig. 8 besides the analytical and simula-

tion results. We can see that the asymptotic SOP matches

well with the exact results which indicates that at high SNR

regime, a tight approximation of the exact results is obtained

with the asymptotic SOP.

The SPSC is plotted as a function of φkr in Fig. 10 to

investigate the effect of φke. The results demonstrate that

SPSC deteriorates as the value of φke is increased from -10dB

FIGURE 8. The SOP versus φkr for selected values of ǫ, a, and b with
Pkr = Pke = 3, µs = 20dB, φke = −1dB, and s = 1.

FIGURE 9. The SPSC versus φkr for selected values of ǫ, a, and b with
Pkr = Pke = 3, µs = 10dB, φke = −1dB, and s = 1.

to 20dB. This phenomenon indicates that the stronger the

eavesdropper channel, theweaker the secrecy performance is.

It is noted from Figs. 2-11 that a floor in SOP curves and a

ceiling in SPSC and ASC curves are obtained. This is obvious

due to the limit in performance of the S − R link. We may

improve the R−D link, but due to the weaker S−R link, R−D

link will be receiving somewhat weaker data for which the

secrecy capacity will be constant. Hence the SOP will reach

a floor, and SPSC and ASC will reach a ceiling.

Comparative analysis with existing related literature:

In our analysis, we assume Generalized HG fading channel

at the RF links (main and eavesdropper) and ŴŴ fading chan-

nel at the FSO link. Note that ŴŴ is a popular and interesting

FSO model that can describe fading, atmospheric turbulence,
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FIGURE 10. The SPSC versus φkr for selected values of φke with
Pkr = Pke = 3, µs = 10dB, a = 2.064, b = 1.342, ǫ = 1, and s = 1.

FIGURE 11. The ASC versus φkr for selected values of Pkr and Pke with
µs = 15dB, φke = −5dB, a = 2.064, b = 1.342, ǫ = 1, and s = 1.

and pointing error more accurately and precisely than any

other existing FSOmodels. On the other hand, HG represents

a generalized fading scenario from which some classical

fading channels can be obtained as special cases [Table 1].

Our proposed model provides a unified performance eval-

uation of the aforementioned multipath [Table 1]-ŴŴ mixed

fading scenarios that is more clearly explained in Fig. 11.

Hence, we can say that the existing works in [38], [43],

[46], and [60] are the special cases of our model. This helps

to decide that the originality of the proposed scheme is more

distinct and exclusive than all the existing works.

V. CONCLUSION

This research centers on the assessment of a HG-ŴŴ RF-FSO

mixed system’s capabilities to defend against maleficent

attacks of a passive eavesdropper. We execute the secrecy

analysis by means of expressions of ASC, SOP, and SPSC

in closed-form. We also demonstrate asymptotic expression

for SOP of such framework to gain more useful insights.

We, in addition, authenticate the analytical results utilizing

Monte-Carlo simulations. Due to the HG fading channel at

the RF link, the derived expressions are also general and

responsible for analyzing the impacts of acute turbulent fad-

ing, pointing errors, and various detection methodologies

(e.g. HD and IM/DD). It is noteworthy that, the evaluated

SOP, SPSC, and ASC performance adopting IM/DD tech-

nique deteriorates considerably amid intense pointing errors

and atmospheric turbulence conditions relative to the HD

technique. At the end, we establish the supremacy of our anal-

ysis via utilizing generic physical properties of HG channel.

In future, the authors’ interest is to model RF-FSO networks

with DF relay.
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