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Secrecy Performance Analysis of Parallel
FSO/mm-wave System Over Unified
Fisher-Snedecor Channels

Wafaa Mohammed Ridha Shakir

Abstract—This paper presents a secrecy performance analysis
of a parallel free-space optical/millimeter-wave (mm-wave) com-
munication system with a selection-combining receiver over a uni-
fied Fisher-Snedecor F-distribution channel. The F-distribution
model, with the proper parameters, may be used to describe both
the mm-wave and optical channels. The security performance is
specifically evaluated by deriving closed-form expressions for the
average secrecy capacity, secrecy outage probability, and strictly
positive secrecy capacity. We examine the three following distinct
security scenarios: 1) An FSO-link eavesdropping attack, 2) mm-
wave-link eavesdropping attacks, and 3) eavesdropping attacks on
FSO and mm-wave links at the same time. Furthermore, to better
understand the influence of various system and channel parame-
ters, asymptotic analysis is performed at high signal-to-noise ratio
values. Our developed analytical expressions provide an efficient
tool for examining the influence of various system and channel
parameters on the secrecy performance, including the atmospheric
turbulence severity, pointing errors of the FSO link, fading severity,
the shadowing parameters, as well as the number of diversity
branches of the mm-wave links. Monte-Carlo simulations are used
to verify the correctness of the numerical findings.

Index Terms—Parallel FSO/mm-wave system, JF-distribution,
average secrecy capacity (ASC), secrecy outage probability (SOP),
strictly positive secrecy capacity (SPSC), selection-combining
receiver.

1. INTRODUCTION
A. Background

HE increased requirement for extremely high data rates in
T next-generation mobile systems (5G and beyond) demands
backhaul networks that are far more powerful and dependable
than previous systems [1]. Due to its low capacity, traditional
radio frequency (RF) backhaul might be limited by latency
difficulties, although it has the advantage of being weather
insensitive. Due to the broadcasting nature of radio wave prop-
agation, RF communication is also vulnerable to eavesdropping
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attacks. Free space optical (FSO) communication, on the other
hand, allows for high-rate and low-latency transmission while
being very susceptible to atmospheric conditions and adverse
weather impacts [2]. Furthermore, academic, and industrial
communities believe that the extremely narrow divergence of
FSO beams makes a physical interception and eavesdropping ex-
ceedingly difficult [3]-[5]. In order to combine the advantages of
millimeter-wave (mm-wave) RF communication (resilience to
atmospheric and weather effects) and FSO communication (se-
cure transmission at a high data rate), a parallel setup of FSO and
millimeter-wave (mm-wave) RF communication systems have
been developed as a more reliable candidate solution for back-
haul networks as an integral part of 5G systems and in a variety
of other applications [6]. Because of the enormous potential of
parallel FSO/mm-wave systems in next-generation mobile net-
works [1], many research has been conducted, notably in the field
of performance analysis of such systems [7]-[11]. As different
links confront different atmospheric disturbances, performance
analysis of parallel FSO/mm-wave RF systems has inspired a lot
of interest in the literature. The Fisher-Snedecor F-distribution
was recently presented to characterize the atmospheric turbu-
lence over FSO links [12]. The F-distribution model provided
a better fit to the experimental data for all turbulence conditions
compared to other FSO models. Furthermore, the probability
density function (PDF) of this model includes very basic el-
ementary functions; hence, it is mathematically simpler than
other known distributions, namely the log-normal, Gamma-
Gamma (G-G), and Malaga-M distributions [13]. Moreover,
the F-distribution was developed by the authors of [14] as a
composite model for analyzing the impacts of multipath and
shadowing in RF communications. The authors established in
[14] that in the case of RF communications, the F-distribution
gives a more exact match than the generalized K- and lognormal
composite distributions due to the PDF of the generalized- K
having the non-elementary function, i.e., the modified Bessel
function. In addition, the F-distribution is flexible since it can
be reduced to some special cases when the fading parameters are
fixed for some values, i.e., Nakagami-m distribution, Rayleigh
distribution, and one-sided Gaussian distribution [15].

Physical layer security (PLS) techniques have recently been
proposed as a viable option for preventing adversary eaves-
dropping in parallel FSO/mm-wave RF systems by taking ad-
vantage of the unpredictability of time-varying wireless chan-
nels. Because of the strong directionality of the laser beam,
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FSO links are regarded as more secure against unauthorized
access than mm-wave RF links. However, eavesdropping may
occur in a few instances owing to optical beam divergence,
atmospheric turbulence, pointing errors, and adverse weather.
Existing research on the secrecy performance of such systems is
mostly limited to either single FSO link-based systems [16]—
[19] or mixed FSO-RF relaying systems [20]-[34], and the
secrecy performance of parallel FSO/mm-wave systems has not
yet been thoroughly explored, according to a comprehensive
open literature review. The secrecy performance analysis of
the parallel FSO/RF system is performed across Malaga-M/n-p
distributions in [35], Malaga-M/Nakagami-m distributions in
[4], [36], and [37]. We suggest a novel system structure for a
paralle] FSO/mm-wave system under a unified F-distribution
model for both links. In contrast to prior works, it is assumed
that the eavesdroppers can overhear the intended information of
the legitimate FSO- and mm-wave-link separately and simulta-
neously. However, taking into account both links’ F-fading im-
pairments provides a significant problem in developing unique
closed-form formulations for secrecy metrics, which we have
greatly improved in our work. To the author’s knowledge, no
research has examined the impact of unified F-fading on the
secrecy of parallel FSO/mm-wave systems. Furthermore, past
research has focused on eavesdropping attacks on legitimate RF
links in paralle]l FSO/mm-wave systems but has never looked at
simultaneous eavesdropping attacks on both channels under the
influence of unified distributions for optical and radio links.

B. Motivation and Contributions

Despite their considerable potential as excellent candidates
for future network backhaul and a variety of other applications,
the secrecy performance of parallel FSO/mm-wave RF systems
has not been widely examined in the open literature using a
unified distribution to describe both links. In contrast to earlier
secrecy performance study efforts on comparable systems [4],
[35]-[37], which evaluated the FSO and RF links using different
fading distributions, we propose the F-distributions to describe
both radio and optical links. The proposed unification of chan-
nel models would make it easy to track how different system
and channel parameters affect the considered system security
performance. Moreover, we analyze the secrecy performance of
the considered system based on the assumption of maximal ratio
combining (MRC) at the legitimate and eavesdropper receivers
of the mm-wave links, since the diversity technique is an ef-
fective method to compact the multipath fading and shadowing
[38].

Taking these benefits into account, we will present a secure
scenario for a parallel FSO/mm-wave system over a unified F-
distribution turbulence and fading channels. In specifically, we
assume that in the first scenario, an eavesdropper can wiretap
transmitted data using just the FSO link, in the second scenario,
only the mm-wave link, and in the third scenario, eavesdropping
across both links simultaneously. To summarize, the following
are the paper’s contributions:

1) We first evaluate the cumulative distribution function

(CDF) of the parallel FSO/mm-wave system with selec-
tion combining (SC) receiver using the CDF of each link
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Fig. 1. Parallel FSO/mm-wave system model depicting the transmitter, re-
ceiver, and the eavesdropper £7 and Es.

with the F-distributions. The major impairments and fea-
tures of the FSO and mm-wave links are taken into account
to make the study more realistic (e.g., multipath fading,
shadowing effects and the number of diversity branches
for the mm-wave links, and atmospheric turbulence and
pointing errors conditions for the FSO links).

2) The exact analytical expressions of the average secrecy
capacity (ASC), secrecy outage probability (SOP), and
strictly positive secrecy capacity (SPSC) for the parallel
FSO/mm-wave system are obtained for these three sepa-
rate scenarios.

3) An asymptotic secrecy analysis for the ASC, SOP, and
SPSC metrics is performed for the considered three eaves-
dropping scenarios to give some insightful information
into the security performance of the parallel system under
investigation.

4) These expressions are used to generate numerical results
with specified figures. In addition, Monte-Carlo simula-
tions verify the accuracy of the analytical results.

The following is the outline for this paper: Section II presents
models of the parallel system and channel in consideration,
while Section III develops an analytical expression for the three
eavesdropping scenarios for the ASC, SOP, and SPSC, as well as
their asymptotic expressions. Section IV has several interesting
numerical examples as well as instructive discussions. Finally,
Section V brings the paper to a conclusion.

II. SYSTEM AND CHANNEL MODELS
A. System Model

We propose a parallel FSO/mm-wave system with parallel
FSO and mm-wave legitimate transmission links, as shown in
Fig. 1. During transmission, two unauthorized receivers (£ and
E)) attempt to intercept data at the FSO terminal of the legitimate
receiver (which signifies f) and R’s mm-wave terminal (which
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denotes m) respectively. In this case, the considered system’s
transmitter (7)) simultaneously sends a private message to the
legal receiver R by both links. The selection combiner (SC) at
the receiver R chooses the signal from the best link (i.e., the link
with the highest signal-to-noise ratio (SNR)). Here, the parallel
FSO/mm-wave link is considered the main channel, while the
transmitter-to-eavesdropper links ie., 7' — E; and T — Fs
are referred to as the wiretap channels. We consider the secure
information transmission over the mm-wave link from a single
antenna transmitter at 7" to L antenna legitimate receiver at m is
wiretapped by L antenna eavesdropper. The receiver maximizes
the probability of secure transmission by MRC, whereas the
eavesdropper maximizes the probability of eavesdropping by
adopting MRC.

B. Channel Model

The direct links between 7 and R are assumed to be severely
faded. Due to the limitations of the eavesdropper location in the
FSO systems and the practicality of its operating technique, it is
assumed that the eavesdropper F; close to the optical terminal of
the legitimate receiver f, since this is possibly the most probable
case for eavesdropping in FSO communications [39] because the
legitimate receiver serves as a reference for the eavesdropper to
align its direction.

The F-distribution describes the FSO link, and this model
has very successfully approximated the link’s atmospheric
turbulence and pointing error impairments. Taking into ac-
count the heterodyne detection (HD) techniques for optical
signal detection, the PDF, and CDF of instantaneous SNR;
vk, (k € {f, E1}) of the FSO links are described as follows
[40], [41]

B aTk,] 2,1 @ 1—bk71+§1%

f’YTk (’Y) - ‘Ak Tk G212 (’ka ak>§]§70 (1)
- aTk 2,2 @ l_bka 17 1+§]%

F"/Tl« (’7) = Ak T G3*3 ('}’Tk' akafl%v 0 @

In (1) and (2), G%;"(.) denotes the Meijer’s G-function which
is defined as the following [42, Eq. (9.301)]

al,...,ap
bi,..., b,
:Lf I T+ T(A—ai—s)
. H?:m+1r(1_bi_S)H€:n+1r(a’i+8)

m,n
Gra (Z

Sd,
57 z%ds

In which 0<m<ygq 0<n<p, and I'(.) rep-
resented the Gamma function. Ay = & /I'(a;)(by),
By =ap &/((bp —1)(1+&2)), aandb are two key
parameters that describe the atmospheric refractive index
structure parameter, the propagation path length, and the inner
and outer scale of turbulence, respectively [12]. The parameters,
a, and b can be written as
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where 0%, ¢ ando?, . correspond to the small- and large-scale
log-irradiance variances, respectively. Assuming spherical wave
propagation, the small-scale log-irradiance variance, 0%, s, is
given by [13]

~5/6

12/5

0.51 6% (1 +0.69557°)

1+ 0.90d2(01/5sp) ?/° + 0.62d20, />

)

2 _
OIns =

where 0%, represents the spherical wave scintillation index
assuming weak irradiance fluctuations, which is given by [12]

11
6%p = 9.6507 {0.4(1 + 9/6212)11/12 {sin (6 arctan Cg)l)

A sin (4 arctan Ql) — L
0+ \3 3 (+@p™™
X sin (Z arctan %) - 3.5/Ql5/6} ) (6)

where @, = 10.89L /(B 12) with L denoting the distance be-
tween the transmitter and the receiver and [y denoting the inner
scale in mm. d = /B D?/4L denotes the equivalent aperture
diameter, ®B is the optical wave number, D is the receiving
aperture diameter. Furthermore, o = 0.5C2B7/6111/6 is the
Rytov variance, and C? is the atmospheric refractive index
structure parameter, having units of m~2/3. It is important to
note that o2 defines the weak and moderate-to-strong irradiance
fluctuations (i.e., 07 < 1 for weak ando? > 1 for moderate to
strong).

The large-scale log-irradiance variance 0%, , can be expressed
as [13]

J%nlj = U%nﬁ (lo) - J%nﬁ (LO) (7N

where o7, (lo) and o%,,(Lo) denote the large-scale log- ir-

radiance variances that consider inner- and outer-scale effects,

displacement standard deviation (jitter) at the receiver. The
PDF of the pointing error impairment is given by [43]

52
NG

0

f (@) 271 0< 2 < A, (8)

where A represents a constant term that defines the pointing
loss. In addition, Y7, is the average SNR of the FSO links defined
as yrg £ (nE[I]/N,), with n, I, E[.], N, indicating the ratio
of photoelectric, total channel gain, the expectation operator,
and the variance of the additive white Gaussian noise (AWGN),
respectively.

In this work, both legitimate (i.e., 7" — m) and unautho-
rized (i.e., 7' — E5) mm-wave links are assumed to adopt the
MRC consisting of L to combine the received signals across
both F-fading-affected links. The outputs from L receivers are
co-phased, weighted, and then assumed to produce the corre-
sponding SNR at the output of the combiner. The output SNR
at the output of the L branch MRC combiner is determined by

Y15 2 ZZL’: 1 Vi» where 7 is the SNR at [ branch. Thus, the
PDF and CDF of the instantaneous SNR (y7;; j € {m, Ey})
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of the mm-wave links is given by [44]
f YT (V) =

m;L;—1 j’y
Cj'ij ’ G22(7T big |

—(mj +s5), 1 —m;L;
0, 1-— mij

€))

F"/Tj ('7) =

m; D - i i
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O7 —mij

J .
,)/Tj

—mij) 7 (10)

L; [F(m_j+5.i)]Lj
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D; = - ,and mj, s;, yr; denote the multipath fading severity,
shadowmg characteristics of the mm-wave links, and the average

SNR of the T" — m or the " — Ej links, respectively.

in which C; =

C. Unified Statistic Characteristics of the Parallel
FSO/mm-Wave System

When using an SC method at R, the CDF of the parallel
system’s equivalent SNR, i.e., 7¢4.r is based on the SNRs of
both legal links as shown in the following [4]

(V) =Fory (V) Fyps () -

The CDF of 7.4.r can be rewritten by replacing (2) and (10)
into (11), as
F

Yeq.R (7)

= Aj Cpy F HmIm G2 (B”

F
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D. Asymptotic Analysis

To obtain insight into the influence of different system and
channel characteristics on secrecy performance, this section
develops accurate and straightforward asymptotic equations in
the high optical SNR and mm-wave RF SNR, for the acquired
secrecy metrics [14], [40]. As such, the FSO, mm-wave links,
and main channel CDFs may all be approximated using
FO9 (4) ~ 24 e

YTk

13)

G
mij

Fasy ('7) ~ m; L

VT3

(14)

Substituting (13) and (14) in (11), we get

2Afcm
a My Ly

a
asy FAmm Loy,

FesY (y) ~ (15)

The exact and asymptotic CDF expressions of the parallel
system were verified via Monte-Carlo simulations as shown in
Fig. 2.
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I Vonte-Carlo simulation
Exact analytical result: Eq. (12)
— = Asymptotic result: Eq. (15)
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Fig. 2.

CDF validation for the parallel FSO/mm-wave system.

III. SECRECY PERFORMANCE EVALUATION

In what follows, the secrecy capacity is defined as the high-
est rate of secure information transmission through a secure
link between transmitter and receiver. On the other side, the
eavesdropper is unable to intercept the link. As a result, the
achievable secrecy capacity, C's, can be defined mathematically
as the difference of the main channel’s capacity, Ceq. g, and the
capacity of the wiretap channel, C [45] as

Cs = Cveq.R - C'E (16)

where E € {E1,Es}, Ceq.r =10g5(1 + Veq.r) and Cp =
logs (1 + vg) signify the legitimate and eavesdropper’s link
channel capacities, respectively, and g signifies the SNR at
FE4 (or E5). In the next section, we perform an ASC analysis
and obtain the SOP and SPSC expressions for the three eaves-
dropping scenarios.

A. Scenario 1: Eavesdropping Attack on FSO Link

In this scenario, the eavesdropper E; actively participates in
information hacking through a legitimate FSO link. E5 has no
communication role in this scenario.

1) Average Secrecy Capacity (ASC) Evaluation: The average
value of the secrecy capacity can be calculated using the formula

[21]
1 > Fy ()
ASC = g 1+ F dry. 17
111(2)/0 1 Ut Frn () dy. (A7)
Following (17), the ASC for this case can be stated as
ASC, = T, + 1. 18
T (1) + 1), (18)
where
o F.
1-1:/ 'YTEl(IY) d’y,
o 14+~
and

/.OO F’qu.R(,}/)F'YTEl (’Y) d’Y-
0

1+~
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On plugging (2) in Z; and (2) and (12) in Zy of (18), then
by using (10) of [46], (9.31.5) of [42], and further involve
[47, Eq. (07.34.21.0013.01)] to find Z; and using [47, Eq.
(07.34.21.0081.01)] to find Z5, the ASC for this scenario can
be reduced to

Ag, k1

B 1o
3,3 E 1:2,2:1,2:2,2
ASCy = n(2) [G4,4 ('_YTEl kg) + AfCn Gh 3.3:2,2:3.3
1
X[kg ku ke |ks | By D BEIH (19,
ks| ks k7 | ko |3rr " Arm ArE, )]’

where ky=1-bg, 1,—ag, /2, 1+§]251, ko =
ap,, &, aEl/Q 0, kg = —(“7f+ 22 my L),y kg =

1—by, 1, 1+§f,k'r =ay, §f70 ke = 1—(mm+sm) 1-—
MLy, kr= 0,—mpLy, ks=1—-0bg, 1,1 +§El,
kg = aE1v€2E17 0, andG,[777||‘|
the integral of the multiplication of four Meijer G-functions with
three different variables [48]. This integral is mathematically
calculated using the Mathematica program.

For this case, the asymptotic ASC may be obtained by putting
(2) and (15) into (17) and then utilizing [46, Eq. (10)], [42, Eq.
(9.31.5)], as well as [47, Eq. (07.34.21.0013.01] to solve the
resultant integrals, we have

"] represents

Ag ( Bzs )
ASCTY =~ LG L
1 In (2) 4.4 Y18, | k?g
4A+ Ap,Cr, 33 ( Be, ki
— G| 20
In(2) agmpm Ly, 4,4 T E, ‘ku 0
where kig= 1—bg,, 1, —(% + 5+ + mmLn), 1 +£5,.

and kll = aE1a§%1) - (% + agl + mmLm)a 0.

2) Secure Outage Probability (SOP) Evaluation: A secrecy
outage event occurs when the achievable secrecy capacity equals
0 or when C is less than the target secrecy rate, R, i.e., Cs <
R s [4]. Returning to (16), the secrecy outage probability, SOP,
is theoretically and mathematically can be expressed as

SOP= Pr [Ce (Veq.RarYE) < Rs]
- /0 Fore (15) Foar (14 75) 0= Vs, (21)

In (21), 0 = exp(Rs) [4]. Due to complexity in obtaining
(21) into closed form, the lower bound of the SOP for vg > 1
is derived as follows [21]

SOP" = gf’YTE (Ye) Feq.r (0yE) dVE- (22)
In this case, the lower bound of the SOP is found by inserting

(1)and (12) into (22) and then using [47, Eq. (07.34.21.0081.01)
as

a B -
SOPlL :AmeCEl(Z)Tf+mmLm (f_y;';l)
ke
k7

0Biyre, ODmArE, ]

BEI ’7Tf ’ BEl ,VT’ITL
(23)
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where T = (% 4+ +myLy), ko= 1-T—ko,
1-Y—-¢3,,1—-T.andkiz= 1T +bg,, -1, -T - (3.
G ioie[] is the extended generalized bivariate Meijer
G- functlon (EGBMGF) as defined by (8) of [49].

We can get the asymptotic lower bound of SOP at high SNR
by substituting (1) and (15) into (22) and utilizing [47, Eq.
(07.34.21.0003.01)] as

2 +mm m
SOPEsy ~ 21 Ailme@ -
Bp, 0y 1-Y k14>
G L ’ , 24
Xy <WTE1 | g —) (24)

where k4= 1- bE17 1+ fEl.

3) Strictly Positive Secrecy Capacity (SPSC) Evaluation:
The strictly positive secrecy capacity (SPSC) is defined as the
probability of attaining a positive secrecy rate (i.e., Cs > 0) and
is represented as [4]

SPSC = P, {Cs (’Veqa'yE) >0}:PT ('qu‘R>'YE)~ (25)
In terms of SOP, (25) may be expressed as
SPSC =1—SOPE(0), for®h=1. (26)

For this scenario, the SPSC may be easily calculated substi-
tuting ) = 1 into (23) as

Bg, \ *
SPSCy = 1— | ApAp,Co( =

TTE,
x GRL221 [k12 ky |ke| BfyE, Dm’)’TEln
22:3,3: kiz | ks | k7 BElﬁTf’BElr)/Tm
27

The asymptotic SPSC may be produced similarly to (24) by
inserting (24) into (26). As a result, the asymptotic SPSC simply

can be expressed as
|1 Y,k14
ko,— Y

(28)

SPSCilsy ~1 |:2Af‘AE1 m TG22 <BE1

af My Ly

B. Scenario 2: Eavesdropping Attack on Mm-Wave Link

The eavesdropper Es is actively engaging in information
hacking through the legitimate mm-wave link in this scenario.
The eavesdropper E, has no function to perform during com-
munication in this case.

1) ASC: The ASC for this situation may be expressed as
follows, using (17) as a guide

ASCy = —— (95 + 7 29
2 =y Us 90 (29)
where Z3 = [;* %2(7) dv, and 9y = [* w

d~y. Then, using the same approaches as 7; and 75 ,J3 and J4 can
be found, yielding the solution of (29) as

_ CEz DEz ks 1,1:2,2:1,2:1,2
ASCy = In (2) {GB 3 (VTE2 ‘ k16 + AmeG1,1:3,3:2,2:1,2
% {]ﬁ? ky |ke | k1 _Bif 7 ?m 7 _DE2 ] ] (30)

k17 k7 | k1o |375 7 Frm ATES
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where ks = 17(mE2+SE2),7mE2LE2,17
me,LEg,, ki = 0,—mpg,Lg,, —mg,LEg,, kir = —

(%+mmLm+mE2LE2)’ kig=1-— (mE2 +3E2)71_
’I’I’LE2LE2, and k19 = 07 —mE2LE2.
The asymptotic ASC for this situation is found by inserting
(10) and (15) into (17) and using the same processes to find
Cr,

ASCT*Y as
Dg,  kis
G 2
In (2) 53 (’)’TEQ |k16>

4A;CCE Dg, | koo
2 2 1
In(2)agmp Ly, G (’yT o |/€21 » G

ASCE™ ~

=+ ’ITLEQLE2 + mmLm),
+mg, LEQ + mmLm)a

where kog = 1 — (mE2 + SEZ), —(7
1— mEzLEz, and k‘gl = 0, — (%
—MmEg, LE2 .

2) SOP: The lower bound of the SOP in this scenario is
derived by putting (9) and (12) into (22) and applying [47, Eq.
(07.34.21.0081.01)] as (32), shown at the bottom of the page,
where ]4122 = O, (1 — mEQLEz).

The asymptotic of SOP at high SNR may therefore be ob-
tained by plugging (9) and (15) into (22) and using [47, Eq.
(07.34.21.0003.01)] as

of
L.as 2A CE2Cm(Z)T+mmLm
SopLasy o 22T T
kir 1,3 ((ODmy |1 — k17, ks
X G _— . 33
7 3’3( Arm | K16, —Fki7 (33)

Remark 1: The SPSC and asymptotic SPSC for this scenario
can be determined simply using the same procedure that was
used to obtain (27) and (28).

C. Scenario 3: Eavesdropping Attack on Both FSO and
Mm-Wave Links Simultaneously

In this scenario, it is assumed that both eavesdroppers F/, and
FE), are active and attempting to intercept secure data across each
authorized link of the communication.

1) ASC: The average secrecy capacity of a parallel FSO/mm-

wave with SC receiver may be obtained as
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Je as
9 — A G38 1
5 By GUyy <7TE1| k2>
_ kos |k Bg, By
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where koz = — (4 + 5%), kaa= — (mmLim +mp,Lp,).

By inserting (2), (10), (13), and (14) in (34), the asymptotic
ASC for this scenario can be derived, and the ASC5”Y can be

obtained as
B
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where ]{1252 1—bE1, , (7j+a§1 ), 1+€2E1,]€26:0,E1 y
5%17 - (%t + aEl) 0, ko7 = 1— (mEz +5E2)77(mE2LE2
+mmLm), 1 —mg,Lg,, and kos = 0, — (mp,LE,
+mmLm), —mE2LE2.

2) SOP: Following (22), the SOP for a parallel system with
an SC receiver can be written as

soP) = ( [ o ) Por, ) dm)

X (A f’YTE2 (7E2) F’YTf ((Z)AYE2) d/yE2) - (38

ASC = 1 ° (1 + F’YTf (7)) F’YTEl (7) d
57 I (2) g 1+~ v The solution of (38) is derived by inserting (1), (2), (9),
and (10) in (38) and using the integral identities from [47, Eq.
T (07.34.21.0011.01)] as
am Be, \ = 34 [ Biyre, | koo
< | 7 (L+Fy.,, (7)) YT E, () dy (34) s E s 5,5 (BEﬂTm k30>}
0 1+~

{c et (2t ()

Next, [47, Eq. (07.34.21.0011.01)] and [47, Eq. ITE, B2 VT | 32
(07.34.21.0081.01)] can be combined to simplify Z5 and (39
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where E = (% +ag), kog = 1—0b,,1,1 -2+
— 2 - 2 _ 2
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.d-l-bEl,—\_‘,—._‘—gEl,O. V =M Lm+mE2LE2,

ks1=1—(mg, +sp,), 1 —v,—v+mpg,Lg,, 1 +mu, Ly,
and k3o = 0,—v + (mE2 + 3E2)7 -V + mEZLEZ,mmLm.

Now, we can obtain the asymptotic SOP at high SNR by
substituting (1), (9), (13), and (14) into (38) and utilizing [47,
Eq. (07.34.21.0002.01)] as

af
SOP?)L’asy ~ [QAfAEzw 2 ’YXI ngg (BE17|k33)]

as Frm k34
CnCr, Omm Lm A x2 D
|: E’ZQ) Y G:l))’g (_E27k35):| , (40)
Mo L ’ YT Eo k3e
where 1=+ 4 X2 = My L + mp,LE,,

1—x1,1=bp, 143, kss = ap, ,€%,,0,—X1,
kss = 1—X2,1—(mE2—|—8E2), 1—mE2LE2, and
k3g = 0,1 —mpg,LEg,,—X2

The final expressions of ASC;, ASC,, ASCj, SOPlL,
SOPE, SOPE, and their correspondence asymptotic expres-
sions of the investigated parallel system are new and never found
before, to the best of the author’s knowledge based on the open
literature, and thus our derived expressions are novel.

k33 =

IV. NUMERICAL RESULTS

Selected simulation results under unified F-distribution with
considered eavesdropping situations are provided and ana-
lyzed in this section, using the aforementioned obtained an-
alytical expressions. In the theoretical analysis, a MATLAB
code provided in [50] was used to evaluate the EGBMGEF in
Section III. We investigate the effects of FSO turbulence param-
eters and pointing errors, fading, and shadowing parameters,
number of diversity branches for mm-wave links, and SNR
values received by eavesdropping links on secrecy performance.
For all the eavesdropping scenarios and for the sake of simplicity,
it is assumed that ay = ap,= a, by = bg,= b, €y = e, =
€, Mym= mg, = m; and s,,= sg, = s; unless it is stated
otherwise. Moreover, the average SNRs for both the legitimate
links are assumed to be equal ( 47 = 47, = 10 dB). The
parameters a and b are set using the values obtained in [13]:
for weak turbulence: a = 4.5916, b = 7.0941; for moderate
turbulence: a = 2.337, b = 4.5323; and for strong turbulence:
a = 1.4321, b = 3.4948. Unless otherwise stated, the values of
the FSO and mm-wave links parameters utilized in our work
for all eavesdropping scenarios are set according to [13], [51],
[52] and provided in Table I. All of the graphs were generated
in MATLAB using both analytical equations and Monte-Carlo
(M-C) simulation with, 10% channel realizations.

A. Scenario 1: Eavesdropping on FSO Link Only

To assess the impacts of optical link’s turbulence and pointing
errors on ASC, Fig. 3 plots the ASC as a function of the average
SNR of the main channel with moderate fading and low shad-
owing parameters (i.e., m; = 3, s;= 50) for the mm-wave links.
Increasing the average SNR of the main channel enhanced se-
crecy performance, as indicated in the figure. When atmospheric
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TABLE I
THE VALUES OF SYSTEM PARAMETERS
Parameters Values
Links length 3.5 km
Wavelength 1550 nm
D 10 mm
ly 0.8 m
Lqg 5.98 mm
Ay 0.8
o? 0.6343, 1.0058, 4.0230 (for weak,
moderate, and strong turbulence.
Secrecy rate 0.1 bit/s/Hz
Transmit power 10 mW
n 1
N, 1
Carrier frequency 60 GHz
Transmit antenna gain 44 dBi
Transmit antenna gain 44 dBi

ASC (bits/s/Hz)
£ 1] (=]

w

—A— Weak
—©— Moderate
—O— Strong
Asymptotic
x  Simulations

0 5 10 15 20 25 30

Fig. 3. ASC under different turbulence and pointing errors effects; where
VB, = 5dB,m;j = 3, s; = 50,and L; = 2.

turbulence severity rises from weak to strong, the system’s
overall ASC performance diminishes, proving the accuracy of
(19) stated in Section III. This means that stronger turbulence
has a larger effect on the legitimate receiver’s SNR, leading to
a poorer FSO link than weaker turbulence. Furthermore, the re-
sults show the impact of both significant and negligible pointing
errors. More secure communication is established between the
transmitter and the receiver due to enhanced pointing precision
with negligible pointing errors (¢ = 6.7). The improvement in
secrecy is obtained because the SNR received at R with weak
turbulence and negligible pointing errors is greater than the SNR
received with severe turbulence and substantial pointing errors
and higher than the SNR of the eavesdropper’s link.

The influence of the average SNR of the first eavesdropper’s
link T" — E4, vg, on the ASC performance of the investigated
system is depicted in Fig. 4. Increasing the value of g, led to
a decline in ASC performance under moderate atmospheric tur-
bulence and negligible pointing errors circumstances, as seen in
this figure. This is because the channel quality of a legitimate link



7317013
9 >
sl
7L
o g =-5,0,5 10d8
~ 7
T
Bsp :
2
£
[SRd 1
9]
<
3+ J
2+ J
—O— Analytical
— — Asymptotic ||
2 x  Simulations
0 s ‘
0 5 10 15 20 25 30
SNR, (dB)
Fig. 4. ASC under the effects of selected values of g, ; where a =
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Fig. 5. SOP under different turbulence conditions; where e = 6.7, yg, =

5dB,mj = 3, s; = 50,and L; = 2.

degrades faster than that eavesdropper link, which is connected
to the eavesdropper link’s high SNR with higher g, . In contrast,
as g, grows, the eavesdropper £/; becomes more effective, and
the security of the system deteriorates. Furthermore, as can be
observed in all of the preceding figures, the asymptotic curves
in Fig. 3 and Fig. 4 closely match the exact ones, confirming the
correctness of (20) that was derived in Section III in high SNR
values (i.e., >15).

The effects of atmospheric turbulence on SOP are displayed
in Fig. 5 under moderate atmospheric turbulence and negligible
pointing errors conditions for FSO links with moderate fading
and low shadowing parameters for the mm-wave links. The
results in Fig. 5 show that the investigated parallel system has
better secrecy than the FSO-only system. This is due to the
parallel system’s superior SOP performance when compared to
the FSO only link-based system. Furthermore, it can be seen that

IEEE PHOTONICS JOURNAL, VOL. 14, NO. 2, APRIL 2022

- ---A---(=1.'YE=4dB
G ceiree (%67, =4 dB
: E3-s (=1, 7.= 0 dB
4 . ]
1079 (=6.7, 1g= 0dB
—H— (=1, 7g=4dB
—O— (67, 7,=4dB
107 —8— (=1, 7= 0B |4
(=6.7, 1E= 0dB
cN *  Simulations
o A Asymptotic
O 103 Q@ A ]
@ .
e, A
@, A
104 m, e, A
®., A
o LN
-5 u'.
10 Parallel FSO/mmWave % g &
® "‘-n.
10 . . . s . t
0 5 10 15 20 25 30 35 40
SNR (dB)
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Fig. 7. SPSC under different turbulence and selected values of €; where a =
2.337, b = 45323, ¢ = 6.7, yg, = 5dB,s; = 20, m; = 3, and
L; = 2.

the SOP for both systems is substantially poorer under strong
turbulence for the same reason as in Fig. 3.

Fig. 6 shows the combined impact of receiver misalignment
and the average SNR of the untheorized 7' — F; link on SOP.
Even when the optical communication link experiences sub-
stantial pointing errors and high SNR of eavesdropping link cir-
cumstances, the investigated parallel system has a considerably
better SOP than the FSO only system. The parallel system is
more resilient to the negative effects of FSO turbulence and
pointing errors since the radio communication link is included.

In Fig. 7, the SPSC performance is demonstrated concerning
SNR under different turbulence conditions and varying pointing
error conditions for the FSO links with moderate fading and
low shadowing parameters for the mm-wave links. It is pos-
sible to deduce that a greater value of ¢ and weak turbulence
ensures secure transmission with a higher probability. Because
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Fig. 8. ASC for selected values of m,,; where a = 2.337, b =
4.5323, ¢ = 6.7,7yg = 5dB,mg, = 3,and Lj = 2.

the received SNR at R is dependent on and turbulence severity
conditions as described in (27), the SPSC performance degrades
as these parameters become more severe. However, it has been
observed that when SNR rises, the associated SPSC performance
improves noticeably.

B. Scenario 2: Eavesdropping on Mm-Wave Link Only

The impact of various fading conditions of the legitimate mm-
wave, " — m link of the main channel on the ASC performance
is illustrated in Fig. 8 for m,, =5, 3,1, 0.5, s;,= sg, = 20,
and mp, = 3 for mm-wave links with moderate turbulence and
negligible pointing errors for FSO links. For this scenario, we set
ve,= 5 dB. It is obvious that the ASC improves as the severity
of the fading conditions decreases, i.e., as the value of the main
channel’s fading parameter, m,,,, increases. This is because as,
m,, increases, so do the number of multipath clusters arrive at
R, and therefore the received SNR. A larger value of m,,, can be
obtained to assure secure transmission with a higher probability.

In the same context, Fig. 9 depicts the influence that the
shadowing parameter of the legitimate mm-wave link, 7" — m,
might have on the ASC for m,,= mpg,= 3. The ASC perfor-
mance increases significantly when, s,, is dropped from 1.5
(high shadowing) to 50 (light shadowing). This is because the
legitimate mm-wave link obtains increasingly good reception
as the level of shadowing decreases. To put it another way,
more shadowing of the received signal strength is beneficial
to improving system secrecy. This is because the physical layer
security makes use of the unpredictability of wireless channels,
i.e., fading, to increase secrecy.

The ASC versus the average SNR for selected values of
L,, under moderate fading and light shadowing settings for
mm-wave links is plotted in Fig. 10 to highlight the effect of the
number of diversity branches L,, of the legitimate mm-wave
link on the secrecy performance. The positive impact of MRC
diversity on the parallel system’s secrecy performance can be
observed in this figure, where the ASC improves as L,,, increases
while m; and s; remain constant (m; = 3, s; = 50). The

7317013

ml.=3
s _=50,20,10, 1.5
m

ASC, (bits/s/Hz)

—©— Analytical
— — Asymptotic
*  Simulations
|

0 5 10 15 20 25 30
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Fig. 10. ASC for selected values of L,,; where a = 2.337, b =

45323, ¢ = 6.7,yg = 5dB, m; = 3, s; = 50.

Monte-Carlo simulation results successfully support our analyt-
ical results, which are given by (30), in Section III. Furthermore,
the following conclusion might be reached: (i) lower m,,, results
in a lower ASC; (ii) ASC can be improved by ensuring high s,,,;
(iii) The ASC performance curves converge very rapidly to one
other under all channel conditions for low SNR values, i.e., >
5 dB, as illustrated in Figs. 8-10; (iv) our asymptotic ASC|*Y
given by (20) begin to progressively approach the exact one
only when SNR is larger than 15 dB for our given simulation
configuration.

Fig. 11 depicts the SOP versus the average SNR of the in-
vestigated system for various values of the legitimate mm-wave
link’s fading severity parameter, m,,, and light shadowing. The
system’s SOP performance has greatly deteriorated when the
main channel experiences significant fading (i.e., lower values
of the fading severity parameter, m,,,). However, the results in
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Fig. 12.  ASC under different turbulence and pointing errors effects; where
YE = 5dB, mj = 3,8j = 50,andL]- = 2.

Fig. 11 again demonstrate the improved secrecy of the inves-
tigated parallel system compared to the mm-wave only link
system. Furthermore, the asymptotic curves (SOP*#Y) match
tightly the exact ones, which proves the accuracy of the retrieved
expressions in high SNR values (i.e., >10) as can be seen all in
the previous figures.

C. Scenario 3: Simultaneous Eavesdropping on Both FSO and
Mm-Wave Links

Fig. 12 displays the ASC35 closed-form expression that was
previously derived in Section III for varied pointing errors and
atmospheric conditions when both eavesdroppers F; and Fs
are active. To show the influence of both eavesdroppers, we
set Yg, =YE, = 5 dB in this example. As predicted, the low
pointing errors (i.e., ¢ = 6.7) effect produces a greater ASC
than the higher effect of ¢, (i.e., ¢ = 1). This is because smaller
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Fig. 13.  ASC under the effects of selected values of vg; where a =
2.337, b = 4.5323,¢ = 6.7, mj; = 3, s; = 50,and L; = 2.

values of ¢ represent high pointing errors, which cause signifi-
cant distortions in received optical signals. As a result of these
distortions, the legitimate receiver’s signal is weakened, and the
capacity of the main channel is lowered. In addition, the ASC is
greater in the presence of weak turbulence than in the presence
of strong turbulence. The reason for the previous findings is the
same as it was in Fig. 3. In this case, where both legal links are
simultaneously overheard by the eavesdroppers, the ASC curves
in Fig. 12 are smaller than their corresponding curves in Fig. 3.

Fig. 13 displays the ASC performance as a function of the
main channel’s SNR under the impact of different values of
the average SNR of the wiretap channels, . In this scenario,
we assume that the average SNRs for both eavesdropper links
are equal (i.e., Yg, =Yg, = YE ). The increased value of, vg
obtained by Fjand F» resulted in a considerable drop in ASC
performance, as seen in this figure. This is since as g rises, the
channel capacity of the eavesdropper’s links improves, leading
to a decline in the ASC of the main channel. As a result, the
greater 7y g, the higher the quality of the eavesdropper’s channels,
and therefore the ASC performance would decline as projected.
When comparing the results in Fig. 4 to this case, it can be
seen that ASC decreases. This is because the FSO link is less
susceptible to eavesdropping than the mm-wave link.

Figs. 14 and 15 show the ASC as a function of the main
channel’s average SNR under the impact of different values of
fading severity and shadowing parameter of the main channel.
The curves were plotted by assuming two eavesdroppers simul-
taneously attacking both legitimate links. All of these figures
illustrate that a lower severity of fading and/or shadowing (i.e.,
higher values of m,,, and/or s,,,), generates a better result than a
higher severity of fading and/or shadowing. It is concluded that
greater values of m; and s; contribute to better performance in
terms of fading and shadowing severity (i.e., higher ASC). The
reason for this is that, over the legitimate mm-waver link, the
SNR values received by the R increased as the intensity of fading
and shadowing reduced, while all other channel characteristics
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4.5323, ¢ = 6.7,yg = 5dB, sp, = 50,and Lj = 2.

stayed constant, supporting the accuracy of ASC', previously
obtained in Section III.

Fig. 16 depicts the ASC as a function of the average SNR
of the main channel, as well as the effect of the legitimate
mm-wave link’s MRC diversity on the secrecy performance
for scenario 3. For mm-wave links, moderate fading and low
shadowing parameters were assumed, and moderate turbulence
with negligible pointing errors was assumed for FSO links, while
Lg,= 2. As predicted, Fig. 16 indicates that as L,, increases
so do the ASC. This is exemplified by the fact that raising the
L,, resulted in an increase in MRC diversity gain at R. It is
observed that ASC decreases when compared to the results of
Fig. 10 in this case where the mm-wave link is more sensitive
to eavesdropping than the FSO link.

Fig. 17 represents the SOP derived in (39) for different point-
ing errors and atmospheric conditions when both eavesdroppers
E'1 and E2 are active. As expected, the SOP with lower € and
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Fig. 17.  SOP under different turbulence conditions; where e = 6.7, v, =
5dB,mj = 3, s; = 50,and L; = 2.

stronger turbulence is greater than with the larger value of € and
weaker turbulence. The explanation is the same as it was for the
prior findings in Fig. 5. Furthermore, when the SNR of the main
channel increases, the parallel system outperforms the FSO-only
system in terms of SOP performance.

The effect of fading effects encountered on the main link,
m,,, can have on the SOP is shown in Fig. 18 for vg = 5dB,
and s; = 50. The SOP improves as the intensity of the fading
conditions decreases, i.e., as the fading parameter of the main
link m,,, increases. This is owing to the fact that as m,,, grows,
so does the number of multipath clusters arrive at R , and
therefore the received SNR. It is possible to notice that the
SOP is higher in this situation when compared to the results
of Fig. 11. According to Figs. 11 and 18, fading has a negative
influence on SOP performance, and it has a higher impact on
SOP performance under low values of the SNR. However, due
to the complementary features of FSO and mm-wave links, it
can be shown from these findings that the fading parameter
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has less performance fluctuation on the SOP for the parallel
FSO/mm-wave system compared to the mm-wave only system.
Three notable remarks should be made here. To begin, in
scenario 3, when both F; and F5 are active and attempting to
hack information from both legitimate links at the same time, the
secrecy performance of the investigated parallel system slightly
degrades compared to the results of scenarios 1 and 2 when
either ) or Fs is active, thanks to inheriting complementary
properties of the FSO and mm-wave links. Second, in all of the
figures in this section, the analytical results nearly match the
simulated ones, demonstrating that the model and analysis are
valid. Finally, for all of the results shown in the preceding figures,
the asymptotic results closely match the closed-form results.

V. CONCLUSION

In this paper, the secrecy performance of a parallel FSO/mm-
wave system is analyzed using a unified F-distribution. These
analyses are provided for three different scenarios based on the
number of eavesdroppers are activated during data transmission.
For each of these scenarios, closed-form equations for ASC,
SOP, and SPSC are produced and compared. Furthermore, it is
concluded that the system is insecure due to increased turbu-
lence and pointing errors strength of FSO links. In addition to
this, when the SNR received by eavesdropper links grew, the
system’s secrecy performance decreased. The parameters m,,
and s,, also influences the secrecy performance, the higher the
values of m,,, and s,,, the better the results for the investigated
parallel system. Besides, a greater number of MRC branches
for the legitimate mm-wave link can be employed to increase
the parallel system’s security performance. Also, the secrecy
performance of the three eavesdropping scenarios is evaluated,
and scenario 3 is shown to be somewhat poorer than the other
two. Finally, it can be stated that the parallel FSO/mm-wave
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system outperforms the FSO- and mm-wave-only systems in
terms of SOP performance.
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