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This paper investigates a secure wireless-powered sensor network (WPSN) with the aid of a cooperative jammer (CJ). A power
station (PS) wirelessly charges for a user equipment (UE) and the CJ to securely transmit information to an access point (AP) in
the presence of multiple eavesdroppers. Also, the CJ are deployed, which can introduce more interference to degrade the
performance of the malicious eavesdroppers. In order to improve the secure performance, we formulate an optimization
problem for maximizing the secrecy rate at the AP to jointly design the secure beamformer and the energy time allocation. Since
the formulated problem is not convex, we first propose a global optimal solution which employs the semidefinite programming
(SDP) relaxation. Also, the tightness of the SDP relaxed solution is evaluated. In addition, we investigate a worst-case scenario,
where the energy time allocation is achieved in a closed form. Finally, numerical results are presented to confirm effectiveness of

the proposed scheme in comparison to the benchmark scheme.

1. Introduction

Internet of things (IoT) has been considered one of the
appealing paradigms for future wireless network which
significantly improves massive connectivity for the sensor
devices [1]. However, the IoT devices suffer from energy-
constrained issues. In this case, the devices in an IoT net-
work will disconnect the IoT server due to limited battery
size in this low-energy consumption nature. In a variety of
IoT applications, e.g., those enabling the smart manufac-
tures, due to the life cycle of the IoT devices which is
approximately 10 to 20 years or more, it has led to
severely demanding battery life constraints. Therefore,
energy efficiency has been one of the main challenges in
IoT networks [2].

On the other hand, reliable data transmission for IoT net-
works has become increasingly important, especially in vari-

ous civilian and military applications. For secured IoT
networks, the IoT devices guarantee a reliable connection
with the access point to safeguard the private information,
such as credit card transaction, online personal data, and mil-
itary intelligent transmissions [3]. As a matter of fact, infor-
mation security has become an essential part of the IoT
system. Conventionally, a reliable wireless network is guar-
anteed via conventional cryptographic techniques which are
implemented in the network layer. Nevertheless, due to the
inherent quality of wireless transmission, it will incur large
overhead as well as various issues in the key distribution
and management to build a reliable link [4, 5]. As an
alternative approach, physical layer security has been
developed to provide the secrecy capacity metric by exploit-
ing information-theoretical fundamentals [3]. In recent
years, a variety of resource allocation algorithms have been
developed in physical layer security scenarios to improve
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the secrecy performance of the wireless networks. Addition-
ally, physical layer security has also been studied in the sce-
nario of multiantenna [5-7]. In secure communications, the
transmit power efficiency plays a key role to enhance the
secrecy capacity. Ideally, the transmit power at the base sta-
tion (BS) is minimized to satisfy the transmission require-
ment on achievable secrecy rate [8, 9]. Recently, the
reliability and security of wireless system have been consid-
ered in [10, 11], which can be applied in IoT applications. In
[10], cooperative dual-hop nonorthogonal multiple access
(NOMA) was investigated, where the transceivers consider a
detrimental factor of in-phase and quadrature-phase imbal-
ance (IQI). A decode-and-forward (DF) relay was employed
to assist the secure communication between the source and
destination. To characterize the performance of this system,
exact and asymptotic analytical expressions for the outage
probability (OP) and intercept probability (IP) are derived
in terms of the closed-form expression. Integrating ambient
backscatter (AmBC) into the NOMA system has been investi-
gated in [11], where the source is aimed at communicating
with two NOMA users in the presence of an eavesdropper.
A more practical case is that nodes and backscatter device
(BD) suffer from IQI.

Wireless-powered communication networks (WPCNs),
as an enabler of energy harvesting, have been considered
one of the promising techniques to deal with the energy-
constrained issue in the IoT system. In WPCNs, large
amounts of IoT devices are deployed to collect the energy
from dedicated energy sources to supply wireless charging
services for the IoT sensor nodes via radio frequency (RF)
wireless energy transfer (WET) [2]. In recent years, there
has been a variety of existing literature focused on how to
effectively use the harvested energy to improve system per-
formance [12-16]. In [12], a generic transmission WPCN
was proposed, where a “harvest-then-transmit” was investi-
gated. In this WPCN, the devices first harvest energy via
the RF signals broadcast by an AP in the downlink and then
implement wireless information transfer (WIT) in the
uplink. In response to the doubly near-far effect in [12],
the proportional fairness is explored by jointly designing
power and time allocation in [13]. In [14], the WPCN appli-
cation in AmBC was investigated, where wireless-powered
IoT devices can collect energy and transmit their own infor-
mation using the primary signal. By exploiting the energy
supply among devices, a new wireless-powered chain model
was proposed in IoT networks, where the IoT devices not
only transmit information to the AP but also extract the
energy from the RF signal of others [15]. In addition, a non-
linear energy harvesting model was proposed to maximize
sum throughput and the minimum individual throughput
for all wireless-powered users [16]. Moreover, a group of
power stations (PSs) are composed of a dedicated WET net-
work which is deployed to coordinate WIT networks in the
vicinity [17, 18]. Specifically, these IoT devices can achieve
more energy benefits from these PSs to prolong their own
battery life via wireless charging, which outperform the tra-
ditional battery-powered counterparts. The WPCN high-
lights its advantage to reduce the operational cost and
improves the robustness of wireless communication net-
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works, which is more suitable for the low energy use cases,
named wireless-powered sensor networks (WPSNs) [1].
Recently, a worst-case secure WPCN has been considered,
where the eavesdroppers intercept the legitimate informa-
tion between a H-AP and the user, and the jammer node acts
as an artificial noise to interfere eavesdroppers by utilizing
its harvested energy [19]. Moreover, multiple-input single-
output (MISO) simultaneous wireless information and
power transfer (SWIPT) has been investigated to integrate
the energy harvesting user with security requirement [20-
22]. In [20], secrecy energy efficiency maximization was
exploited with an energy harvesting receiver, where the for-
mulated problem is fractional programming and can be
reformulated into difference of concave (DC) functions.
Thus, the successive convex approximation and Dinkel-
bach’s algorithm are employed to iteratively solve this opti-
mization problem. An artificial noise- (AN-) aided secure
SWIPT was investigated to improve the secure performance
and energy harvesting efficiency under channel certainty of
the eavesdroppers [21]. In [22], the outage-constrained
robust secure design was studied, where the energy receivers
can overhear the desired information which can be treated
as potential eavesdroppers. Although the abovementioned
works have investigated the WPCN integrated with some
promising techniques, the reliable information transfer
supported by WPCN still remains a performance bottle-
neck. Thus, integration of WPCN with the secure commu-
nications is a promising solution to address the energy-
constraint and reliable issues simultaneously. Also, it is
noted that the secure transmission of the IoT devices can
be guaranteed by the wireless charging service. To the best
of our knowledge, there have been no published works
that model and investigate this secare WPCN in IoT sys-
tem, which motivates this work.

In this paper, we investigate a cooperative jamming-
(CJ-) aided secure WPSN. In particular, a multiantenna
PS employs an energy beamforming to offer wireless
charging services for a user equipment (UE) (i.e, IoT
device) as well as a CJ node, and then, the UE utilizes
the harvested energy to build a secure communication link
with the AP when there existed multiple eavesdroppers.
Meanwhile, the CJ uses the harvested energy to introduce
interference, so that the reception of the eavesdroppers can
be degraded. For this communication model, the main
contributions of this paper are summarized as follows:

(1) First, it is aimed at maximizing the achievable secrecy
rate to jointly design the energy beamforming and
time allocation. Due to the nonconvex property of
the formulated problem, it cannot be solved directly.
In order to circumvent this nonconvexity, we first
analyze the feasibility of the optimal time allocation
for the given energy beamforming. Next, we propose
a global optimal scheme where the energy beamform-
ing is optimally designed for a given time allocation.
This reformulated problem is further divided into a
two-level optimization problem via introducing an
auxiliary variable. Specifically, this formulated optimi-
zation problem can be solved via a semidefinite
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programming (SDP) relaxation and one-dimensional
line search. In addition, the optimal time allocation
can be achieved via numerical search

(2) Second, a novel low-complexity scheme is exploited,
which is based on a worst-case scenario, i.e., eaves-
droppers’ noise-free signal. The time allocation can
be derived in terms of closed-form expression via
Lambert W function, while the energy beamforming
can be achieved via similar relaxation with a global
optimal scheme. Numerical results are demonstrated
to validate the proposed scheme

The remainder of this paper is organized as follows. In
Section 2, we introduce the system model and formulate
the problem. In Section 3, we present the global optimal
solution for the original problem. We propose the low-
complexity scheme for the formulated problem in Section
4. In Section 5, we provide numerical results to evaluate the
proposed scheme. Finally, the conclusions of this paper are
presented in Section 6.

2. System Model

In this section, we investigate a CJ-aided secure WPSN as
shown in Figure 1. Specifically, a power station (PS), pow-
ered by a stable energy supply (i.e, microgrid), wirelessly
charges for a user equipment (UE), which utilizes its har-
vested energy to establish a secure transmission link with
an access point (AP) overheard by multiple eavesdroppers
(this system model practically fits within the civilian and
military applications. Specifically, the UE is regarded as a
smart sensor node embedded into the smart wearable
devices, which harvests the energy to support monitor per-
sonal private information transmitted to the access point.
Also, this UE acts as a low-power sensor node deployed
in the battlefield which needs to collect the energy service
from the PS to transmit the intelligence information mon-
itored by the UE to the AP). In this paper, we assume that
the UE employs the linear energy harvesting. This is due
to the fact that this assumption practically holds when
the harvested energy at the UE is relatively lower than
its battery capacity. Meanwhile, a dedicated CJ is deployed
to collect the energy from the PS to introduce addition
interference to degrade the reception of the eavesdroppers.
We consider the case that the PS is equipped with Npg
transmit antennas, while all the other nodes use a single
antenna. In this paper, we consider quasistatic flat-fading
channel model, where all channel gains remain constant
during each time block. We assume that h, g;, h;, h,, I},
and f;, are denoted as the channel coefficients between the
PS and the UE, the PS and the jammer, the UE and the AP,
the UE and the kth eavesdropper, the jammer and the AP,
and the jammer and the kth eavesdropper, respectively. A
well-known “harvesting-then-transmit” protocol is consid-
ered in downlink WPT phase and uplink WIT phase. We also
assume that the whole transmission time block is T. In the
WET phase, ie., 8 € (0, 1), the PS wirelessly charges for the
UE and the jammer; thus, the harvested energy at the UE
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FIGURE 1: System model.

and the jammer can be written, respectively, as

EIT :nPS‘hleze, ( )
1
E; :11P5|g]w’26,

where # € (0, 1] accounts for the energy efficiency at the UE
and the jammer, w denotes the normalized energy beam-
forming at the PS, and P is the transmit power at the PS.
Accordingly, the transmit power at the UE and the jth
jammer is given by, respectively,

qPS‘hHw’ 0
PIT = T—G >
2 @)
P _ r]PS|g]w’ 0
/ T-6

During the WIT phase, i.e., T — 6, the UE and the jammer
utilize the harvested energy to perform the information
transfer. Specifically, the UE transmits the confidential infor-
mation to the AP when there existed multiple eavesdroppers
during the WIT phase; meanwhile, the CJ introduces the
interference, so that the reception of the eavesdroppers is
degraded. Noting that, the jammer guarantees that there is
no interference leakage to the AP, i.e., the jammer is dedi-
cated to help the UE to interfere with the eavesdropper,
where there is a cooperation between the AP and the jammer
such that the AP can decode the interference signal from the
jammer. Thus, we write the mutual information at the AP
and the kth eavesdropper, respectively, as follows:

R, (w,0) =log, (1 +

0
=log, (1 + mXS(w)),

nOP|hf'wl|’ |,



(noP.|h'w[’ /T - 0) |h|?
(119P5’g§’w|2/T - 6) |f])k|2 + 02
nOP | hfw|*|h,, |’
0(P.nlg)wl’|f 4] - 02%,) + To2

_ OX i (W)
=log, <1 ’ e(X,,k(w)k— 1)+ T)’

R, (w,0)=log, | 1+

=log, | 1+

where
7P |h |’ [’
X (w) = e
214 H._ |2
X, o) = nPs\he,klz}h W' (5)
e
P 2 gHW 2
Xj,k(w): n S|ff>’j2| J | )

e

From (3), the achievable secrecy rate at the AP can be
expressed as

+
R(w,0)=|R,— maxR, | . 6
0= R, e ©

Thus, we formulate the secrecy throughput maximization
subject to the energy beamformer and time allocation
constraints, which is given by

max (T -8)R,(w,6) (7)
s.t. [wl*<1, 0<6O<1. (8)

Problem (7) is nonconvex due to its objective function;
thus, it cannot be solved directly. In order to address this
problem, we employ a two-layer approach to globally obtain
the optimal time allocation 6 and energy beamformer w. We
further provide a worst-case scenario and obtain the closed-
form expression of the optimal time allocation.

3. Global Optimal Solution to (7)

In this section, we propose a global optimal scheme to solve
problem (7). Specifically, the energy beamforming can be
optimally designed for given time allocation, which is refor-
mulated into two level subproblems. The inner level problem
can be solved by using an SDP, and the outer level problem is
a single-variable optimization problem, which employs a
one-dimensional line search to achieve the optimal energy
beamforming. In addition, the time allocation can be
optimally designed via numerical search.

3.1. Feasibility Analysis. In this subsection, we characterize
the feasibility of time allocation of problem for the given
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energy beamforming w. Thus, the following lemma is
required to exploit the feasibility of problem (7).

Lemma 1. For a given w, problem (7) is feasible for 0, <0
< 1, where

=arg max Xej(w) =X, (w) -9

Ornin gke[I,K]XS(W)X]k(w)_X( W)+ Xok(W)

Proof. In order to show the feasibility of (7), it is achieved
from (6) that R, > 0 such that we have
R, -R,; >0, Vk. Thus,

0X i (W)
o™ O(X ) (w)—1)+T (10)
O (X (W)X (W) = Xo(W) + Xo(W)) 6T (X (W) = X, (W))] > 0.

(11)

From (11), we have two cases, i.e., X (W)X, (w) — X (w)
+ X, (w) <0and X (W)X, (w) — X (w) + X, (w) >0. First,
we discuss the case X (w)X;;(w)-X (w)+X,(w)<0,
which results in X, ; (w) — X (w) <0 due to X (w)X,,(w) >
0. In order to guarantee R, — R,; >0, one of the following
inequalities should be satisfied:

>0,
X (W)X (W) = X (W) + X (W) =0,
Xouw) ~ X, (W) )
0<f<l< X (W)X (W) = X (W) + X (W)
X (W)X k(W) = X (W) + X, 1 (W) <O0.

Then, we discuss the second case X (w)X(w) — X (w)
+X,.(w) > 0. In order to guaranteeR, — R, > 0, one of the
following inequalities should hold:
6>0,

Xe,k<w) - Xs(w) <0,

vk, - 13
X, (W) = X, (W) co<r 1Y

X (W)X (W) = X(W) + X (W)

Xop(w) =X (w) 20.

From the abovementioned results, we obtain

6. <6<1, (14)

min —

where

g max X)X w)

Omin = 318 N W)X (W) — Ko (W) + Kog (W)

(15)

By exploiting Lemma 1, we can derive the optimal
time allocation through one-dimensional line search over

0e(O

mm )



Wireless Communications and Mobile Computing

3.2. Global Optimal Scheme. In the previous subsection, we
characterize the feasibility condition for the formulated
problem (7) to obtain optimal time allocation. To proceed,
we optimize the energy beamformer w in (7) for a given time
allocation 0, which is written as

113vax R, (16)
st |w|P< L (17)

Problem (16) is nonconvex in terms of w such that it
cannot be solved directly. To tackle it, we propose a global
optimal scheme via employing two-dimensional line search
and SDP relaxation. First, we fix the time allocation 0 and
introduce an auxiliary variable t such that problem (16) can
then be rewritten as

. 0
R; = max log, (1 + T—GXS(W)) +log, (1)

s.t. max lo 1+ X i (W) <lo !
i O(X; (w)-1)+T) "~ &\7)

[wiP<1.

(18)

Although we have introduced an auxiliary variable ¢ to
reformulate problem (16), it is still nonconvex and intracta-
ble. In order to circumvent this issue, problem (16) can be
divided into two-level subproblems, which can be given by
the following:

(1) Outer level: the outer level subproblem is given by

R = max log, (1 + I'(t)) +1log, (1) (19)

st tn SE<T, (20)

where I'(t) = (0/(T - 6))X,(w) and t,;, denote the
lower bound of variable t. Note that this lower bound
can be easily derived as ¢, = (1+ (50P,|h |*||h||*)/
(T-6)a2)) " [23].

(2) Inner level: for a given f, the inner level subproblem is
written as

nOP b, b wl’
I'ty=max———————

w (T—@)O’f (21)

nOP [ hw’ |y | 1
Hy|? 2_ 52 2 < log, (?)’
0(P.nlgw[*|f il - 07) + To?
(22)

t. 1 1
s kg&zﬁ(} ogz( +

[wl* < 1. (23)

From (19), the outer level subproblem is a single-variable
optimization problem in terms of ¢ with interval ¢ € [¢,; , 1],
which is tackled via one-dimensional line search, while the
inner level subproblem (21) is still nonconvex due to its
constraint with any feasible ¢. In the following, we will tackle
the inner stage problem (21) to optimally design the energy
beamforming w.

3.3. Optimal Solution to (21). In this subsection, we consider a
SDP relaxation to optimally solve the inner stage problem
(21). First, let us denote W =ww'l; problem (21) can be
relaxed as

rir - nOP,|h,*Tr(hh"'W)
() = M7 )2

1P|k, |*Tr(hh"'W) 1
s.t. log, [ 1+ o <log, <?),
6(P5n|f])k‘ Tr(g,g/'W) —aﬁ) + To?

(24a)
Tr(W) <1, (24b)
rank (W) < 1. (24¢)

Problem (24) is intractable due to (24a) and (24c). To
proceed, by exploiting a few of the mathematical manipula-
tions to tackle (24a), (24) can be equivalently modified as

I(t) = maxTr (hh""W) (25)

st. yOP |k, | Tr(hh''W)

_ QG - 1) (Psnyf,,k|2Tr(g]g§IW) - "5) (26)

1
- (— - 1>Ta§so, vk,
t

(17b), (17¢). (27)

Note that I'* = (5P |h,|*/(T - 9)052)?*. Problem (25) is
an SDP; by ignoring the nonconvex rank-one constraint,
we adopt an interior-point approach to solve it [24]. To pro-
ceed, the condition of the optimality to the problem is char-
acterized by showing that problem (24) yields a rank-one
solution [25]. By exploiting the two-level-based SDP
approach, we solve problem (16) for a given time allocation
0. Then, we consider the optimal solution of the time alloca-
tion 0, where problem (7) is equivalently formulated as

0 0X,
max (T-0) [log2 (1 + T7—9X5> —log, (1 + W)} )
(28)

st O, <0<1, (29)

where X, = argmax;; X, and X; = argmin;; g X ;. For



convenience and without loss of generality, we substitute
X, into X;(w), 1€ {s, e, j}.

4. Low-Complexity Scheme

In the previous section, we exploited a global optimal scheme
to solve problem (7) via the SDP approach and two-
dimensional search. However, this scheme involves two-
dimensional search for the slack variable ¢ and time alloca-
tion 0, respectively, which introduces a higher computational
complexity and is time-consuming. In order to tackle this
issue, in this section, we propose a novel low-complexity
approach to obtain the optimal time allocation 6 in terms
of a closed-form expression. This approach can effectively
reduce the complexity, since it only involves one-
dimensional line search for the slack variable .

4.1. Optimal Solution to Low-Complexity Scheme. In this sub-
section, we propose a novel low-complexity scheme to solve
problem ((7)), which assumes that the noise-free signal is
available at the eavesdroppers, i.e.,aik =0, Vk. In order to
implement the low-complexity scheme, we first rewrite the
worst-case secrecy rate as

_ 0 XN\
R,.= [log2 (1 + mXS(w)) krén[lz% log, (1 + )_(,’k(w))} ,

v _ 21L.H,, |2 v _ 2| H_ |2
where Xe,k_’//Ps|he,k| |h W‘ and X],k_ﬂps|f],k| ‘g] W| .
Thus, the worst-case secrecy rate maximization problem
can be formulated as

max (T -0)R,. (31)

st |w|P<L,0<0<1. (32)

Problem (31) is not jointly convex for the coupled vari-
ables w and 6. Similar to Section 3, we first fix the time allo-
cation to optimally design the energy beamforming w, which
is omitted here to conserve space. To proceed, we propose the
optimal time allocation in a closed form for problem (31)
with a given w. Note that (30) provides a lower bound of
the achievable secrecy rate R, ie., R, >R,.. By exploiting
the SDP relaxation to design energy beamforming w, the
worst-case secrecy rate can be modified as

O %) -log,(1+ 2 (33)
T-60 s 08, )T] >

where X, =argmax;; X x(W) and X; =argming, ;X

R, = [log2 (1 +
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(w). And problem (31) can be rewritten for a given w as

~ 9 Xe
max R, (0)=(T-0) [log2 <1 + T——6X5> —log, (1 + X_)}

]

(34)
st O <0<, (35)
where 0,,;, = X,/(X¢X, + X,). It is worth noting that prob-

lem ((34)) is a special case of ((28)) with the eavesdrop-
pers’ noise-free signal, which incurs an upper bound of
the eavesdroppers’ achievable rate. It is verified that prob-
lem (28) is convex in terms of time allocation 8. We first
consider that the first-order derivative of the objective
function in (28) equals to zero, which is given by

ORye _ [log (1 + o X) log (1 + XE)}
=108, T_g"s) 0% e
00 0 X, (36)

1 TX, o
In2(1+O/T-0)X)(T-6)

1+ 0 X. )1 1+79 X )-(1+ 0 X
T-6) " T-6°° T-6°°
X
A1+l 1+ 22) =X, -1.
[ ( X/ﬂ

To proceed reformulation, let z=1(+0/(T - 0))X; (37)
is equivalently modified as

(37)

zlnz—z[1+ln (1+%>} =X,-1. (38)

]

The following equations can be derived via a few of
the exponential transformations:

ez[ln z-In (e(l-*—()?JX,)))] — eXS—l = ¢ In (z/(e(l+(5(c/5(,)))) — eX‘_l
N e(Z/(e(H(Xf/X’)))) In (2f(e(1+(X./X)))))

_ e(X;l)/e(H(XJX,))

= o (@ (X)) 1 (W)
e e 7
~ X, -1
- e(l + (XE/X])) '
(39)

By exploiting Lambert W function, (39) is equivalent
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to the following equality:

In (%) = W(L) (40)
e(1+ (X,/X;)) e(1+ (X./X;))

where W(-) represents the Lambert W function. Thus, the
optimal time allocation can be derived as

M (AN (14 (%X,)) -1 T
X, — 1+ M (D (C XD (1 4 (X,%,))
(41)

0" =

By exploiting the property of the Lambert W function
e = x/W(x), (41) can be further equivalently simplified as

e*z[l—W[ ( /(X )e)] nT
[ nX /(( X))e)) + ]

(42)

By exploiting (42), we derived the optimal time allocation
in terms of a closed-form expression for given energy beam-
forming w. Thus, in order to optimally obtain the worst-case
achievable secrecy rate, we present an alternating optimization
algorithm to iteratively design energy beamforming w and
time allocation 6, respectively, which is guaranteed to con-
verge to satisfy the Karush-Kuhn-Tucker (KKT) conditions
of problem (31) .

4.2. Special Case. In the previous subsection, we have opti-
mally designed the time allocation in terms of a closed-
form expression to propose the low-complexity schemes.
This optimal time allocation fits within generic worst cases
of the achievable secrecy rate. In this subsection, we charac-
terize the optimal time allocation for two special cases in
terms of signal-to-interference-plus-noise ratio (SINR)
regions of the eavesdroppers. First, we derive the optimal
time allocation in low-SINR region, e.g., X, <<X;. Thus,
according to (42), the optimal time allocation can be further
approximated as

0r — [1 B (W((Xs B 1)/6)/(X5 _

low — W((X

DIT
s—1)e)+1 ’ (43)

The optimal solution (43) releases a fact that secure
WPSN system is degraded into the conventional WPSN-
based rate maximization, where the jamming node intro-
duces extra interference which has a prominent role to design
the time allocation similar to the case that the reception of the
eavesdroppers is too small to be ignored. In addition, the sce-
nario of higher-SINR region at the eavesdroppers is charac-
terized, where Xe>> X, holds. Thus, for the higher SINR

7
A
O Eve 2k+1
q
(X),Y))
PS UE (XEjp Yer) AP
Jan\Y Va /A NS
0 W ; o
(Xps: Ypg) (Xyp|Yur) O (Xap Y pp)
O Eve 2k
FIGURE 2: System deployment.
case, (42) can be further simplified as
. 1-W|(X, - )X/eX (X, -1)|T
Opign = [ [ W, ( ) ) . (44)

~1)X;/eX, +1]

This scenario unveils the fact that more energy time is
allocated to the WPT phase for the UE while the jamming
node also needs more sufficient energy collected from the
PS to introduce extra interference to degrade the reception
of the eavesdroppers.

5. Numerical Results

In this section, we present the numerical results to evaluate
the performance of the proposed scheme in the secure
WPSN system. In simulation, we take into consideration
the system deployment as shown in Figure 2 to describe
the system model, where the PS, the UE, the CJ, and the
AP are located (X,g, Ypg)=(-50,0), (Xyp Yyg)=(0,0),

and (X}, Y;) = (20, 8), and (X,p, Y p) = (50, 0), respectively.
Also, all of eavesdroppers are located at (Xp;, Yp,) = (30,

nxl/2) whenn=1,---,2 xk+1, or (Xpy, Yp;)=(30,—(n~

1) % k/2) when n=2,---,2 = k, where | denotes the interval
between two neighbouring eavesdroppers. The channel coef-
ficient is composed of distance-dependent path loss model
and small-scale fading, where the path loss model is set to
PL = Ad*, where A =1073, k is the path loss exponent, and
d represents the distance between any two devices, i.e., the
PS and UE, the PS and the CJ, the UE and the AP, the UE
and the eavesdroppers, and the CJ and the eavesdroppers.
All small-scale channel coeflicients are generated to follow
Rayleigh fading. Also, we set P, =20dBm, 7 =0.8, and 0? =
02 = —150 dBm unless otherwise stated. In order to highlight
the proposed scheme, we evaluate the performance of the
benchmark schemes in comparison to the proposed scheme.
Specifically, we take into consideration two benchmark
schemes: (1) maximum ratio transmission (MRT) scheme,
in this way, the direction of the energy beamformer is consis-
tent with channel h; (2) equal time allocation (ET) scheme,
where the transmission time is equally allocated for both
WET and WIT durations.
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Achievable secrecy rate (bps/Hz)
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FIGURE 3: Achievable secrecy rate versus transmit power at PS.
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FIGURE 4: Achievable secrecy rate versus noise power.

First, Figure 3 presents the achievable secrecy rate versus  of each scheme. This releases that larger transmit power at
transmit power at the PS P_. From this figure, it can be seen  the PS can guarantee the reliability of the WIT. Also, the pro-
that the achievable secrecy rate increases with P, in terms  posed low-complexity scheme can achieve the same
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Achievable secrecy rate (bps/Hz)
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—&— Equal time allocation scheme

FIGURE 5: Achievable secrecy rate versus UE x-coordinate.
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—6— Low complexity solution
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FI1GURE 6: Achievable secrecy rate versus eavesdropper x-coordinate.

achievable secrecy rate as the global optimal scheme, which ~ shown that the proposed scheme is superior to the MRT
validates the correctness and effectiveness of the derivations ~ scheme and outperforms the ET scheme in terms of the
in Section 4. In addition, we evaluate the performance of  achievable secrecy rate. This effectively highlights the impor-
the proposed scheme against the benchmark schemes, it is  tance of the optimal time allocation in our proposed scheme.
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Achievable secrecy rate (bps/Hz)
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FIGURE 7: Achievable secrecy rate versus CJ x-coordinate.

Next, we evaluate the impact of the noise power of eaves-
droppers o2on the achievable secrecy rate in Figure 4. These
results clearly show that, if the noise power o2 is relatively
low, the proposed low-complexity scheme has the same
performance with the global optimal scheme in terms of
achievable secrecy rate. As o2 increases, the proposed
low-complexity scheme shows a degradation in terms of
the achievable secrecy rate in comparison to the global
optimal scheme. This is due to the fact that the eavesdrop-
pers are not able to decode the overheard signal in the
high-noise power region o?, such that the low-complexity
scheme can be considered in a low-noise power region to
design a secure WPSN. Also, the low-complexity scheme
slightly outperforms the MRT scheme and obtains higher
achievable secrecy rate than the ET scheme.

Then, the impact of the deployment of the UE, the eaves-
droppers, and the CJ on the achievable secrecy rate is evalu-
ated. In Figure 5, the achievable secrecy rate versus the x
-coordinate of the UE X is presented, where the achievable
secrecy rate first decreases and then has an increasing trend
after X;; = 20 m for each scheme. This confirms the optimal
deployment of the UE, where the UE is deployed nearer to
the AP or PS to gain a higher achievable secrecy rate. In
Figure 6, we present that the achievable secrecy rate versus
the x-coordinate of the eavesdroppers X, where the
achievable secrecy rate has an obviously decreasing trend
and then increases after X;=0m for each scheme; also,

the achievable secrecy rate gradually achieves a stable trend
after approximately Xp=12m. Similar arguments in
Figures 5 and 6 can be justified with Figure 3, where the
proposed low-complexity scheme achieves the same perfor-
mance with the global optimal scheme and outperforms the
MRT and ET schemes in terms of the achievable secrecy
rate.

Finally, the impact of the deployment of the CJ has been
evaluated. Specifically, Figure 7 shows that the achievable
secrecy rate has a decreasing trend when the x-coordinate
of the CJ X; is small and increases as X; is located from
-15m to 15m and then will decline again after that. This
confirms the optimal deployment of the CJ, where it is
deployed nearer to the PS or in the vicinity of the UE to
achieve a higher achievable secrecy rate. This is because this
deployment enables the CJ to obtain a higher energy har-
vesting efficiency to introduce a higher interference to
degrade the reception of the eavesdroppers. In addition,
the proposed low-complexity scheme is matched with the
global optimal scheme, as well as outperforms the MRT
and the ET schemes in terms of the achievable secrecy rate.

6. Conclusion

This paper investigated a secure WPSN with the assistance
of a CJ. The PS provides wireless energy for a UE and the
CJ to secure information transfer to the AP and introduce
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extra interference to the eavesdroppers, respectively. Our
aim is to jointly design the secure beamformer and the
energy time allocation via maximizing the secrecy through-
put at the AP. Due to nonconvexity of the formulated prob-
lem, we first propose a global optimal solution which
employs the semidefinite programming (SDP) relaxation.
In addition, we investigate a worst-case scenario, where
the closed-form expression of energy time allocation is
derived. Finally, our proposed schemes have been validated
through the numerical results, which highlight that the
jammer plays an improving role in the secure WPSN.
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