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Abstract

The authenticity and the integrity of digital evidence are critical issues in digital
forensics activities. Both aspects are directly related to the application of The Locard
Exchange Principle (LEP), which is a basic principle of the existence of evidence in an
event. This principle, not only applies before and at the time the event occurs, but also
applies to the investigation process. In the handling of digital evidence, all activities to
access the digital evidence are not likely to occur without the mediation of a set of
instruments or applications, whereas every application is made possible for the existence
of bugs. In addition, the presence of illegal access to the system, malicious software as
well as vulnerabilities of a computer system are a number of potential problems that can
have an impact on the change in the authenticity and the integrity of digital evidence. If
this is the case, secure and trust characteristics that should appear in the activity of
digital forensics may be reduced. This paper tries to discuss how the concept of a secure
and trusted environment can be applied to maintain the authenticity and integrity of
digital evidence. The proposed concept includes the unity of five components, namely
standard and forensics policy, security policy, model and trusted management system,
trusted computing, secure channel communication, and human factor. The ultimate
purpose of this paper is to provide an overview of how the recommendation can be
applied to meet the requirements of a secure and trusted environment in digital forensics
for keeping the authenticity and the integrity of digital evidence. In general, this paper
tends to explain a high-level concept and does not discuss low-level implementation of a
secure and trusted environment.

Keywords: Digital forensics, secure and trusted, Policy, security, trusted computing,
Locard Exchange Principle

1. Introduction

Authenticity according to [1] is the ability to maintain the initial identity when
the digital evidence is obtained for the first time, as well as preserving the integrity
in every stage of digital forensics process. In addition, integrity according to
Vanstode in [2] is a property on which digital data are not changed by any party
who does not have the authority to conduct the change. Only those with the
authority could make any changes to and contacts the digital evidence. The
authenticity and the integrity of digital evidence guarantee that the exploration,
analysis, and information presented are complete and that the digital evidence has
been unchanged since it was first discovered until it is finally used in the court or
litigation process.

From another perspective, the authenticity and the integrity are directly related to
the application of the Locard Exchange Principle (LEP), which is a basic principle
on the handling of digital evidence. i.e., “every contact between two different
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parties will definitely leave a new trace [3]. In crime scene investigation practice,
the implementation of LEP will convince the investigators that there must be
evidence that will lead to case disclosure; it is in accordance with the main opinion
of Dr. Edmond Locard, "Every contact leaves a trace". Further, [4] and [5] mention
that Locard Exchange Principle also applies in the digital world; no matter how hard
it is to leave a trace in a case, there must be other traces found which will lead to
digital evidence that can disclose the case.

Locard Exchange Principle applies not only before and at the time of the case
occurrence, but also at the time of the investigation process. Errors during the
handling process of digital evidence and/or vulnerability of digital forensics system
and environment used by the investigators can cause the emergence of new traces to
be considered as digital evidence. When this happens, it will obviously reduce the
authenticity and the integrity of digital evidence.

Digital evidence, is any valuable information that is stored or transmitted in
digital form or information stored or transmitted in a binary form that can be used in
the law enforcement and judicial process [6]. Digital evidence has a number of
characteristics; it is easy to duplicate and transmitted, very susceptible to modify
and to remove, easily contaminated by new data, and time-sensitive [7]. According
to Schatz that cited in [6], in contrast to physical evidence, digital evidence is very
dependent on the interpretation of its content. Therefore, the integrity of the
evidence and the ability of the expert to interpret the evidence will be influential in
sorting digital documents available to serve as evidence.

Based on the principle of "every contact leaves a trace", viewing, opening,
changing a folder or file, as well as accessing or connecting a system to an external
party can be considered as contacts in the context of digital evidence. The contact
activities will cause changes in the authenticity and the integrity of digital evidence.
Nonetheless, Kirschenbaum et al., [5] revealed that in digital forensics, all activities
to access digital evidence are not likely to occur without the mediation of a set of
instruments or applications. Therefore, investigator should be able to ensure that
whatever they do, starting from the acquisition stage, imaging, storage, exploration,
and analysis of digital evidence, must retain the authenticity and the integrity of
digital evidence. For example, the use of write blockers during the acquisition
process and imaging of electronic evidence is a standard approach to ensure that the
processes will not change the authenticity and the integrity of digital evidence. The
utilization of proper tools and application, control access to the system, and the
application computer security technique and model are several things that should be
taken into account in undertaking digital forensics activities.

In the meantime, the presence of bugs in an application, illegal access, malicious
software and vulnerabilities in a computer system are potential problems that could
cast doubt the authenticity and the integrity of digital evidence. If this is the case, it
will certainly affect “secure and trusted” characteristics of the investigation process
carried out by law enforcement. It later becomes one of the challenges for
practitioners and researchers in digital forensics to ensure that digital evidence
obtained is completely trustworthy and the processes carried out during exploration
and analysis stage are not disrupted by any application or system that can change the
authenticity and the integrity of digital evidence.

The principles of secure and trusted in digital forensics should be the main
concern of practitioners and researchers in this field. A variety of tools, particularly
automated tools that can be used at each stage of digital forensics as well as the
environments that are likely to be connected and networked, should be supported by
advanced security mechanisms and higher form of trustworthiness of the system.
This certainly requires an integrated effort to maintain the authenticity and the
integrity of digital evidence. Unfortunately, until now there are not many studies
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addressing this problem and providing a solution to the issues in a secure and
trusted environment of digital forensics. Digital forensics activities must be
guaranteed free of engineering efforts that will lead to a change in the authenticity
and the integrity of digital evidence, and convince all parties that the digital
forensics environment is secure and trusted, so that no party will question the
investigation and analysis process.

The solution proposed in this paper is to implement a secure and trusted
environment-based concept as a strategy to ensure that the digital forensics
environment is really secure, can be trusted by all the parties concerned, and is
protected from system vulnerabilities and attacks against the contents of the
evidence or other information [8]. This paper tries to discuss what strategy can be
built to realize the concept of a secure and trusted environment to maintain the
authenticity and the integrity of digital evidence in digital forensics activities. The
main goal of this paper is to provide an overview of the requirement and give
recommendations to realize a secure and trusted environment for digital forensics
activities in maintaining the authenticity and the integrity of digital evidence. This
paper is still on the high-level concept and does not include a discussion on the low-
level implementation of a secure and trusted environment.

2. Digital Forensics Challenges

In the digital society era like today, Lin [9] believe cybercrime is a critical issue.
This can be seen from the increasing number or victims and losses caused by
cybercrime. In principle, [10] argues that cybercrime is a criminal activity where a
computer or computer network is used as the primary means to violate prevailing
law, rules, or regulations. Data and survey from PwC and RSA cited by Prayudi [7]
show that cybercrime is a serious threat to individuals, institutions or countries and
the amount of losses globally could be compared to the national income of a
country.

Digital Forensics is a field that will have an increasingly widespread role and
contribution for the years to come. This field is necessary to support the efforts of
solving cybercrime cases that are commonly found in the society. In relation to
cybercrime, digital forensics is also very necessary to resolve the dispute in
litigation, involving individuals or institutions. Almost all individuals’ and
institutions’ activities today are recorded through various electronic media and
stored in various types of storage that can then be easily explored and analyzed; this
is what so-called as the era of Electronics Stored Information (ESI) and e-discovery.
This fact certainly can be the means for both parties in dispute to support their
argument through exploration of a variety of potential digital evidence. This process
obviously requires a digital forensics mechanism. According to [11], almost 67%
litigation cases that happened are disputes between a company and its former
employees who committed illegal access to corporate data which were then used for
personal interests or even sold to its competitors.

Digital forensics is the use of science and methods for finding, collecting,
securing, analyzing, interpreting and presenting digital evidence related to the case
which is happening for the sake of reconstruction as well as the validity of the court
[12]. Cybercrime and digital forensics, according to [13] bring major challenges that
must be faced by law enforcements nowadays. This cannot be separated from the
growing number of "skilled technicians" who use their ability and knowledge in
information technology to transform conventional crime into cybercrime [14].
Another challenge is the presence of abundant applications that can be used as crime
toolkits. In this case, [15] assume that currently to be able to conduct cybercrime,
there is no need to have a strong background in computer technology; even someone
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who has no knowledge in technology can easily conduct cybercrime by simply
utilizing crime toolkits.

Along with the development of computer and information technology where
networking, sharing, collaboration and connectedness become the main forces,
cybercrime is becoming more complex these days. Based on the current
technological development, [14] and [16] conclude that organized crime is one of
the main characteristics of today's cybercrime activities. Furthermore, [17]
elaborates that many of the current activities of cybercrime cannot be classified or
identified when referring to conventional crime categorization. Cybercrime
activities over time become more complex in terms of meaning and variation. This
certainly raises a challenge for law enforcement.

According to [18], a growing number of electronic equipments which are able to
store data, as well as the lifestyle of web based services and cloud computing, will
be some challenges for digital investigators when either collecting digital evidence
or exploring and analyzing it. Damshenas [19] argue that one of the challenges of
digital forensics is how to deal with the development of technology storage and the
dimensions of storage device that currently reach petabytes size and that must be
acquired as digital evidence, too; those factors do have an impact on time and
efficiency in searching and analyzing data. Then, the mobility trends of computer
users as well as the possibility of connectedness between devices will also pose
some challenges for the digital forensics in the near future.

The rapid growth of information technology, according to [20] will result in the
growing number of potential digital evidence that must be acquired and analyzed
since currently one person tends to have multiple devices that are interconnected
and synchronized with each other. Flaglien [21] suggests the condition enables the
birth of new characteristics of digital evidence called correlated evidence. Further,
future investigation process tends to be a correlation, and linking criminal behavior
using several datamining techniques from some different databases owned by law
enforcement.

The protection of integrity and authenticity of digital evidence is only one part of
the digital forensics process. All evidence must meet certain legal requirements
before being presented in court. Braid as cited in [22] has defined five rules of
evidence in order for evidence to be considered useful. Evidence must be
admissible, authentic, complete, reliable and believable. Integrity and authenticity
of digital evidence are the fundamental concept of digital evidence handling.
According to [23], maintaining the integrity and authenticity of digital evidence
throughout the process of examination presents different problems from those
encountered when handling traditional physical or documentary evidence. Some
common problems are exacerbated by the complexity of networked computers.

Digital forensics issues over time has been reviewed by several scholars, namely
[18-20], [24, 25]. Based on their studies, there are a few things identified as the
problems and challenges of digital forensics in the future, some of which have
impacts on the integrity and the authenticity of digital evidence.

Moreover, based on the characteristics of digital evidence, handling of evidence
should also consider the order of volatility of the digital evidence. In this case,
Brezinski & Killalea in [26] mention the order of volatility of digital evidence as the
following: register, memory, processor table, temporary file system, disk, remote
logging, data monitoring physical configuration and network topology, and archived
data. The development of digital technology enables the emergence of new variation
of characteristics of digital evidence. Therefore, the order of volatility of digital
evidence is very possible to change or to increase. Certainly, this is going to be the
challenge for digital investigators to manage it.
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Another challenge faced is the development of techniques categorized as anti-
forensics. Ryan Harris in [27] defines anti-forensics as "any attempts to compromise
the availability or usefulness of evidence to the forensics process". Meanwhile,
Peron and Legarty as cited in [28] describe anti-forensics "as a process of limitation
of identification, collecting, comparing and checking of validity of electronic data,
in purpose to obstruct a criminal investigation. Digital antiforensics can be called
as a set of tactics and measures taken by a person who wants to prevent a process of
digital investigation". In this case, according to (Sant, 2014), a number of malware
work to run anti-forensics activities. Thus, when referring to the opinion of [29]
who extremely mention that there is no computer platform or environment that
currently could withstand malware, then undoubtedly the same rationale also applies
to the infrastructure of digital forensics.

3. Secure and Trusted Issue

As an activity and a system that is always related to computer, digital forensics
addresses some security issues that have also been studied by a number of
researchers. Their main focus is on the efforts to cope with a big variety of
cybercrime and hacking. For example, Rao [13] discusses how to anticipate digital
forensics of various types of hacking activities (Hacktivism). Then Rekhis [30] has
also conducted an investigative analysis toward security incident through formal
language approach using the technique of TLA (Temporal Logic of Security
Actions). Meanwhile, Flaglien [21] did an investigative analysis by applying data
mining as well as looking for correlation between various machines for the purposes
of analysis and identification of malware.

The second focus is on the study of to what extent security assurance in digital
forensics process is. In this case, Saleem [31] have undertaken a study of algorithm
and appropriate methods to support the security and integrity of digital evidence.
Here, nine criteria were included as a filter to determine recommended methods and
security algorithms. Here, nine criteria were security properties, identification and
authentication, accuracy, binding of functionality, strength of mechanisms, attacks
and vulnerability assessment, ease of use/ complexity or simplicity, computational
efficiency, and time binding. Furthermore, a study done by [32] highlight the
importance of safeguarding digital evidence as an important component in the
investigation process and proceedings through the implementation of secure
protocol logging. Then, Hsu [33] also carried out research on the application of
hierarchical access control as a method to protect digital evidence.

The Issues of trust within the scope of digital forensics have been discussed by
[34] through the concept of machine trust model to determine which digital evidence
that meets the trust criteria. The model was proposed as a solution to problems that
might be encountered by investigators when determining which digital evidence
must be trusted if there is a contradiction between the evidence obtained. It is very
possible to occur primarily in digital evidence obtained from an automatic process
or output of an application.

However, there are things that still have not been much studied by the
researchers, namely the importance of security on law enforcement/digital
investigator infrastructure itself. Workstations or computers from the investigators
are likely to connect to the Internet, either for the benefit of the acquisition and
analysis of digital evidence, communication between law enforcement/investigator,
for the purpose of case management, or accessing other sources. This, according to
Thorpe [35] is open possibility of attacks or malware infection against the system.
This risk should be taken into account by network managers in the law enforcement
infrastructure.
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It is in line with the opinion of Casey [36] that network-based attacks are now a
major challenge for security on a number of strategic infrastructures in
governments, healthcare, financial, electrical scope, and law enforcement. This
statement is supported by the data from Moen (2007) as cited by [37] that nearly
80% of the web-based applications on several strategic infrastructures located in
government institutions have vulnerabilities to attacks particularly cross-site
scripting and SQL injection.

Furthermore, according to [38], the most important thing in digital forensics is to
maintain the integrity of digital evidence. Preserving the integrity of digital
evidence is a critical issue in digital forensics activities. To this end, [38] proposed
a model as a framework for ensuring secure transmission of digital evidence from
acquisition until storing it in a digital evidence database.

Related to trust issues, there are four terms that are almost the same but have
different meanings, namely Trusted Networks, Trusted Computing, Trusted
Computing Based, and Trustworthy Computing. Trusted Networks are all networks
protected behind a firewall setting, which is the network in a security perimeter that
has been created and protected. In this group, there are also other conditions known
as Semi Trusted, Untrusted, and Unknown Networks. Semi Trusted is a network that
allows access to certain services such as DNS and proxy but not for access to
confidential or important information. Untrusted Network is a network that is
outside the range of a security perimeter and beyond people’s control, while
Unknown Network is a network that is neither trusted nor untrusted. In this case, by
default, all untrusted networks are unknown networks.

Trusted Computing is a set of technical specifications and guidelines issued by
TCPA that include secure input and output, memory, sealed storage, and remote
attestation. Trusted Computing is a technology built by the Trusted Computing
Group. Through Trusted Computing, computer system will always be running
consistently as expected, and the security of the activities is guaranteed with the
support of hardware and software.

Trusted Computing Group (TCG) defines trust as "the expectation that a device
will behave in a particular manner for a specific purpose" [39]. According to [40],
trust is a "degree of confidence"; something is said to have gained the trust
(trustworthiness) of people, organizations, applications, and systems when it meets
the expectation as the service provided. Trust is an issue that is important in
everyday life; trust will involve the management of various types of risk. A similar
case also happens in computer systems and networks. Fisher [40] mentions that the
use of authentication methods (e.g., passwords, tokens, biometrics), digital
signatures, cryptography, and identity management is a series of security
mechanisms needed to get the trust in a computer system and network. However, it
is not fully able to replace the trust with the provider, the quality or the functionality
of the service itself.

Considering hardware solution to the security problem as an immediate need, in
1999 a number of large companies (i.e. Compaq, Hewlet-Packard, IBM, Intel, and
Microsoft) formed Trusted Computing Platform Alliance (TCPA) as an initiation to
establish new standards for the computer industry. The goal was to build standard
for trusted clients (PC, PDA, Telephone, etc.) so applications that run over the
network, telecommunication or e-commerce are trustworthy. This standard will be
open in order to enhance the public’s confidence and trust to use the platform. The
terms of trustworthy computing and trusted computing have a different meaning.
According to [41], a system may have trustworthy characteristics, but not trusted,
and vice versa. Trustworthy Computing aims to build consumer confidence in
computers, by making computers more reliable, more widely used and widely
accepted.
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Furthermore, [42] added that a system is said to be secure if it can anticipate
these four categories of computer threats, as the followings:

e Interception, the availability of information to external parties that do not have
authority to access it. External parties here can be a person, program or system.

e Interruption, which is the loss of connection to the main service system, both
physically (e. g., broken cable connections) or non-physically (e.g., loss of
connection to the main resource).

e  Modifications, that is a modification to the system either directly or indirectly visible.

e  Fabrication, the addition of objects from the party who has not had authority.

Meanwhile [39] says a system is found as having a trust if it meets three criteria,
namely:

e Protected capabilities, there is a set of commands that have exclusive permission to
access a specific location where sensitive data are stored or the location where a
particular activity can be done.

e Integrity measurement, i. e., the presence of metrics in the platform characteristics
that contains things affecting the integrity of the platform.

e Integrity reporting is used for informing the specific storage location of integrity
measurements as well as providing an authentication endorsement from the stored
value based on trusted platform identities.

Based on the explanation above, issues of secure and trusted in digital forensics are
vital to maintaining the authenticity and the integrity characteristics of digital evidence.
The existence of physical attacks either in the form of illegal use or unauthorized access
to the digital forensics environment will cause changes in the authenticity and the
integrity of digital evidence. This is similar to numerous attempts of computer attacks
either through malware and trojans, vulnerability or bugs and errors in an application;
those will reduce the authenticity and the integrity of digital evidence. This will be a
challenge in dealing with secure and trusted environment issues in digital forensics.
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Figure 1 An lllustration of Authenticity and Integrity Problem in
Digital Evidence

Figure 1 shows that after the acquisition process of digital evidence, the presence of
physical or computer attacks on a computer system, investigator’s system, or law
enforcement system will trigger the emergence of a new trace as a consequence of the
application of the Locard Exchange Principle. The addition of this new trail will certainly
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have an impact on the change in the authenticity and the integrity of digital evidence.
Therefore, a proper concept is required to keep and to preserve the authenticity and the
integrity of digital evidence by protecting the evidence in a secure and trusted
environment.

4. Proposed Strategy

Issues about the importance of a solution for secure and trusted system in a critical
infrastructure has been discussed by [43] through cyber-physical security system (CPS
Security). The proposed framework is through the approach of the three control fields
namely: information field, controlling field and CPS risk assessment. The framework
focuses on networked integrates computational resources into physical processes. The
Framework cannot be specifically implemented in digital forensics environment because
of more emphasis on interconnected between the physical components to improve the
physical performance. Trusted issue is not addressed in that framework.

An environment that supports digital forensics activities must be guaranteed to meet
the criteria of secure and trust characteristics. The proposed solution to meet those criteria
is to apply trusted computing-based concept. In this sense, [40] reveal that trusted
computing-based can serve as a solution to security problems of in the computer industry;
even, through a project funded by Software Engineering Institute's Independent Research,
a trusted computing has been proposed as a foundation for cybersecurity infrastructure.

Although there are multiple meanings of trusted computing-based, the one used in
the this paper is the meaning as proposed by [41], that is, a unity of the aspects of
hardware, software and procedural components that will guarantee the
implementation of security policy. In other words, attackers can only penetrate a
system when they have successfully taken down all of its security components. A
system will only be able to implement Trusted Computing Base when there are
awareness and cooperation from all the components involved in the system, either
hardware, software, or human who runs security policy and operates the computer
device.

In previous research, [37] have suggested five aspects as a strategy to increase
security in mobile application-based eGovernment; those five strategies are
selection of data and services, the appropriate policy, adoption of technology and
the human education aspect. Next, [44] also proposed a strategy to improve a secure
and trusted environment in the eGovernment system through 5 unit components,
namely security and standard, security policy, trusted computing, defense-in-depth
strategy and human factor. Strategy defense in e-Government is extremely important
given that the eGovernment service frequently serves as a target for attacks from
hackers or of cybercrime perpetrators.

Based on the concept described previously in [37] and [44], to satisfy the concept
of a secure and trusted environment in digital forensics, an approach is suggested
using five components, namely Security Standard And Forensics Policy, Security
Policy, Model and Trust System, Trusted Computing, Secure Channel
Communication and Human Factor. These five components are selected based on
the following consideration:

4.1. Security Standard and Forensics Policy

Priyambodo [44] have cited the opinion of [45] regarding the importance of a policy
within an institution. In this case, there are two main things in the importance of a policy,
namely: being a guideline to communicate the primary goal of an institution that contains
a set of basic principles as a reference for the technical and operational level; providing an
overview of culture and value built into the institution. To support the concept of a secure
and trusted environment, there are at least two aspects of policy, namely security standard
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and forensic policy. Standard is the highest level of a policy that denotes transparency to
the public and ensures that all the process undertaken in the institution have referred to the
provisions. According to [46], using the standard will ensure a secure and trusted
environment because it includes procedures, controls, and evaluations at every stage as
well as the parties involved in the activities of digital forensics.

Meanwhile, [47] define a forensics policy as closely related to forensics readiness.
Forensics policy and forensics readiness are policies that will encourage an institution to
undertake activities which will ensure a minimum cost and maximum environment ability
to get digital evidence. Thus, every data that is potential to be digital evidence and
complies with behavior system and business model of the institution should be recorded
and stored properly.

In a digital forensics process, a case investigation will be much easier to do when such
a case occurs in an institution that has forensics readiness policy issued. This is because
all necessary things in the investigation process will be provided. On the contrary,
investigation processes will be much more difficult to do when the case occurs in an
institution that does not have forensics readiness because the digital data and evidence
required are not recorded, noted, and stored systematically. Thus, the institution that
performs digital forensics processes needs to issue forensics policy and forensics
readiness so that when a problem appears it can be easily tracked down since of all the
activities in the system have been recorded, noted, and stored properly.

4.2. Security Policy, Model and Trust System

A secure environment is strongly influenced by how security policy, security
model, as well as trust management system is applied. In general, security policy is
a set of statements and requirements of a system behavior that will ensure the
realization of a secure system. Bishop (2004) in [47] argues that security policy is a
statement that clearly specifies what should and what should not be in the sphere of
security. On a lower level, security policy will include a set of policies about
authority and secure states.

Furthermore, Clark and Wilson (1987) in [47] states that in the scope of law
enforcement, security policy must also include policies about confidentiality of
classified data. In this case, all classified data/information should be protected and
only certain level users who have the right to access such data and information.
Moreover, the policy must mention the rules and obligations that bind users who
utilize the classified data.

Security Model is an abstraction that provides a conceptual language used by the
administrator to implement the security policy. Commonly, security model will
define the hierarchy of access or modification of rights that can be held by the users
of the institution. Meanwhile, Trust Management System is a framework to decide
whether the security policy expressed in logic and abstraction as well as
implemented through programming or setting system has been completely in
accordance with the policy that should be followed. Trust management system is run
through policy language and compliance checker.

4.3. Trusted Computing

Priyambodo [44] have discussed the importance of Trusted Computing as a
security solution that is hardware based. In this case, through the Trusted
Computing system, a computer will always work consistently as expected, and the
security of its activities is guaranteed with hardware and software support. Trusted
computing approach is necessary because the current software approach applied as
part of a security solution still possess a number of security gaps for certain parties.
The approach undertaken by TCG begins with introducing the concept of "chain of
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trust” from a system. In this concept, when a system starts booting activity, the
chain of trust of modules that are uninterrupted are activated and perform its
functions as checking stable security reference. If no problem is found, system
activities will continue to the next level and so on so that every transaction and
communication of data is trusted, reliable, secure and protected. During the
implementation, according to [48], trusted computing would be supported by three
main components, i.e., Trusted Platform Module (TPM, Core Root Trust for
Measurement (CRTM) and TCG Software Stack (TSS).

4.4. Secure Channel Communication

Two of the characteristics of digital workers are mobility and connectedness.
Based on the opinion of [49], from the institutional viewpoint, digital workers must
be facilitated through a secure connection mechanism via authentication and
encryption that will protect existing information assets of  the institution.
Furthermore, [50] revealed that an example of digital workers is the first responders
who are directly related to the crime scene. In certain situations, the first responders
should mobilize quickly and at the same time, they still need to access the internal
system.

According to [50], the infrastructure that supports the activities of police,
firemen, and medical practitioners belong to the infrastructure that must be
completely safeguarded. The use of commercial networks and public networks is a
very risky option for such infrastructures. Thus, based on an internal study, [50]
suggest the use of encrypted channels, especially virtual private networks (VPNs) as
a solution to the infrastructures. Furthermore, [51] believe the implementation of a
VPN through IPSec and SSL can be applied based on specific interests. For such
cases, the use of a VPN technology either through SSL or IPSec protocol can
provide a solution to fulfill the requirements of secure communication. Based on the
characteristics, IPSec is more appropriate to used in connection link between law
enforcement offices, which are co-located site-to-site, while SSL VPN can be used
as a solution to the needs of remote access to support mobility of the first
responders/digital investigators.

4.5. Human Factor

In any given system, human factor is the key factor in determining the success of
system implementation. This is called as linking the human factor [42]. Even
Mitnick and Simon (2002) in [52] states that "Humans are the weakest connection in
information security". That is why human factor contributes to the emergence of
system vulnerability that results in lower environment security. Human error; bad
behavior in interacting with the system; low level of skill, knowledge and education
emerge the gap that leads to human factor vulnerability.

In addition, [53] found the lack of knowledge and technology of human resources
of law enforcement, and this has also posed some security problems mainly in
information technology infrastructures. Unfortunately, all attempts done by each
institution to enhance security are concentrated on hardware and software rather
than peopleware. Therefore, there should be a mechanism in institution to focus on
the handling of peopleware as a unity in the efforts to increase security and trust
from the environment. Then, [54] suggest that efforts to improve security should be
followed by increased feedback from human factor. The feedback can be obtained
through various means, namely through modeling to determine the characteristics of
the human factor in a security system.

These five components are proposed as a unified strategy to realize a secure and
trusted environment to keep the authenticity and the integrity of digital evidence and
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digital forensics activities. The interconnectedness of all five components can be
seen in Figure 2.

Secure + Trusted Environment

y A 4 Y Y
Security Policy, Model Trusted Computing Design. Secure Security Human
and Trust System Communication Standard and Factor
Channel Forensics
Security Policy Trusted Platform Module Standard 1SO
Security Model Core Root Trust for Measurement 27001
Trusted Software Stack Forensics Policy
Trust Management System
List Trusted S/W - 0S

| |

3 End Point Device Client Server
Computer

Figure 2. Secure and Trust Environment Strategy
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Integrity
Protected

Figure 3 Secure and Trusted Environment Concept
5. Discussion

The concept of a secure and trusted environment cannot be realized solely in one
solution but rather in an integrated unity. In this paper, five components are
proposed as a strategy to realize a secure and trusted environment to maintain the
authenticity and the integrity of digital evidence in digital forensics activity. The
unity of the five components can be explained through an illustration in Figure 3.

Based on the illustration in Figure 3, the five components as a base for a secure
and trusted environment will be able to preserve the authenticity and the integrity of
digital evidence. In this case, all aspects that will be potential for the occurrence of
changes in the authenticity and the integrity of digital evidence have been protected
by implementing those five components. Thus, there will be no hesitation of all
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parties in question regarding the activities of digital forensics. They are convinced
with secure and trust characteristics in the digital forensics environment.

Conceptually, the five proposed components have the ability in performing
detection and prevention toward the occurrence of four security threats as expressed
by [42] as well as satisfying the three criteria of trust as suggested by [39]. The five
proposed components principally would prevent the occurrence of security threats as
well as meeting the criteria of trusted system through both technical and conceptual
approach and standard policy.

The strategy that has been proposed is a common strategy that can be applied in
an environment of digital forensics. This strategy is necessary, in particular, to
handle digital evidence in a series of digital forensics activities. These five
components is a comprehensive step to realizing a secure and trusted environment.
Thus, it is safe to say that any activity that will cause changes in the integrity and
authenticity of digital evidence is not going to happen. Handling digital evidence
that is not supported by a secure and trusted environment will potentially bring
unexpected interaction with digital evidence. A system that is not secure and trusted
will cause the application of the principle Locard Exchange Principle (LEP) in
digital forensics environment and will impact on the change of the integrity and the
authenticity of digital evidence.

Based on the explanation, the role of a secure and trusted environment to
maintain the authenticity and the integrity of digital evidence is shown in Figure 4.

Authenticity
and Integrity
of Digital
Evidence

Digital
Evidence

Y

Secure and Trusted
Environment v

Standard and
Locard Forensics Policy,
Exchange Security l’olicyl,( [€— .Digitql
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E access and used Digital E
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: Process B

H (Add, :

W : Change) :
_‘—>: Digital :
: Evidence Not Secure and H

: Trused Environment .

Figure 4 Secure and Trusted Environment for
Maintaining Integrity and Authenticity of Digital Evidence

Through a secure and trusted environment strategy, it is expected that all parties
associated with the handling of digital evidence will have the confidence that all
processes related to the handling of digital evidence is done by someone who has
the integrity and the competence of the appropriate expertise (human factor), in a
security system with good authentication and authorization mechanism (security
model), using a number of applications, tools and devices that are reliable (trusted
computing), using secure communication and secure infrastructure (secure
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communication) following a standard procedure and forensics activities (standard
and policy).

Among those five components, two of them are hardware and software based (i.e.,
trusted computing and secure channel communication), while the other three
components are conceptual based, (i.e., standard and forensics policy, security
policy, model and trust management system and human factor). The five
components of the strategy proposed in this paper is a recommendation. Ideally, all
five components should be implemented to realize the concept of a secure and
trusted environment in digital forensics. However, in case of not all five are
feasible, at least one of the hardware and software based components, and one of the
conceptual based components should be implemented. Secure channel
communication and human factor component are recommended as the minimum
strategy to reach the minimum level of a secure and trusted environment of digital
forensics. Both are selected as the minimum strategy because some of the basic
aspects of secure channel communication (for example, the use of SSL VPN)
coupled with the fulfillment of some aspects of human factor will already improve
the level of security and trust in an digital forensics environment.

6. Conclusions and Further Research

One important issue in the field of digital forensics is to maintain the authenticity
and the integrity of digital evidence. In other perspectives, the authenticity and the
integrity are directly related to the application of the Locard Exchange Principle
(LEP), which is a basic principle in the handling of digital evidence which reads:
Every contact between two different parties will definitely leave a new trace. Errors
in the process of handling digital evidence that has been obtained, system
vulnerability, and/or digital forensics environment can lead to the presence of new
traces as digital evidence. Besides, a number of potential physical and computer
attacks on the computer system used by investigators or law enforcement will
emerge new traces that will reduce the authenticity and the integrity of digital
evidence. In the implementation, all activities accessing the digital evidence are not
likely to occur in the absence of a mediation, such as a set of instruments or
applications. Therefore, investigator should be able to ensure that whatever they do
with the digital evidence will not tamper its authenticity and integrity.

The solution proposed in this paper is to run a secure and trusted environment
strategy. This strategy is the development concept that is proposed earlier by [37]
and [44]. The proposed strategy includes five components, namely: standard and
forensics policy, security policy, model and trusted management system, trusted
computing, secure channel communication, and human factor. Those five
components of strategy proposed in this paper are only a recommendation. Ideally,
those components should be implemented to realize a secure and trusted
environment concept in digital forensics. In the case of not all components can be
satisfied, there have to be one of the hardware and software based components and
one conceptual based component to be implemented. Secure channel
communication and human factor components are the minimum strategies that must
be carried out for satisfying the minimum level of a secure and trusted environment
of digital forensics.
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