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Secure Beamforming for MIMO Two-Way
Communications With an Untrusted Relay

Jianhua Mo, Student Member, IEEE, Meixia Tao, Senior Member, IEEE, Yuan Liu, Member, IEEE, and Rui Wang

Abstract—This paper studies the secure beamforming design
in a multiple-antenna three-node system where two source nodes
exchange messages with the help of an untrusted relay node. The
relay acts as both an essential signal forwarder and a potential
eavesdropper. Both two-phase and three-phase two-way relay
strategies are considered. Our goal is to jointly optimize the source
and relay beamformers for maximizing the secrecy sum rate of
the two-way communications. We first derive the optimal relay
beamformer structures. Then, iterative algorithms are proposed
to find source and relay beamformers jointly based on alternating
optimization. Furthermore, we conduct asymptotic analysis on
the maximum secrecy sum-rate. Qur analysis shows that when
all transmit powers approach infinity, the two-phase two-way
relay scheme achieves the maximum secrecy sum rate if the
source beamformers are designed such that the received signals
at the relay align in the same direction. This reveals an important
advantage of signal alignment technique in against eavesdrop-
ping. It is also shown that if the source powers approach zero,
the three-phase scheme performs the best while the two-phase
scheme is even worse than direct transmission. Simulation results
have verified the efficiency of the proposed secure beamforming
algorithms as well as the analytical findings.

Index Terms—Physical layer security, signal alignment, two-way
relaying, untrusted relay.

A Motivation I. INTRODUCTION

OOPERATIVE relaying has been shown effective for
power reduction, coverage extension and throughput
enhancement in wireless communications. Recently, with the
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advance of wireless information-theoretic security at the phys-
ical layer, a new dimension for designing relaying strategies
arises. In specific, from a perspective of physical-layer security,
a relay can be friendly and may help to keep the confidential
message from being eavesdropped by others, while an untrusted
relay may intentionally eavesdrop the signal when relaying.
The case of untrusted relay exists in real life. For example,
the relays and sources belong to different network in today’s
heterogenous network, where the nodes have different security
clearances and thus different levels of access to the information.
It is therefore important to find out whether the untrusted relay
is still beneficial compared with direct transmission and if so
what is the new relay strategy.

The goal of this work is to study the physical layer security
in two-way relay systems where the relay is untrusted and each
node is equipped with multiple antennas. Compared with tra-
ditional one-way relaying, the problem in two-way relaying is
more interesting. This is because by applying physical layer net-
work coding, the relay only needs to decode the network-coded
message rather than each individual message and hence the net-
work coding procedure itself also brings certain security. Three
questions will be addressed in this work. First, under what con-
ditions, should we treat the two-way untrusted relay as a passive
eavesdropper or seek help from it? This is a challenging problem
because different power constraints and antennas configurations
may result in different answers. Second, if help is necessary,
how to jointly optimize the source and relay beamformers? Typ-
ically this would be a non-convex problem and very difficult to
solve. Thirdly, would physical layer network coding, originally
known for throughput enhancement in two-way relay systems,
bring new insights to the new performance metric of informa-
tion security?

B. Related Work

We first review the existing works on beamforming design
in MIMO two-way relay systems without taking secrecy into
account. Then we review the related works on secure commu-
nications in relay systems.

1) Beamforming in MIMO Two-Way Relay Systems: When
the source nodes are each equipped with a single antenna, the
work [2] studied the optimal relay beamforming structure and
proposed an iterative algorithm to find the capacity region.
When both source and relay have multiple antennas, the work
[3] obtained an optimal relay precoding structure and proposed
an alternating optimization method to design the source and
relay precoding jointly. Based on the mean-square-error (MSE)
criterion, the authors in [4] proposed an iterative algorithm for
the joint source and relay precoding design.
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2) Secure Communications With Trusted Relay: A trusted
relay is treated as a legitimate user in secure communications
and can help to counter external eavesdroppers and enhance
the secrecy of the networks. Most of the existing works have
focused on the secure communication with traditional one-way
relaying (e.g., [S]-[11]). Only a few attempts have been made
very recently to study two-way relay secret communication
[12]-{17]. Specifically, [12] and [13] investigated the relay and
jammer selection problem in the two-way relay networks. The
authors in [14] studied beamforming design in MIMO two-way
relaying for maximizing secrecy sum rate which is proven to
be achievable in [18]. In [15] and [16], the authors analyzed
the two-way relay networks with multiple single-antenna re-
lays. The relay and jammer selection, power allocation, and
distributed beamforming were considered jointly to maximize
the secrecy sum rate. Besides, several secret key agreement in
two-way relay systems was studied in [17].

3) Secure Communications With Untrusted Relay: Untrusted
relay channels with confidential messages was first studied in
[19], where an achievable secrecy rate was obtained. A desti-
nation-based jamming (DBJ) technique was proposed in [20]
and [21] without source-destination link. The performance of
DBJ in fading channel and multi-relay scenarios was analyzed
in [22]. When the source-destination link exists, authors in
[23] discussed whether cooperating with the untrusted relay is
better than treating it as a passive eavesdropper. A Stackelberg
game between the two sources and external friendly jammers
in a two-way relay system was formulated as a power con-
trol problem in [24]. In [25], the authors considered MIMO
one-way amplify-and-forward (AF) relay systems and jointly
deigned the source and relay beamforming using alternating
optimization. The work [26] examined the secrecy outage
probability in one-way non-regenerative relay systems.

From these existing literature, it is found that secure com-
munication problem in MIMO two-way untrusted relay systems
has not been considered yet.

C. Contribution

In this paper, we investigate physical layer security in MIMO
two-way relay systems, where the two sources exchange confi-
dential information with each other through an untrusted relay.
The relay acts as both an essential helper and a potential eaves-
dropper, but does not make any malicious attack. In our previous
work [1], the two-phase two-way relay scheme was consid-
ered. In this extension, we study both two-phase and three-phase
two-way relay schemes. In particular, we formulate the joint se-
cure source and relay beamforming design problems for both
schemes. The objective is to maximize the secrecy sum rate of
the bidirectional links subject to the source and relay power
constraints. Furthermore, we conduct asymptotic analysis on
the maximum secrecy sum rate of the different two-way relay
schemes in comparison with direct transmission.

The main contributions and results of this paper are summa-
rized as follows:

* The optimal structure of the relay beamforminger with

fixed source beamformers is derived. With this structure,
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the number of unknowns in the relay beamformer is signif-
icantly reduced and thus the joint source and relay beam-
former design can be simplified.

* [terative algorithms based on alternating optimization are
proposed to find a solution of the joint source and relay
beamformers. These algorithms are convergent but cannot
ensure global optimality due to the nonconvexity of the
optimization problems.

* Via asymptotic analysis, we show that when the powers of
the source and relay nodes approach infinity, the two-phase
scheme achieves the maximum secrecy rate if the trans-
ceiver beamformers are designed such that the received
signals at the relay align in the same direction. This re-
veals an important advantage of signal alignment tech-
niques in against eavesdropping. It gives a new perspective
to achieve the physical layer security, and also lowers the
source antenna number requirement for ensuring security.

e It is also shown via asymptotic analysis that when the
power of the relay goes to infinity and that of the two
sources approach zeros, the three-phase two-way relay
scheme performs the best while the two-phase performs
even worse than direct transmission.

D. Organization and Notations

The rest of the paper is organized as follows. Section II de-
scribes the system model and problem formulations. The op-
timal secure beamformers for two- and three-phase two-way
relay schemes are presented in Section III. Asymptotical re-
sults are detailed in Section IV. Comprehensive simulation re-
sults are given in Section V. Finally, we conclude this paper in
Section VI.

Notations: Scalars, vectors and matrices are denoted by
lower-case, lower-case bold-face and upper-case bold-face
letters, respectively. [¢]* denotes max (0,z). Tr(A), AL,
Rank(A), [|A||r, A* and A# denote the trace, inverse, rank,
Frobenius norm, conjugate and Hermite of matrix A, respec-
tively. span(A) represents the column space (range space) of
A and dim(A) denotes the dimension of A. The projection
matrix onto the null space of A is denoted by A~ . ||q|| denotes
the norm of the vector q. oy,.x(A) is the largest singular value
of A. A\pax(A) is the largest eigenvalue of A and ¥,.x(A) is
the eigenvector of A corresponding to the largest eigenvalue.
Amax(A, B) is the largest generalized eigenvalue of the ma-
trices A and B. 9,.x (A, B) is the generalized eigenvector of
(A, B) corresponding to the largest generalized eigenvalue.
We use PPT, P2 and P3 to represent the transmit power of
node i € {4, B, R} in two-way direct transmission, two-phase
two-way relaying and three-phase two-way relaying, respec-
tively. Throughout this paper, the noise power at all nodes is
normalized to 1.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a two-way relay system as shown in Fig. 1,
where two source nodes A and B exchange information with
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Fig. 1. MIMO two-way relay model.

each other with the assistance of a relay node R. The relay
acts as both an essential helper and a potential eavesdropper
but does not make any malicious attack. Note that the decode-
and-forward (DF) relay strategy is not applicable here since the
relay is untrusted and not expected to decode the received signal
from the source nodes. As such, we assume the relay adopts
AF strategy, which also has low complexity. The number of
antennas at nodes A, I3 and R are denoted as N4, Np and
Np, respectively. As shown in Fig. 1, T4 € CV¥8XNa Tp ¢
CNA XNp , HA c CNR XNa , GA c CNA XNpg , HB c CNR XNg ,
Gp € CY¥5*Nr denote the channel matrices of link A — B,
BD— A A—- R R— A, B — Rand R — DI, respectively.
If the system operates in time division duplex (TDD) mode and
channel reciprocity holds, then we have T4 = T, H 4 = GT,
and Hp = GZ. For simplicity, we only consider single data
stream for each source node in this paper. Denote the transmitted
symbol at the source i as s; € C with E(|s;|?) = 1, and the as-
sociated beamforming vector as q; € CVi*1, fori € {A, B}.

Different two-way relay schemes have been studied in the
literature [27], [28]. In this paper, we focus on two well-known
ones, two-phase and three-phase two-way relay schemes. For
the purpose of comparison, the two-way direct transmission is
also considered as given in Appendix A, wherein the relay node
is treated as a pure eavesdropper [25], [29].

A. Two-Phase Two-Way Relay Scheme

In the first phase, the two source nodes A and B simultane-
ously transmit signals to the relay node R. In the second phase,
the relay node amplifies its received signal by multiplying with
a precoding matrix, denoted as F, and then broadcasts it to both
Aand B.

Assuming perfect self-interference cancellation at each
source node receiver, the achievable information rate from
node 4,7 € {A, B} to node ¢, 7 # 4, can be expressed as

1

where
K; = G;FFIGH + 1. )

If the untrusted relay wants to eavesdrop the signals from both
source nodes, it may try to fully decode the two messages s 4 and
spg. Therefore, the achievable information rate at the untrusted
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relay can be expressed as the maximum sum-rate of a classic
two-user MIMO multiple-access channel, given by

1
RE = 5 log,

HH
I+[Hsqs Hpqgp] [q%HH] ‘

H

() 1 qiH!
= —log, |I 44 | [Haqs H
5 0gs |1+ {ngg [Hiqa BUB ]

1
= 5 logo (14 [Haul + [Hpap|?

+ IELscs | | Hpaal? - llaf HEHaqal?), G)

where (a) is from the identity I+ AB| = |[I + BA]|.
The achievable secrecy sum rate[ 18] of the two source nodes
is thus given by,
R =[R2, + RY, — R )
Our goal is to maximize the secrecy sum rate by jointly op-
timizing the relay and source beamformers F', q 4 and qp. The

problem can be formulated as

max R2F (5a)
{F.qaa,9p}
s.t. |lail|? < PP, ie{A B}, (5b)
Tr(FHAqaq{HYFY + FHpqpqh HEFY
+FF") < PEF. (5¢)

where (5b) is the source power constraints and (5c¢) is the relay
power constraint.

B. Three-Phase Two-Way Relay Scheme

In the first phase, source node A transmits, while relay R and
source node B listen. In the second phase, source node B trans-
mits, while 12 and A listen. In the third phase, the relay node R
amplifies its received signals by multiplying them with matrices
F 4 and F p respectively, and then broadcast the combined sig-
nals.

By combining the received signals from the second and third
phases and cancelling the self-interference, the information rate
from B to A can be expressed as,

1
= 3 log, (1 + g TETsqp + QP HAFEGH
Likewise, the information rate from A to B3, denoted as R35,

can be obtained.
The information sum rate leaked to the untrusted relay is,

F.FY + FpFE)GH +1)° GAFBHBqB>. (6)

R = log2(1+q4H H4qA)
+§ log, (1+agHEHpqp). (7)
Thus, the secrecy sum rate is given by
RT = [RYL + Rip - RE T ®)
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We can formulate the secrecy sum rate maximization problem
for three-phase two-way relay scheme as

3P
Rs

max (9a)
{Fs.Fp,qa,98}

st |lail> < PPT, i€ {A, B}, (9b)
Tr (FaHaaaaf HYFY + FpHpapalf HEFY

+FAF + FuFf) < PY, (%)
where (9c¢) is the relay power constraint.

In the above two schemes, we assume that one of the source
nodes, say A is responsible for the joint design of source and
relay beamformers. After finishing the design, A sends the cor-
responding designed beamformer to I3 and the relay. Then, the
two source nodes and the untrusted relay will use their beam-
formers to process the transmit signals.

III. SECURE BEAMFOMRING DESIGNS

After introducing the problem formulations in (5) and (9) for
the two-phase and three-phase two-way relay schemes, respec-
tively, we now present algorithms to design these secure beam-
formers in this section. Note the optimization problems (5) and
(9) are non-convex since the objective functions, i.e., the se-
crecy sum rate, are not convex functions of the variables q 4,
qp and F. We first obtain the optimal structure of the secure
relay beamforming matrix. Then we present an iterative algo-
rithm to find a local optimal solution for the joint secure source
and relay beamformers.

A. Secure Beamforming in Two-Phase Two-Way Relay Scheme
Define the following two QR decompositions:
(GH GI]=VR,
[Hiqs Hpqp]=URS",

(10)
(11)

where V. € CNH><min{NA+NB,NR}’ U ¢ CNR><2 are or-
thonormal matrices and R?¥’, R3%" are upper triangle matrices.

Lemma 1: In the two-phase two-way relay scheme, the op-
timal relay beamforming matrix ¥ € CNEXNE that maximizes
the secrecy sum rate has the following structure:

F = VAUY, (12)

where A € C™MANA+NeNa}X2 s an unknown matrix.

Proof: Note that the relay beamforming matrix F only in-
fluences the information rate R%/; and R%, . Therefore, the op-
timal F' that maximizes the secrecy sum rate is the same as the F
that maximizes the information sum rate R%;, + R, . Due to
the rank-one precoding at each source node, we have the equiv-
alent channel H;q; from source node : to relay. Therefore, ap-
plying the results in [3], we readily have Lemma 1. ]

Note that Lemma 1 is similar to those in [2] and [3]. This in-
dicates that the optimal relay beamforming structure in the two-
phase two-way relay system remains the same regardless of the
trust in the relay. It is also seen from this Lemma that the number
of unknowns in F is reduced from N%‘r to 2min{Ng, Ny +
Np}. This greatly reduces the computational complexity of the
relay beamforming design as will be clear shortly.
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We note that it is not easy to find the optimal solution to the
problem (5). Even after substituting the optimal structure of F
(12) into (4), the problem is still nonconvex since the secrecy
sum rate is not a convex function of q 4, qg and A. Therefore,
we optimize the source beamforming vectors q 4, qp and the
unknown matrix A in the relay beamforming matrix F' in an al-
ternating manner. Given q 4 and q g, we use the gradient method
shown in Appendix B to search A. Given F' and q;, we can
find the optimal q;, where the optimization method is shown in
Appendix C. Formally, we present the method in Algorithm 1.
Here, the initial points of the complex vectors q4 and qg can
be randomly generated as long as they satisfy the given power
constraint.

Algorithm 1: Iterative algorithm for secure beamforming in
two-phase two-way relay scheme

1: Initialize A, q4 and qp.
2: Repeat
(a) Optimize A given q4 and qp based on gradient
method given in Appendix B;
(b) Optimize qp given A and g4 according to
Appendix C;
(c) Optimize g4 given A and qp according to
Appendix C by swapping 4 and B;
3: Until the secrecy sum rate does not increase.

Note that the algorithm always converges because the se-
crecy sum rate is finite and non-decreasing in every iteration.
Simulation results will show that Algorithm 1 converges in
a few iterations. In Steps 2(b) and 2(c), the optimal source
beamforming vectors are found by the semi-definite relaxation
(SDR), which has polynomial complexity, see [30] for example.
In Step 2(a), the relay beamforming matrix is optimized by the
gradient method, the complexity of which is proportional to the
size of matrix A, thanks to Lemma 1.

B. Secure Beamforming in Three-Phase Two-Way Relay
Scheme

Similar to the two-phase case, we define the following QR
decomposition:

(G GH]=VR™, (13)
where V. € CNwxmin{Na+Nu.Nu} jg an orthonormal matrix
and R3¢ Cmin{Na+Ne Napx(Nat+Ns) i an upper triangle
matrix. Then we give the optimal structure of the relay beam-
forming matrices F 4 and F g in the following lemma.

Lemma 2: In the three-phase two-way relay scheme, the op-
timal relay beamforming matrices ¥ 4, F g that maximize the
secrecy sum rate have the following structure:

HBQB)H

H.iq.)?
Fa= VaA( Ad4) Fp= VaB( ;
IHsagl|

[Haqal

where ay € len{JVA-l—]\"BJ\"H}XI’ ap € Cnun{]VA—l—J\"B,I\"H}Xl

(14)

are unknown vectors.
Proof: See Appendix D. ]
Lemma 2 simplifies the design of two beamforming matrices
{F;} to the design of two beamforming vectors {a; }. Thus, the
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number of unknowns is reduced to 2 min{ Ng, N4+ Ng}. Note
that the number of unknowns in the relay beamforming matrices
is the same for two- and three-phase schemes.

Using Lemma 2, we can develop a similar iterative algorithm
as Algorithm 1 to obtain a solution of problem (9), where q 4,
qp,a4 and ap are alternatively optimized until the secrecy sum
rate does not increase. The algorithm, denoted as Algorithm 2,
has same complexity as Algorithm 1. Due to space limit, the
details of Algorithm 2 is omitted.

Note that neither Algorithm 1 nor Algorithm 2 can ensure
global optimality due to the nonconvexity of problems (5) and
(9). However, letting the transmit power on each node approach
zero or infinity, we can derive interesting intuitions which lead
to the asymptotically optimal solution for secure beamforming.
In the next section, we present such asymptotic analysis.

IV. ASYMPTOTIC ANALYSIS

The goal of this section is to find the asymptotical optimal
secure beamforming design when the relay power Pr ap-
proaches infinity. We first present the analysis when the two
source powers are also infinite in Section IV-A, followed by
the analysis when the two source powers approach zero in
Section IV-B. Finally, we briefly discuss the case where the
relay power P approaches zero. For comparison purpose, the
asymptotic result for the direct transmission is presented in this
section as well.

A. The Case of High Relay and Source Powers

Proposition 1 (2P): When P — oc, P4 — oc and Pp —
oc, the maximum secrecy sum rate of the two-phase two-way
relay scheme is:

1) If Ny + Np > Ng,

2 2
IHqall"[Hpaszl

1
Riix = max —log, . \ (15)
(@aaz) 2 |Haqal” + |Hzas|
where the optimal source beamformers satisfy
BHaqs = Hpqp (16)

with [3 being an arbitrary real number, and the maximiza-
tion is over all (q4,qp) that meet the condition (16) as
well as the peak power constraints ||qa||> < Pa and
las|l* < Ps.

2) If Ny + N < Ng,

1

log 5,
52 1- (Umax<U£IUB))2

1
RZP —
max 9

an

and the corresponding optimal source beamformers are,

(18)
(19)
CNaxmin{Na,Ng} n7 Ug €

are obtained from the QR de-
composition of H 4 and Hpg, respectively, i.e.,

Rglq)bmax (USIUBUgU—l) s
Rglqﬁmax (UgUAUiIUB) s

qa =
qp =

where U 4 €
CNH xmin{Npg Nz}

H, =UR;, ic{A B} (20)
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where R; € C™MNmNIXNe g ypper triangle matrices.
Proof: We first prove the following fact:
When Pr — oc, the information rate from s to 4 in two-phase
two-way relay scheme is

lim R 2P — —log2 (1 + q,HH,HH,q,) , 2D

Pr—oc

To prove (21), we first plug in the optimal structure of F to (1)
andletF = tVAUZ¥ where t is a real number. When Pp — oc,
we just let ¢ — oc. Thus,

o/ H'FYG{K. 'G;FHq;

= q'HIUATVIGE (2G;VAATVIGH 1 1)

- G;tVAU"H,q;

@ QIHIT (1 (L+PARVIGHG,VA) ) UM Hg,

=q"HIUU"H,q, - h
- UPH,q;
q/'H'H,q;
- UPH,q;

o HYU(I+2A" VI GH G, VA)

®) -1

—q"H'U (1+ A" VIGIG;VA)

where (@) is from the matrix inverse lemma and (b) is
from QR decomposition (11). Since nodes A, B and IR
all have multiple antennas, we have Rank (G;) > 2 with
probability one as every element of G; is drawn from con-
tinuous distribution. Therefore, it is always possible to find
A such that (AHVHGHG VA) € C**2 is positive def-
inite. Hence, the eigenvalue of (I—l—tQAHVHGHG VA)
approaches positive infinity when { — oo. As a result,
the term q7HFU (I+ tZAHVHGHG iVA) ‘Ut ek
approaches zero and we obtain that when Pp — oo,
R > Zllog, (1+qfHFH;q;). In addition, it is easy
to see that th RZP < Llog, (1+ qfHFH,q;). There-
fore, we obtam (21).

Substituting (3) and (21) into (4), we obtain the achievable
sum-rate as

1
lim RZP lo - 22
Pr—oo #2171 f(qs.ap) .
where
HHH
f(aaaz) 2 A B Hsas] 23)

(1+ 1Hsasl®) (1+|Haasl®)

From (22), we see that to maximize limp, REP , We
should maximize f(qa,qp). Anupper bound of f{qa4.qp) is,

la HHHBQB|
IHpaz|*Haqal

f(qA7qB) < > 17 (24)

and this upper bound can be approached when P, — o and
P — oo, ie.,

f(q4,98) £ N lim
A

oo, Pp—o0

_ la¥ HHHBQB|
IHpas|*|Haqal”

f(aa,98)

(25)
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Therefore, the problem is transformed to maximizing
f(qa,qg), which is to find two vectors with the minimum
angle between the column spaces of U4 and Up.

For the case N4 + Np > Npg, with probability one, we can
find q 4 and q g satisfying the alignment condition given in (16).
In this case, f(qa,qp) can take its maximum value of 1 in
(24)!. Therefore, substituting the condition (16) into (22), we
obtain

1
1 - flau.q95)
1 <1+ IELaqal) (1 + Hpas|)
2 1+ |Haqul” + Hpas|”
~ Yo ||H4014||2||HBqBH2
~ 9
if

lim RZP
Pr—oo

logQ

I Haqa]’ + [Hpasl
Py — oc, Pg — 0.

At last, we maximize over all the possible alignment directions
and obtain the first part of Proposition 1.
On the other hand, if Ny + Ng < Npg, we have,

‘nggH A9

| qpREUZUAR4q4|

(b)
< T max UgUA) ||RAQA|| ||RBqB||

(
= O“max (UBU4) |[UsR4qa| |[UsRpas||

d
@ g (UEU L) [ Hoaqal| [Hpas|

(26)
where (a) and (d) are from (20), (b) is from the singular
value decomposition of Ug U4 and the equality can be
achieved by letting qu = Ry .., (UfUULU,) and
az = R, (UHU,UHUg) where the upper tri-
angle matrices R; € C™*¥i are invertible, and (¢) is from
g RIR,;q;, = ¢ RHUHU,R,q;. Substituting (26) back to
(22), we obtain the second part of Proposition 1.

Notice that we always have omax (URU4) < 1 when N4 +
Np < Npg. The proof is as follows. First, as |qB HIH _‘qA| <
IHaq4|l ||Hsqs|| and the fact that the equality in (b) of (26)
can be achieved, we know that onax (UR U 4) < 1. Second, if
omax (URU 4) = 1, there is an intersection subspace between
the spaces span(H 4) and span(Hpg) such that SH qa =
H zqp where 3 is a real number. However, according to dimen-
sion theorem|32] and because the entries of the channel matrices
are generated from continuous distribution, we have

dim(span(H 4) Nspan(Hp))
=dim(span(H4)) + dim(span(Hp))
— dim(span([H4,Hg]))
=Ns+ Np—(Na+ Np)
=0.

Consequently, there is no intersection subspace and we have
Tmax (UgHA) <1
Thus, the proof of Proposition 1 is completed. ]

A simple algorithm to find q 4 and g5 was shown in [31, Lemma 1].
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Fig. 2. The signal vectors of the two-phase two-way relaying scheme.

Proposition 1 is essentially similar to the so-called signal
alignment. In [31], this technique was first proposed to achieve
the degrees of freedom of the MIMO Y channel which is a gen-
eralized two-way relay channel with three users. The key idea
of the signal alignment is to align the two desired signal vectors
coming from two users at the receiver of the relay to jointly per-
form detection and encoding for network coding. Specifically,
if No + Np > Np, there is intersection subspace between the
column spaces of H; with probability one and thus there ex-
ists 7 € R such that (16) holds. As illustrated in Fig. 2, the
secure beamformers at the two source nodes are chosen such
that the two received signals align in the same direction at the
relay node. Intuitively, aligning the signal vectors at the relay
node will hinder the relay node decode the source messages
and make the system more secure. After self-interference can-
cellation, the two source nodes can obtain the desired signal.
The maximum secrecy sum rate goes to infinity as the source
powers approach infinity. On the other hand, if No+Np < Np,
there is no intersection subspace with probability one and there
is a ceiling for the maximum secrecy sum rate. Specifically,
U, is the orthonormal basis of the column space of H;. Thus,
arccos (0ax (U Up)), is the minimum angle between any
two vectors from the respect two column spaces. Actually, it is
called the minimum principal angle of these two subspaces [33],
[34].

Proposition 2 (3P): When Prp — oo, P4 — oc and Pp —
o0, the maximum secrecy sum rate of the three-phase two-way
relay scheme is,

Z ('_)i,a

ic{A,B}

RSP ~

max

27

where

1 1 - - *
Q; € 3 logQ 5 + Amax (Tz Tini HL) R

W=

[10g2 (1 + )‘max (TqHTH H7HHL))] +‘| ?

if N;

IN

Ng and
= % [1og2 (gp,-) +10gs (Auax (HNTH T,'H;.M))} \

l'fNi > Npg.
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Proof: See Appendix E. |
Proposition 2 shows that the secrecy sum-rate of the three-
phase scheme will reach a constant if the untrusted relay has
more antennas than the two source nodes.
Proposition 3 (DT): When P4 — oo and Pg — oc, the
maximum secrecy sum rate of the two-way direct transmission
scheme is

ROL~ ) (28)
ic{A,B}
where
£
_ [ 410 A (TFT5 I EL)) if N, < N
| 1[logy Pitlogy Aux (H¥NTHTHY)], ifN; > Np’

and the optimal beamforming qP7 is given in (38).

Proof: This proposition is based on [25, Lemma 7].
Here, we assume that the entries of the channel matrices
are generated from continuous distribution. As a result,
Rank(H"™*™) > min{m, n} with probability one. In addition,
the condition H'Z-MTZH # 0 in [25, Lemma 7] is also satisfied
with probability one. |

As shown in Proposition 3, the secrecy sum-rate of the direct
transmission scheme will also reach a constant if untrusted relay
has more antennas than the source nodes. This is similar to the
three-phase case.

From Propositions 1, 2, and 3, we find that the asymptotic
comparison among these three schemes depend not only on the
antenna numbers N4, Ng, N but also on specific channel re-
alizations. In the following, we only present the comparison re-
sults in two cases.

Corollary 1: When Pp — oo, and N4 < N, Ng < Np,
N4 + Np > Ng, the maximum of secrecy sum rate of the
two-phase two-way relay scheme keeps increasing when the two
source powers Py and Pg increase while the maximum se-
crecy sum rates of two-way direct transmission and three-phase
scheme both approach constants. Thus, we have

R2P

max

(29

> max {REEX, Riix
Proof: 1t can be easily verified from Propositions 1, 2 and
3. |
Remark 1: As shown in [25], [29] for two-way direct trans-
mission, in the infinite power case, the infinite maximum se-
crecy sum rate needs Ny > Ng or Ng > Npg. Proposition
1 reveals that with the signal alignment techniques at the un-
trusted relay, the infinite maximum secrecy sum rate only needs
N4 + N > Npg, which lowers the requirement of the num-
bers of antennas at the two sources. The result clearly demon-
strates the benefits of signal alignment for physical layer secu-
rity, which is the unique feature in two-way relaying.
Corollary 2: When Pp — o0, P4 — oc, P — o0 and
N4y > Nr, Ng > Ng,

RDT > RBP

max — max-

(30)
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Proof: When N, > Npg, we have

1
Riw= Y. zlomPi+0(log,P)] (D)
i€{A.B}
. 1
Rinx = Y. zlomPi+0(log,P)]  (32)
i€{A, B}’

where the order notation O ( P) means that @ (P) / P — 0 as
P — o0. Thus, the Corollary 2 follows. ]

From this Corollary we see that when the number of antennas
at each source node is larger than the number of antennas at the
relay node, direct transmission performs better than the three-
phase two-way relaying at high SNR.

B. The Case of High Relay Power and Low Source Powers

Proposition 4 (2P): When Pp — o0, P4 — 0 and Pg —
0, the optimal source beamforming vectors of the two-phase
two-way relay scheme are

Vv PAQ/)max (HQIHBHEIHA)

qa = ; (33)

[omax (HYHpHEH.) |

V PmeaX (HgHAHiIHB)

B = F7] H ’ (34)

||¢Inax (HB HAHA HB) |

and the maximum secrecy sum rate is
1
RIZIEX ~ _PAPB/\max (H,I:{HBHgH—l) - (35)
2In2

Proof: See Appendix F. [ |

Note that q4 and qp are determined by the concatenated
channel HY H .

Proposition 5 (3P): When Pr — oo, P4 — 0 and Pp — 0,
the maximum secrecy sum rate of the three-phase two-way relay
scheme satisfies

1 1 +
— P [ TIT, — —HIH,
21nz_Z {’ ( I A )]

i€{A,B}

maxX = 92In2 Z PL'Amax (TII{TL)

ie{A,B}

Proof: Substituting the upper bound and lower bound of
limp, —oo szc given in (47) into (8), and letting P4 — 0 and
Pp — 0, we can easily prove Proposition 5. |

Proposition 6 (DT): When Px — 0 and Pp — 0, the
maximum secrecy sum rate of the two-way direct transmission
scheme is,

1
2In2

RDT ~

max ™

3> [Piduex (THT; - HIH,)]
ic{A,B}

and the optimal beamforming qP7 are given in (38).
Proof: Tt is easily obtained from (39) or [25, Lemma 6]. B
We find that different from the two-phase scheme, the secrecy
sum rates of the direct transmission and the three-phase scheme
are closely related to the term TZT; — «cHIH; (¢ = 0,1, %).
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TABLE 1
THE COMPARISON OF THE THREE SCHEMES IN TERMS OF THE MAXIMUM SECRECY SUM RATE. (IN THE TABLE, WE USE ‘DT’, 2P’, ‘3P’ TO
DENOTE THE THREE SCHEMES. AND, A > B MEANS THAT SCHEME A IS BETTER THAN SCHEME B)

Conditions

Comparison

Py =0 Pg =0

3P = DT = 2P (Corollary 3)

Pr — 2o

Na+tNpg =N s Ny < N s N < .'\'Iri

2P = DT and 2P = 3P (Corollary 1)

Py — o0, Pp— o

Na>=Ng Np = Npg
Other cases

DT = 3P (Corollary 2}
Channel dependent

FPrp =0

DT = 3P = 2P (Corollary 4)

Corollary 3: When Pp — oo, Py — 0 and Pg — 0, we
have
Rinax 2 Ripax = Riie
Proof: This corollary can be easily obtained from Proposi-
tions 4, 5 and 6. Since H,H H; are positive semidefinite matrices,
Amax (T{{Ti - %HFHZ) > Amax (Tfsz; — HfHHl) There-
fore, the three-phase two-way relay scheme is better than direct
transmission scheme. In addition, R2E,_ approaches zero faster
than the other two schemes. |
Corollary 3 clearly suggests that when the two source powers
are extremely low, it is the best to apply the three-phase two-way
relay scheme for secure transmission.

C. The Case of Low Relay Power

In this subsection, we present the asymptotic secrecy sum rate
when relay power approaches zero.

First, we briefly show when the relay power Pr — 0, the
maximum secrecy sum rate of the two-phase two-way relay
scheme R2E approaches zero. As the relay power approaches
zero, the information rate through the relay link goes to zero,
which means that R3/; + R, approaches zero. On the other
hand, the information rate leaked to untrusted relay R% is not
related to the relay power and does not approach zero. There-
fore, the secrecy sum rate is zero when Pr — 0.

Corollary 4: When the relay power Pr — 0,

RDT < R3P 5 2P

max — nmax — max*

(36)

Proof: See Appendix G. |

Corollary 4 shows that the direct transmission is the best
when the relay power is low. In the relay system without se-
crecy constraint, the similar conclusion holds [35].

D. Summary and Discussion

We can now summarize the main comparison results in
Table 1. By Table I, we can choose the best transmission
scheme under different scenarios. For example, we can see that
the two-phase scheme is only optimal in the high SNR regime
and when the two source nodes in together have more antennas
than the untrusted relay node. In addition, the three-phase
scheme is optimal when the source nodes are power limited.

Note that besides the three schemes we considered in this
work, four-phase one-way relay scheme is also possible for se-
cure bi-directional transmission. In this four-phase scheme, the
conventional one-way relaying is used twice for communica-
tionsas A — R — B and B — R — A. It can be shown that
this four-phase scheme is the best when Pr — oc, P4 — 0 and
Pp — 0. For the other cases, either this scheme is suboptimal
or the comparison depends on the channel realization.

V. SIMULATION RESULTS AND DISCUSSIONS

In this section, we show some simulation results to validate
the design and analysis in the previous two sections. In the
simulation, we assume that the channel reciprocity holds, i.e.,
Hs = G, Hp = GL and T4 = T%. We first use the fol-
lowing example deterministic channel coefficients (every entry
of the matrices is generated from CA/(0, 1) distribution) as an
example, then demonstrate the fading channel case. See the
equation at the bottom of the page.

r 0.2686 — 0.0965:
0.9510 4 0.8678:
0.4050 — 0.7642:

—0.9971 4 0.2578¢

L —1.1448 4 0.1069:

r 0.3612 4- 0.7099¢
0.6236 — 0.3490:

—0.4814 — 0.34661

—0.2929 + 1.5306:

L —0.0722 4 0.1413:

[ 0.0538 + 1.3647i

0.9241 — 0.93704

| —0.0592 — 1.29974

0.1305 — 1.2373:
—0.4450 + 0.22241
—0.6673 — 0.7447:
—1.5888 — 0.9503¢
—0.5209 — 0.0569:
—0.0464 — 1.1249:

0.2193 4 0.8722¢

0.2838 4 0.3014:
—0.2643 4 0.8701¢

0.1504 4 0.92713

1.1100 — 0.5711%
—0.5684 — 1.1719¢
—0.9250 + 0.1194:

0.6027 4 0.8313% 7
—0.4630 + 0.35312
—0.0039 + 1.0646¢
—0.4514 — 0.29442

0.1598 4- 0.0048: |

0.6175 — 1.66437 7
—0.8481 — 0.17912
—0.3683 + 1.69062
—1.6770 + 0.0192¢

0.9011 — 0.39347 |
—0.5226 — 0.0653; |
—0.3993 — 0.6427¢

0.1469 + 0.40104¢ |
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Fig. 3. Convergence behavior comparison of different initialization methods

for Algorithm 1. Ny = Ng =2, Ngp = 3,Pr =30dB and P4 = P =
10 dB.
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Fig. 4. Comparison of the three schemes in high power regimes when [V 4 = 2,
J\’TR = 3,1‘\[3 = 2 and PR = 40 dB.

If the channel matrix we need is smaller than the dimension
of the above matrices, we simply choose the left upper part of
the corresponding matrix. For instance, if Ny = 2, Ngp = 3,
we choose Hy = H4(1:3,1:2).

Note that Algorithms 1 and 2 are not guaranteed to find the
optimal solution and the convergent point may be far from the
optimal solution. A method to cope with this problem is to ran-
domly generate multiple initializations and choose the one with
the best performance. Fig. 3 illustrates the convergence behavior
of Algorithm 1 with different initializations. It is seen that when
the initial vectors q 4 and qp are chosen based on the signal
alignment technique, the algorithm converges faster than the
case of random generated vectors. Thus, in the rest of our simu-
lation, we choose the asymptotic optimal beamforming vectors
shown in Section IV as the initial points of q 4 and 5.
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Fig. 6. Comparison of the three schemes in high power regimes when V4 = 2,
Np =5,Ng = 2and Pr = 40 dB.

A. High Relay Power and High Source Powers

Figs. 4-6 compare the secrecy sum rates obtained by different
schemes. Here the relay power is fixed at P = 40 dB, but
the source powers are changing. The results for the two-phase
and three-phase two-way relay schemes are obtained using
the Algorithm 1 and 2 proposed in Section III. For the direct
transmission, we use the closed-form expression (39) given
in Appendix A. Here we also implement a heuristic algorithm
using the signal alignment technique. In this algorithm, the
source beamformers q 4 and qp are chosen to satisfy the align-
ment condition (16). Then the relay beamformer is optimized
based on the same gradient method used in Algorithm 1. Since
there is no iteration, this heuristic method has much lower
complexity than Algorithm 1.
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1) Casel) Ny =2, Np = 3, Ng = 2: This is an example
of the case when Ny < N, Ng < Ng and N4 + N >
Npg. We see from Fig. 4 that the maximum secrecy sum rate
of two-phase scheme goes to infinity with the increase of the
source powers, while that of the other two schemes approach to
two upper bounds. Under this channel setup, the upper bound
of the direct transmission scheme is about 1.82 bps/Hz and that
of three-phase scheme is 1.48 bps/Hz. Fig. 4 clearly verifies
the importance of signal alignment for security as analyzed in
Corollary 1.

2) Case 2) Ny = 3, Np = 2, Ngp = 3: This is an ex-
ample of the case when Ny > Np and Ng > Np. Asshown in
Fig. 5, the maximum secrecy sum rate for these schemes all ap-
proach to infinity as the powers increase. We find that the direct
transmission scheme is the best. This agrees with our analysis
in Corollary 2 . Actually, as shown in (31) and (32), the degrees
of freedom of the direct transmission scheme is one and the de-
grees of freedom of the three-phase scheme is % In this case,
although the signal alignment of the two-phase scheme is fea-
sible, the direct transmission scheme is better than the two-phase
scheme.

3) Case 3) Ny =2, Np =5, Ng = 2. This is the scenario
when N4 + Ng < Ng. Under this condition, all the schemes
have upper bounds for their secrecy sum rates. The compar-
ison results are shown in Fig. 6. It is shown that the two-phase
scheme is the best. We also plot the curve for two-phase scheme
when Pr = 50 dB. The curve can approach the upper bound
more closely than the curve when P = 40 dB. This implies
that to approach the upper bound given in (17), we need the
powers of all the three nodes go to infinity and the relay power
should be much larger than the source powers. In this case, al-
though the signal alignment of the two-phase scheme cannot be
achieved, the two-phase scheme is better than the direct trans-
mission scheme.

From Figs. 4 and 6, we can see that increasing the number of
antennas at the relay reduces the performance. This is in contrast
to the relay system without secrecy constraints, where with more
antennas at the relay, the performance will be better.

B. High Relay Power and Low Source Powers

Fig. 7 shows the performance of three schemes when Pr =
40 dB and the source powers are low. We find that the two-phase
scheme is much worse than the other schemes and three-phase
scheme is better than the direct transmission scheme, which ver-
ifies Corollary 3. By careful observation, we see that 27 de-
creases to zero as twice faster as RP?7 and B3 when the
source powers tend to zero. Moreover, we also find that the
asymptotical results are quite accurate when the source powers
are low.

C. Low Relay Power

In Fig. 8, we compare the three schemes when the relay power
is as low as —20 dB. We find that the maximum secrecy sum rate
of two-phase scheme is close to zero and direct transmission is
better than three-phase scheme, which verifies Corollary 4. The
reason is that the only link 4 = R 5 B of the two-phase

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 62, NO. 9, MAY 1, 2014

10 brieriiiniinnieny

—e—DT
—-@— DT, asymptotic (Prop. 6)
—8— 2P
—-0- 2P, asymptotic (Prop. 4)
—a&— 3P
=&~ Upper bound of 3P (Prop. 5)
-v- Lower bound of 3P (Prop. 5)

Secrecy sum rate (bps/Hz)

10 i i I i ! i | i
-20 -18 =16 =14 -12 -10 -8 -6 -4 -2 0]

P,=P, (dB)
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Fig. 8. Comparison of the three schemes with low relay power. Ny = 2,

Nr =3,Ng =2and Pp = —20 dB.

scheme is very weak while there are strong direct links in the
other two schemes with high source powers.

D. Fading Channels

In this subsection, we provide some simulation results av-
eraged over fading channels. We generated 1000 independent
channel realizations (every entry of the matrices is generated
from CA/(0,1) distribution) and obtain average secrecy sum
rate. For the two-phase and three-phase scheme, the simulation
results are obtained by Algorithms 1 and 2.

In Fig. 9, we compare the average secrecy sum rates of the
three schemes with varying relay power. The source powers are
fixed at 15 dB and Ny = Ng = 2, Ng = 3. The average rate
of the three-phase scheme increases with the relay power and
has similar performance with direct transmission at high relay
power. For the two-phase scheme, as the relay power increases,
the average rate rises from zero up to 2.2 bps/Hz. We can see that
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Fig. 10. Comparison of the three schemes with varying relay antenna number,
Py =P =15dB,Pr =25dB, N4 =3, Ng = 3.

the two-phase scheme is much better than the other two schemes
when relay power is high. The reason is that signal alignment
can be achieved when Pp, is large as Ny + Ng > Np.

In Fig. 10, we plot the average secrecy sum rate versus the
relay antenna number. The source nodes A and B both have
three antennas. The relay power is 25 dB and the source powers
are 15 dB. From the figure, we see that the average rate of the
direct transmission scheme monotonically decreases with Ng.
This is because the untrusted relay can overhear more informa-
tion as Ng increases. For the two-phase transmission scheme,
the average rate achieves the largest value when Np = 4. The
reason is that when Npg is too small, the relay does not have
enough abilities to help the two-way transmission and when Ng
is too large, the relay will be more powerful to decode the re-
ceived signals. For the three-phase scheme, the average rate also
decreases with Ng in this case.

Finally, in Fig. 11, we illustrate the performance of the signal
alignment technique in comparison with the Algorithm 1 for
the two-phase two-way relay scheme at finite SNR regions. It
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Fig. 11. Comparison between signal alignment and Algorithm 1 for the two-
phase two-way relay scheme, N4 = 2, Ng = 3 and N = 2.

is seen that at P = 10 dB, the signal alignment technique per-
forms almost the same as Algorithm 1 when P4 = P > 0dB.
Similarly, at Pr = 15 dB and 20 dB, the two curves are al-
most the same when P4 = Pg > 5dB and 7 dB, respectively.
Therefore, we can conclude that the signal alignment technique
generally performs quite good compared with Algorithm 1 as
long as the source and relay powers are not so small.

VI. CONCLUSION

In this paper, we investigated a MIMO two-way AF relay
system where the two source nodes exchange confidential infor-
mation with an untrusted relay. For both two-phase and three-
phase two-way relay schemes, we proposed efficient algorithms
to jointly design the secure source and relay beamformers itera-
tively. Furthermore, we analyzed the asymptotical performance
of the secure beamforming schemes in low and high power
regimes of the sources and relay. Simulation results validate our
asymptotical analysis.

From these results, we can conclude that the conventional
two-way direct transmission is preferred when the relay power
goes to zero. When the relay power approaches infinity and
source powers approach zero, the three-phase two-way relay
scheme performs best. Moreover, when all powers go to in-
finity, the two-phase two-way relay scheme has the best per-
formance if signal alignment techniques are used, which also
lowers the requirement of numbers of antennas at the source
nodes for security.

APPENDIX A
SECURE BEAMFORMING OF TWO-WAY
DIRECT TRANSMISSION SCHEME

For the two-way direct transmission scheme, the transmission
consists of two phases. In the first phase, A transmits while B
and R listen. During the second phase, B transmits while A and
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R listens. An achievable secrecy sum rate of this two-way direct

transmission scheme given by [29] is,
1 14+qfTHTq; 1"
R = S Glon i e O

ic{A,B} +a; B
We want to maximize the secrecy sum rate R 27 subject to the
source power constraints. According to [29], [36] and [25], the
optimal beamforming gP?" of the two-way direct transmission
scheme is given by

DT _ V PiDT maX(I + PL‘DTTfITiv I+ PiDTHf{Hi)

& [$umex X+ FPTTHT, 1+ PPTHIH,)|
i€ {A,B},

(3%)
and the maximum secrecy sum rate is given by

Rinax(PXT, PET)

=y %[logg)\max(I+PiTlHTi,I+PinIHi)]+. (39)
i€{A,B}

APPENDIX B
SEARCH A USING GRADIENT METHOD

Substituting (12) into (5), we obtain a subproblem of opti-
mizing A given q 4 and qg as follows,
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We use the logarithmic barrier method to incorporate the con-
straint into the objective function. The logarithmic barrier func-
tion associated with (40) is,

BA,p)= —R¥ —puln (Pf—ip
~ Tr(AU"H.aqug i H{UAY
+ AUHHpqpqBHAUA" + AAH)) (41)

where 1o > 0 is the barrier parameter.

The gradient of B(A, u) with respect to A is given by (42)
shown at the bottom of the page. With this gradient, we use
gradient descent method to search A.

APPENDIX C
SEARCH OPTIMAL g GIVEN F AND ¢ 4 IN TWO-PHASE
TwO-WAY RELAY SCHEME

First, we rewrite (5) in the homogenized form with respect
to qp, as (43) shown at the bottom of the page. Then, we can
follow the same procedure in [37, Section III-B] or [25, Ap-
pendix A] to find the optimal qp. The basic idea is to first
relax (43) into a fractional semi-definite programming (SDP)
problem, which is then transformed to a SDP problem using
Charnes-Cooper variable transformation. At last, the rank-one
matrix decomposition theorem [38, Theorem 2.3] is used. Here
we omit the details.

APPENDIX D
PROOF OF LEMMA 2

min — R* (40a)
A . ek . First, we consider the case where Np > N4 + Np.
s.t. Tr(AU"Haqaq{HYUA (40b) Without loss of generality, we can express F; as
+ AU Hpqpqf HEUAY + AAT)< PIP. e _rv yii[a B Uk s
IB(A, 1) 3R VEGHEK 'G,FH;q;qH¥U - VEGIK "G, FH;q;q/HIFEGIK ' G, FU
eV R 0B € ,
A" W 2(1 + g HIFIGIK, 'G,FH;q;)
. AU?H 1q,q/HYU + AU¥Hpqpq?HEU + A )
PI%P — TI"(AUHHAquAHHQIUAH + AUHHBqugHgUAH + AAH)
1 d [BEFYGIK "G FH 0] [asaf  asl”
0 1| agt |t
max e 3 P 0 (432)
ant [ BEE (141 HAqa)®) I-HaaaafHY ) Hy 0 {quB qgg*]
_ 0 L [Haqq) LBt 1
‘ [T 0] [asal qpt*
s.t. Tr{ 0 0} [ ol MQ < Pg, (43b)
[HEFPFHp 0] [qpah qst" " HygHpH
Tr{ _ B 0 0} [ qgt |t|2 < P, —Tr {FF } —Tr {FHAquAHAF }, (43c)
w [0 0][asag ast*]] _
Tr{ 0 1} [ ol MQ =1. (43d)
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where V is from (13), V+ e CNex(Ne-Na=Nn) guch that
[V VI is unitary , U is pridy, U € CVex(aD)
such that [U; U} is unitary, and a; € CWatNp)x1
¢, € CWr-Na-Npx1 B, ¢ CVatNp)x(Np-1)
D; € CWr-Na-Np)x(Na-1) Therefore, we obtain (45)
shown at the bottom of the page. Therein, () is from the above
property of F; (44), (b) is fromthat Y. G.VB,BIVGH
ic{A,B

is positive semidefinite matrix. We seé{ that}the information rate
from B to A R%ﬁ = log,(1 + nggHBqB + xp4) is not
related to ¢; and D; and achieves a upper bound when B; = 0.
Similarly, the information rate from A to B, R%/};, is also not
related to ¢; and D; and achieves a upper bound when B; = 0.
In addition, the power consumed by the relay is

Tr(FaH.qaq HYFY + FsHpapaHEF}
+FAFY + FpF])

2 2 2
= 3 Il (llaill® + el

ic{A,B}

2 2 2 2
+ 3 (Hadl + B + el + 1Dl
ie{A,B}

We find that the relay power is increased when B, ¢;, D; is not

zero. Therefore, it leads to B, = 0, ¢; = 0 and D; = 0.
When N < N4 + Npg, we can express F; as

U ]

(46)

F,;:V[a,; B,}|:UJ_H

where V is from (13), U; is Hgfgf”,
such that [U; Uj] is unitary, and a; €
B, € CNax(Nr-1) " GQimilar as the above case, we can

prove that the optimal B; = 0.

UL c CNH X(Ng—1)

Nrxl
CHrRXY

APPENDIX E
PROOF OF PROPOSITION 2

Substituting the optimal relay beamforming structure (14)
into (6), we obtain the third term in (6) as follows,

1
qpHEFFGY (G4 (FAFY + FpFj) GY +1)
-G FpHgqp
=||Hpas|’al VI GY
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-1

> GaVaalVIGH +1| GuVap

t€{A B}

(a) —1
< |Hpap|*alVEGH (G4 Vapal VEGH +1) G.Vap
Y\ HpaslPal VTG

: (1 — GaVap(@iVAIGHG Vag +1)!

: agvHGf{)GAVaB
2 [|GaVag|®
= [#pan|* L Ea 2ol
1 + ||GAVaB||
<|Hpas|

where (a) is from that G 4 Vajaff V# GH is positive semidef-
inite, (b) is from the matrix inverse lemma.

The above third term in (6) also has a lower bound by simply
lettingas = ap = a,

afHEFLGH (Ga (FAFY + FuFE) G+ 1)

-GaFpHgpqp

= |Hpqs| a VI GY (2G 4 Vaa’ VG +1) ' G4 Va
1 : B

= §||HBqB||2 (1 — (1 + 2aHVHG£IGAVa) 1)

2/|G 4 Val*

1 2
=sHeasll" —
1 +2HGAV3||

2

1
—>§||HBqB||Q as PRHOC
Therefore, we have

1 1
51082 (1 +aqf T/ Tiq; + ;Qf{HZHHiqi>

< lim R?—ip

Pr—oc

< Jlog, (1+af T Tyq; + o HI Hig))  (47)

To prove Proposition 2, we first substitute the upper bound
and lower bound into (8). The rest of the proof is similar to the
proof of [25, Lemma 7]. In addition, the condition that the en-
tries of channel matrices are generated from continuous distri-
bution are used in the proof.

-1
rpa 2qEHEFEGH (G, (FAFY + FpFE)GH +1) G, FzHpqs

w |Hpqs| af Vi GY
ic{A,BY}

®) 2_H~xrHH
<||Hgggl["ag V' G}
ic{A, B}

Y Gavaa'viei+ Y GuVBBIVIGH +1

> GaVaaVIGH +1

-1

GAVaB
i€{A,B}
-1

GAVaB (45)
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APPENDIX F
PROOF OF PROPOSITION 4

Plugging the condition P4 — 0, Pp — ( into (22), we have

lim RQP
PR—>oo
— 1 - 1
_Eogz . qfHYH qaq!H{Hgaqs
(14+afHYHpap)(1+af Hi Haqa)
S apHEH qaq H Hpqp
2 2 (1—|—q H HBqB)(l—l-q H H—lq/il)

X

1
- —108‘2 (1-qBHEH. quq{H Hpqp)

22

21n 2||qB BH“qAH

To maximize |2 HZH 4q.4|%, we obtain Proposition 4.

APPENDIX G
PROOF OF COROLLARY 4

For fair comparison, we set P; = PPT = p2I' = 2p3r’

i € {A,B} and Pr = P3’ = P}’. When the relay power
Pr — 0, there are only direct links between the two source
nodes for the three-phase scheme. Thus, the maximum secrecy
sum rate of the three-phase two-way relay scheme R3%

max

RSP
1 1 THT;q; "
N max o 3 {1 1+qHTHq]
A 2 By T4
1 _ 3PmH 3PyTH +
=5 > [108 (wax (T+ BPTIT, 14+ PP HIH,))]
i€{A,B}
_! 1 A I 3PTHT I 3PHHH '
—3 Z 089 | Amax +§ iy i3 +§ thg i .
ic{A B}

(48)
In addition, we have
3 H 3 H
/\max I+ §P1T1 Tia I+ EPiHi Hz

(@)

= Anax (§P1;T,-,H T; - §P,-,H.ff H, I+ 5P,-,H{f H) +1

7 ($PTAT, - PHIH,) ¢
= max
¥ P (14 SPHEH,) ¢
T(PTHT; - PHIH,) ¢
" (I1+ PHIH,) ¢
— i)\max (ATET, - PHIH, I+ PHIH,) +1

+1

2
b
< (Amax (PTET; - BHIH, I+ PHIH,) +1)

(&

= (Amax (I + PLT{{T[/ I+ PLH{{HL)) % ,

—
g

Wl

—
%

where (a )and( )arefrom)\max(A B) = Anax(A—B.B)+1,
(b) is from 3z + 1 < (z + 1)T when z is a nonnegative real
number.
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Therefore, we obtain RPT > R3F when P — 0. To-
gether with R2E

.« — 0 when P — 0, we obtain Proposition 4.
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