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Abstract—This paper studies the secure beamforming design

in a multiple-antenna three-node system where two source nodes

exchange messages with the help of an untrusted relay node. The
relay acts as both an essential signal forwarder and a potential

eavesdropper. Both two-phase and three-phase two-way relay

strategies are considered. Our goal is to jointly optimize the source
and relay beamformers for maximizing the secrecy sum rate of

the two-way communications. We first derive the optimal relay

beamformer structures. Then, iterative algorithms are proposed
to find source and relay beamformers jointly based on alternating

optimization. Furthermore, we conduct asymptotic analysis on

the maximum secrecy sum-rate. Our analysis shows that when
all transmit powers approach infinity, the two-phase two-way

relay scheme achieves the maximum secrecy sum rate if the

source beamformers are designed such that the received signals
at the relay align in the same direction. This reveals an important

advantage of signal alignment technique in against eavesdrop-

ping. It is also shown that if the source powers approach zero,
the three-phase scheme performs the best while the two-phase

scheme is even worse than direct transmission. Simulation results

have verified the efficiency of the proposed secure beamforming
algorithms as well as the analytical findings.

Index Terms—Physical layer security, signal alignment, two-way

relaying, untrusted relay.

I. INTRODUCTION
A. Motivation

C OOPERATIVE relaying has been shown effective for
power reduction, coverage extension and throughput

enhancement in wireless communications. Recently, with the
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advance of wireless information-theoretic security at the phys-
ical layer, a new dimension for designing relaying strategies
arises. In specific, from a perspective of physical-layer security,
a relay can be friendly and may help to keep the confidential
message from being eavesdropped by others, while an untrusted
relay may intentionally eavesdrop the signal when relaying.
The case of untrusted relay exists in real life. For example,
the relays and sources belong to different network in today’s
heterogenous network, where the nodes have different security
clearances and thus different levels of access to the information.
It is therefore important to find out whether the untrusted relay
is still beneficial compared with direct transmission and if so
what is the new relay strategy.

The goal of this work is to study the physical layer security

in two-way relay systems where the relay is untrusted and each

node is equipped with multiple antennas. Compared with tra-

ditional one-way relaying, the problem in two-way relaying is

more interesting. This is because by applying physical layer net-

work coding, the relay only needs to decode the network-coded

message rather than each individual message and hence the net-

work coding procedure itself also brings certain security. Three

questions will be addressed in this work. First, under what con-

ditions, should we treat the two-way untrusted relay as a passive

eavesdropper or seek help from it? This is a challenging problem

because different power constraints and antennas configurations

may result in different answers. Second, if help is necessary,

how to jointly optimize the source and relay beamformers? Typ-

ically this would be a non-convex problem and very difficult to

solve. Thirdly, would physical layer network coding, originally

known for throughput enhancement in two-way relay systems,

bring new insights to the new performance metric of informa-

tion security?

B. Related Work

We first review the existing works on beamforming design

in MIMO two-way relay systems without taking secrecy into

account. Then we review the related works on secure commu-

nications in relay systems.

1) Beamforming in MIMO Two-Way Relay Systems: When

the source nodes are each equipped with a single antenna, the

work [2] studied the optimal relay beamforming structure and

proposed an iterative algorithm to find the capacity region.

When both source and relay have multiple antennas, the work

[3] obtained an optimal relay precoding structure and proposed

an alternating optimization method to design the source and

relay precoding jointly. Based on the mean-square-error (MSE)

criterion, the authors in [4] proposed an iterative algorithm for

the joint source and relay precoding design.
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2) Secure Communications With Trusted Relay: A trusted

relay is treated as a legitimate user in secure communications

and can help to counter external eavesdroppers and enhance

the secrecy of the networks. Most of the existing works have

focused on the secure communication with traditional one-way

relaying (e.g., [5]–[11]). Only a few attempts have been made

very recently to study two-way relay secret communication

[12]–[17]. Specifically, [12] and [13] investigated the relay and

jammer selection problem in the two-way relay networks. The

authors in [14] studied beamforming design in MIMO two-way

relaying for maximizing secrecy sum rate which is proven to

be achievable in [18]. In [15] and [16], the authors analyzed

the two-way relay networks with multiple single-antenna re-

lays. The relay and jammer selection, power allocation, and

distributed beamforming were considered jointly to maximize

the secrecy sum rate. Besides, several secret key agreement in

two-way relay systems was studied in [17].

3) Secure Communications With Untrusted Relay: Untrusted

relay channels with confidential messages was first studied in

[19], where an achievable secrecy rate was obtained. A desti-

nation-based jamming (DBJ) technique was proposed in [20]

and [21] without source-destination link. The performance of

DBJ in fading channel and multi-relay scenarios was analyzed

in [22]. When the source-destination link exists, authors in

[23] discussed whether cooperating with the untrusted relay is

better than treating it as a passive eavesdropper. A Stackelberg

game between the two sources and external friendly jammers

in a two-way relay system was formulated as a power con-

trol problem in [24]. In [25], the authors considered MIMO

one-way amplify-and-forward (AF) relay systems and jointly

deigned the source and relay beamforming using alternating

optimization. The work [26] examined the secrecy outage

probability in one-way non-regenerative relay systems.

From these existing literature, it is found that secure com-

munication problem inMIMO two-way untrusted relay systems

has not been considered yet.

C. Contribution

In this paper, we investigate physical layer security in MIMO

two-way relay systems, where the two sources exchange confi-

dential information with each other through an untrusted relay.

The relay acts as both an essential helper and a potential eaves-

dropper, but does not make anymalicious attack. In our previous

work [1], the two-phase two-way relay scheme was consid-

ered. In this extension, we study both two-phase and three-phase

two-way relay schemes. In particular, we formulate the joint se-

cure source and relay beamforming design problems for both

schemes. The objective is to maximize the secrecy sum rate of

the bidirectional links subject to the source and relay power

constraints. Furthermore, we conduct asymptotic analysis on

the maximum secrecy sum rate of the different two-way relay

schemes in comparison with direct transmission.

The main contributions and results of this paper are summa-

rized as follows:

� The optimal structure of the relay beamforminger with

fixed source beamformers is derived. With this structure,

the number of unknowns in the relay beamformer is signif-

icantly reduced and thus the joint source and relay beam-

former design can be simplified.

� Iterative algorithms based on alternating optimization are

proposed to find a solution of the joint source and relay

beamformers. These algorithms are convergent but cannot

ensure global optimality due to the nonconvexity of the

optimization problems.

� Via asymptotic analysis, we show that when the powers of

the source and relay nodes approach infinity, the two-phase

scheme achieves the maximum secrecy rate if the trans-

ceiver beamformers are designed such that the received

signals at the relay align in the same direction. This re-

veals an important advantage of signal alignment tech-

niques in against eavesdropping. It gives a new perspective

to achieve the physical layer security, and also lowers the

source antenna number requirement for ensuring security.

� It is also shown via asymptotic analysis that when the

power of the relay goes to infinity and that of the two

sources approach zeros, the three-phase two-way relay

scheme performs the best while the two-phase performs

even worse than direct transmission.

D. Organization and Notations

The rest of the paper is organized as follows. Section II de-

scribes the system model and problem formulations. The op-

timal secure beamformers for two- and three-phase two-way

relay schemes are presented in Section III. Asymptotical re-

sults are detailed in Section IV. Comprehensive simulation re-

sults are given in Section V. Finally, we conclude this paper in

Section VI.

Notations: Scalars, vectors and matrices are denoted by

lower-case, lower-case bold-face and upper-case bold-face

letters, respectively. denotes . , ,

, , and denote the trace, inverse, rank,

Frobenius norm, conjugate and Hermite of matrix , respec-

tively. represents the column space (range space) of

and denotes the dimension of . The projection

matrix onto the null space of is denoted by . denotes

the norm of the vector . is the largest singular value

of . is the largest eigenvalue of and is

the eigenvector of corresponding to the largest eigenvalue.

is the largest generalized eigenvalue of the ma-

trices and . is the generalized eigenvector of

corresponding to the largest generalized eigenvalue.

We use , and to represent the transmit power of

node in two-way direct transmission, two-phase

two-way relaying and three-phase two-way relaying, respec-

tively. Throughout this paper, the noise power at all nodes is

normalized to 1.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a two-way relay system as shown in Fig. 1,

where two source nodes and exchange information with
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Fig. 1. MIMO two-way relay model.

each other with the assistance of a relay node . The relay

acts as both an essential helper and a potential eavesdropper

but does not make any malicious attack. Note that the decode-

and-forward (DF) relay strategy is not applicable here since the

relay is untrusted and not expected to decode the received signal

from the source nodes. As such, we assume the relay adopts

AF strategy, which also has low complexity. The number of

antennas at nodes , and are denoted as , and

, respectively. As shown in Fig. 1, ,

, , , ,

denote the channel matrices of link ,

, , , and , respectively.

If the system operates in time division duplex (TDD) mode and

channel reciprocity holds, then we have , ,

and . For simplicity, we only consider single data

stream for each source node in this paper. Denote the transmitted

symbol at the source as with , and the as-

sociated beamforming vector as , for .

Different two-way relay schemes have been studied in the

literature [27], [28]. In this paper, we focus on two well-known

ones, two-phase and three-phase two-way relay schemes. For

the purpose of comparison, the two-way direct transmission is

also considered as given in Appendix A, wherein the relay node

is treated as a pure eavesdropper [25], [29].

A. Two-Phase Two-Way Relay Scheme

In the first phase, the two source nodes and simultane-

ously transmit signals to the relay node . In the second phase,

the relay node amplifies its received signal by multiplying with

a precoding matrix, denoted as , and then broadcasts it to both

and .

Assuming perfect self-interference cancellation at each

source node receiver, the achievable information rate from

node , to node , , can be expressed as

(1)

where

(2)

If the untrusted relay wants to eavesdrop the signals from both

source nodes, it may try to fully decode the twomessages and

. Therefore, the achievable information rate at the untrusted

relay can be expressed as the maximum sum-rate of a classic

two-user MIMO multiple-access channel, given by

(3)

where is from the identity .

The achievable secrecy sum rate[18] of the two source nodes

is thus given by,

(4)

Our goal is to maximize the secrecy sum rate by jointly op-

timizing the relay and source beamformers , and . The

problem can be formulated as

(5a)

(5b)

(5c)

where (5b) is the source power constraints and (5c) is the relay

power constraint.

B. Three-Phase Two-Way Relay Scheme

In the first phase, source node transmits, while relay and

source node listen. In the second phase, source node trans-

mits, while and listen. In the third phase, the relay node

amplifies its received signals by multiplying them with matrices

and respectively, and then broadcast the combined sig-

nals.

By combining the received signals from the second and third

phases and cancelling the self-interference, the information rate

from to can be expressed as,

(6)

Likewise, the information rate from to , denoted as ,

can be obtained.

The information sum rate leaked to the untrusted relay is,

(7)

Thus, the secrecy sum rate is given by

(8)
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We can formulate the secrecy sum rate maximization problem

for three-phase two-way relay scheme as

(9a)

(9b)

(9c)

where (9c) is the relay power constraint.

In the above two schemes, we assume that one of the source

nodes, say is responsible for the joint design of source and

relay beamformers. After finishing the design, sends the cor-

responding designed beamformer to and the relay. Then, the

two source nodes and the untrusted relay will use their beam-

formers to process the transmit signals.

III. SECURE BEAMFOMRING DESIGNS

After introducing the problem formulations in (5) and (9) for

the two-phase and three-phase two-way relay schemes, respec-

tively, we now present algorithms to design these secure beam-

formers in this section. Note the optimization problems (5) and

(9) are non-convex since the objective functions, i.e., the se-

crecy sum rate, are not convex functions of the variables ,

and . We first obtain the optimal structure of the secure

relay beamforming matrix. Then we present an iterative algo-

rithm to find a local optimal solution for the joint secure source

and relay beamformers.

A. Secure Beamforming in Two-Phase Two-Way Relay Scheme

Define the following two QR decompositions:

(10)

(11)

where , are or-

thonormal matrices and , are upper triangle matrices.

Lemma 1: In the two-phase two-way relay scheme, the op-

timal relay beamforming matrix that maximizes

the secrecy sum rate has the following structure:

(12)

where is an unknown matrix.

Proof: Note that the relay beamforming matrix only in-

fluences the information rate and . Therefore, the op-

timal that maximizes the secrecy sum rate is the same as the

that maximizes the information sum rate . Due to

the rank-one precoding at each source node, we have the equiv-

alent channel from source node to relay. Therefore, ap-

plying the results in [3], we readily have Lemma 1.

Note that Lemma 1 is similar to those in [2] and [3]. This in-

dicates that the optimal relay beamforming structure in the two-

phase two-way relay system remains the same regardless of the

trust in the relay. It is also seen from this Lemma that the number

of unknowns in is reduced from to

. This greatly reduces the computational complexity of the

relay beamforming design as will be clear shortly.

We note that it is not easy to find the optimal solution to the

problem (5). Even after substituting the optimal structure of

(12) into (4), the problem is still nonconvex since the secrecy

sum rate is not a convex function of , and . Therefore,

we optimize the source beamforming vectors , and the

unknown matrix in the relay beamforming matrix in an al-

ternatingmanner. Given and , we use the gradient method

shown in Appendix B to search . Given and , we can

find the optimal , where the optimization method is shown in

Appendix C. Formally, we present the method in Algorithm 1.

Here, the initial points of the complex vectors and can

be randomly generated as long as they satisfy the given power

constraint.

Algorithm 1: Iterative algorithm for secure beamforming in

two-phase two-way relay scheme

1: Initialize , and .

2: Repeat

(a) Optimize given and based on gradient

method given in Appendix B;

(b) Optimize given and according to

Appendix C;

(c) Optimize given and according to

Appendix C by swapping and ;

3: Until the secrecy sum rate does not increase.

Note that the algorithm always converges because the se-

crecy sum rate is finite and non-decreasing in every iteration.

Simulation results will show that Algorithm 1 converges in

a few iterations. In Steps 2(b) and 2(c), the optimal source

beamforming vectors are found by the semi-definite relaxation

(SDR), which has polynomial complexity, see [30] for example.

In Step 2(a), the relay beamforming matrix is optimized by the

gradient method, the complexity of which is proportional to the

size of matrix , thanks to Lemma 1.

B. Secure Beamforming in Three-Phase Two-Way Relay

Scheme

Similar to the two-phase case, we define the following QR

decomposition:

(13)

where is an orthonormal matrix

and is an upper triangle

matrix. Then we give the optimal structure of the relay beam-

forming matrices and in the following lemma.

Lemma 2: In the three-phase two-way relay scheme, the op-

timal relay beamforming matrices , that maximize the

secrecy sum rate have the following structure:

(14)

where ,

are unknown vectors.

Proof: See Appendix D.

Lemma 2 simplifies the design of two beamforming matrices

to the design of two beamforming vectors . Thus, the
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number of unknowns is reduced to . Note

that the number of unknowns in the relay beamforming matrices

is the same for two- and three-phase schemes.

Using Lemma 2, we can develop a similar iterative algorithm

as Algorithm 1 to obtain a solution of problem (9), where ,

, and are alternatively optimized until the secrecy sum

rate does not increase. The algorithm, denoted as Algorithm 2,

has same complexity as Algorithm 1. Due to space limit, the

details of Algorithm 2 is omitted.

Note that neither Algorithm 1 nor Algorithm 2 can ensure

global optimality due to the nonconvexity of problems (5) and

(9). However, letting the transmit power on each node approach

zero or infinity, we can derive interesting intuitions which lead

to the asymptotically optimal solution for secure beamforming.

In the next section, we present such asymptotic analysis.

IV. ASYMPTOTIC ANALYSIS

The goal of this section is to find the asymptotical optimal

secure beamforming design when the relay power ap-

proaches infinity. We first present the analysis when the two

source powers are also infinite in Section IV-A, followed by

the analysis when the two source powers approach zero in

Section IV-B. Finally, we briefly discuss the case where the

relay power approaches zero. For comparison purpose, the

asymptotic result for the direct transmission is presented in this

section as well.

A. The Case of High Relay and Source Powers

Proposition 1 (2P): When , and

, the maximum secrecy sum rate of the two-phase two-way

relay scheme is:

1) If ,

(15)

where the optimal source beamformers satisfy

(16)

with being an arbitrary real number, and the maximiza-

tion is over all that meet the condition (16) as

well as the peak power constraints and

.

2) If ,

(17)

and the corresponding optimal source beamformers are,

(18)

(19)

where and

are obtained from the QR de-

composition of and , respectively, i.e.,

(20)

where are upper triangle matrices.

Proof: We first prove the following fact:

When , the information rate from to in two-phase

two-way relay scheme is

(21)

To prove (21), we first plug in the optimal structure of to (1)

and let where is a real number.When ,

we just let . Thus,

where is from the matrix inverse lemma and is

from QR decomposition (11). Since nodes , and

all have multiple antennas, we have with

probability one as every element of is drawn from con-

tinuous distribution. Therefore, it is always possible to find

such that is positive def-

inite. Hence, the eigenvalue of

approaches positive infinity when . As a result,

the term

approaches zero and we obtain that when ,

. In addition, it is easy

to see that . There-

fore, we obtain (21).

Substituting (3) and (21) into (4), we obtain the achievable

sum-rate as

(22)

where

(23)

From (22), we see that to maximize , we

should maximize . An upper bound of is,

(24)

and this upper bound can be approached when and

, i.e.,

(25)
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Therefore, the problem is transformed to maximizing

, which is to find two vectors with the minimum

angle between the column spaces of and .

For the case , with probability one, we can

find and satisfying the alignment condition given in (16).

In this case, can take its maximum value of 1 in

(24)1. Therefore, substituting the condition (16) into (22), we

obtain

At last, we maximize over all the possible alignment directions

and obtain the first part of Proposition 1.

On the other hand, if , we have,

(26)

where and are from (20), is from the singular

value decomposition of and the equality can be

achieved by letting and

where the upper tri-

angle matrices are invertible, and is from

. Substituting (26) back to

(22), we obtain the second part of Proposition 1.

Notice that we always have when

. The proof is as follows. First, as

and the fact that the equality in of (26)

can be achieved, we know that . Second, if

, there is an intersection subspace between

the spaces and such that

where is a real number. However, according to dimen-

sion theorem[32] and because the entries of the channel matrices

are generated from continuous distribution, we have

Consequently, there is no intersection subspace and we have

.

Thus, the proof of Proposition 1 is completed.

1A simple algorithm to find and was shown in [31, Lemma 1].

Fig. 2. The signal vectors of the two-phase two-way relaying scheme.

Proposition 1 is essentially similar to the so-called signal

alignment. In [31], this technique was first proposed to achieve

the degrees of freedom of the MIMO Y channel which is a gen-

eralized two-way relay channel with three users. The key idea

of the signal alignment is to align the two desired signal vectors

coming from two users at the receiver of the relay to jointly per-

form detection and encoding for network coding. Specifically,

if , there is intersection subspace between the

column spaces of with probability one and thus there ex-

ists such that (16) holds. As illustrated in Fig. 2, the

secure beamformers at the two source nodes are chosen such

that the two received signals align in the same direction at the

relay node. Intuitively, aligning the signal vectors at the relay

node will hinder the relay node decode the source messages

and make the system more secure. After self-interference can-

cellation, the two source nodes can obtain the desired signal.

The maximum secrecy sum rate goes to infinity as the source

powers approach infinity. On the other hand, if ,

there is no intersection subspace with probability one and there

is a ceiling for the maximum secrecy sum rate. Specifically,

is the orthonormal basis of the column space of . Thus,

, is the minimum angle between any

two vectors from the respect two column spaces. Actually, it is

called the minimum principal angle of these two subspaces [33],

[34].

Proposition 2 (3P): When , and

, the maximum secrecy sum rate of the three-phase two-way

relay scheme is,

(27)

where

if and

if .
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Proof: See Appendix E.

Proposition 2 shows that the secrecy sum-rate of the three-

phase scheme will reach a constant if the untrusted relay has

more antennas than the two source nodes.

Proposition 3 (DT): When and , the

maximum secrecy sum rate of the two-way direct transmission

scheme is

(28)

where

if

if

and the optimal beamforming is given in (38).

Proof: This proposition is based on [25, Lemma 7].

Here, we assume that the entries of the channel matrices

are generated from continuous distribution. As a result,

with probability one. In addition,

the condition in [25, Lemma 7] is also satisfied

with probability one.

As shown in Proposition 3, the secrecy sum-rate of the direct

transmission scheme will also reach a constant if untrusted relay

has more antennas than the source nodes. This is similar to the

three-phase case.

From Propositions 1, 2, and 3, we find that the asymptotic

comparison among these three schemes depend not only on the

antenna numbers , , but also on specific channel re-

alizations. In the following, we only present the comparison re-

sults in two cases.

Corollary 1: When , and , ,

, the maximum of secrecy sum rate of the

two-phase two-way relay scheme keeps increasing when the two

source powers and increase while the maximum se-

crecy sum rates of two-way direct transmission and three-phase

scheme both approach constants. Thus, we have

(29)

Proof: It can be easily verified from Propositions 1, 2 and

3.

Remark 1: As shown in [25], [29] for two-way direct trans-

mission, in the infinite power case, the infinite maximum se-

crecy sum rate needs or . Proposition

1 reveals that with the signal alignment techniques at the un-

trusted relay, the infinite maximum secrecy sum rate only needs

, which lowers the requirement of the num-

bers of antennas at the two sources. The result clearly demon-

strates the benefits of signal alignment for physical layer secu-

rity, which is the unique feature in two-way relaying.

Corollary 2: When , , and

, ,

(30)

Proof: When , we have

(31)

(32)

where the order notation means that as

. Thus, the Corollary 2 follows.

From this Corollary we see that when the number of antennas

at each source node is larger than the number of antennas at the

relay node, direct transmission performs better than the three-

phase two-way relaying at high SNR.

B. The Case of High Relay Power and Low Source Powers

Proposition 4 (2P): When , and

, the optimal source beamforming vectors of the two-phase

two-way relay scheme are

(33)

(34)

and the maximum secrecy sum rate is

(35)

Proof: See Appendix F.

Note that and are determined by the concatenated

channel .

Proposition 5 (3P): When , and ,

the maximum secrecy sum rate of the three-phase two-way relay

scheme satisfies

Proof: Substituting the upper bound and lower bound of

given in (47) into (8), and letting and

, we can easily prove Proposition 5.

Proposition 6 (DT): When and , the

maximum secrecy sum rate of the two-way direct transmission

scheme is,

and the optimal beamforming are given in (38).

Proof: It is easily obtained from (39) or [25, Lemma 6].

We find that different from the two-phase scheme, the secrecy

sum rates of the direct transmission and the three-phase scheme

are closely related to the term ( ).
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TABLE I

THE COMPARISON OF THE THREE SCHEMES IN TERMS OF THE MAXIMUM SECRECY SUM RATE. (IN THE TABLE, WE USE ‘DT’, ‘2P’, ‘3P’ TO

DENOTE THE THREE SCHEMES. AND, MEANS THAT SCHEME A IS BETTER THAN SCHEME B)

Corollary 3: When , and , we

have

Proof: This corollary can be easily obtained from Proposi-

tions 4, 5 and 6. Since are positive semidefinite matrices,

. There-

fore, the three-phase two-way relay scheme is better than direct

transmission scheme. In addition, approaches zero faster

than the other two schemes.

Corollary 3 clearly suggests that when the two source powers

are extremely low, it is the best to apply the three-phase two-way

relay scheme for secure transmission.

C. The Case of Low Relay Power

In this subsection, we present the asymptotic secrecy sum rate

when relay power approaches zero.

First, we briefly show when the relay power , the

maximum secrecy sum rate of the two-phase two-way relay

scheme approaches zero. As the relay power approaches

zero, the information rate through the relay link goes to zero,

which means that approaches zero. On the other

hand, the information rate leaked to untrusted relay is not

related to the relay power and does not approach zero. There-

fore, the secrecy sum rate is zero when .

Corollary 4: When the relay power ,

(36)

Proof: See Appendix G.

Corollary 4 shows that the direct transmission is the best

when the relay power is low. In the relay system without se-

crecy constraint, the similar conclusion holds [35].

D. Summary and Discussion

We can now summarize the main comparison results in

Table I. By Table I, we can choose the best transmission

scheme under different scenarios. For example, we can see that

the two-phase scheme is only optimal in the high SNR regime

and when the two source nodes in together have more antennas

than the untrusted relay node. In addition, the three-phase

scheme is optimal when the source nodes are power limited.

Note that besides the three schemes we considered in this

work, four-phase one-way relay scheme is also possible for se-

cure bi-directional transmission. In this four-phase scheme, the

conventional one-way relaying is used twice for communica-

tions as and . It can be shown that

this four-phase scheme is the best when , and

. For the other cases, either this scheme is suboptimal

or the comparison depends on the channel realization.

V. SIMULATION RESULTS AND DISCUSSIONS

In this section, we show some simulation results to validate

the design and analysis in the previous two sections. In the

simulation, we assume that the channel reciprocity holds, i.e.,

, and . We first use the fol-

lowing example deterministic channel coefficients (every entry

of the matrices is generated from distribution) as an

example, then demonstrate the fading channel case. See the

equation at the bottom of the page.
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Fig. 3. Convergence behavior comparison of different initialization methods

for Algorithm , , and

.

Fig. 4. Comparison of the three schemes in high power regimes when ,

, and .

If the channel matrix we need is smaller than the dimension

of the above matrices, we simply choose the left upper part of

the corresponding matrix. For instance, if , ,

we choose .

Note that Algorithms 1 and 2 are not guaranteed to find the

optimal solution and the convergent point may be far from the

optimal solution. A method to cope with this problem is to ran-

domly generate multiple initializations and choose the one with

the best performance. Fig. 3 illustrates the convergence behavior

of Algorithm 1 with different initializations. It is seen that when

the initial vectors and are chosen based on the signal

alignment technique, the algorithm converges faster than the

case of random generated vectors. Thus, in the rest of our simu-

lation, we choose the asymptotic optimal beamforming vectors

shown in Section IV as the initial points of and .

Fig. 5. Comparison of the three schemes in high power regimes when ,

, and .

Fig. 6. Comparison of the three schemes in high power regimes when ,

, and .

A. High Relay Power and High Source Powers

Figs. 4–6 compare the secrecy sum rates obtained by different

schemes. Here the relay power is fixed at , but

the source powers are changing. The results for the two-phase

and three-phase two-way relay schemes are obtained using

the Algorithm 1 and 2 proposed in Section III. For the direct

transmission, we use the closed-form expression (39) given

in Appendix A. Here we also implement a heuristic algorithm

using the signal alignment technique. In this algorithm, the

source beamformers and are chosen to satisfy the align-

ment condition (16). Then the relay beamformer is optimized

based on the same gradient method used in Algorithm 1. Since

there is no iteration, this heuristic method has much lower

complexity than Algorithm 1.
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1) Case 1) , , : This is an example

of the case when , and

. We see from Fig. 4 that the maximum secrecy sum rate

of two-phase scheme goes to infinity with the increase of the

source powers, while that of the other two schemes approach to

two upper bounds. Under this channel setup, the upper bound

of the direct transmission scheme is about 1.82 bps/Hz and that

of three-phase scheme is 1.48 bps/Hz. Fig. 4 clearly verifies

the importance of signal alignment for security as analyzed in

Corollary 1.

2) Case 2) , , : This is an ex-

ample of the case when and . As shown in

Fig. 5, the maximum secrecy sum rate for these schemes all ap-

proach to infinity as the powers increase. We find that the direct

transmission scheme is the best. This agrees with our analysis

in Corollary 2 . Actually, as shown in (31) and (32), the degrees

of freedom of the direct transmission scheme is one and the de-

grees of freedom of the three-phase scheme is . In this case,

although the signal alignment of the two-phase scheme is fea-

sible, the direct transmission scheme is better than the two-phase

scheme.

3) Case 3) , , : This is the scenario

when . Under this condition, all the schemes

have upper bounds for their secrecy sum rates. The compar-

ison results are shown in Fig. 6. It is shown that the two-phase

scheme is the best. We also plot the curve for two-phase scheme

when . The curve can approach the upper bound

more closely than the curve when . This implies

that to approach the upper bound given in (17), we need the

powers of all the three nodes go to infinity and the relay power

should be much larger than the source powers. In this case, al-

though the signal alignment of the two-phase scheme cannot be

achieved, the two-phase scheme is better than the direct trans-

mission scheme.

From Figs. 4 and 6, we can see that increasing the number of

antennas at the relay reduces the performance. This is in contrast

to the relay systemwithout secrecy constraints, where withmore

antennas at the relay, the performance will be better.

B. High Relay Power and Low Source Powers

Fig. 7 shows the performance of three schemes when

and the source powers are low.We find that the two-phase

scheme is much worse than the other schemes and three-phase

scheme is better than the direct transmission scheme, which ver-

ifies Corollary 3. By careful observation, we see that de-

creases to zero as twice faster as and when the

source powers tend to zero. Moreover, we also find that the

asymptotical results are quite accurate when the source powers

are low.

C. Low Relay Power

In Fig. 8, we compare the three schemes when the relay power

is as low as .We find that themaximum secrecy sum rate

of two-phase scheme is close to zero and direct transmission is

better than three-phase scheme, which verifies Corollary 4. The

reason is that the only link of the two-phase

Fig. 7. Comparison of the three schemes with high relay power when ,

, and .

Fig. 8. Comparison of the three schemes with low relay power. ,

, and .

scheme is very weak while there are strong direct links in the

other two schemes with high source powers.

D. Fading Channels

In this subsection, we provide some simulation results av-

eraged over fading channels. We generated 1000 independent

channel realizations (every entry of the matrices is generated

from distribution) and obtain average secrecy sum

rate. For the two-phase and three-phase scheme, the simulation

results are obtained by Algorithms 1 and 2.

In Fig. 9, we compare the average secrecy sum rates of the

three schemes with varying relay power. The source powers are

fixed at 15 dB and , . The average rate

of the three-phase scheme increases with the relay power and

has similar performance with direct transmission at high relay

power. For the two-phase scheme, as the relay power increases,

the average rate rises from zero up to 2.2 bps/Hz.We can see that
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Fig. 9. Comparison of the three schemes with varying relay power,

, , , .

Fig. 10. Comparison of the three schemes with varying relay antenna number,

, , , .

the two-phase scheme is much better than the other two schemes

when relay power is high. The reason is that signal alignment

can be achieved when is large as .

In Fig. 10, we plot the average secrecy sum rate versus the

relay antenna number. The source nodes and both have

three antennas. The relay power is 25 dB and the source powers

are 15 dB. From the figure, we see that the average rate of the

direct transmission scheme monotonically decreases with .

This is because the untrusted relay can overhear more informa-

tion as increases. For the two-phase transmission scheme,

the average rate achieves the largest value when . The

reason is that when is too small, the relay does not have

enough abilities to help the two-way transmission and when

is too large, the relay will be more powerful to decode the re-

ceived signals. For the three-phase scheme, the average rate also

decreases with in this case.

Finally, in Fig. 11, we illustrate the performance of the signal

alignment technique in comparison with the Algorithm 1 for

the two-phase two-way relay scheme at finite SNR regions. It

Fig. 11. Comparison between signal alignment and Algorithm 1 for the two-

phase two-way relay scheme, , and .

is seen that at , the signal alignment technique per-

forms almost the same as Algorithm 1 when .

Similarly, at , the two curves are al-

most the same when , respectively.

Therefore, we can conclude that the signal alignment technique

generally performs quite good compared with Algorithm 1 as

long as the source and relay powers are not so small.

VI. CONCLUSION

In this paper, we investigated a MIMO two-way AF relay

system where the two source nodes exchange confidential infor-

mation with an untrusted relay. For both two-phase and three-

phase two-way relay schemes, we proposed efficient algorithms

to jointly design the secure source and relay beamformers itera-

tively. Furthermore, we analyzed the asymptotical performance

of the secure beamforming schemes in low and high power

regimes of the sources and relay. Simulation results validate our

asymptotical analysis.

From these results, we can conclude that the conventional

two-way direct transmission is preferred when the relay power

goes to zero. When the relay power approaches infinity and

source powers approach zero, the three-phase two-way relay

scheme performs best. Moreover, when all powers go to in-

finity, the two-phase two-way relay scheme has the best per-

formance if signal alignment techniques are used, which also

lowers the requirement of numbers of antennas at the source

nodes for security.

APPENDIX A

SECURE BEAMFORMING OF TWO-WAY

DIRECT TRANSMISSION SCHEME

For the two-way direct transmission scheme, the transmission

consists of two phases. In the first phase, transmits while

and listen. During the second phase, transmits while and
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listens. An achievable secrecy sum rate of this two-way direct

transmission scheme given by [29] is,

(37)

Wewant tomaximize the secrecy sum rate subject to the

source power constraints. According to [29], [36] and [25], the

optimal beamforming of the two-way direct transmission

scheme is given by

(38)

and the maximum secrecy sum rate is given by

(39)

APPENDIX B

SEARCH USING GRADIENT METHOD

Substituting (12) into (5), we obtain a subproblem of opti-

mizing given and as follows,

(40a)

(40b)

(40c)

We use the logarithmic barrier method to incorporate the con-

straint into the objective function. The logarithmic barrier func-

tion associated with (40) is,

(41)

where is the barrier parameter.

The gradient of with respect to is given by (42)

shown at the bottom of the page. With this gradient, we use

gradient descent method to search .

APPENDIX C

SEARCH OPTIMAL GIVEN AND IN TWO-PHASE

TWO-WAY RELAY SCHEME

First, we rewrite (5) in the homogenized form with respect

to , as (43) shown at the bottom of the page. Then, we can

follow the same procedure in [37, Section III-B] or [25, Ap-

pendix A] to find the optimal . The basic idea is to first

relax (43) into a fractional semi-definite programming (SDP)

problem, which is then transformed to a SDP problem using

Charnes-Cooper variable transformation. At last, the rank-one

matrix decomposition theorem [38, Theorem 2.3] is used. Here

we omit the details.

APPENDIX D

PROOF OF LEMMA 2

First, we consider the case where .

Without loss of generality, we can express as

(44)

(42)

(43a)

(43b)

(43c)

(43d)
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where is from (13), such that

is unitary , is ,

such that is unitary, and ,

, ,

. Therefore, we obtain (45)

shown at the bottom of the page. Therein, is from the above

property of (44), is from that

is positive semidefinite matrix. We see that the information rate

from B to A is not

related to and and achieves a upper bound when .

Similarly, the information rate from A to B, , is also not

related to and and achieves a upper bound when .

In addition, the power consumed by the relay is

We find that the relay power is increased when , , is not

zero. Therefore, it leads to , and .

When , we can express as

(46)

where is from (13), is ,

such that is unitary, and ,

. Similar as the above case, we can

prove that the optimal .

APPENDIX E

PROOF OF PROPOSITION 2

Substituting the optimal relay beamforming structure (14)

into (6), we obtain the third term in (6) as follows,

where is from that is positive semidef-

inite, is from the matrix inverse lemma.

The above third term in (6) also has a lower bound by simply

letting ,

Therefore, we have

(47)

To prove Proposition 2, we first substitute the upper bound

and lower bound into (8). The rest of the proof is similar to the

proof of [25, Lemma 7]. In addition, the condition that the en-

tries of channel matrices are generated from continuous distri-

bution are used in the proof.

(45)
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APPENDIX F

PROOF OF PROPOSITION 4

Plugging the condition , into (22), we have

To maximize , we obtain Proposition 4.

APPENDIX G

PROOF OF COROLLARY 4

For fair comparison, we set ,

and . When the relay power

, there are only direct links between the two source

nodes for the three-phase scheme. Thus, the maximum secrecy

sum rate of the three-phase two-way relay scheme is

(48)

In addition, we have

where and are from ,

is from when is a nonnegative real

number.

Therefore, we obtain when . To-

gether with when , we obtain Proposition 4.
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