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Review Article

ABSTRACT

Whether it's for work or personal well-being, keeping secrets or private information has become
part of our everyday existence. Therefore, several researchers acquire an entire focus on secure
transmitting secret information. Confidential information is collectively referred to as Steganography
for inconspicuous digital media such as video, audio, and images. In disguising information,
Steganography plays a significant role. Traditional Steganography faces a further concern of
discovery as steganalysis develops. The safety of present steganographic technologies thus has to
be improved. In this research, some of the techniques that have been used to hide information
inside images have been reviewed. According to the hiding domain, these techniques can be
divided into two main parts: The spatial Domain and Transform Domain. In this paper, three
methods for each Domain have been chosen to be studied and evaluated. These are; Least
Significant Bit (LSB), Pixel Value Difference (PVD), Exploiting Modification Direction (EMD),
contourlet transform, Discrete Wavelet Transformation (DWT), and, Discrete Cosine
Transformation (DCT). Finally, the best results that have been obtained in terms of higher PSNR,
Capacity, and more robustness and security are discussed.
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1. INTRODUCTION

In today's communication technology,
photographs play a critical role in various
disciplines, including military, social networking,
and biometric systems. Sensitive photos are
exchanged via unsecured networks, making it
difficult to conceal them from outsiders [1]. The
issue of hidden data communication has
persisted throughout history. While cryptography
is an efficient method of securing confidential
data by rendering it unreadable to unauthorized
parties, the act of communicating with encrypted
communications attracts attention [2]. This can
be troublesome for a communication channel
being watched by a third party, who can
terminate contact between the two parties at the
slightest suspicion [3].

Meanwhile, research indicates that encryption
alone may not be adequate to secure secret
communication [4]. Personal messages demand
an invisible communication route that, in some
instances, must be completely anonymous. As a
result, a technique for concealing information is
required [5,6].

For millennia, the art of concealing information
has been evolving, and innovation and progress
have always followed information security to
ensure the message reaches the intended
destination without being tampered with [7].

Historically, cryptography and Steganography
have been the two primary ways for
safeguarding, concealing, and transmitting

messages [8,9]. Since the inception of the
Internet, one of the most critical communication
and information technology aspects has been
information security [10]. It is vital to safeguard
this data when it is transmitted across unsecured
networks [11]. As a result, there is a need for
creating technologies that will assist in
preserving the integrity of digital information and
ensuring the owners' intellectual property rights.
This has resulted in a meteoric rise in the field of
information concealment [12,13].

Cryptography is the art and science of creating
ciphers to encode/encrypt communications and
information SO that only authorized
communication parties can interpret and decrypt
them [14]. On the other hand, Steganography is
a technique for concealing personal data and
communications by embedding them in a cover
material  (image/audio/video) that prevents
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hackers from discovering them [15,16].
Approaches for picture steganography have
been classified as spatial domain and frequency
domain  techniques [17].  Steganography
techniques may be utilized to create an excellent
tool for data exfiltration, network assaults, and
concealed communication between private
parties [18]. The purpose of these strategies is to
cover personal data (stereograms) within an
innocent-looking  carrier, such as user
communications [19].

These days, Hacking has become a huge issue.
Secure data transmission or communication over
the Internet is problematic because of security
issues [20]. In the course of the ages, information
security has made many signs of progress [21].
Two new approaches for safe data transfer over
the years are Steganography and cryptography
[22]. Cryptography is the technique of text
encryption, while Steganography is used to hide
text within a multimedia element as if it were
nothing [21]. Steganography secures the data as
if someone sees the file because human senses
cannot recognize or sense the data within a
multimedia element. They cannot perceive that
some secret message has hidden within it [23].

In the current world of communication, loT is an
emerging technology [24]. The safe data transfer
in the loT environment, as loT devices are
growing every day, is the biggest problem [25].
Single-board computers (SBCs) or
microcontrollers transfer data to another IoT
device [26]. The data obtained from these
devices should be sent extremely safely to
prevent some ethical problems because of lower
processing power and storage capability [27].
There are several encryption methods used to
transmit data between loT devices. However,
there are clear opportunities for eavesdroppers
to suspect encrypted information [28].
Steganography Mechanism is used to prevent
suspicion like an additional layer of protection
from adding more secure data transfers [29].
Based on loT device capabilities, low complexity
pictures disguise data with various hidden
algorithms [30].

In the lives of individuals, the Internet now plays
a significant role [31]. The world is connected via
the Internet. Any data transmitted or transmitted
over the Internet is possible. The Internet, called
the Internet of Things, also connects things [32].
Safety is an uncompromising feature. Encryption
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helps secure the data to a certain extent. Further,
Picture Steganography is beneficial if data in the
shape of an image must be discreetly sent
[33,34].

The progress of the Internet and technology
makes communication of information faster and
easier [35]. Without data safety, eavesdroppers
can llegally obtain private and secret
information, which might cause serious harm to
any organization [36]. That means that
the data should be secure and protected from
hackers while sharing confidential data
[37].

For safe transmission of data over the Internet,
data transmission is crucial in high safety and
secrecy; the certainty of information is the most
critical problem for network and internet
communications [38, 39]. The information must
be converted into a cryptic format to safeguard
the data transferred from attackers [40]. Various
methods are used during transmission for
ensuring data privacy, such as Steganography
and cryptography [41].

Rapid  technological = advancements  and
availability of sources have led to a great deal of
essential knowledge being transmitted between
individuals on the Internet in a few seconds [42].
Since the information is silent and delicate, it
must be protected and maintained by general
confidentiality [43]. Many approaches and
techniques may be used, so data worthy of
security can be retained [44]. The only downside
is that it is exceptionally costly to preserve this
anonymity [45]. A far more straightforward
approach to hide this critical information from any
other source and to send it through the Internet
might be by utilizing Steganography technology
[46]. Text, music, or even pictures might be the
other source [47].

Because of the constant technological progress,
data may be transferred from one area to
another [48]. The data will be hacked more
probable by the attacker at the same time [49].
Numerous techniques, such as cryptography and
Steganography, safely transport the data to the
target [50]. Because of its great quantity and
relevant information, the data is the most critical
item nowadays for an individual in an
organization [51]. However, it is vulnerable and
more subject to assault [52]. Steganography
securely hides chosen files in a filesystem, such
that an attacker cannot detect their presence
without the associated access keys [53]. There
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are still vulnerabilities that cause an attacker's

threat. B+trees are fast indexing and
performance improvement methods
[54,55].

The Internet of Things (loT) is a realm where
data is sent every second. The safety of this data
is a complicated issue; however, cryptography
and steganography techniques help minimize
security difficulties [56]. These approaches are
essential for user authentication and data
confidentiality [57].

Much information is transmitted over the Internet
in the current day. To preserve privacy, this
information must be securely sent [58]. Many
ways are created to convey this information
without  third-party  interception  securely.
Steganography is also approaching for the
secure transmission of data. In Steganography, it
is disguised from the third party that there is
protected information [48,59]. Only sender and
recipient know about the delivery of secret
information [60]. In Steganography, information is
incorporated into a certain cover media such as
text, picture, audio, video, etc. [61]. The picture is
used as a cover for hiding hidden data in image
steganography [62]. The most popular approach
for picture steganography consists of the least
essential bits (LSB), changed by secret message
bits, of image pixels [63]. The LSB approaches
have numerous restrictions, which lead to the
development of several other ways of picture
steganography [64]. This approach is the Pixel
Indicator Technique [65].

Secure data transfer through the Internet is a
critical component of data exchange because
data is a significant asset in internet
communication [66]. Therefore, data security
plays a crucial role in disseminating and
transmitting information via unsecured networks
[67]. Also, it entails protecting data against
different kinds of threats, such as infiltration or
illegal Internet access. Various technology is
used to enhance data security sent over the
Internet, such as encryption, Steganography,
watermarking, or Fingerprinting [68].
Steganography uses the compression of data
and encryption to improve data security. It is
suitable for many data formats such as text,
picture, audio, or video [69]. Data compression
techniques  such as Discrete Cosine
Transformation (DCT) and Discrete Wavelet
Transformation (DWT) are utilized to provide
more security and information privacy as various
transformations [70].
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The Internet's use is now evolving every day
[71]. Data from diverse sources to other
countries is one of the significant applications of
the Internet. There are serious problems with
data protection during data transfer via the
Internet [72]. In data protection, two approaches
are employed. Crystallization and Stegan-
ography. Cryptography and Steganography are
utilized in our suggested system to make the
data safer [73]. Encryption and decryption are
the fundamental functions of cryptography. More
than 4 Times are encrypted here. The secret
communication is essentially encrypted by an
encryption key in the cryptography process. For
transmitting a message, the sender utilizes the
encryption key [74]. On the other hand, the
recipient should be aware of the encryption key
to decrypt the message for original data. Instantly
Steganography is the method secret data may be
hidden through digital media coverage, such as
audio, image, video, and text [75].

The security of information on mobile phones is
complex when vast volumes of data are shared
over the Internet [76]. Cryptography and
Steganography can provide secure information
transmission. Cryptography is a technology
providing specific communication encryption
techniques. Steganography is a technique for
hiding the information through the image
message so that another person is unaware of
the presence of the news in addition to the
person addressed [77].

A mobile telephone user may transmit the
message with multimedia subjects, including
photos, audio, or video clips, using a Multimedia
Messaging System (MMS) [78]. On the other
hand, hidden communication has become an
essential subject for debate, which has become
more and more important today as the Internet
develops. Steganography is one of the ways
introduced for secret communication [79,80].
This is, therefore, an intriguing concept for
Steganography in MMS. One of the difficulties
with steganography methods is that the
password key between the sender and receiver
of encrypted data is sent between steganography
[81,82]. High security of multimedia data is
necessary for the current environment. This safe
and secure method should ensure the network's
secrecy, authenticity, and integrity [83]. In an
electronic communication environment, the
sensitive information sent through the Internet is
compromised via  Phishing. In  various
applications, cryptographic methods are used to
safeguard data transfer against malicious
assaults [84].
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Now information is transmitted over the Internet,
and there are enough hackers to hack this
information because the data has been
transmitted via covert methods [85]. The data is
encrypted with cryptographic techniques, and a
third-party adversary may see the text, and the
information can be retrieved using cryptanalysis
[86]. The main difficulty with the application of
cryptography is that unauthorized users see the
chip text. By employing Steganography, we may
prevent this [87]. Various methods for hiding
information in Steganography are available.
When data is integrated into the picture,
transformation techniques produce more noise
[88]. The LSB insert method is used to insert bits
into a frame through random number generators
to prevent distortion of the noise in the image
[89].

This paper aims to evaluate the most popular
techniques used for Steganography and
reviewed performance in terms of Peak Signal to
Noise Ratio (PSNR), embedded capacity, and
high robustness.

The rest of the paper is structured as follows—
section Il Brief review about Steganography.
Section Il & IV is about spatial Domain and
transform Domain and its techniques reviewed in
this paper. A variety of practical steganography
techniques implementations reviewed in Section
V. Assessment and recommendations in section
VI. a conclusion about the article is provided in
Section VII.

2. STEGANOGRAPHY: A BRIEF REVIEW

Steganography is a technology that conceals
critical information within video, audio, or picture
files and then transmits it [90] [91]. A hidden
message can be hidden within a piece of
trustworthy information and conveyed without
anybody being aware of it. Steganography
prevents unauthorized individuals from viewing
the news since it is concealed within a carrier
and travels through the carrier. The message's
carrier can be plaintext, audio, pictures, video, or
the web [92]. In today's digital world, information
security and covert data transmission are
evolving at a breakneck pace. It enables the
distribution of essential multimedia files by
creating identical data copies. While sending
secret information and files over the Internet is
an insecure process, everyone has something to
conceal [93]. On the other hand, today's
Steganography is substantially more complex,
allowing users to cover vast quantities of data.
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These types of Steganography are frequently
used in conjunction with cryptography to secure
the information twice; first, the secret message is
encrypted and then buried, so that an adversary
must first locate the data (an often tricky
operation in and of itself), as seen in Fig. 1, and
then decrypt it [12].

Several scholars have examined and
investigated steganography approaches in recent
years, producing numerous  outstanding
steganography algorithms. Traditional
steganography algorithms may be classified
according to their embedding domain as spatial
domain algorithms or transform domain
algorithms, as seen in Fig. 2 [95].

3. SPATIAL DOMAIN TECHNIQUES

A two-dimensional matrix can be used to
represent a picture, with each element
representing pixel intensity. Spatial Domain
refers to the state of two-dimensional matrices
that represent an image's intensity distribution.
This approach directly manipulates the picture
pixel. This approach conceals the secret data by
substituting selected bits from the cover picture
with the personal message's bit value.
Steganography techniques are classified into
several categories according to their embedding
domains, including least significant bit (LSB)-
based approaches, pixel value differencing
(PVD)-based systems, and Exploiting
Modification Direction (EMD)-based approaches
[96]. In this article, we will discuss only three
strategies in the Spatial Domain: (LSB), (PVD),
and (EMD).

3.1 Least Significant Bit (LSB)

LSB is a method that is commonly employed in
spatial domain steganography. This strategy is

straightforward to execute. The idea is to simply
substitute the message bit for the host image's
lowest bit value. Typically, both the message and
the picture are transformed to an 8-bit binary
integer to facilitate it [97]. As a result, the LSB
technique often results in a high payload. After
concealing the hidden message, the cover
picture is almost identical to the image under
examination. For example, suppose we are
attempting to disguise the character 'A’ within an
8-bit image. In that case, the binary
representation for the eighth consecutive pixels
from the image's top-left corner is as follows.

00110111 11101001 10001010 00100111
11001010 10101001 11001010 00110111

Then, successively (from left to right), the binary
representation of the letter 'A" (01100101) is
embedded in the LSB's of the comparable binary
pattern of pixels. Eventually, the bits will
generate the following way [98]:

00110110 11101001 10001011 00100110
11001010 10101001 11001010 00110111

3.2 Pixel Value Difference (PVD)

This approach divides the cover picture into
blocks that do not overlap. This time, we're going
to use the pixel difference between the split
blocks [99]. A significant difference value should
be taken into account in the edge area, while a
small difference value should be taken into
account in the smooth area. The human eye is
more sensitive to noise in a smooth region than
in an edge area. As a result, the difference value
is substituted with another value to incorporate
the secret message bits. This approach is highly
invisible and has a large capacity for embedding
[100].

| Stego Key

A

4

Cover Image

Y

Steganograp
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Algorithm

Stego Object

Secrete Message

Fig. 1. Available steganography system [94]
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3.3 Exploiting  Modification Direction

(EMD)

Zhang and Wang (2006) proposed the Exploiting
Modification Direction (EMD) methodology, which
partitions the picture into various groups of n
pixels to enter the secret digit into the (2n + 1)-
are encoding system [101]. Where n is a system
parameter (n = 1), because each group has n
pixels, there are 2n + 1 potential modifications
(include one case in which no pixel is changed).
As a result of this concept, no more than one
pixel is increased or lowered by one. As a result,
it has a high stego-image quality. To map these
2n + 1 situations, the embedding and extraction
technique must specify a one-to-one extraction
function [102].

4. TRANSFORM DOMAIN TECHNIQUES

Another option is to transform domain-based
Steganography to conceal confidential data
within the cover picture without being recognized
by humans. Despite its complexity, this strategy
is more efficient in suppressing information inside
a picture by utilizing numerous algorithms and
transformations  [103]. This  methodology
operates by embedding the data in the signal's
frequency domain, which is more robust than
time-domain embedding principles. As a result, it
is often referred to as the embedding technique,
and numerous methods have been proposed. At
the moment, the most robust steganographic
systems work in the area of transformations.
Transform Domain Techniques are preferable to
spatial domain techniques because they conceal
information in places less susceptible to
compression, cropping, and image processing.
Discrete  Wavelet Transformation (DWT),
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Discrete  Cosine  Transformation (DCT),
Contourlet Transform, Wavelet Transform, and
Fourier Transform are all effective techniques in
the transform domain [104]. We will concentrate
on these three approaches in this article
(Contourlet Transform), (DWT), and (DCT).

4.1 Contourlet Transform

Do and \Vetterli presented the contourlet
transform as a novel two-dimensional picture
sparse representation technique in 2002. It can
simultaneously assess the direction and size of
each picture and accurately portray the texture
and Contour of the photograph [105]. The
contourlet transform's primary principle is to
extract multiscale directional information. The
contourlet transform is an objective measure of
an image's two-dimensional performance in two
dimensions since it can make degeneration in
any direction and at any size. The contourlet
transform has a variety of advantageous
properties, including multiresolution,
directionality, localization, and anisotropy, and it
overcomes the wavelet transform's inadequacy
with directed data. A subset of the Discrete
Wavelet Transform is the Contourlet Transform
(DWT) [106]. The contourlet transform is
accomplished using a Pyramidal Directional Filter
Bank (PDF). The first phase employs the
Laplacian pyramid (LP) to break down the 2D
data into a low pass and high pass sub-band. In
contrast, the angular decomposition stage uses
directional filter banks (DFBs) to generate
directional forms. CT is a directional
representation of the signal that enables the
inclusion of several directions for different signal
scales while achieving near-critical sampling
[107].



Abdullah et al.; AJRCOS, 10(3): 33-52, 2021; Article no.AJRCOS.70381

4.2 Discrete
(DWT)

Wavelet Transformation

DWT is a technique for segmenting information
contained in a picture into the approach and
signal detail. The LL bands include low pass
coefficients and copying techniques and
additional information about various sub-signals
showing vertical, horizontal, or diagonal
information or changes in an image. There are
numerous approaches for expressing pictures to
approach and signal features in the DWT
method, one of which is wavelet Haar. A wavelet
counting procedure may be utilized to
characterize a view using Wavelet Haar [108].
Coefficients of the Haar DWT are calculated
using horizontal and vertical operations.
Horizontal operations decompose a picture into
low-frequency (L) and high-frequency (H) bands
(H). L is computed by averaging the horizontal
values of the cover image's two successive
pixels (i.e., left to right), whereas H is obtained by
subtracting the two [109].

4.3 Discrete Cosine Transformation (DCT)

One of the most often used and successful
image transformation techniques for converting a
picture from the spatial to the frequency domain.
The DCT coefficients are adjusted according to
the secret data bits in basic DCT-based
Steganography. The concept is divided into its
appropriate high, medium, and low-frequency
components using DCT steganography. The
most critical details are found in the low-
frequency sub-bands, whereas the highest
quality details are found in the high-frequency
bands [110]. It converts the picture from the
spatial to the frequency domain and splits it into
three frequency areas, namely low frequency
(FL), middle frequency (FM), and high frequency
(HF) (FH). FL and FH are abbreviations for the
lowest and highest frequency components,
respectively. To make lossy compression
methods more resilient, FM is employed as the
embedding zone. As a consequence, the
transformation's security is rather good. In
Steganography, DCT divides a picture into 8*8
pixels blocks and then works from left to right
and top to bottom in the blocks [98].

5. LITERATURE REVIEW

Recently, many works have been implemented
using steganography techniques. So, in this
section, some of these works will be elaborated
as follows:
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A- EMBEDDING CAPACITY: The term
"embedding capacity" refers to the quantity of
information that may be hidden inside a cover
picture. Robustness refers to the ability to
recover the stego-original image's confidential
information independently of the kind of
processing used, e.g., cropping, scaling, and
filtering. Additionally, these goals may include
protection against steganalysis and the integrity

of hidden data. In an ideal world, a
steganography algorithm  would increase
embedding capacity while preserving the

confidentiality and integrity of hidden data.

B- PSNR: The metric peak signal-to-noise ratio
(PSNR) is used to determine the efficiency of the
suggested technique for concealing one picture
inside another. When confidential data is
incorporated in Steganography. PSNR is a metric
that quantifies the noise ratio between the stego
picture and the original image. The better quality
of the photo is when the PSNR value is more
outstanding.

C- ROBUSTNESS: Robustness refers to the
ability of embedded data to remain intact when
the stego-image is subjected to transformations
such as linear and nonlinear filtering, random
noise addition, blurring or sharpening, rotations
and scaling, decimation or cropping, lossy
compression, and conversion from digital to
analog and then back to digital.

D- SECURITY: Security refers to safeguard the
data while also maintaining the user's privacy by
preventing unwanted access. Steganography is a
kind of security that conceals the presence of
confidential data. It has worked on hiding
sensitive data (text, picture, audio, or video)
inside another text, image, audio, or video (the
cover).

5.1 Literature Based on High Capacity

Subong et al. [111] propose a steganographic
image technique in which the secret message's
bit information replaces the LSBs of the cover
image's RGB (red, green, blue) bytes, similar to
many other LSB image steganographic
techniques, except that the secret message's bits
go through a series of assessed and scored bit
rotation and inversion operations before being
replaced. The recommended methodology
produced less when comparing the PSNR and
MSE values of the stego picture generated by
this recommended method to the present four
bits per byte replacement approach of LSB
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Replacement and Adaptive LSB Embedding
algorithms distortion. However, the proposed

technique does not considerably improve
security robustness.
A technique for picture steganography,

Elharrouss et al. [112] developed a method
based on LSB coding. To conceal a picture
within another. The suggested process begins by
combining the cover picture with the photos to be
suppressed using the k-LSB approach. An area
detection procedure utilizing the local entropy
filter has been proposed to determine the region
containing the concealed pictures. After
retrieving the covered picture, an image quality
improvement approach was used to correct any
picture degradation caused by the concealing
methods. PSNR was 32.83 dB.

Swain [113] suggests two PVD approaches
based on overlapping 12-pixel blocks. The first
methodology embeds and extracts data using an
adaptive quantization range table and modular
arithmetic. The second methodology embeds
and extracts data using a defined quantization
range table and an addition/difference method.
The experimental results indicate that the
proposed adaptive PVD technique has a greater
embedding capacity (2,335,661) and a better
PSNR (42.97) than current adaptive PVD
methods. Still, the suggested non-adaptive PVD
approach has a greater embedding capacity than
current non-adaptive PVD techniques.

Zhou & Cao [114] proposed a steganography
technique combining PVD and matrix pattern
(MP) based on the difference of pixel texture, in
which the former is classified into two parts, and
the binary message is then embedded in the
edge portion of the blue layer of the image
without extracting the original image; the latter
algorithm generates MP representing 95
characters. The blue layer's fourth to sixth bits
are utilized for the MP algorithm, while the
remaining bits are used for the PVD algorithm.
Consequently, it was demonstrated that it
supports a variety of embedded message
formats, is more resistant to detection, and
possesses a high level of security. PSNR was
46.27, and the message capacity was 53,986.

Saha et al. [115] suggested EEMDHW, Extended
EMD-based steganography based on a Hashed-
Weightage Array. Each of the cover image's K
pixels contains two 2KN-any numbers, where N
is the pixel's bit count. As a result, the payload is
entirely interchangeable when used in this way.
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The embedding is carried out using a dynamic
weighting array. This array is generated pseudo-
randomly by running the message pixels through
the eliminative  hashing method.  The
experimental findings indicate that the
methodology outperforms current state-of-the-art
methods in embedding capacity (payload) and
decreased cover picture quality distortion.
Steganography performed using the RS attack
demonstrates that the suggested approach's
embedding is unidentifiable up to a 3 bits per
pixel (bpp) embedding rate. PSNR was 39.50.

By separating the n cover-pixels into two groups,
Liu et al. [116] introduce an enhanced
GEMD(generalized exploiting modification
direction). The approach can increase GEMD's
embedding capability from n+1 to n+2 n bpp. The
experimental findings indicate that the technique
also produces high-quality stego-images.
Additionally, they provide an approach for
generalizing the improved GEMD by separating n
cover-pixels into k groups. This generalized
extended GEMD may further improve embedding
capacity by increasing the parameter k; but, as k
grows, the PSNR decreases. This methodology
may embed secret data using a suitable k to
strike a compromise between the embedding
capacity and the quality of stego pictures.

Elshazly et al. [117] proposed a novel approach
for GEMD image steganography based on PSS-
IB to alleviate the drawbacks of previous EMD
approaches. Two  essential criteria in
steganography procedures are the quality of the
stego-image and the capacity of the embedding
payload. The proposed approaches embed data
at a rate of 3 x 0.5 x LVMA (up to 9 bpp), which
is more than the R = 3 x (n + 1)/n of the GEMD
technique. The techniques proposed are
simulated in MATLAB, developed, then
implemented using XSG on the Spartan 3E Kit.
Simulations and tests reveal that the proposed
methodology can embed a big payload (up to
2,359,296 bits) while preserving a high-quality
stego-image (up to 50.15 dB).

Thanks and Surekha [118] present a color
picture steganography algorithm based on the
(FRT) Finite Ridgelet Transform and (DWT). The
FRT is used to generate the Ridgelet coefficients
for each color channel in the cover color image.
A single-level DWT is used to create the various
wavelet coefficients, which are then modified to
generate the stego color image using the
encrypted channel values from the secret color
image. Arnold scrambling is utilized to encrypt
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channels of a hidden color picture in the
suggested approach. The proposed methodology
is evaluated on various standard color
photographs, and the findings indicate that the
stego picture is more invisible than the previous
methodology.  Additionally, the suggested
approach has a high embedding capacity.

5.2 Literature-based High PSNR

To get the best results, Anwar et al. [119]
suggest an approach that combines LSB-
steganography with AES and Base64 encryption.
This combination of techniques is effective. This
is shown by the highest average PSNR value of
around 60 dB in private images with an original
size of 780x1040. At the same time, the lowest
average PSNR value is 256x256 photographs
with a file size of 23 kb is around 48 dB. The
AES and Base64 encryption algorithms are used
to increase data security sent across susceptible
and unprotected networks.

Rafrastara et al. [120] propose modifying the
inverted LSB approach based on the second,
third, and fourth LSB bits. The strategy is tested
by assuming that each pixel of the cover picture
is pinned to one message bit. According to the
testing results, the proposed approach improved
the quality of the stego picture created. The
suggested technique can enhance the quality of
stego pictures by minimizing the number of
changes in pixel values. It can eventually be
utilized to add message payload as the quality
increases.

AlWatyan et al. [121] suggested an automated
approach for secure communication with two
layers of security. Data is encrypted using a
Java-developed encryption mechanism called
Character Bit Shuffler (CBS) at the first level. The
encrypted information is then concealed within a
picture using the Least Significant Bit (LSB)
approach, which alters only the last bits of the
picture pixels. The LSB approach has the
advantage of being accessible and maintaining
the image's quality.

Astuti et al. [122] present a straightforward and
secure method for hiding messages using LSB
methods. The XOR procedure is performed three
times to encrypt the message before it is placed
on the LSB. Three MSB bits are used as keys in
XOR operations to assist the encryption and
decryption of communications. The findings of
this investigation demonstrate that this approach
secures messages while being extremely simple
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to use. The stego picture also has a good
imperceptibility quality, with a PSNR value
greater than 50 dB.

Maiji et al. [123] proposed A system in which one
or more LSB bits of selected pixels are used
based on the difference in pixel intensity between
adjacent pixels in the cover image's two image
blocks. Secret bits are encrypted using OTP and
a randomly generated pre-shared key. Because
these encrypted bits are entirely random and
resemble noise, the system is immune to a wide
variety of statistical attacks. Comparative
simulations using many well-known PVD-based
approaches demonstrate favorable results for
visual imperceptibility and a variety of quality
parameters, such as MSE (0.0637), PSNR
(60.08), and capacity (3088) bit.

Saleh and Amirmazlaghani [124] provide a
unique multiplicative picture steganography
methodology for embedding hidden data in a
cover picture without altering it explicitly. To do
this, they use the contourlet transform to break
down the image and separate the high-frequency
sub-bands into blocks of coefficients. The
personal data is then embedded using an
embedding coefficient. During the extraction
step, we employ a Gaussian scale mixing
distribution to precisely extract the embedded
data. Experiments demonstrate that our
suggested methodology can achieve
imperceptibility while being undetectable by a
comparable steganalysis methodology.

Reshma et al. [125] describe a pixel prediction
algorithm based on picture steganography that
uses the SVNN classifier and contourlet
transform. The proposed technique conceals
sensitive data using the input as a medical image
and the CT as a mask. To begin, the image's
effective pixels are identified using an error-
based trained SVN. The classifier is fine-tuned
using either the GA or the MS Algorithm. The
contourlet embeds the secret message into the
input picture using the embedding strength and
the CT coefficient. Finally, depending on the CT
coefficient, the personal statement and the input
picture are retrieved. The suggested work is
experimented on using various noises in
photographs, and the images utilized in the
analysis are obtained from the BRATS database.
The proposed methodology delivers superior
performance for measures such as correlation
coefficient, PSNR, and SSIM with values of
89.3253 DB, 1, and 1 for the picture without
employing noise. By introducing noise to the
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concept, the correlation coefficient, PSNR, and
SSIM achieve 48.578, 0.6123, and 0.9934.

Nevriyanto et al. [126] describe a picture
steganography approach based on the Discrete
Wavelet Transform and Singular Value
Decomposition. Using a text file as a watermark,
transform it into an image and insert it into the
cover picture. They analyze the performance of
this approach and compare it to others such as
the Least Significant Bit, the DCT, and the DWT
using the Peak Signal to Noise Ratio and Mean
Squared Error. The findings of this experiment
indicated that the DWT and Singular Value
Decomposition perform better together than the
LSB, the DCT, and the DWT alone. Peak Signal
Noise Ratios of 57.0519 and 56.9520,
respectively, are obtained using DWT and
Singular Value Decomposition procedures. While
Mean Squared Error-values produced using
these methods are 0.1282 and 0.1311.

5.3 Literature-based Robustness

Kukharska et al. [127] combined the PVD
technique with the Arnold transformation to build
steganographic ways to hide data in BMP digital
images. To improve the robustness of
steganographic alterations. The usage of keys
and the equally likely distribution of the
steganographic container blocks and message
components all contribute to the greater security
of the steganographic message throughout its
disguised fransit via open communication
channels. The keys' space is proportionate to the
picture container's size. The Arnold
transformation period value is the inverse of this
number. In the sample Lena.bmp, the power of
the keyspace is 383. A PVD steganographic
approach combines two Arnold transformations
on a previously separated picture to hide
information.

Shehab et al. [128] proposed a technique based
on the breakdown of the host image using the
Contourlet transform's lowest energy sub-bands
(4 levels), scrambling the watermark image with
the lkeda identifying new locations using a
modified Arnold Cat map. This improves security
and safety while also making Hacking more
difficult or impossible. Compared to prior
comparable attempts, the obtained data show
that the offered technique is more resistant to
attacks and more effective. The embedding area
is also expanded by using the lowest energy sub-
bands, and this feature will be investigated in
future work with color imagery.
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Li and Chao [129] proposed a secure and blind
watermarking approach based on a non-
subsampled contourlet transform and Schur
decomposition. The cover image is decomposed
using the two-level non-subsampled contourlet
transform, and the low pass sub-band is chosen
for watermark insertion to increase its
robustness. Before integrating the watermark into
the cover picture, it is jumbled using logistic
chaotic and Arnold transformations to improve
security. Additionally, by utilizing a quantification
process, invisibility is accomplished. The
encrypted watermark sequence can be obtained
during the watermark extraction step without
access to the host image. The suggested blind
watermarking methodology beats several popular
watermarking techniques regarding invisibility,
robustness, and payload. Scalability and low
pass filtering performance, on the other hand,
may be enhanced further.

Najafi & Khaled [130] proposed a secure and
robust picture watermarking approach based on
singular value decomposition (SVD) and sharp
frequency localized contourlet transforms
(SFLCT). The SVD and SFLCT are applied to
both watermarked and original photographs, and
noticeable results for watermarking demands are
generated by exploiting the SVD's characteristics
and the SFLCT's benefits. Because most SVD-
based watermarking techniques are sensitive to
ambiguity attacks and have a false positive
issue, this criticism may be addressed without
adding extra steps to the watermarking
algorithm. The suggested solution is safe and
resistant to ambiguity attacks. The technique is
simulated, and its resilience to various forms of
assaults is evaluated. Compared to some
contemporary schemes, this one exhibits a high
level of imperceptibility, capacity, and
robustness, making it an excellent choice for
image processing applications.

Subhedar and Vijay [131] present three
significant matrix factorization algorithms and the
contourlet transform for Steganography in the
transform domain. The security of image
steganography is generally known to be primarily
defined by the stego image's undetectability
when analyzed by a site analyzer to identify the
presence of buried secret information. Good
imperceptibility means that the eavesdropper
cannot detect the concealed information;
nevertheless, the stego image may be analyzed
using specific statistical tests while being
broadcast over the channel. The secret is stored
in the matrix factorized components of the cover
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image's contourlet coefficients, decomposed
using singular value decomposition (SVD), QR
factorization, and nonnegative matrix
factorization (NMF). The various studies look at
the impact of matrix decomposition techniques
on essential picture steganography properties
such as imperceptibility, robustness to different
image processing procedures, and universal
steganalysis performance. Compared to current
research, the suggested image steganography
method has superior imperceptibility, large
capacity, and low detection accuracy.
Additionally, a comparison of three matrix
factorization algorithms is provided and
assessed.

Giri & Rumaan [132] describe a blind wavelet-
based color picture watermarking technique that
improves robustness and imperceptibility. The
methodology mentioned above considers the
intrinsic neighborhood connection attribute of the
image's pixels for watermark insertion using a
block-level method. The watermark's pixels are
implanted in a specific region in this case. A
pseudorandom sequence is used to organize the
picture blocks for watermark insertion. Only the
components with a higher frequency are utilized.
In each example, the watermark is a 32 X 32
grayscale picture. The experimental findings
indicate that the provided strategy is more
resilient and transparent than specific previous
state-of-the-art procedures.

Rabie et al. [133] introduce a high-capacity
picture concealing system that improves the
quality of stego images. This novel concealment
technique uses a multi-scale Laplacian pyramid
of the cover picture in the Discrete Wavelet
Transform (DWT) domain. All Previously
published work either increased capacity at the
expense of stego quality or improved stego
quality at the cost of accommodation, although at
a lower power. The suggested strategy will boost
the hiding capability of the cover picture by
concealing in the highest-level Laplacian pyramid
of the DWT low-frequency band utilizing a curve
fitting adaptive area technique in the spectral
magnitude discrete cosine transform domain. In
comparison to competing approaches, the
suggested process achieves a higher level of
visual authenticity and capacity. Comparative

experimental findings demonstrate that the
recommended technique surpasses
contemporary methods regarding payload

capacity and various picture quality metrics. Its
resistance  further shows the suggested
scheme's robustness to data loss and noise
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manipulation,  geometric  distortions  and
Checkmark assaults, and steganalysis detection
assaults.

Abdelkader and AlTamimi [134] suggested a
unique method for concealing the data of a
hidden image by utilizing Discrete Cosine
Transform (DCT) features in conjunction with a
linear Support Vector Machine (SVM) classifier.
The DCT characteristics are used to reduce the
amount of redundant information in the image.
Additionally, DCT is employed to incorporate the
secret message using the RGB's least significant
bits. Each byte in the cover image is altered to
the point that it cannot be perceived by human
sight. The SVM is employed as a classifier to
accelerate the concealment process using DCT
characteristics. The proposed strategy is
adopted, and the resulting improvements are
considerable. Additionally, performance analysis
is performed using the MSE, PSNR, NC,
processing time, capacity, and robustness
factors.

5.4 Literature-based High Security

Murugan and Ragupathy [135] present the
Discrete Wavelet Transform (DWT), which has
several benefits over existing transform
techniques such as (DCT) (Discrete Cosine
Transform). This is due to the scalability of the
quality, the interest in area coding, the low bit
rate transmission that enables high-speed
operation, and the compatibility with the Visual
System used by humans, which gives high
perception quality. Geometric attack introduces
synchronization issues between the initial picture
and the retrieved stego picture during the
detection technique, which modifies their
locations. Wavelet Space - frequency attribute of
localization - analyzes image characters skillfully,
adding additional strength to attacks such as
geometric. This characteristic increases the
embedding area while also increasing security.
As a result, DWT produces a high level of
imperceptibility and a PSNR in the region of 30-
54 dB.

Zhang et al. [136] present a novel coverless
picture steganography technique based on the
DCT and Latent Dirichlet Allocation topic
categorization to increase the robustness and
capacity to resist picture steganography. To
begin, the picture database is classified using the
LDA topic model. Second, photos associated
with a single subject are picked, and an 8*8 block
DCT transform is applied to them. Then, using



Abdullah et al.; AJRCOS, 10(3): 33-52, 2021; Article no.AJRCOS.70381

the relationship between the Direct Current
coefficients in neighboring blocks. Finally, an
inverted index is constructed containing the
feature sequence, dc, coordinates of the place,
and the picture path. To achieve picture
steganography, the secret information is
transformed into a binary series and segmented.
The picture with the feature sequence matching
the personal information segments is chosen as
the cover image based on the index. Following
that, the recipient receives all cover photos.
Throughout the procedure, no alteration is made
to the source photographs. The experimental
findings and analyses demonstrate that the
proposed technique can evade detection by
current steganalysis methods, is more resistant
to conventional image processing, and is more
resistant to subjective detection than current
coverless picture steganography techniques.
Meanwhile, it is somewhat immune to geometric
assault. It has significant application potential in
the secure transfer of large amounts of data in a
big data environment.

Arunkumar et al. [137] present a complete
picture steganographic technique based on a
combination of the Redundant Integer Wavelet
Transform (RIWT), Discrete Wavelet Transforms
(DCT), Singular Value Decomposition (SVD),
and the chaotic logistic map. Because RIWT is a

singleton value embedding. Additional security
was provided by encrypting sensitive medical
pictures using the chaotic logistic map, which
further improved the technique's resilience. The
suggested scheme's efficacy was compared to
comparable methods published before using
common characteristics such as imperceptibility,
robustness, and resistance to multiple geometric
transformation assaults. This methodology was
found to be superior to other ways. Validation
was conducted using the UCID benchmarking
database.

Kaur and Butta [138] developed a unique hybrid
methodology for undetectable and resilient
picture steganography in the context of secure
data exchange. The innovation of this work lies in
the laborious adjustment of the Discrete Cosine
Transform's (DCT) higher frequency coefficients
to retain the image's perceptual quality, followed
by the embedding of secret bits through random
locations chosen by the deterministic Coupled
Chaotic Map (CCM). All of the test suites
developed by the National Institute of Standards
and Technology, DIEHARD, ENT, and TestU01
validate that the CCM map is random. The
experimental findings reveal that the suggested
methodology produces high-quality stego-images
with a zero Bit Error Rate when the embedding
capacity is maximized (EC). Malevolent users

consistent shift approach, this suggested cannot exploit the recommended approach, and
methodology  achieves reversibility  and it beats standard steganography approaches in
robustness. A higher degree of imperceptibilty terms of EC and Peak Signal to Noise
was attained by combining SVD and DCT with  Ratio.
Table 1. Table of comparison
Ref Table of Comparison
year Image size  Size of Secret data Methods PSNR
Anwar et al [119] 2019 1040*780 2 kb.txt LSB 52.19 dB
AlWatyan et al [121] 2017 100*100 1857 bytes LSB 54.16 dB
Swain [113] 2018 512*512 2357010 bit PVD 42.91
Zhou & Cao [114] 2019 1024*768 53294 bit PVD 46.59
Maji et al. [123] 2019 256*256 3088 bit PVD 60.08 dB
Saha et al. [115] 2020 512*512 4 bpp EMD 34.74 dB
Elshazly et al. [117] 2018 512*512 2,359,296 bits GEMD 50.15 dB
Saleh& Amirmazlaghani 2017 512*512 16384 bit contourlet 52.8 dB
[124]
Subhedar & Vijay [131] 2019 512*512 image 512*512 CT-QR 56.67 dB
Thanki & Surekha [118] 2018 256*256 1572864 bit DWT & 58.99 dB
FRT
Rabie et al [133] 2018 512*512 20.48 bpp DWT- 43 dB
LPAR
Murugan and Ragupathy 2019 512*512 45.8 kb DWT 48.85 dB
[135]
Kaur & Butta [138] 2021 512*512 212,890 DCT 33.04 dB
Arunkumar et al [137] 2019 512*512 Secret image size 256 SVD & 50.12 dB
*256 DCT
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Qu et al. [139] offer a unique quantum picture
steganography algorithm. The EMD embedding
technique is a practical embedding approach that
involves embedding the secret digit from a (2N +
1)-are notational system into a carrier pixel-group
made up of N pixels, with just one carrier pixel
raised or reduced by 1. The feasibility of
designing a specialized quantum circuit to
accomplish the EMD embedding is high. Some
simulations based on MATLAB are also provided
to assess the new algorithm's performance. It
can be demonstrated that the proposed method
has high imperceptibility and security by
examining the visual effect between the original
carrier pictures and the equivalent stego pictures,
comparing histogram graphs, and calculating
PSNR and BER values.

6. CONCLUSION

To transmit essential data safely and
confidentially, there are two methods: either
hiding or encrypting information. The science of
data hiding is called Steganography. The data
could be hidden in digital media such as
(pictures, audio, and video). With the continuous
development in Steganography, with traditional
data masking techniques, there is a risk that the

confidential data will be exposed. In this
research, we review some of the methods used
to hide information inside images. These

techniques can be divided into two main parts,
Spatial Domain, and Transform Domain. Also,
each technique is divided into several algorithms,
which are Least Significant Bit (LSB), Pixel Value
Difference  (PVD), Exploiting  Modification
Direction (EMD), contourlet transform, Discrete
Wavelet Transformation (DWT) and, Discrete
Cosine Transformation (DCT). We reviewed the
best results in terms of highest PSNR, capacity,
and more robustness and security. As shown
from the results obtained by the researchers, we
can determine the best two methods: CT-QR by
[64] and DCT [71], which are reviewed in this

paper.

As a future direction in this field, we suggest
working on Blockchain-based image
steganography for updating and sharing COVID-
19 data in decentralized hospitals' intelligence
architecture.

7. ASSESSMENT
NDATION

AND RECOMME-

Several methods and algorithms have been used
in the literature for hiding data, as observed from
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the previous section. Also, many criteria can be
used to assess the accuracy of the method. The
most well-known standards are (PSNR, capacity,
robustness, and security) as it is challenging to
obtain the highest value in terms of all mentioned
criteria. Therefore, it was challenging for the
researchers to devise new methods to balance
these criteria to get the highest importance.
Accordingly, we divided the literature into four
sections: (PSNR, capacity, robustness, and
security).

Researchers [111-118] tried to obtain high
capacity via using several algorithms, where the
highest embedding capacity was obtained by
[118], which was 2,359,296 bits, while [113]
reached 2,357,010 bits. However, we
recommend the researcher's method [118]
because the researcher could retain the PSNR,
which was 51.15. although the (PSNR) value
obtained by [117] was 58.99, the embedding
capacity was less than the previously mentioned
methods, reaching 1,572,864 bits.

On the other hand, to obtain the highest value for
(PSNR), the researcher [123] achieved the
highest value of PSNR, which was 60.08, but the
embedding capacity was only 3088 bits.
However, this method may not be helpful for
cases that required high embedding capacity.

Hence, we can notice many ways to obtain high
values for inclusion and (PSNR). Still, robustness
and security must be verified to ensure that
unauthorized persons cannot view the
information that has been hidden. As noted in
Table 1, the method that is presented by [131],
which managed to obtain the highest value in
terms of robustness by embedding an image
(512 * 512) and (PSNR) was 56.67 with high
robustness. While To obtain high security, the
best results were obtained by the work presented
by [138], where it was able to embed an image
size (256 * 256), and the value (PSNR) was
50.12.

Through our review of the previous works, we
recommend both methods [131] and [138] since
they could obtain high Security and PSNR.
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