
Received June 10, 2019, accepted July 27, 2019, date of publication August 5, 2019, date of current version September 6, 2019.

Digital Object Identifier 10.1109/ACCESS.2019.2933231

Secure mmWave Communication Using
UAV-Enabled Relay and Cooperative Jammer

RUIQIAN MA 1, WEIWEI YANG 1, (Member, IEEE), YU ZHANG1,2, JUE LIU1,3, AND HUI SHI 1
1College of Communications Engineering, Army Engineering University of PLA, Nanjing 210007, China
2Sixty-third Research Institute, National University of Defense Technology, Nanjing 210007, China
3College of Information Science and Engineering, Nanjing Audit University Jinshen College, Nanjing 210023, China

Corresponding author: Weiwei Yang (wwyang1981@163.com)

This work was supported by the National Natural Science Foundation of China under Grant 61471393 and Grant 61771487.

ABSTRACT Communication assisted by unmanned aerial vehicles (UAVs) has been regarded as an effective

technique for reliability improvement in both military and civilian domains, whereas it also makes the

information vulnerable to passive eavesdropping due to its wide broadcast. In this paper, we investigate

the secure millimeter wave (mmWave) communication assisted by multiple UAV-enabled relays and jam-

mers, where exist multiple randomly distributed eavesdroppers on the ground. Leveraging the models of

3D-antenna gain and stochastic geometry, new closed-form expressions of secrecy outage probability are

derived on the basis of the opportunistic relay selection scheme involving the characteristics of air-to-ground

channel, and the secrecy improvement is demonstrated when the relay density increases. In addition, a

cooperative jamming scheme, where a part of UAVs transmit the jamming signals, is designed to degrade the

qualities of eavesdropping channels and further enhance physical layer security. The simulation results show

the impacts of different system parameters on secrecy outage probability and verify our analysis. It’s also

revealed that there exist the optimal attitude of UAVs, jamming power and density of jammers for achieving

the best secrecy performance.

INDEX TERMS UAV, millimeter wave, relay, physical layer security, secrecy outage probability.

I. INTRODUCTION

Recently, with the explosive growth of wireless data traffic,

it has been becoming an emergency to develop the high

data-rate transmission in wireless communication systems.

As a consequence, millimeter wave (mmWave) technique

has been emerging as an important solution to improve the

data rate of wireless networks due to its sufficient frequency

resources [1], [2]. However, because of the high path-loss and

the sensitivity to blockages, mmWave communication links

may be interrupted, especially in a complex and dynamic

environment [3], [4]. To this end, operating an unmanned

aerial vehicle (UAV) as relay in the air has been studied

for disconnection recovery and system performance improve-

ment in mmWave communication networks [5]–[7].

Although there are such advantages by adopting

UAV-enabled relays in mmWave networks, it also makes

the signals prone to passive eavesdropping attack due to its

The associate editor coordinating the review of this article and approving
it for publication was Tiago Cruz.

wide coverage and the broadcast nature of wireless channels.

Meanwhile, taking into account the prevalence of sensitive

and confidential information in wireless networks, it’s one of

the top priorities to provide a secure service in UAV-enabled

relaying networks. Conventional upper-layer security method

mainly based on computational complexity by using encryp-

tion protocols [8]. As a supplement of conventional crypto-

graphic techniques, physical layer security has emerged as

a powerful measure to protect confidential information from

wiretapping by exploiting the randomness of wireless channel

and its impairments, e.g., noise and interference [9]. There

are kinds of techniques, including directional antenna [10],

cooperative jamming [11] and relay [12], having been used to

improve the secrecy performance in wireless communication

networks. However, the researches of physical layer security

in UAV-enabled mmWave relaying networks are few, and

there still exist many problems waiting to be solved. For

example, if the cooperative jamming can enhance the physical

layer security in UAV-enabled mmWave relaying networks

and how can we improve it?
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A. RELATED WORK AND MOTIVATION

At present, there have been a significant amount of works

focusing on mmWave relaying networks on the ground, and

the performance analysis and optimization of them have

been investigated [13]–[18]. More specifically, considering

a relaying network where the sources and relays have been

modeled as two independent Possion point processes (PPPs),

the coverage probability and transmission capacity have been

analyzed for both best path and relay selection schemes [13].

Meanwhile, applying energy harvesting technology to the

relays, the coverage probability constrained with harvesting

power has been also examined in [14]. Additionally, using

directional antenna at relay can enhance the reliability of

mmWave networks, and the impact of directional antenna’s

beamwidth and self-interference on maximum achievable

rate has been demonstrated in [15]. In [16], taking into

account the co-channel interferences at the relays with direc-

tional antennas, the outage performance of mmWave relaying

systems has been examined. On the other hand, [17] has con-

sidered the decode-and-forward relaying systems at mmWave

band, and has provided a low-complexity resource allocation

algorithm,which can optimize the average outage probability.

Xue et al. [18] has investigated the hybrid precoding design

in a mmWave relaying system for improving the secrecy rate.

Recently, due to the low cost, high mobility and flexible

deployment of UAV, deploying UAV-enabled relays in wire-

less communication networks has emerged as an effective

method for performance improvement [19]–[22]. To be spe-

cific, the channel model of multi-hop UAV-enabled relaying

systems at sub-6GHz band have been studied in [19], and

the communication performances such as outage probabil-

ity, average channel capacity and bit error rate have been

examined. Considering a cognitive radio system where the

primary and secondary users communicate to the base station

via the same UAV-enabled relay, the achievable rates have

been analyzed in [21]. In [22], the authors have compared

the outage probability of UAV-enabled relaying networks for

multi-hop single link and multiple dual-hop links schemes.

However, all above mentioned works only have investigated

the system performances without security consideration.

Physical layer security can protect confidential informa-

tion with lower computation complexity, and an increasing

attention has been paid to the application of physical layer

security in UAV-enabled relaying networks [10], [23]–[25].

Specifically, in [23], the secrecy outage probability

in microwave communication networks with several

UAV-enabled relays and eavesdroppers has been examined.

Considering a microwave communication system, the aver-

age secrecy rate for mobile relaying scheme has been inves-

tigated in [24]. Recently, the physical layer security also

has been investigated in mmWave networks. Sun et al. [25]

has investigated the physical layer security of the mmWave

communication networks containing one fixed UAV relay

with the directional antenna. In addition, transmitting jam-

ming has been regarded as an effective method for secrecy

enhancement in mmWave networks, and it’s worth mention-

ing that the UAVs can be used not only for relaying message

signals, but also for sending jamming. In [10], considering a

mmWave communication network, the UAVs are deployed as

jammers to confound the eavesdroppers on the ground, and

the average secrecy rate in the considered network has been

analyzed.

Contrasting to the existing works, the secure commu-

nication in the mmWave networks assisted by multiple

UAV-enabled relays and jammers is still an open issue. First,

by considering the characteristics of UAV communication

channels, the opportunistic relay selection scheme subjected

to the channel quality of the air-to-ground link between

source and relay still waits to be investigated. In addition,

how to enhance the secrecy performance in the UAV-enabled

mmWave networks by using cooperative jamming is a chal-

lenging work.

B. CONTRIBUTION

In this paper, we investigate the secure mmWave communi-

cation using UAV-enabled relay and cooperative jammer. Our

main contributions are summarized as follows:

• Considering a ground mmWave network assisted by

multiple UAV-enabled relays in the presence of multi-

ple randomly distributed eavesdroppers on the ground,

the effect of cooperative jamming on secrecy perfor-

mance are first investigated. Specifically, the locations

of relaying UAVs, jamming UAVs and ground eaves-

droppers are modeled as independent PPPs. Then, the

opportunistic relay selection scheme are investigated by

considering the characteristics of air-to-ground chan-

nels for decode-and-forward relay strategy. Further-

more, the jamming UAVs are adopted to send jamming

signals for degrading the qualities of eavesdropping

channels.

• The closed-form expression of secrecy outage prob-

ability is derived in the considered networks without

cooperative jamming. Furthermore, by using the tools

of numerical inversion of Laplace transforms and Euler

summation, a tight approximated expression of secrecy

outage probability for cooperative jamming scheme is

derived. The Monte Carlo simulations are presented to

verify our derivations and reveal that secrecy perfor-

mance has obvious positive correlation with the relay

density, the antenna number and the transmitting power

of message signals.

• Analyzing the simulation results, we find that the

secrecy outage probability can be improved by adopting

higher UAV attitude when the relay density is small, and

the result is opposite in large relay density situations.

Additionally, the enhancement of physical layer security

is testified for cooperative jamming scheme. Further-

more, there exist the optimal attitude of UAVs, jamming

power and density of jamming UAVs for achieving the

best secrecy outage probability.
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FIGURE 1. System model.

The remainder of this article is organized as follows. The

system model is introduced in Section II. In Section III and

Section IV, we examine the secrecy outage probability in the

considered system without and with cooperative jamming.

Then, the simulation results are presented in Section V.

Finally, the concluding remarks are provided in Section VI.

II. SYSTEM MODEL

We consider secure communication in the UAV-enabled

mmWave relaying networks, as depicted in Fig. 1. The direct

link from source (S) to destination (D) is disconnected and

the communication occurs via a selected UAV-enabled relay,

which is denoted as R. The half-duplex mode is adopted

at R. Specifically, S first transmits the messages to R, and

then R forwards its received signals to D by using decode-

and-forward strategy. Meanwhile, there are multiple ground

eavesdroppers distributing around D and locating out of the

coverage area of S, meaning that the eavesdroppers only

wiretap the information from R, similar to [26]–[28]. The

distribution of all UAVs follows a homogeneous PPP8U with

density λU , and the locations of eavesdroppers are modeled

as an independent PPP 8E with density λE . We assume that

each node equips multi-antenna, which is modeled by the 3D

antenna pattern. Moreover, all UAVs are deployed inside a

circular disc of radius X and at the same altitude H [10].

Both the transmission schemes without and with cooperative

jamming are considered. For the first scheme, the UAVs can

only forward the signals received from S toD. For the second

scheme, we divide the PPP 8U into two independent PPPs

8R
U and 8I

U with densities λR = ελU and λI = (1 − ε) λU ,

where ε is the cooperative jamming factor. The UAVs in 8R
U

are only used to relay message signals while the UAVs in

8I
U only transmit jamming signals. In the following, we will

further describe the model of this paper in detail.

A. 3D ANTENNA GAIN

We assume that R equips with NR antennas, and each ground

node has Nl antennas, where l ∈ {S,D,E} denotes S, D and

eavesdroppers. We adopt a 3D sectored model by considering

the UAVs’ altitude [10], [25]. In particular, the directional

antenna gain and the associated probability of R and ground

nodes (D or eavesdropper) can be given as

GRi =











GRM , PRM = θRa

θmax
·

θRd

θmax

GRm, PRm = 1 − θRa

θmax
·

θRd

θmax
,

(1)

and

Gli =













GlM , PlM = θ la

π
·

θ ld

π − θ ld

Glm, Plm = 1 − θ la

π
·

θ ld

π − θ ld

, l ∈ {D,E}, (2)

where θRa
(

θ la
)

is the half-power beamwidth in the azimuth,

θRd

(

θ ld

)

is the half-power beamwidth in the elevation and

θmax = 2 · arctan (X /H) is the max turning angle of R’s

antenna beam.

Similar to [29], [30], we assume perfect beam align-

ment between the legitimate transmitter and receiver, so the

antenna gains of S → R and R → D links are GSR = GSMG
R
M

and GRD = GRMG
D
M respectively. At the same time, the

antenna gain of the link between R and the most malicious

eavesdropper are given as

GRE =













GRMG
E
M , PREMM = PRMP

E
M

GRMG
E
m, PREMm = PRMP

E
m

GRmG
E
M , PREmM = PRmP

E
M

GRmG
E
m, PREmm = PRmP

E
m,

(3)

where PREij denotes the probability that the antenna gain

GRi G
E
j (i, j ∈ {m,M}) occurs.

B. BLOCKAGE MODEL

It’s necessary to take into account the effect of blockage

in mmWave networks. Considering the blockage effect of

air-to-ground links, the occurrence probabilities of line-of-

sight (LOS) and non-line-of-sight (NLOS) links are given

respectively as [31]

pL (r) = 1

1 + a exp
(

−b
(

arctan(H
r
) − a

)) , (4)

and

pN (r) = 1 − pL (r) , (5)

where r is the horizontal distance from the UAV node to

the ground receiver, and a and b are the constant parameters

depend on the environment.

C. PATH-LOSS MODEL

Just as [32] and [33], we use different path-loss laws for LOS

link and NLOS link. Let the link be of length d , we can

calculate its path-loss as

L (d) =
{

CLd
−αL , if the link is LOS

CNd
−αN , if the link is NLOS,

(6)

where CL = 10− ζL
10 and CN = 10− ζN

10 can be regarded as the

intercepts of LOS and NLOS links, αL and αN are the LOS
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and NLOS path-loss exponents. Specifically, the parameters

Cj and αj (j ∈ {L,N }) are determined with the frequency of

carrier wave.

D. SMALL-SCALE FADING

We assume that the small-scale fading for each link fol-

lows independent Nakagami-m fading, which has been

regarded as a general model of intensity distribution for rapid

fading [34]–[36]. After that, the small-scale fading powers

between S and R, R and D and R and eavesdropper are

expressed as |hSR|2, |hRD|2 and |hRE |2. Under the Nakagami-

m fading assumption,
∣
∣hij
∣
∣
2
(i, j ∈ {S,R,E}) follows normal-

ized Gamma random variable.We useNL andNN to represent

the fading parameters of LOS and NLOS link respectively.

Then, if a link is LOS, the small-scale channel gain is
∣
∣hij
∣
∣
2 ∼

Ŵ (NL , 1), and for a NLOS link,
∣
∣hij
∣
∣
2 ∼ Ŵ (NN , 1).

E. RELAY SELECTION SCHEME

For a potential UAV-enabled relay, it must successfully

decode the signals received from S. Therefor, we consider an

opportunistic relay selection scheme with two stages: 1) We

select a set of UAV-enabled relays that the channel capacities

of the links from S are above the threshold Cth1, and denote

the set as 8̂

(

8̂ ∈ 8U

)

. Each node in 8̂ can successfully

decode the S’s messages and forward the decoding messages

to D. It’s obvious that the density of available relays depends

on the distance from S and whether the communication link

is LOS or NLOS. 2) Then, we select an UAV-enabled relay

which can offer the lowest path-loss to D from the decoding

set 8̂. According to the blockage and path-loss model, the

selected relay provides the minimum length of LOS or NLOS

link to D.

In this paper, we use polar coordinate system to facili-

tate the analysis. Then, we set the coordinate origin at D,

and S locate at (dSD, π, 0). After that, for an UAV-enabled

relay locate at (r, θ,H), the distance from R to D can

be calculated by dRD =
√
r2 + H2, and the length of

the link between S and R can be written as dSR =√

r2 + d2SD − 2rdSD cos (θ − π) + H2.

III. SECRECY PERFORMANCE WITHOUT COOPERATIVE

JAMMING

In this section, we select an UAV to relay the signals received

from S and the other UAVs keep silent. On the basis of the

above assumptions on the antenna gain, the relay deployment

and the air-to-ground channel model, the received signal to

noise (SNR) at a legitimate receiver can be given as

γij =
PtGijL

(

dij
) ∣
∣hij
∣
∣
2

N0
, i ∈ {S,Rx} , j ∈ {Rx ,D} , (7)

where Rx denotes the available relay at location x, Pt is the

transmit power of both S and Rx , dij is the length of the link

between two legitimate nodes, and N0 is the noise power.

According to the system model in Section II, the eaves-

droppers are out of the coverage area of S and only eavesdrop

the information from relay. In addition, we assume that all

eavesdroppers are independent and cannot exchange infor-

mation with each other [25]. Then, the SNR at the most

malicious eavesdropper can be written as

γE = max
e∈8E

{

PtGREeL
(

dREe
) ∣
∣hREe

∣
∣
2

N0

}

, (8)

whereGREe is the antenna gain between R and the eavesdrop-

per e, which can be obtained by (3), and dREe and
∣
∣hREe

∣
∣
2
are

the distance and small-scale fading gain of the link from R to

the eavesdropper e.

A. PRELIMINARY ANALYSIS

Prior of the secrecy evaluation, we first give the mathematical

preliminaries of the opportunistic relay selection scheme, and

the decoding set of UAV-enabled relay is defined as

8̂ =
{

x ∈ 8U , log2
(

1 + γSRx
)

> Cth1
}

, (9)

where γSRx is the received SNR of the available relay located

at x. No doubt, γSRx is a function of the distance between S

and Rx , and the probability of containing in 8̂ also depends

on the location of the relay Rx . Particularly, the nodes are

more likely to be included in 8̂ if they are closed to S. Also

due to the fact that the channels between S and different Rx
are independent, the available relay set 8̂ is an independent

thinning of the initial process 8U . Thus, 8̂ is an inhomoge-

neous PPP which the node density is location dependent [37].

Furthermore, we can derive the density of the point process

as

λ̂ (x) = λU Pr
(

log2
(

1 + γSRx
)

> Cth1
)

= λU Pr

(

PtGSRx
∣
∣hSRx

∣
∣
2
L
(

dSRx
)

N0
> 2Cth1−1

)

= λU Pr

(

∣
∣hSRx

∣
∣
2

>
N0

(

2Cth1−1
)

PtGSRxL
(

dSRx
)

)

a= λU
∑

j∈(L,N )

pj (r)

Ŵ

(

Nj,
N0

(

2Cth1−1
)

d
αj
SRx

PtGSRxCj

)

Ŵ
(

Nj
) , (10)

where step (a) is due to |hSR|2 ∼ Ŵ
(

Nj, 1
)

for j ∈ {L,N }, r is
the horizontal distance between Rx and the origin S, and dSRx
is the distance between S and Rx .

In order to maximize the receiving signal quality of D,

we assume that D associates with the UAV-enabled relay

offering the smallest path loss to D. This means that the

selected relay is the nearest one in 8L or 8N , where 8j is

the LOS/NLOS available relay point process with density of

pj (r) λ̂ (x) (j ∈ {L,N }).
Lemma 1: Denoting the horizontal distance between D

and the nearest UAV-enabled relay in 8j as rj (j ∈ {L,N }),
the probability distribution functions (PDF) of rj is given as

frj (y) = W

T
∑

k=1

ypj (y) λ̂ (y, θk) e
νj(y)

√

θk (2π − θk), (11)
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AL = W

T
∑

i=0

e

νN



max



0,

√

(
CN
CL

) 2
αN (yi2+H2)

αL
αN −H2









frL (yi)
√

yi (χ − yi), (14)

where θk = π

(

1 + cos (2k−1)π
2T

)

, and νj (y) is given as

νj (y) = −W 2
T
∑

h=1

pj (rh) r
3
2
h

√
y− rh

×
T
∑

i=1

λ̂ (rh, θi)
√

θi (2π − θi), (12)

where W = π
T
, θi = π

(

1 + cos (2i−1)π
2T

)

, rh =
y
2

(

1 + cos (2h−1)π
2T

)

, and T is the number of the cumulative

times by using Gauss-Chebyshev integration.

Proof: See Appendix A.

Lemma 2: Giving that D associates with a LOS

UAV-enabled relay, the conditional PDF of rL is

grL (y) = frL (y)

AL
e

νN



max



0,

√

(
CN
CL

) 2
αN (y2+H2)

αL
αN −H2









,

(13)

where AL is the probability that D associates with a LOS

relay given as (14) at the top of the this page, and yi =
χ
2

(

1 + cos (2i−1)π
2T

)

.

Proof: See Appendix B.

Accordingly, given that D observes at least one NLOS

UAV-enabled relay, the conditional PDF of rN is

grN (y)= frN (y)

AN
e

νL



min



χ,

√

(
CL
CN

) 2
αL (y2+H2)

αN
αL −H2









, (15)

where AN = 1 − AL is the probability that an NLOS relay is

selected.

B. SECRECY OUTAGE PROBABILITY

In this subsection, we investigate the secrecy outage prob-

ability of the UAV-enabled mmWave relaying networks by

considering the effect of the most malicious eavesdropper on

the ground. Specifically, the selected UAV-enabled relay R

provides the lowest path-loss to D, which means that R is

the closest LOS or NLOS relay from D. And the PDF of the

horizontal distance between R and D is derived detailly in

above Subsection III-A Preliminary Analysis.

Then, according to aforementioned system model, the

eavesdroppers only can wiretap information from the

UAV-enabled relay. The secrecy outage probability can be

derived as

pout = 1 − Pr
(

log2 (1 + γRD) − log2 (1 + γE ) > Cth2
)

= 1 −W
∑

j∈{L,N }
Aj

∫ χ

0

grj (r)

×
∫ ∞

0

∫ ∞

β(x)

fγRD,j (y) fγE (x)dydx

= 1 −W
∑

j∈{L,N }
Aj

T
∑

i=1

grj (ri)
√

ri (χ − ri)

×
∫ ∞

0

FγE (x) fγRD,j (β (x))β ′ (x) dx

b
≈ 1 −W 2

∑

j∈{L,N }
Aj

T
∑

i=1

grj (ri)
√

ri (χ − ri)

×
T
∑

k=1

√

xk (µ − xk)FγE (xk) fγRD,j (β (xk))β
′ (xk) ,

(16)

where FγE (·) is the cumulative probability function (CDF)

of γE , fγRD,j (·) is the PDF of γRD for LOS or NLOS R → D

link, ri = χ
2

(

1 + cos (2i−1)π
2T

)

, xk = µ
2

(

1 + cos (2k−1)π
2T

)

,

β (x) = 2Cth2 (x + 1) − 1, step (b) is due to that the maximal

SNR at the most malicious eavesdropper is approximated as

µ = 5PtNjG
R
MG

E
ML(H)

N0
, and j ∈ {L,N } represents that the LOS

or NOLS relay is selected.

In order to calculate the secrecy outage probability, we

need to obtain the distributions of the received SNRs atD and

the most malicious eavesdropper. The PDF of γRD,j is derived

as

fγRD,j (x) =
[

Pr

(

|hRD|2 <
N0xd

αj
RD

PtGRDCj

)]′

= 1

Ŵ
(

Nj
)

(

γ

(

Nj,
N0xd

αj
RD

PtGRDCj

))′

c= e
− N0xd

αj
RD

PtGRDCj





Nj−1
∑

m=1

xm−1

m!

(

N0d
αj
RD

PtGRDCj

)m

×
(

N0xd
αj
RD

PtGRDCj
− m

)

+ N0d
αj
RD

PtGRDCj

)

, (17)

where step (c) is due to [38, eq.(8.352.1)].

Without loss of generality, we only take into account the

eavesdroppers inside a circular area, and for simplicity, the

radius is also set as χ . Then, the CDF of γE can be given by

FγE (x)

= Pr

(

max
e∈8E

γEe < x

)

= E8E





∏

e∈8E

Pr
(

γEe < x
)




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̟j (V , x) =
∫ χ

0

pj (r)Pr
(

γe,j ≥ x
∣
∣8E,j

)

rdr =
∫ χ

0







Ŵ

(

Nj,
N0xd

αL
RE

PtVCj

)

Ŵ
(

Nj
)






pj (r) rdr

= 1

Ŵ
(

Nj
)

T
∑

i=0

Wpj (ri)Ŵ



Nj,
N0x

(

r2i + H2
)

αj
2

PtVCj



 ri
√

ri (χ − ri). (19)

d= exp

(

−λE

∫

R2
1 − Pr

(

γEe < x
)

de

)

= exp



−2πλE
∑

GRE

Pr (GRE =V )
∑

j∈{L,N }
̟j (V , x)



, (18)

where step (d) is due to the generation function of PPP

8E [39], and ̟j (V , x) is given by (19), as shown at the top

of the next page.

Finally, we can obtain the secrecy outage probability in

UAV-enabled mmWave relaying networks by substituting

(17) and (18) into (16).

Remark 1: According to (16), we know that the secrecy

outage probability is affected by the distributions of the

closest horizontal distance between S and legitimate receiver

rL/rN , the received SNR at legitimate destination γRD and

the received SNR at the most malicious eavesdropper γE .

From (13) and (15), we find that the mean value of rL/rN
becomes small as λU increases. Then, D has more chance of

receiving stronger signals from R, which causes the decline of

secrecy outage probability. Additionally, from (17) and (18),

we find that the effect of UAV attitude H on the distributions

of γRD and γE are different. To be specific, for a given λU
which is much smaller than λE , the received SNR of the most

malicious eavesdropper is more sensitive to H than that of D

when H is small, and the result is opposite when H becomes

large. Thus, there exist an optimal H that provides the best

secrecy performance.

IV. SECRECY PERFORMANCE WITH COOPERATIVE

JAMMING

In this section, we further use a part of UAVs to transmit

jamming signals for achieving the enhancement of physical

layer security in the UAV-enabled mmWave relaying system.

Different from (7), the jamming signals create the inter-

ferences at D, and the signal to interference plus noise ratio

(SINR) seen from D is written as

γ JRD = PtGRDL (dRD) |hRD|2
N0 + ID

, (20)

where ID =
∑

y∈8I

PIGID
∣
∣hIyD

∣
∣
2
L
(

dIyD
)

is the jamming sig-

nals at D. The power of jamming signals is PI , and GID =
GRmG

D
l for l ∈ {M ,m} is the antenna gain between the UAV

jammers and D. Specifically, we assume that the jamming

UAVs know partial D’s channel state information, and in

order to alleviate the jamming at D, the UAV jammers adjust

the antenna steering orientation to misalign D [40].

The SINR at the most malicious eavesdropper can be

described as

γ JE = max
e∈8E

{

PtGREeL
(

dREe
) ∣
∣hREe

∣
∣
2

N0+IE

}

, (21)

where IE =
∑

i∈8I

PIGIEL (die) |hie|2 is the jamming signals

received from jamming UAVs, whereGIE = GRl G
E
k for l, k ∈

{M ,m}.
Similar to (16), the secrecy outage probability of

UAV-enabled mmWave relaying networks with cooperative

jamming can be derived as

pJout = 1 − Pr
(

log2

(

1 + γ JRD

)

− log2

(

1 + γ JE

)

> Cth2

)

= 1 −W
∑

j∈{L,N }
Aj

T
∑

i=1

grj (ri)
√

ri (χ − ri)

×
(

1 −
∫ ∞

0

FJγRD,j
(β (x)) f JγE (x)dx

)

= W
∑

j∈{L,N }
Aj

T
∑

i=1

grj (ri)
√

ri (χ − ri)

×
∫ ∞

0

FJγRD,j
(β (x)) f JγE (x)dx

≈ W 2
∑

j∈{L,N }
Aj

T
∑

i=1

grj (ri)
√

ri (χ − ri)

×
T
∑

k=1

√

xk (µ − xk)F
J
γRD,j

(β (xk)) f
J
γE

(xk), (22)

where grj (·) is given as (13) and (15) in Section III but

replacing λU with λR, F
J
γRD,j

(·) is the CDF of γ JRD for LOS or

NLOS R → D link, f JγE (·) is the PDF of γ JE .

In the following, we need to characterize the distributions

of the SINRs at D and the most harmful eavesdropper.

Lemma 3: The CDF of the SINR at D for associating with

a LOS/NLOS relay is given by

FJγRD,j
(x) = 1 − e

− N0xd
αj
RD

PtGRDCj

NL−1
∑

m=0

1

m!

(

xd
αj
RD

PtGRDCj

)m

×
m
∑

l=0

(

m

l

)

Nm−l
0 (−1)lL

(l)
ID



e

xd
αj
RD

PtGRDCj



, (23)

119734 VOLUME 7, 2019



R. Ma et al.: Secure mmWave Communication Using UAV-Enabled Relay and Cooperative Jammer

where LID (s) denotes the Laplace transform of the random

variable ID and is written as (24) at the bottom of this page.

Proof: See Appendix C.

Lemma 4: The PDF of the SINR at the most malicious

eavesdropper γ JE is written as

f JγE (x) =
∫ ∞

0

fIE (τ ) exp



−2πλE
∑

GRE

Pr (GRE = V )

×
∑

j∈{L,N }
̟ J
j (V , x, τ )





∑

j∈{L,N }
ϕj (V , x, τ )dτ, (25)

where ̟ J
j (V , x, τ ) and ϕj (V , x, τ ) are given by (26) and

(27) at the bottom of this page respectively, and the PDF of

IE can be obtain as

fIE (τ ) ≈ 2−Be
A
2

τ

B
∑

b=0

(

B

b

) C+b
∑

c=0

(−1)c

Dc
Re
{

LIE (s)
}

, (28)

where Dc equal to 2 or 1 with the condition of c = 0 or c =
1, 2, . . ., s = (A+i2πc)

2τ
, Re {y} represents the real part of y, and

the Laplace transform of IE is given by (29) at the bottom of

next page. The estimation accuracy depends on the selection

of the values for A, B and C , which are set as A = 8, ln 10,

B = 11 and C = 14, and achieving the accuracy of 10−8.

Proof: See Appendix D.

Finally, substituting (23) and (25) into (22), we can cal-

culate the secrecy outage probability in the UAV-enabled

mmWave relaying networks with cooperative jamming.

Remark 2: According to (23) and (25), we find that the

jamming signals degrade the channels of both the legitimate

link and the eavesdropping links. When the jamming power

PI increases, the secrecy outage probability first decreases

and then increases. It can be explained that the received

SINRs at eavesdroppers decrease as PI becomes large, mean-

while, the effect of jamming signals on the SINR at D is

smaller due to the weak side-lobe gains of jammers. But if

PI is large enough, the channel qualities of eavesdroppers are

too poor, and D is more sensitive to the jamming signals than

TABLE 1. 3D Antenna parameters [41].

TABLE 2. Simulation parameters.

eavesdroppers. Furthermore, the secrecy outage probability

(22) is not a monotonous function of cooperative jamming

factor ε. The reason is that there would be more chance to

select a better relay to assist the communication when ε starts

to increases. But if ε is too large, the jamming signals are

not strong enough to degrade the message signals at eaves-

droppers. From the above analysis, the lowest secrecy outage

probability can be obtained by properly designing PI and ε.

V. SIMULATION RESULTS

In this section, the simulation results are provided to show the

secrecy performance of the mmWave networks assisted by

UAV-enabled relays and jammers. We consider the mmWave

communication operating at carrier frequency 28GHz. The

parameters used in the performance are given in Table 1.

In general, we present the Monte Carlo simulations in each

figure, which are used to validate our analytical results.

Fig. 2 shows the effect of UAV-enabled relay density on

the secrecy outage probability when NR and H are different.

LID (s) = exp








−2πsPIλI
∑

GID

Pr (GID = V )
∑

j∈(L,N )

Nj−1
∑

m=0

T
∑

i=0

W
pj (ri)VCj

(

r2i + H2
)
mαj
2 ri

√
ri (χ − ri)

(
(

r2i + H2
)

αj
2 + PI sVCj

)m+1








. (24)

̟ J
j (V , x, τ ) = 1

Ŵ
(

Nj
)

T
∑

i=0

Wpj (ri)Ŵ



Nj,
(N0 + τ) x

(

r2i + H2
)

αj
2

PtVCj



 ri
√

ri (χ − ri). (26)

ϕj (V , x, τ ) = 2πλE
xNj−1

Ŵ
(

Nj
)

∑

GIE

Pr (GIE =V )

(
N0+τ

PtVCj

)Nj T
∑

i=0

Wpj (ri) e
− (N0+τ)x(r2i+H

2)
αj
2

Pt VCj

(

r2i + H2
)
Njαj
2
ri
√

ri (χ − ri). (27)
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FIGURE 2. Secrecy outage probability versus the UAV-enabled relay
densities when Pt = 30dBm, Cth1 = 5, Cth2 = 1, and λE = 1.5 × 10−3.

We observe that: 1) For a given λE , the secrecy outage prob-

ability decreases as the density of relays λR increases. This

is due to the fact that D has more chances to associate with

a better relay when λR increases, which means that D can

receive stronger signals. 2) In the low relay density regime,

better secrecy outage probability is obtained for H = 120m,

and smaller secrecy outage probability can be achieved for

H = 80m as λR becomes large. This reason is that due to the

random distribution of eavesdroppers, when λR is small, the

quality of the most malicious eavesdropper channel benefits

more from small H , which is opposite when λR becomes

large. 3) The secrecy outage probability can be improved

dramatically when NR increases from 9 to 16. The reason is

that we can obtain larger main-lobe gain and smaller side-

lobe gain by adopting more antenna elements, then the gap

between the qualities of legitimate and eavesdropper links

expands. As a consequence, we can enhance the secrecy per-

formance by using the directional antenna with more antenna

elements.

In Fig. 3, we plot the secrecy outage probability as a

function of H for different NR and λE . The results show that:

1) The secrecy outage probability first decreases and then

increases as H becomes large. This is because the quality of

the most malicious eavesdropper channel is more sensitive

to H than legitimate channel in the low H regime, and it’s

opposite whenH becomes large. 2)WhenNR reduces from 16

to 9, the secrecy outage probability deteriorates dramatically.

The reason is that the antenna gain of legitimate link weakens

severely when adopting less antenna elements. 3) The secrecy

outage probability is worse for high λE . This is due to the

FIGURE 3. Secrecy outage probability versus the attitude of UAV-enabled
relays when Pt = 30dBm, Cth1 = 5, Cth2 = 1, and λU = 1 × 10−3.

FIGURE 4. Secrecy outage probability versus the transmitting power
when Cth1 = 5, Cth2 = 1, λR = 1 × 10−3 and λE = 1.5 × 10−3.

fact that for higher λE , the most malicious eavesdropper can

obtain better wiretapping channel as the legitimate channel

remains stable. From the above-mentioned, we can properly

design H to achieve the best secrecy performance.

Fig. 4 illustrates the effect of Pt on the secrecy outage

probability by setting different NR and H . Several observa-

tions can be drawn as follows: 1) When Pt is small, the

secrecy outage probability decreases as Pt increases. In addi-

tion, in the high Pt regime, the secrecy outage probability

remain unchanged when Pt increases. This is because when

Pt becomes large, the gap between the capacities of legit-

imate and eavesdropper channels expands. But when Pt is

large enough, the channel capacities is mainly determined

LIE (s) = exp








−2πsPIλI
∑

GIE

Pr (GIE = V )
∑

j∈(L,N )

Nj−1
∑

m=0

T
∑

i=0

W
pj (ri)VCj

(

r2i + H2
)
mαj
2 ri

√
ri (χ − ri)

(
(

r2i + H2
)

αj
2 + PI sVCj

)m+1








. (29)
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FIGURE 5. The secrecy outage probability versus the eavesdropper
density λE when Pt = 30dBm, Cth1 = 5, Cth2 = 1, λU = 1 × 10−3.

with Pt for both legitimate and eavesdropper channel, which

means the gap of their channel capacities changes to stable.

2) By adopting more antennas elements, the secrecy outage

probability will become low due to the high antenna gain of

legitimate link. 3) The secrecy outage probability changes

for different H . The reason is that the sensitivities to H are

different for the legitimate and eavesdropper channels.

Fig. 5 illustrates the secrecy outage probability versus λE .

The sub-graph (a) describes the secrecy performance without

cooperative jamming. To gain more insight, we also give the

sub-graph (b) which depicts the secrecy performance with

cooperative jamming for PI = 20dBm and ε = 0.8. We

can observe that: 1) The secrecy outage probability can be

improved by adopting cooperative jamming. This is because

the channel quality of eavesdropper can be deteriorated by

transmitting jamming signals, at the same time, the effect of

jamming on D is slight due to the weak side-lobe gain of

jamming UAVs. 2) The secrecy outage probability increases

as λE becomes large due to the fact that there are more

eavesdroppers distributing around D when λE increases, and

the channel quality of the most malicious eavesdropper may

be better. 3) Using more antennas can enhance the main-lobe

gain and restrain the side-lobe gain of UAVs to improve the

secrecy outage probability.

In Fig. 6, we show the secrecy outage probability versus

PI for different NR and λE . The simulation results show

that: 1) The secrecy outage probability is not monotonous

versus PI . This is because when PI increases, the jamming

signals received by D are weaker than eavesdroppers due to

that the main-lobes of jamming UAVs don’t align D. But

if PI is large enough, the channel quality of eavesdropper

is too poor, and D is more sensitive to jamming signals

than eavesdroppers. 2) The secrecy outage probability can

be improved when NR increases from 9 to 16. The reason is

that we can obtain better antenna gain for legitimate link by

adopting more antennas. 3) The secrecy outage probability

becomes large when λE increases. The reason is that the

channel quality of the most malicious eavesdropper will be

FIGURE 6. The secrecy outage probability versus the jamming power PI

when H = 140m, Cth1 = 5, Cth2 = 1, λU = 5 × 10−4 and ε = 0.8.

FIGURE 7. The secrecy outage probability versus the cooperative jamming
factor ε when Pt = 30dBm, PI = 20dBm, Cth1 = 5, Ct h2 = 1 and
λU = 1 × 10−3.

better if λE increases. In addition, the lowest secrecy outage

probability can be obtained by optimizing PI .

Fig.7 shows the effect of ε on secrecy outage probabil-

ity. Several observations can be drawn as follows: 1) As ε

increases, the secrecy outage probability first decreases and

following increases. This is because when ε increases, the

better UAV can be selected to forward messages to D, and

the jamming signals wouldn’t be too strong. But if ε is too

large, the jamming signals are not strong enough to suppress

the confidential signals received by eavesdroppers. 2) We can

employ more antennas to restrain the leakage of signals and

then the secrecy outage probability can be improved. 3) The

secrecy outage probability are different when λE changes.

The reason is that different λE means different channel of

the most malicious eavesdropper. Obviously, the best secrecy

performance can be achieved by properly designing ε.

VI. CONCLUSION

This paper investigated secure mmWave communication

by using UAV-enabled relay and cooperative jammer.

Considering the opportunistic relay selection scheme, we
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AL = Pr
(

CLd
−αL
L > CNd

−αN
N

)

=
∫ χ

0

F̄rN




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


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√
√
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) 2
αN (
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) αL
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







frL (y) dy

= W

T
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i=0

e

νN


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

0,

√

(
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) 2
αN (yi2+H2)
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







frL (yi)
√

yi (χ − yi). (34)

ḠrL (y) = Pr




rL > y

∣
∣
∣
∣
∣
∣
∣

rN > max




0,

√
√
√
√

(
CN

CL

) 2
αN (

y2 + H2
) αL

αN − H2











=

∫∞
y Pr

(

rN > max

(

0,

√
(
CN
CL

) 2
αN
(

z2 + H2
) αL

αN − H2

)

|rL > z

)

frL (z)dz

AL
. (35)

analyzed the distribution of the available UAV-enabled relays

which follows an inhomogeneous PPP. In addition, we took

into account that a part of UAVs are used to transmit the

jamming signals to improve the secrecy performance. The

simulation results show that the secrecy outage probability

decreases when the density of relays, antenna number and

message signal power increase or the density of eavesdrop-

pers decreases. It’s worth mentioning that the secrecy outage

probability can be improved by adopting higher UAV attitude

in low relay density situations, and the result is opposite

when the relay density is large. Furthermore, our analysis

shows that optimizing the attitude of UAVs, jamming signal

power and density of jamming UAVs can indeed improve

the secrecy outage probability. In the future, it’s worth to

study the optimization design in the UAV-enabled mmWave

relaying networks, e.g., the power allocation between relay

and jammer.

APPENDIX A

PROOF OF LEMMA 1

In order to obtain the PDF of rL /rN , which is the horizontal

distance betweenD and the nearest LOS/NLOSUAV-enabled

relay, we first derive the complimentary cumulative distribu-

tion function (CCDF) of rL as

F̄rL (y) = Pr (rL > y)

= Pr (no LOS relay is closer than y)
e= exp (−3L (0, y)) , (30)

where step (e) is due to PPP’s void probability, and 3L (0, y)

is the mean number of LOS relays which are closer than y,

then the expression is derived as

3L (0, y) =
∫

R2
Pr (z ∈ 8R (B (0, y)) is LOS)dz

=
∫ y

0

∫ 2π

0

pL (r) λ̂ (r, θ)rdθdr, (31)

and we can calculate F̄rL (y) by substituting (31) into (30).

Then, because frL (y) = − dF̄rL (y)

dy
, the PDF frL (y) can be

derived as

frL (y) = −(exp (−3L (0, y)))′

= ypL (y)

∫ 2π

0

λ̂ (y, θ)dθeνL (y)

f= W

T
∑

k=0

ypL (y) λ̂ (y, θk) e
νL (y)

√

θk (2π − θk), (32)

where step (f ) follows the Gauss-Chebyshev integration,

W = π
T
, θk = π

(

1 + cos (2k−1)π
2T

)

, T is the number of the

cumulative times, and νL (y) can be derived as

νL (y) = −
∫ y

0

∫ 2π

0

pL (r) λ̂ (r, θ)rdθdr

= −
∫ y

0

T
∑

i=0

WpL (r) λ̂ (r, θi) r
√

θi (2π − θi)dr

= −W 2
T
∑

h=0

pL (rh) r
3
2
h

√
y− rh

×
T
∑

i=0

λ̂ (rh, θi)
√

θi (2π − θi), (33)

where θi = π

(

1 + cos (2i−1)π
2T

)

, rh = y
2

(

1 + cos (2h−1)π
2T

)

,

and the derivation is due to the Gauss-Chebyshev integration.

Similarly, we can obtain the PDF of rN as (11) for j = N .

APPENDIX B

PROOF OF LEMMA 2

We first derive the probability that the nearest LOS UAV-

enabled relay is selected, and the detailed derivation is given

as (34) at the top of this page. Then, we can easily get AN =
1 − AL .

In the following, we derive the conditional CCDF of the

distance between D and the nearest LOS relay by giving that
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3y (0, t) = λI

∫

R2
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1

GIDL
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∣
∣
2
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∣
∣
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∑
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Ŵ
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)
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√
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∫ ∞

0

Ŵ



Nj,
z
(
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αj
2

VCj



 e−PI szdz

o= −2πsPIλI
∑

GID

Pr (GID = V )
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Nj−1
∑
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∑
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r2i + H2
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mαj
2 ri

√
ri (χ − ri)
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(

r2i + H2
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αj
2 + PI sVCj

)m+1
. (39)

FJγE (x) = Pr
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e∈8E

PtGREe
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∣hREe

∣
∣
2
L
(

dREe
)

N0 + IE
< x
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= E8E ,IE
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e∈8E
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PtGREe
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∣
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

= EID
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exp



−λE
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pj (r)Pr
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∣
∣hREe

∣
∣
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<
(N0 + ID) xd

αj
REe

PtGREeCj

)



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

=
∫ ∞

0

fIE (τ ) exp



−2πλE
∑

GRE

Pr (GRE = V )
∑

j∈{L,N }
̟ J
j (V , x, τ )



dτ. (40)

a LOS UAV-enabled relay is selected, and the expression is

given by (35) at the top of previous page.

Then we can derive the PDF grL (y) = − dḠrL (y)

dy
as (13).

Similarly, we can obtain the PDF grN as (15).

APPENDIX C

PROOF OF LEMMA 3

In the following, we detail the derivation of FJγRD,j
(x), i.e.,

FJγRD,j
(x) = Pr

(

|hRD|2 ≤ x (N0 + ID) d
αj
RD

PtGRDCj

)

= 1 − e
− (N0+ID)xd

αj
RD

PtGRDCj

NL−1
∑

m=0

1

m!

(

x (N0 + ID) d
αj
RD

PtGRDCj

)m

= 1 − e
− N0xd

αj
RD

PtGRDCj

NL−1
∑

m=0

1

m!

(

xd
αj
RD

PtGRDCj

)m

×
m
∑

l=0

(
m

l

)

Nm−l
0 EID



I lDe
− IDxd

αj
RD

PtGRDCj





g= 1 − e
− N0xd

αj
RD

PtGRDCj

NL−1
∑

m=0

1

m!

(

xd
αj
RD

PtGRDCj

)m

×
m
∑

l=0

(
m

l

)

Nm−l
0 (−1)lL

(l)
ID



e

xd
αj
RD

PtGRDCj



, (36)

where step (g) follows the Laplace transform property

tnf (t)
L↔ (−1)n dn

dsn
Lf (t) (s), and LID (s) can be derived as

LID (s) = E



e
−sPI

∑

y∈8I

GIDL
(

dIyD

)∣
∣
∣hIyD

∣
∣
∣

2



= exp

(∫ ∞

0

(

e−
sPI
x − 1

)

3y (0, dx)

)

= exp

(

−
∫ ∞

0

3y (0, x)
sPI

x2
e−

sPI
x dx

)

= exp








−
∫ ∞

0

3y

(

0,
1

z

)

sPI e
−szPI dz

︸ ︷︷ ︸

K








, (37)

where 3y (0, t) is derived as (38) at the top of this page,

then we can obtain K as (39), and the step (o) is due to

[38, eq.(8.352.2)] and [38, eq.(3.381.4)].

Finally, we can obtain the Laplace transformLID (s) as (24)

by substituting (38) and (39) into (37).

APPENDIX D

PROOF OF LEMMA 4

In order to calculate the PDF of γ JE , which is the SINR at the

most malicious eavesdropper, we need to clarify the distribu-

tion of the cooperative jamming signals. In general, the value

of fIE (τ ) cannot be calculated directly. Thus, we use numer-

ical inversion of Laplace transform to obtain fIE (τ ), and the
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relationship is described as fIE (τ ) = 1
2π i

∫ a+i∞
a−i∞ LIE (s) esτds.

Then we can discretize the integral as a finite series by using

Euler summation [42], and we can approximate fIE (τ ) as

(28). The Laplace transform LIE is given by (29), and the

derivation is similar to Appendix B. In addition, according

to the well builded guidelines in [43], we can achieve the

accuracy of 10−ς when A, B and C at least equal ς ln 10,

1.243ς − 1 and 1.467ς . For example, we set A = 8 ln 10,

B = 11 and C = 14 and achieve an estimation error of 10−8.

In the following, we first derive the CDF of γ JE as (40) at

the top of previous page. Then the PDF f JγE (x) = dFJγE
(x)

dx
can

be derived as (25), where ϕj (V , x, τ ) is given by (27), and the

derivation is due to [38, eq.(0.410)] and [38, eq.(8.350.2)].
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