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Abstract—In this paper, we study the information-theoretical
security of a downlink multiuser cooperative relaying network
with multiple intermediate amplify-and-forward (AF) relays,
where there exist multiple eavesdroppers which can overhear
the message. To prevent the wiretap and strength the network
security, we select one best relay and user pair, so that the selected
user can receive the message from the base station assisted by
the selected relay. The relay and user selection is performed by
maximizing the ratio of the received signal-to-noise ratio (SNR) at
the user to the eavesdroppers, which is based on both the main
and eavesdropper links. For the considered system, we derive
the closed-form expression of the secrecy outage probability, and
provide the asymptotic expression in high main-to-eavesdropper
ratio (MER) region. From the asymptotic analysis, we can find
that the system diversity order is equivalent to the number of
relays regardless of the number of users and eavesdroppers.

I. INTRODUCTION

Due to the broadcast nature of wireless transmission, the
eavesdroppers in wireless networks can overhear the mes-
sage, which is illegal and brings out the severe issue of
information security. To strength the network security, the
physical layer security has been studied to implement the
secure communications. Wyner firstly introduced a classical
wiretap model in [1], and pointed out that there existed a
secrecy data rate below which an approximately perfect secure
data transmission could be achieved. Pioneered by this work,
researchers have extended to analyze the secrecy performances
over different fading channels [2]—[8]. In particular, Bloch et.al
and Gopala et.al have studied the system secrecy capacity
where the main and eavesdropper links experience independent
Rayleigh flat fading [2], [3]. Jeon et.al and Sun et.al have
studied the Rayleigh fading correlation between the main and
eavesdropper links in [4], [5], and found out that the system
secrecy performance seriously degraded with the channel
correlation. In further, the authors in [6]-[8] have studied
the secrecy performances over Rician and Nakagami-m fading
channels.

To increase the network security of wireless transmis-
sion, user selection technique can be applied for multiuser
communication systems. Luo ef.al have considered a secure

multiuser MISO-OFDMA system in [9], and performed the
user selection to maximize the system secrecy data rate by
exploiting the channel fluctuation among users. Besides the
user selection, antenna selection technique can be used for
communication systems with multiple antennas to enhance
the network security. Alves et.al has considered the physical-
layer security of a multiple-input single-output (MISO) system
in [10], and studied the effect of transmit antenna selection
on the system security by exploiting the channel fluctuation
among antennas. For MIMO systems [11], [12], Yang et.al
applied the transmit antenna selection to prevent the wiretap,
and presented the analytical secrecy outage probability as well
as the asymptotic expression with high main-to-eavesdropper
ratio (MER).

Besides the selection technique, relaying technique is en-
couraged to incorporate into the secure communication sys-
tems [13], which provides a powerful tool for enhancing the
transmission security. Some fundamental relaying protocols
such as amplify-and-forward (AF) and decode-and-forward
(DF) have been applied in the information-theoretical security
systems [14]-[19]. Mo et.al studied the physical layer security
of a cooperative DF relaying network in [14], and pointed out
that the relay placement could affect the system secrecy outage
probability substantially. The authors in [15]-[17] studied the
information-theoretical security of cooperative networks with
multiple DF relays, and applied relay selection to enhance the
system security by exploiting the channel fluctuation among
relays. For relay networks with multiple AF relays [18],
Yang et.al proposed the secure beamforming to prevent the
wiretap caused by multiple eavesdroppers. Recently, Zou et.al
in [19] studied the physical layer security of the cooperative
relaying networks with multiple AF relays, and applied the
relay selection to improve the system intercept probability.
However, the intercept probability is a special case of the
system secrecy outage probability when the target secrecy date
rate is set to zero, and it only relies on the second-hop relaying
channels of the main and eavesdropper links. In other words,
the first-hop relaying channels are not involved in the relay
selection criterion [19], which simplifies the selection criterion
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Fig. 1. Two-phase multiuser multi-relay cooperative network with multiple
eavesdroppers.

and related performance analysis substantially. So far, no prior
work has studied the effect of multiple AF relay selection on
the secrecy outage probability of relaying networks, to the best
of our knowledge.

In this paper, we consider a downlink multiuser cooperative
relaying network, where there exist multiple intermediate AF
trusted relays which can assist the data transmission. There
are multiple eavesdroppers in the network which can overhear
the message and bring out the issue of information security.
In order to enhance the system security, we select one best
relay and user pair by maximizing the ratio of the received
signal-to-noise ratio (SNR) at the user to the eavesdroppers.
We firstly derive the closed-form expression for the secrecy
outage probability. We then provide the asymptotic secrecy
outage probability in high MER region, from which we can
find that the system diversity order is equal to number of
relays, regardless of the number of users and eavesdroppers.
Numerical and simulation results are illustrated to verify the
proposed studies.

Notation: The notation CN(0,0?) denotes a circularly
symmetric complex Gaussian random variable (RV) with zero
mean and variance o2. We use fx(-) and Fx(-) to represent
the probability density function (PDF) and cumulative distri-
bution function (CDF) of RV X, respectively. The function
K1(z) denotes the first-order modified Bessel function of the
second kind [20], and 2Fi(:) is the Gauss hypergeometric
function [20]. Notation Pr[-] returns the probability.

II. SYSTEM MODEL

Fig. 1 depicts the system model of the two-phase multiuser
multi-relay cooperative network with multiple eavesdroppers.
The system consists of a base station BS, M trusted AF relays,
and N desired users as well as K eavesdroppers. We consider
severe shadowing environment so that the direct links do not
exist. The data transmission from the BS to the users can

only travel via the relays, with the possible wiretap from K
eavesdroppers. To prevent the wiretap, we select the best relay
and user pair (R,,-,D,-) to enhance the system security
performance. All nodes in the network are equipped with a
single antenna due to size limitation, and they operate in a
half-duplex mode.

Suppose that the m-th relay and n-th user have been selected
for data transmission, and P and Pr denote the transmit power
at the BS and relay, respectively. In the first phase, BS sends
normalized signal s to R,,,, while R,,, receives

yE = VPhps g, s +nr, (D

where hps g, ~ CN(0,a) denotes the channel of the
BS—R,, link, and ng ~ CN(0,1) is the additive white noise
at the relay. Then relay R, amplifies the received signal y%

by a factor x,
Pr
K=y —=——"—"-——, 2
\ Plhss,r,, > +1 @

and forwards the resultant signal in the second phase. User
D,, and eavesdropper Ej, respectively receive

y? = hg,, D, kY + 1D, 3)
yE = hp,, gyl +np, 4

where hg,, p, ~ CN(0,8) and hg,, g, ~ CN(0,¢) denote
the channels of R,,—D, and R,,—E; links, respectively.
Notations np ~ CN(0,1) and ng ~ CN (0, 1) are the additive
white noise at the user and eavesdropper, respectively. From
(1)—(4), the received SNRs at D,, and E;, are obtained as

PPRumUm,n
Pum + PR'Um,n + 17

PPRurnwmk
SNRE, | = T
™k Pum+Pme7k+1’

SNRp, ,, = )

(6)

where Um = ‘hBS,Rm 2, Um,n = |hR'rn,7Dn 2 and Wm k. =
|hg,, 1, |* denote the instantaneous channel gains of the
BS—R,,, R,,—D,, and R,,,—Ej links, respectively.

For the considered system with target secrecy data rate
R, the secrecy outage event occurs when the instantaneous
capacity difference between the main and eavesdropper links
falls below Rg. Accordingly, the secrecy outage probability
with the m-th relay and n-th user is given by

1
Pout,m,n =Pr [2 10g2(1 + SNRTDnn)

1 E
-5 log, (1 + k:I{I,?(,KSNRm*k) < Ry (7
b 14 SNRP )
=Pr : < s
1+ maxe_; .. cSNRE, "

where ~;;, = 227 denotes the secrecy SNR threshold.
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III. RELAY AND USER SELECTION

For the considered system, we select the best relay and user
pair (Ry,~, Dy,+) to minimize the secrecy outage probability,

&)

(m*,n*) =arg min

min Pout,m,n
m=1,---, = .

M n=1,--,

=arg min min
m=1,--,M n=1,--,N

b 1+SNRP (10)
r : < ’
1+ maxXg=1,... K SNREn,k o

Ty
r+y+1

rewrite maxg—i,... K SNan’k as

Since

increases with  when z > 0 and y > 0, we can

P PRty wp, i ) (11
Pum—f—Pme,k +1
PPRumwm

- , 12
Pu7n+Pme+]- ( )

max SNRE , = max
k=1, K k=1, K

where w,, = maxp_1... Kk Wy, denotes the largest channel
gain among the K eavesdropper links. In high SNR region, it
holds that

1+SNRD, ,,
1+ maxg—1,... K SNR

SNRY, ,, (13)
"~ maxj_1.... x SNRE,,
~ PPRUmUm,n/(Pum + PR'Um,n)

E
m,k

PP RUuywoy, [ (P, + Prwy,)
(14)

_ (U & W)V
(Um + nvm,n)wm

; 15)

Pr

where 7 = 3 is the transmit power ratio of the base station
to the relay. From (15), we can approximate Ppyt pm.n as
[ (U + 00m )00

Vth
| (U, + 1Vm,n) W, ! ]

= Pr{umvm,n < (Yehtm + (Ven — 1)N0,n) W]
(17

Pout,m,n ~ Pr

(16)

UmUm,n

L YthUm + (fyth - 1)77vm7n

=Pr (18)

< wm} .

We then devise a relay and user pair selection criterion as

(m*,n*) = arg max max
m=1,-,Mn=1,- N

(umvm,n/(vthumw+ (e — 1>””ma">> C(9)

From (16)—(18), we find that the above criterion is equivalent
to maximizing the received SNR ratio at the user to the eaves-
droppers based on both the main and eavesdropper links, and
hence it achieves a near-optimal secrecy outage performance
with large transmit power.

In the following, we will first derive analytical expression
for the secrecy outage probability, we then provide asymptotic
expressions with high MER, from which we obtain the system
diversity order.

IV. SECRECY OUTAGE PROBABILITY

In this section, we will derive the analytical secrecy outage
probability as well as the asymptotic expression for the consid-
ered system. From (18), the system secrecy outage probability
with selected R,,~ and D,,~ for high transmit power is given
by

Pout,m*,n* =~ Pr(Zm*,n* < wm*)a (20)

with

u’ﬂL v‘fﬂ ,n
Z ’

- . @1
" YthUm + (/Vth - 1)nv’m,n

A. Analytical secrecy outage probability

According to the selection criterion in (19), we find that
the statistic Zy,« p+ /W~ is the maximum of the M x N
variables {Z,, ,/wp, }. However, these M x N variables are
not independent of each other, since /N users share the com-
mon BS-relay link for a given relay. This non-independence
causes some difficulty to the performance analysis. To solve
this troublesome, we turn our attention to view Z,« p+ /W=
as the maximum of A variables {Z, ,x /Wy, }, Where Dy,
is the best user conditioned on a given relay R,,. These M
variables are independent of each other, since each relay has
independent links with other nodes in the network. Hence, we
first need to study the secrecy outage probability for a given
relay R,, with only user selection.

Note that Z,, ,, in (21) increases with vy, ,, the best user
D, conditioned on a given relay R,, should be selected to
maximize v, n,

ny, = arg n:r{l,z-ij}-(,N U (22)
The probability density function (PDF) of vy, s is
N
N\Nn _nov
v (V) =) (=) —e F . 23
Pz, @) = D (=1) (n%e (23)

n=1

We now extend to analyze the cumulative density function
(CDF) of Zp . as

umvm,njn

YthUm + (’Yth - 1)77'Um,n;‘n

Fy, .. (2)=Pr ( < z) 24)

=Pr {um(vm’n:n —vnz) < (yen — l)nvmm;z}
(25)
= Pr(vm,nx, < vn2)

m

(Ven — 1)nvm,n32>

+ Pr (U’m,n:yL > YthZ, Um <
vm,n;‘n — Vth?

(26)

By applying the PDFs of wu, and v, ,: into the above
equation, we obtain the CDF of Z,, .- as

N

N not n(v¢p—1)
FZ'm,n;‘” (2)=1- Z(—l)n_l <n> bne_( i + 20t =),
n=1
X lel(bnz), (27)
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where we apply [20, eq. (3.324)] and

dnnyen (yen — 1)
af ’

From (27), we derive the closed-form expression of the
secrecy outage probability with the m-th relay for large
transmit power as

by, = (28)

(29)

myn, < wm)

— [ funw)Fz, ()i
where fo, (w) = S5 (~1)F 1 (5) ke~ is the PDF of

wyy,. By applying [20, eq. (6.621.3)], we can obtain the secrecy
outage probability with the m-th relay as

K N
K\ (N 16kb?

Pou m,n* ~1- _1n+k = 1o B

tm.ns, ZZ( ) (k)(n)?)s(anrcn,k)?’

Pout,mm* — PI"

(30)

k=1n=1

35 cpp— by

Fi(3, = _ 31

Xo Fi( 29 Cn,k+bn)7 3D
with

k —1

e = &y M L 10 —1) (32)
€ 1) «

As mentioned above, the statistic Z,« p= /Wy~ is the maxi-
mum of M independent variables of {Z,, .- /wn, }, and hence
we can obtain the analytical secrecy outage probability with
high transmit power as

o= £ (1))

k=1n=1
16kb? 35 b M
Cn k n
o F 377:7; ’
3e(bn + cnk)? 2Fi 2°2 Cn,k:+bn):|

B. Asymptotic secrecy outage probability

In this subsection, we derive the asymptotic expression of
the system secrecy outage probability with high MER, from
which we obtain the system diversity order. We firstly consider
the lower and upper bounds of Z,, ,,« as

Umn.n*
0.5 min ( tm ) o m) S Zmn*
(ven — 10" Yen o
Um,n*
gmin< Um _ Zm, m). (34)
(ven — )" e
The above bounds can be written in a unified form as
u Um . n*
zZb . 5min< T = m) (35)
ot (ven =)0 e

where § = 0.5 and § = 1 correspond to the lower and upper
bounds of Zmanin’ respectively. From Z b , we can derive

m,ny,
the asymptotic Py m,nx With high MER in the following
theorem,

Theorem 1: The asymptotic expression of Py m,nx, With
high MER is given by

(v = D08 ] [ 1)1 _
[ sa 75 kzzlk v Tv=1
Poatmon: =
(yen — 1)npB (i 1) 1
O =P (S~ 2] 2 v >o2
oo Pt k| A
(36)

where \ = g denotes the MER [19], defined as the ratio of
average channel gain from the relay to the users to that from
the relay to the eavesdroppers.

Proof: See Appendix A.

It follows from Theorem 2 that we can obtain the asymptotic
secrecy outage probability with high MER as

[((m—nng ) <K 1>]M
— 1t ZE
“ k=1
1
Poitme n= = <y TN =1
(o= s (51 ML If N > 2
«@ ;k (6A)M z

(37

where § = 0.5 and 6 = 1 correspond to asymptotic expressions
derived from the upper and lower bounds of the secrecy
outage probability, respectively. Inspired by the asymptotic
expression from either lower or upper bound of the secrecy
outage probability, we find that the diversity order is equal to
M. Hence, we can conclude from the squeeze theorem that
the diversity order is equal to M, regardless of the number
of users and eavesdroppers. Moreover, the asymptotic secrecy
outage probability is irrespective of the number of users when
N > 2, indicating that no gain is achieved from increasing the
number of users with high MER. This is due to the fact that
when N > 2, the first hop from the BS to the relays becomes
the bottleneck for the dual-hop data transmission.

V. NUMERICAL AND SIMULATION RESULTS

In this section, we present numerical and simulation results
to verify the proposed studies. All the links in the system
experience Rayleigh flat fading. Without loss of generality,
we set the average channel gains of main links to unity with
a = § = 1. In addition, we set a high transmit power at the
base station with P = 40 dB, since we focus on the effect
of MER on the system secrecy outage probability. The target
secrecy data rate R is set to 0.5 bps/Hz, so that the associated
secrecy SNR threshold is equal to 2.

Fig. 2 demonstrates the effect of the number of relays on
the system secrecy outage probability versus MER, where
Ry = 0.5 bps/Hz, N = 2, K = 2, and M varies from 1
to 3. For comparison, we plot the simulation results of the
proposed selection criterion as well as the optimal selection
performed in (10). We also plot the asymptotic results which
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Fig. 2. Effect of number of relays on the secrecy outage probability versus
MER.
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Fig. 3. Effect of number of users on the secrecy outage probability versus
MER.

are from the lower bound of secrecy outage probability with
§ = 1 ' As observed from the figure, we can find that
for different values of MER and M, the analytical result is
close to the simulation one in whole MER region, which
validates the derived analytical expressions of the secrecy
outage probability in (33). In addition, the asymptotic result
converges to the exact value at high MER, which verifies the
derived asymptotic expression. Moreover, the slopes of the
curve of the secrecy outage probability are in parallel with
M, which verifies the system diversity order of M.

Fig. 3 shows the effect of the number of users on the system
secrecy outage probability, where M = 2, K = 2, and N
varies from 1 to 3. We find from this figure that the system
secrecy outage probability improves with larger N, as more
users help improve the link quality of the relays to users.
However, this improvement becomes marginal for N > 2
when MER is high, since the first hop of the BS to relays
becomes the bottleneck of the dual-hop data transmission.
Moreover, curves with different N share the same slope, which

'In this work, we do not plot the asymptotic results from the upper bound
of the secrecy outage probability, since one can verify that the upper bound
is loose while the lower bound is tight in the high MER region.

2
=
®
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Fig. 4. Effect of number of eavesdroppers on the secrecy outage probability
versus MER.

indicates that users have no impact on the system diversity
order.

Fig. 4 illustrates the effect of the number of eavesdroppers
on the system secrecy outage probability versus MER, where
M = 2, N = 2, and K varies from 1 to 3. As observed
from Fig. 4, we can find that the system secrecy outage
probability deteriorates with larger K, as more eavesdroppers
help strengthen the link of the relays to eavesdroppers. We see
that curves with different values of K share the same slope,
indicating that the system diversity order is independent of
the number of eavesdroppers. Moreover, the analytical result
matches well with the simulation for different values of K, and
the asymptotic result converges with the exact in high MER
region. This further verifies the derived analytical expression
for the secrecy outage probability as well as the asymptotic
expression.

VI. CONCLUSIONS

In this paper, we proposed relay selection to secure the
physical layer communication in multiuser cooperative relay
networks with multiple AF relays, against the wiretap chan-
nel with multiple eavesdroppers. In order to strengthen the
network security, we selected the best relay and user pair by
maximizing the SNR ratio at the user to eavesdroppers. We
derived analytical expression for the secrecy outage probability
with large transmit power. We also derived the asymptotic
analysis for the secrecy outage probability with high MER.
An interesting conclusion is that the system diversity order is
equal to the number of relays, regardless of the number of
users and eavesdroppers.
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APPENDIX A
PROOF OF THEOREM 1

For Z,bn’n* in (35), we derive its CDF as
U, Um,n:n

(2) =Pr {(5 min ((%h i
=1-Pr (um > (%£h_61)772>

x Pr <vm nr = ’y%;hz') .

Applying the PDFs of u,, and vy, ,- into the above equation
yields the CDF of Z° as

m, TL

al N\ (G-
Yth =M | nYth
Fp *(2)21—23(—1)n1<n>6_[ ST
(A.3)

Similar to egs. (29)-(30), we can obtain the asymptotic ex-

pression of Pout,m,njn as
K\k [~ w
( )/ Fu (w)e_%dw
g 0 m,ng,

Fy

5
m iy

) < z} (A.1)

(A.2)

n=1

Z

out ,man,

(A4
K N
—- e () (5)2
= — nje
—[k4 Qen=Dn | 1iny,,
X e e Sor 58 w (A.5)
0
K N
-2 ()G)
n
k=1n=1
o (14 0m—Dne  mwe)” (A.6)
kd ! kd B '

series approximation of (1 + z)™! ~ 1 — 2
, we can further obtain the asymptotic
expression of Pout,m,n;‘n with high MER as

Pm=ZZ >( )(N>

Applying the

k=1n=1
(v —Lne  nyne
et A AP
(ven =108 | | [~ 1)1 _
[ st [ N =1
k=1
(yen — B (=1 1
SN >2
Sov kzzlk A =
(A.8)

where we apply [20, eq. (0.154.2)] and [20, eq. (0.155.4)] in
the last equality. Hence, the proof of Theorem 2 is completed.
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