
RESEARCH Open Access

Secure semantic expansion based search over
encrypted cloud data supporting similarity
ranking
Zhihua Xia1,2, Yanling Zhu1,2, Xingming Sun1,2* and Lihong Chen1,2

Abstract

With the advent of cloud computing, more and more information data are outsourced to the public cloud for

economic savings and ease of access. However, the privacy information has to be encrypted to guarantee the

security. To implement efficient data utilization, search over encrypted cloud data has been a great challenge. The

existing solutions depended entirely on the submitted query keyword and didn’t consider the semantics of

keyword. Thus the search schemes are not intelligent and also omit some semantically related documents. In view

of the deficiency, as an attempt, we propose a semantic expansion based similar search solution over encrypted

cloud data. Our solution could return not only the exactly matched files, but also the files including the terms

semantically related to the query keyword. In the proposed scheme, a corresponding file metadata is constructed

for each file. Then both the encrypted metadata set and file collection are uploaded to the cloud server. With the

metadata set, the cloud server builds the inverted index and constructs semantic relationship library (SRL) for the

keywords set. After receiving a query request, the cloud server first finds out the keywords that are semantically

related to the query keyword according to SRL. Then both the query keyword and the extensional words are used

to retrieve the files. The result files are returned in order according to the total relevance score. Eventually, detailed

security analysis shows that our solution is privacy-preserving and secure under the previous searchable symmetric

encryption (SSE) security definition. Experimental evaluation demonstrates the efficiency and effectives of the

scheme.
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Introduction

Cloud Computing enables cloud customers to enjoy the

on-demand high quality applications and services from a

centralized pool of configurable computing resources.

This new computing model can relieve the burden of

storage management, allow universal data access with

independent geographical locations, and avoid capital

expenditure on hardware, software, and personnel

maintenances, etc [1].

As cloud computing becomes mature, lots of sensitive

data is considered to be centralized into the cloud

servers, e.g. personal health records, secret enterprise

data, government documents, etc [1,2]. The straight-

forward solution to protect data privacy is to encrypt

sensitive data before being outsourced. Unfortunately,

data encryption, if not done appropriately, may reduce

the effectiveness of data utilization. Typically, a user

retrieves files of interest to him/her via keyword search

instead of retrieving back all the files. Such keyword-

based search technique has been widely used in our

daily life, e.g. Google plaintext keyword search. How-

ever, the technologies are invalid after the keywords are

encrypted.

In recent years, searchable encryption (SE) techniques

have been developed for secure outsourced data search

[3-8]. Some further researches focus on search efficiency

[9,10], multi-keyword search [11,12], and secure

dynamic updating [13]. But they only support exact

keyword search. To enhance the search flexibility and
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usability, some research has been done on fuzzy keyword

search [14-18]. These solutions support tolerance of

minor typos and format inconsistencies, such as, search

for “million” by carelessly typing “milion”, or “datamining”

by typing “data-mining”. These schemes mainly take the

structure of terms into consideration and use edit distance

to evaluate the similarity. They didn’t consider the terms

semantically related to query keyword, thus many related

files are omitted. In addition, these fuzzy systems send

back all relevant files solely upon presence/absence of the

keyword, and result-ranking is still out of considering.

In this paper, from a new perspective, we propose a

similar search solution based on semantic query ex-

pansion while supporting similarity ranking. Semantic

expansion based similar search reinforces the system

usability by returning the exactly matched files and the

files including the terms semantically related to the

query keyword. In the proposed scheme, a correspond-

ing file metadata is constructed for each file. Then the

encrypted metadata set and file collection are uploaded

to the cloud server. With the metadata set, the cloud

server builds the inverted index and constructs seman-

tic relationship library (SRL) for the keywords set. The

co-occurrence of terms is used to evaluate the seman-

tic relationship between terms in SRL. Upon receiving

a query request, the cloud server automatically finds

out the terms which are semantically related to the

query keyword according to the value of semantic rela-

tionship between terms in SRL. Then both the keyword

and the semantically expanded words are used to retrieve

files. Finally, the matched files are returned in order ac-

cording to the total relevance score. In the process, to

ensure security and final result ranking, we properly

modify a crypto primitive order-preserving encryption

to protect the relevance score. Detailed security analysis

shows that the solution correctly realizing the goal of

semantic search, while preserving the privacy. Extensive

experimental evaluation demonstrates the efficiency and

effectives of the scheme.

Related work

Early searchable encryption (SE) schemes provide the

solution mainly for secure exact keyword search [3-8].

In the symmetric key setting, Song et al. proposed the

first SE scheme, where each word in the file should be

encrypted with a two-layered encryption construction

independently [3]. To improve search efficiency, some

researchers turn to index technique. Goh et al. and

Chang et al. both proposed similar secure per-file index,

where an index including trapdoors of all unique words

is constructed for each file [4,6]. Curmola et al. presented

a per-keyword index construction, where each entry of

the whole hash table index contains the trapdoor for a

keyword and an encrypted set of file identifiers [7]. To

further enhance system usability, some other researchers

propose ranked search. Wang et al. proposed a solution

for ranked single-keyword search regarding to certain

relevance score [9,10]. Cao et al. and Yang et al. proposed

the scheme for multi-keyword ranked search, where “Inner

product similarity” is used for result ranking [11,12]. Emil

et al proposed a hierarchical index structure to achieve

more secure and effective dynamic updating [13]. As a

complementary approach, Boneh et al. proposed the

first public key based searchable encryption scheme in

the public-key setting [5].

However, all the above schemes support only exact

keyword search. Namely, users’ searching input should

exactly match the keywords contained in the files. As an

attempt to enhance search flexibility, fuzzy keyword

search over encrypted cloud data has been proposed

[14-16,19]. Li et al. and Wang et al. both exploited edit

distance as the similarity metric of keywords to construct

the fuzzy keywords set as indexes. Besides, the wildcard-

based technique is used for storage-efficiency of fuzzy key-

words set [15,14]. Liu proposed “dictionary-based fuzzy

set construction” to further reduce the size of fuzzy key-

words set [17]. Relying on an asymmetric security model,

Bringer et al. proposed a fuzzy search scheme based on

the embedding of edit distance into Hamming distance

[19]. This scheme does not need priori define of fuzzy key-

words set. Chuah proposed a fuzzy multi-keyword search

scheme, where edit distance is also used to evaluate the

similarity between terms [16]. Besides, an index BedTree

is constructed to improve search efficiency with n-gram

technique. Without the construction of fuzzy keywords

set, Jin introduced new measures, e.g. n-gram bloom-filter

and frequency vector, to approximately measure the simi-

larity over encrypted string [18]. Note that, the above fuzzy

search systems consider the similarity metric mainly from

the structure of keywords, not from the semantic relation-

ship. Thus, practically usable semantic search remains to be

addressed in the context of encrypted data search.

In this paper, we propose a ranked semantic expansion

based similar search scheme in the symmetric key setting,

which take both the semantic search and result ranking

into consideration.

Problem formulation

System model

We consider the system model involving three different

entities: data owner, data user and cloud server, as illus-

trated in Figure 1.

Data owner uploads a collection of n text files F =

{F1, F2, F3,⋯, Fn} in encrypted form C, together with

the encrypted metadata set, to the cloud server. Note

that, a corresponding file metadata is constructed for

each file. Each file in the collection is encrypted with

common symmetric encryption algorithm, e.g. AES.
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Data user provides a search trapdoor Tw for keyword

w to the cloud server. In our paper, we assume the

authorization between the data owner and users is ap-

propriately done.

Cloud server first constructs the index and SRL using

the metadata set provided by data owner, thus reduce

the computing burden on owner, e.g. index creating. Upon

receiving the request Tw, the cloud server automatically ex-

pands the query keyword based on SRL. Then the server

searches the index, and returns the matching files to the

user in order. Finally, the access control mechanism, which

is out of the scope of this paper, is employed to manage the

capability of the user to decrypt the received files.

Threat model

In this paper, we use the same threat model described in

previous searchable symmetric encryption (SSE) scheme

[6,7,9,11,15,16]. We consider an “honest-but-curious”

server in our model. Specifically, the cloud server hon-

estly follows the designated protocol specification, but is

“curious” to infer and analyze all data information avail-

able on the server so as to learn additional information.

In other words, the cloud server has no intention to actively

modify the stored data or disrupt any other kind of service.

Thus we consider the threat models with attack capabilities

as follows.

Known background Model: In this model, except for

the encrypted dataset and metadata set the owner up-

load, the server is assumed to have additional knowledge

on the dataset, e.g. the subject and its related statistical

information. For instance, the server can utilize the key-

word frequency statistics to infer keywords.

Design goals

To enable effective and secure ranked semantic expan-

sion search over outsourced cloud data under the afore-

mentioned model, our mechanism should achieve the

following design goals.

1) Ranked semantic expansion search: To design a

similar search scheme that supports semantic search

over encrypted cloud data by expanding the query

keyword upon semantic relationship of terms, which

finally returns the retrieved files in order.

2) Security guarantee: To prevent cloud server from

learning the plaintext of the data files and

keywords. Compared to the existing SSE schemes,

the scheme should achieve the as-strong-as

possible security strength.

3) Efficiency: To achieve the above goals with minimum

communication and computation overhead.

Notation

F − the plaintext file collection, denoted as a set of n

data files F = {F1, F2, ⋯, Fn}.

C − the encrypted file collection, stored in the cloud

server, denoted as C = {c1, c2, ⋯, cn}.

id(Fi) − the identifier of file Fi that can help uniquely

locate the actual file.

W − the dictionary, i.e., the keywords set extracted

from F, denoted as a set of m keywords

W = {w1, w2, ⋯ wm}.

M − the encrypted metadata set, denoted as a set of n

file metadata M = {M(Fi)}, i = 1, 2, ⋯ n.

Encrypted files

Encrypted Metadata

Index SRL
Search Trapdoor

Ranked Result

Cloud server

Data Owner

Search Control

Access Control

Data User

Figure 1 Framework of the semantic expansion based similar search over encrypted cloud data.
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I − the inverted index including a set of m posting lists

I = {I(wi)}, i = 1, 2, ⋯m.

Tw − the trapdoor generated for a query keyword w by

a user.

Sw − the semantically expanded keyword set of w, it is a

subset of W, denoted as Sw ¼ w′1 ;w
′
2 ; ⋯

� �

.

Preliminaries

Semantic query expansion

In the domain of plaintext retrieval, automatic query

extension has been a technique to improve the recall

and precision of retrieval for a long time [20]. It uses the

semantically related words to expand the particular query,

and makes the query request more satisfy the user’s intent.

The key step of semantic query expansion is to find out

the semantic relationship between the keywords. Some

researchers utilized readily available corpus independent

knowledge models [21], e.g. WordNet, EuroWordNet, and

some others dynamically constructed the semantic relation-

ship from the document collection by the technologies such

as term clustering [22,23], and mutual information model

[24-26]. Among these technologies, mutual information

model is widely used [24,26-29].

Refer to the formula used in [26], which adopted the

mutual information model to implement semantic search

in web. The mutual information I(x, y) is defined as

I x; yð Þ≡log2
P x; yð Þ

p xð Þp yð Þ
ð1Þ

Here P(x, y) is the probability of observing x and y to-

gether. p(x) and p(y) are the probabilities of observing

x and y independently in the collection. The higher the

semantic relationship between x and y is, the larger the

co-occurrence degree is, and consequently the larger

the mutual information I(x, y) is.

Then normalize the mutual information into a value of

relationship in interval [0, 1]. The semantic relationship

library will be constructed as a weighted graph structure

showed in Figure 2.

Inverted index

Inverted index is a widely used indexing structure in

information retrieval. It is consist of a list of mappings

from keywords to the set of files that contain this key-

word [30]. For the purposes of ranking, the numerical

relevance score is computed for each file based on TF× IDF

rule introduced later in subsection “Basic definition”.

An example index structure of keyword wi is shown in

Table 1. Here Sij (j = 1,⋯, ni) denotes the relevance

score of file Fij in response to wi, ni is the number of

files contain keyword wi.

Order-preserving Encryption (OPE)

The OPE is a deterministic encryption scheme, whose

encryption function preserves the numerical ordering in

plaintext-space [31,32]. More specifically, a function f :

D = {1,⋯,M}→ R = {1,⋯N} is order-preserving, if for all

a, b ∈D, f(a) > f(b) if a > b. Generally, any order-preserving

function can be defined as a combination of M out of

N ordered items, which can be calculated by
N

M

� �

. The

adversary has to execute exhaustive enumeration, namely

searching over all the possible combination, to break the

encryption. So the number of combination, which is maxi-

mized when M =N/2, should be large enough to ensure

the security. If the security level is chosen to be 280, since

N=Mð ÞM≤
N

M

� �

, it is suggested to choose M =N/2 > 80.

A plaintext m in domain D is always mapped to a

random-sized non-overlapping bucket in range R. Then a

ciphertext c is chosen within the bucket depend on the

value of some random function.

Basic definitions

Ranking function

A ranking function is used to measure relevance scores of

matching files to a given query in information retrieval.

The most widely used measurement for evaluating rele-

vance score is TF × IDF rule. TF (Term frequency) is used

to measure the importance of the term within the particular

file, defined as the number of times a given term or key-

word appears within a file. IDF is used to measure the over-

all importance of the term within the whole collection,

Protocol

intranet

Internet

WWW

network

Web

0.31
0.21

0.52

0.45

0.78

LAN

0.78

1.0

0.685

authentication

0.24

host

0.31

0.2

Figure 2 An example of semantic relationship library.

Table 1 An example of inverted index

Keyword wi

File ID id(Fi1) id(Fi2) id(Fi3) … id F inið Þ

Relevance score Si1 Si2 Si3 … Sini
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defined as the total number of documents in the collection

divided by the total number of documents including that

word. Note that, we focus on single keyword search in our

scheme. Thus without loss of generality, the relevance score

of single keyword can be computed using equation 2, which

is widely used in the literature [33]:

Score w; F ið Þ ¼
1

F ij j
⋅ 1þ ln f i;w

� �

⋅ ln 1þ
n

f w

� �

ð2Þ

Here w denotes the query keyword; fi,w is the TF of

term w in file Fi; fw denotes the number of files that con-

tain keyword w. n is the number of files in the collection,

while |Fi| is the length of file Fi, obtained by counting

the number of indexed terms in the file.

In our scheme, we first expand the query keyword

based on SRL, and then both the keyword and its se-

mantically related words are used to retrieve the files.

So Fd’s total relevance score will be computed for result

ranking with equation 3.

TScore w; Fdð Þ ¼ Scorew þ
X

∀wi′ ∈Sw

Score
wi

′
� Ri ð3Þ

Here Scorew represents the relevance score of the in-

put keyword; Score
wi

′
represents the relevance score of

expanded keyword wi′ , while Ri is the value of semantic
relatedness.

File metadata

A piece of file-metadata is constructed for each file. The

file-metadata consists of the file ID, keywords, and the

relevance scores (refer to equation 2) of keywords in re-

sponse to the file. If file Fi contains keyword wj, a tuple

wj, sji is insert into metadata M(Fi), where sji represents

the relevance score of keyword wj response to file Fi.

All of the file metadata constitute metadata set, which

is shown in Figure 3.

Secure Semantic Expansion based Similar
Search Scheme

The scheme consists of six algorithms (KeyGen, BuildMD,

BuildIndex, BuildSRL, TrapdoorGen, and SearchIndex),

which can be constructed in two phases—Setup and

Retrieval.

The setup phase

In this phase, data owner initializes the public and secret

parameters of the system by executing KeyGen, and pre-

processes the file collection F using BuildMD to generate

the encrypted metadata for each file. Finally the owner up-

loads both the encrypted file collection C and metadata set

M to the cloud server. With M received from data owner,

the server constructs the index using BuildIndex and se-

mantic relationship library using BuildSRL. In addition, the

necessary secret parameters, e.g. the trapdoor generation

key, should be distributed to a group of authorized users by

employing off-the-shelf public key cryptography or broad-

cast encryption. Details are as follows:

1) The data owner initiates the scheme by calling KeyGen

(1k, 1l, 1P). It takes the security parameters k, l, p as

inputs and generates random keys x←
R

0; 1f gk , y←
R

0; 1f gl . Finally it outputs secret keys set K = {x,y, 1l, 1P }

used for later encryption, such as trapdoor generation

and relevance score encryption.

2) Then the data owner builds the secure metadata for

each file in file collection F by calling BuildMD(K, F),

It takes the secret K and dataset F as inputs and

outputs the encrypted metadata set M. The function

extracts the keywords in each file and computes the

corresponding relevance score. The keyword in the

metadata is encrypted with collision resistant hash

function π : {0, 1}k × {0, 1}*→ {0, 1}p (p > logm),

where m denotes the size of keywords set. The

relevance score is encrypted with order-preserving

Figure 3 An example of metadata set.
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encryption algorithm OPE : {0, 1}l × {0, 1}d→ {0, 1}r,

where d and r respectively represent the bit length used

to denote all the values in domain D and range R. The

detail is shown in Algorithm 1.

Figure 4 is an example of the encrypted metadata set.

3) When receiving the secure metadata, the server

builds the inverted index by calling BuildIndex(M).

The function extracts the encrypted keywords and

constructs a posting list for each keyword. If

keyword ewj included in file metadata M(Fi), the

element {id(Fi)||esji} is inserted into posting list of

keyword ewj. The details are given in Algorithm 2.

The SRL is also built upon the metadata set and

uses common association rules algorithm to mining

the co-occurrence relationship of keywords.

An example of secure inverted index constructed by

cloud server is shown in Figure 5.

The retrieval phase

In this phase, the user generates a secure trapdoor of

his interested keyword using TrapdoorGen, and sub-

mits it to the cloud server. Upon receiving the query

trapdoor, the cloud server first automatically expands

the query keyword. Then the server searches the index

via SearchIndex, and eventually sends back the matched

files in a ranked sequence according to the total relevance

scores. During the process, beyond the order of the

relevance scores, nothing or little information should

be leaked. Details are as follows.

1) The user generates a trapdoor Tw = πx(w) for an

interested keyword w, by calling TrapdoorGen(w).

2) Upon receiving the trapdoor Tw, the server first

expands the query keyword to obtain the extensional

query trapdoor Tw′ = {πx(w), πx(wi′)}, ∀wi′ ∈ Sw. By

calling SearchIndex, the server locates the matching

entries of the index via πx(w) and πx(wi′), which

include the file identifiers and the associated

order-preserved encrypted relevance scores.

3) The server then computes the total relevance score

of each file to the query according to equation 3. In

the end, the server sends back the matched files in a

ranked sequence, or sends top-k most relevant files

if the user provides the optional value k.

Towards one-to-many order-preserving encryption

To implement efficient result ranking, we use OPE en-

crypt the relevance score. Thus the server can rank the re-

trieved files directly according to the encrypted relevance

score. However, the original OPE is a deterministic en-

cryption scheme, if not disposed properly, it will leak as

much information as any deterministic encryption scheme

does [32]. In particular, the statistical information of the

scores, such as the distribution slope, value range etc., can

be used to identify the specific keyword in the query [9].

Therefore we need to modify the OPE to suit our

requirement. The original OPE first maps the plaintext

m in domain D to an interval bucket in range R. Then

the ciphertext c is chosen in the bucket using m as the

random seed for the random selection function. The

modified OPE should map the same plaintext score to

different ciphertext, and still globally preserve the

order of relevance score. Thus a one-to-many OPE

scheme is desired to reduce the amount of information

leakage. More specifically, in the final ciphertext selection

process, together with the plaintext m, the unique file

ID is introduced as an additional random seed. Thus the

same plaintext will not be deterministically mapped to

the same ciphertext, but a random value within the ran-

domly assigned bucket in range R. Algorithm 3 shows

the whole process, where GetCoins(⋅) is a random coin

generator, HYGEINV(⋅) is the HGD(⋅) sampling function

instance in MATLAB. In the process, a plaintext m in

domain D = {1,⋯,M} is mapped into ciphertext c se-

lected in range R = {1,⋯ N}, id(F) denotes the corre-

sponding file ID. In the paper, the one-to-many OPE

is denoted as OM − OPE.
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The mapping scheme should be as random as possible

to eliminate the predictability of the keyword specific

score distribution. Obviously, the larger the size of range

R is, the less specific characteristics will be preserved.

However, considering the efficiency of HGD function,

the size of range R cannot be unboundedly large. So

the range size |R| should be properly tradeoff between

randomness and efficiency.

To guarantee the security of keywords in the meta-

data set, the relevance score should be encrypted with

OM − OPEy(⋅) instead of OPEy(⋅) in Algorithm 1.

Security analysis

We estimate the security of the proposed scheme by

proving the security guarantee stated above (refer to

Design goals). That is, both the data files and the keywords

are not leaked to the server.

Security analysis for the ranked semantic expansion Search

We analyze the solution with respect to the aforementioned

search privacy requirement, e.g. keyword privacy and

file confidentiality.

� File confidentiality: the file confidentiality depends

on the inherently security strength of the symmetric

encryption scheme, so the file content is obviously

protected well.

� Keyword privacy:

1. The query trapdoor is generated using the

symmetric encryption scheme, so the privacy of

query keyword depends on the inherently security

strength of the symmetric encryption scheme.

2. The proposed scheme introduces some additional

information in the index compared to the original

SSE, such as the encrypted relevance scores and

the values of relationship between terms. Thus

the privacy of keyword in the index depends on

not only the symmetric encryption scheme. We

discuss the security from two aspects.

On one hand, as defined in the thread model, the ser-

ver may predict the plaintext of keyword depends on

the score distribution. Thus the OM −OPE is used to

encrypt the score, which could flatten the distribution

of relevance score. So the keyword privacy mainly de-

pends on the security of OM −OPE. In the next part,

we analyze the security of OM − OPE in detail. As dis-

cussed, if the data owner properly enlarges the range

R, the relevance score will be randomly mapped to a

sequence of order-preserved numeric values with very

low duplicates. So OM −OPE makes it difficult for the

adversary to predict the plaintext score distribution, let

alone predict the keywords.

On the other hand, as shown in Table 2, the semantic

relationship values between terms do not have their pecu-

liarities, which cannot be effectively used for statistical

analysis. Note that, in the previous literature with inverted

index [9], the server can also get the co-occurrence degree

of terms by recording and analyzing the search result.

Thus the leaking of relationship information shouldn’t be

a main secure problem we have to solve in current work.

Security analysis for one-to-many OPE

The one-to-many OPE scheme introduces the file ID as

the additional seed in the ciphertext chosen process. So

the same plaintext will not be deterministically mapped
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to the same ciphertext, but a random value in the assigned

bucket in range R. This helps flatten the score distribu-

tion of keyword, and protect the keyword privacy from

statistical attack.

However, if there are many duplicates of plaintext

m, the ciphertext distribution may not be flattened ef-

fectively for the small size of assigned bucket in range

R. So we should expand the range R properly to ensure

the low duplicates on the ciphertext range, it will be

difficult for the adversary to analyze which points in R

belong to the same plaintext score.

In this paper, we use the min-entropy to choose the size

of R. It is defined as: H σð Þ ¼ − log max
α

Pr σ ¼ α½ �
� �

,

where σ is a discrete random variable, α denotes a state of

σ with the max probability. In general, the higher H(σ) is,

the more difficult the σ can be predicted. If H(σ) ∈w(log k),

the min-entropy of variable σ will be high, where k is

the bit length needed to denote all the states of σ [8].

We could choose H(σ) as (log k)c where c > 1 [9]. Then

the least size |R| should satisfy the equation 4:

log log Rj jð Þð ÞC≤− log
max= Rj j⋅ 12

5 logMþ12
� �

δ

0

@

1

A ð4Þ

Here max denotes the maximum number of score

duplicates within the metadata set. δ denotes the totoal

number of scores to be mapped within metadata set.

Wit D = {1,⋯,M},M = |D|, the total recursive calls of

BinarySearch(⋅) function (line 9 in Algorithm 3) is at

most 5 logM + 12 on average. If the range size |R| is de-

noted in bits, namely k = log |R|, we will get equation 5.

With the established file metadata set, it is easy to de-

termine the proper rage size |R|.

max ⋅ 25 logMþ12

2k⋅ δ
¼

max ⋅M5

2k−12⋅ δ
≤2− logkð Þc ð5Þ

Figure 4 An example of encrypted metadata set.

Figure 5 An example of secure inverted index.
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As discussed above, if we properly choose the range R,

the randomness in the ciphertext selection process will

effectively mitigate the useful information revealed to

the cloud server.

Performance analysis

To evaluate the performance of our proposed scheme,

we implemented the secure search system using C++ on

a windows machine with Intel Core 2 Duo CPU Processor

running at 2.93GHZ, 2.94GHZ. The experimental evalu-

ation was conducted on a real data set: Request for com-

ments database(RFC) [34], this file set contains a large

number of technical keywords. The overall performance

evaluation of our scheme includes the cost of metadata

construction, the time necessary for index and SRL

construction as well as the efficiency of search.

Metadata construction

The main overheads for data owner are time cost and

storage cost of metadata construction. To build a meta-

data for each document Fi in the dataset F, we should

extract the keywords and compute the associated rele-

vance score, then encrypt the keywords and scores. The

time cost of each entry directly depends on the number of

keywords in the file, while the overall efficiency is also re-

lated to the number of the files in the collection. So Table 3

lists the metadata construction performance for a dataset of

RFC files. Both the metadata size and construction time

listed are the average value, for the reason that it eliminates

the difference of various file set construction choices.

Index and SRL construction

In our construction we should scan the whole metadata

set to extract the keywords and build the inverted index

with corresponding scores. Figure 6 shows that the whole

index is nearly linear with the size of M, namely the num-

ber of documents in the collection. The SRL is also built

by scanning the metadata set, with the certain support

threshold, the number of entries is the main factor to the

efficiency. Figure 7 shows the time cost of building SRL

against the increasing size of M or dataset. In addition,

taking into account the abundant computing resources on

server, the performance of building index and SRL is prac-

tically efficient.

Search efficiency

The search process includes query extension, fetching

the posting list in the index, calculating the total rele-

vance score and ranking the result in descending order.

Compared to the original ranked search, our approach

introduces the keyword extension cost, and the calcula-

tion cost of final relevance score. So the size of seman-

tically expanded keywords set is a factor to the query

efficiency. Figure 8 shows the average time cost of query

against the size of Sw. With result ranking, top-k search

could return the most satisfied files more efficiently. In

addition, as the evaluation of overall search performance,

Table 2 An example of semantic relationship between terms

Keyword Keyword Similarity

host network 0.31

lan ethernet 0.31

protocol internet 0.31

Table 3 File metadata construction overhead

Number
of files

Per file
metadata size

Per file metadata
build time

1000 0.18 KB 0.28 s

2000 0.20 KB 0.30 s

3000 0.21 KB 0.32 s
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Figure 6 The time cost for building index.
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Figure 7 The time cost for building SRL.
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Figure 9 shows the average time cost of query against the

number of files. Besides, the index and SRL could be stored

with a tree based data structure, so that the server does not

need to traverse all the keywords entries.

Recall factor of the search

By analyzing the search result, the overall recall rate is

improved, and the query results are more in line with

the user’s actual intentions. E.g. a user inputs a keyword

‘protocol’, the files which contain related words like

‘internet’, ‘network’, ‘authentication’ will also be returned,

in addition, the files which include most of the words will

also be ranked forward.

Conclusion
In this paper, as an initial attempt, we propose a secure

semantic expansion based similar search scheme over

encrypted cloud data. The proposed scheme could return

not only the exactly matched files, but also the files includ-

ing the terms semantically related to the query keyword.

The encrypted files and metadata set are outsourced to the

server by the owner. With the file metadata, the cloud

builds the inverted index and constructs semantic relation-

ship library (SRL) for the keywords. The co-occurrence of

terms is used to capture the semantic relationship of key-

words in the dictionary, which offers appropriate semantic

distance between terms to accomplish the query keyword

extension. Then we derive a one-to-many OPE scheme to

protect the term frequency, while ensure the computing of

total relevance score. Experimental evaluation demonstrates

the efficiency and effectives of the scheme.

As our future work, the most practical one is to

further improve the security of our solution. Thus new

crypto techniques still need to be designed to protect the

semantic information while keep the ability to calculate

the relevance score. In addition, we intend to research on

multi-keyword semantic search scheme which further

introduces the semantic relationship between terms, e.g.

the position of terms.
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