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Abstract Medical images exchanged over public networks
require a methodology to provide confidentiality for the im-
age, authenticity of the image ownership and source of origin,
and image integrity verification. To provide these three secu-
rity requirements, we propose in this paper a region-based
algorithm based on multiple watermarking in the frequency
and spatial domains. Confidentiality and authenticity are pro-
vided by embedding robust watermarks in the region-of-non-
interest (RONI) of the image using a blind scheme in the
discrete wavelet transform and singular value decomposition
domain (DWT-SVD). On the other hand, integrity is provided
by embedding local fragile watermarks in the region-of-
interest (ROI) of the image using a reversible scheme in the
spatial domain. The integrity provided by the proposed algo-
rithm is implemented on a block-level of the partitioned-
image, thus enabling localized detection of tampered regions.
The algorithm was evaluated with respect to imperceptibility,
robustness, capacity, and tamper localization capability, using
MRI, Ultrasound, and X-ray gray-scale medical images. Per-
formance results demonstrate the effectiveness of the pro-
posed algorithm in providing the required security services
for telemedicine applications.
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Introduction

The recent innovations in information and communication
technologies have boosted the quality of health-care services
and introduced new effective medical practices. One such
unique practice is telemedicine, which has enabled the ex-
change of medical images and electronic health records
among physicians and hospitals around the world. Indeed,
telemedicine nowadays plays an increasingly important role
in modern health-care applications such as telediagnosis,
telesurgery, and distant learning [1]. However, the effective-
ness of telemedicine applications requires a secured transmis-
sion of medical records since current communication net-
working technologies make it easy for intruders to intercept
and tamper medical images while being exchanged over pub-
lic networks [2].

To provide secured exchange of medical images between
health-care entities, three requirements must be simultaneous-
ly satisfied: confidentiality, authenticity, and integrity [3].
While confidentiality ensures that only entitled users have
access to the transmitted image, integrity verifies that the
image has not been modified, and authenticity ensures that
the image belongs to the claimed patient and comes from the
correct source. Currently, cryptography and digital
watermarking are the two major technologies that are used
to provide the three security requirements. Cryptography-
based methods use symmetric encryption, hashing, and digital
signatures [4—6], while watermarking-based methods use ro-
bust and fragile watermarks [7].

Cryptography is the standard approach of achieving secu-
rity in information systems; thus, it has been the only approach
to provide security for telemedicine applications for many
years [8]. As a matter of fact, cryptography is used in the
Digital Imaging and Communications in Medicine (DICOM)
standard which defines a technical framework for application
entities involved in the exchange of medical data [9]. In
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particular, part 15 and supplement 142 of the standard recom-
mend the use of triple DES and AES symmetric encryption
standards and digital signatures to achieve security for the
exchanged images [10]. However, a major limitation of the
cryptographic-based DICOM approach is that once the med-
ical image is deciphered, or the digital signature is deleted or
lost, the image is no longer protected, and it becomes hard to
verify its integrity and authenticity.

Digital watermarking is currently the limestone technology
in the field of digital intellectual property and information
security [11]. The focus of this data-hiding technology has
been to provide copyright protection for digital multimedia
documents consisting of images, audio, and video objects
[12]. Therefore, it is believed that digital watermarking has
the potential to provide exchanged medial images with confi-
dentiality protection, origin and ownership authentication, and
data integrity [13]. Indeed, watermarking could provide med-
ical confidentiality by embedding the patient’s personal data
into the associated image in the form of a permanent robust
watermark. Similarly, authenticity can be provided by embed-
ding into the image a robust watermark containing the physi-
cian’s or the hospital’s identification code. Finally,
watermarking provides the means to verify the integrity of
exchanged images using fragile or cryptographic hash water-
marks [14].

Three types of watermarking methods have been proposed
for medical image watermarking; irreversible methods, re-
versible methods, and region-based methods [15]. Irreversible
watermarking methods are not acceptable in the medical field
since the distortions caused to the original images by the
watermarking process involve non-invertible operations such
as bit replacement, truncation, or quantization. Reversible
watermarking methods, on the other hand, restore the
watermarked images to their original pixel values, thus
allowing for accurate medical diagnosis. However, most re-
versible watermarking algorithms lack the tamper localization
functionality which is a desired property in the integrity ver-
ification of medical images. The third type, region-based
watermarking methods, involves segmenting the original im-
age into two separate areas; region-of-interest (ROI) and
region-of-non-interest (RONI). The two regions have different
characteristics; thus, different watermarks can be embedded to
achieve different security requirements. Moreover, the region-
based methods posses the tamper localization functionality
which provides content-based integrity for exchanged medical
images.

In this paper, we describe a region-based watermarking
algorithm capable of providing confidentiality, and verifying
authenticity and integrity, for medical images exchanged in
telemedicine applications. The algorithm uses multiple water-
marks to meet these security requirements. For authenticity,
the algorithm uses two robust watermarks representing the
patient’s personal data and the hospital’s logo. For content-
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based integrity, the algorithm uses randomly generated local
fragile watermarks to detect ROI blocks that have been tam-
pered. The robust watermarks are embedded in the RONI
using a blind transform-based scheme, and the local fragile
watermarks are embedded in the ROI using least significant
bit (LSB)-based spatial-domain scheme. Confidentiality is
achieved as a by-product of hiding the patient’s personal data
as an authentication robust watermark.

A few related region-based medical image watermarking
algorithms with tamper localization capabilities have been
proposed in literature. These algorithms use cyclic redundan-
cy check (CRC) and hash codes as watermarks to implement
the tamper localization functionality. Such cryptographic wa-
termarks are computationally intensive which prevents their
use in real-time environments. Moreover, any slight change in
an embedded CRC or hash code watermark will lead to false
localized tamper detection at the receiver’s side. To overcome
these limitations, our proposed algorithm uses randomly gen-
erated local fragile watermarks, instead of cryptographic prim-
itives, to achieve the tamper localization functionality without
computational overhead and false localized tamper detection.
The remaining of the paper is organized as follows. “Related
Work” section is a literature survey of recent related work. The
proposed algorithm is described in detail in “The Proposed
Algorithm” section. Evaluation results are presented in “Per-
formance Evaluation Results” section. Discussion and con-
cluding remarks are given in “Discussion and Concluding
Remarks” section.

Related Work

Different types of watermarking methods have been proposed
in literature to provide the security services required for tele-
medicine applications. These methods can be classified into
three categories: irreversible methods, reversible methods, and
region-based methods. Some recently proposed methods are
described hereafter.

Irreversible watermarking methods are lossy in nature since
they introduce permanent alterations to the original image
pixels even after the extraction of the hidden watermarks.
Chao [16] proposed a discrete cosine transform (DCT)-based
technique capable of hiding medical data into the quantized
DCT coefficients of the transformed image. Zhou [17] dem-
onstrated that authenticity and integrity can be verified for
digital mammography images by replacing the LSB of one
random pixel of the mammogram by one bit of the digital
envelope bit stream. Irreversible methods are generally not
acceptable in the medical field because the watermarking-
induced image distortions are caused by non-invertible oper-
ations such as bit replacement, truncation, or quantization.
Therefore, irreversible distortions may lead to incorrect diag-
nosis and treatment with life threatening consequences.
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Reversible watermarking ensures that alterations intro-
duced during the embedding process can be removed from
the image, thus restoring the original pixels for accurate diag-
nosis. This lossless type of watermarking has drawn the
interest of the medical imaging community. De Vleeschouwer
[18] applied a circular interpretation of bijective transforma-
tions to embed data in a lossless manner. Tan [19] proposed a
high-capacity lossless scheme based on the difference expan-
sion of pairs of pixel values. The scheme was the basis of
similar schemes introduced by Guo [20], Alattar [21], and
Thodi [22]. The reversibility of the scheme presented by Celic
[23, 24] was achieved by compressing quantization residues,
whereas Zhou [25] achieved reversibility by compressing the
LSBs of random image pixels. These proposed reversible
schemes are effective in the standard image watermarking
applications; however, they bring inconvenience for medical
applications since the embedding-induced distortion becomes
distributed in the whole medical image.

Region-based watermarking methods separate medical im-
ages into two parts: region-of-interest (ROI) and region-of-
non-interest (RONI). A few related region-based medical
image watermarking algorithms with tamper localization
functionality have been proposed in literature. Liew et al.
[26, 27] proposed a region-based algorithm in which tamper
localization is implemented by computing CRC and hash
functions of ROI blocks and embedding the resultant digest
values in the form of watermarks in RONI. Al-Qershi and
Khoo [28] proposed a scheme that implements tamper local-
ization by comparing the average value of each block in ROI
with the retrieved average value from the watermark. Guo and
Zhuang [29] proposed a watermarking scheme with tamper
localization based on difference expansion. Tamper localiza-
tion of this scheme is implemented using the concept of ROI
shading. All proposed algorithms use CRC and hash codes
watermarks to implement the tamper localization functionali-
ty. A major limitation of using CRC and hash codes as
watermarks is that they are computation-intensive, thus
preventing their use in real-time environments. Moreover,
any slight change in a CRC or a hash code watermark will
lead to false localized tamper detection at the receiver’s side.

The Proposed Algorithm

In this section, we describe a region-based watermarking
algorithm which provides the security requirements of confi-
dentiality, authenticity, and integrity for medical images ex-
changed in telemedicine applications. The algorithm consists
of three modules: image preprocessing, watermarks genera-
tion, and ROI/RONI watermarking. The ROI is watermarked
in the spatial domain using irreversible watermarking, where-
as the RONI is watermarked in the frequency domain using a
discrete wavelet transform and singular value decomposition

(DWT-SVD) hybrid transform. Tamper localization function-
ality is incorporated in the algorithm to allow for content-
based integrity verification of the ROI region. The three
modules are explained in detail in what follows.

Image Segmentation

The proposed algorithm is based on the assumption that
medical images can invariably be separated into two zones:
ROI (region-of-interest) and RONI (region-of-non-interest).
The ROI of the image contains the significant information that
the physicians utilize for the diagnosis. It is also the region
whose integrity must be strictly controlled since the modifi-
cation of even one bit may not be tolerated. On the other hand,
the RONI of the image does not contribute to the diagnosis
process and thus can be used for robust watermark insertion.
The image-dependent ROI can be defined by a polygon drawn
by a radiologist or a computer-aided selection tool. An addi-
tional preprocessing step is to partition the image into non-
overlapping blocks to facilitate watermark embedding and to
increase embedding capacity. An example of ROI/RONI im-
age segmentation and block-based partitioning is shown in
Fig. 1.

Authenticity and Integrity Watermarks

The proposed algorithm makes use of two robust watermarks
for ownership and source of origin authentication, one fragile
watermark for ROI integrity verification, and one robust wa-
termark to store the least significant bits (LSBs) of the

Level 1 DWT
LL|LH
HL|HH
RONI
PR S SincRiaml Y
P - AY
’ \\
1 \
1' \\
J/ ROI )
/!
' P
\ -
N 7
LN 2
-~ ’,
— _q’

Fig. 1 ROI/RONI segmentation and block-based partitioning of medical
images

@ Springer



740

J Digit Imaging (2014) 27:737-750

ROI in order to implement the tamper localization
functionality.

The three robust watermarks are described as follows.
The patient’s information watermark is a 204 %96 binary
image generated from several private patient’s attributes
as shown in Fig. 2a. The 19,584-bit robust watermark
serves for the authentication of image ownership. The
hospital logo watermark is 81x50 binary image shown
in Fig. 2b. The 4,050-bit robust watermark serves for the
authentication of the source of origin of the image. The
ROI LSBs watermark is a robust watermark embedded in
the RONI and extracted at the receiver’s side to restore
the original LSBs of ROI after integrity verification. The
watermark is formed by concatenating the LSBs of select-
ed pixels in each ROI block. Therefore, the actual size of
this watermark depends on the size of the ROI, number of
partitioned ROI blocks, and number of fragile bits embed-
ded in each ROI block.

The local ROI fragile watermarks are pn-sequences gener-
ated to implement the tamper localization functionality of the
algorithm. Integrity of each ROI block is verified by a local
fragile watermark whose size depends on the size of the block.

ROI/RONI Watermarking Procedures

Watermarks embedding and extraction procedures are
described here for the ROI and RONI segments. Embed-
ding of the fragile watermark in the ROI is described
first, followed by a description of embedding the robust
watermarks in the RONI. Extraction is done in the re-
verse order where robust watermarks are extracted from
the RONI first. ROI embedding and extraction proce-
dures implement the tamper localization functionality
incorporated in the proposed algorithm.

ROI Embedding Procedure

For localized tamper detection, the integrity of each block in
the ROI must be verified. This necessitates embedding a local
fragile watermark in each block as described below and
depicted in the block diagram shown in Fig. 3.

Patient Name: Hazem Hazem.
Age: 28 years old. ;
Phone#: 077744500 Jordan Uni
Insurance#: ACO033T

Patient Illness: Bad headaches

? Hospital
(a). (b).

Fig. 2 Authentication watermarks. a The patient’s information water-
mark. b The hospital logo watermark
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Step 1. (Save LSBs of Selected ROI Pixels) Extract the LSBs
of randomly selected ROI pixels. The extracted LSBs are
concatenated as a single robust watermark for embedding in
the RONI. If the ROI block is small, and the RONI bit-
capacity is sufficiently large, LSBs of all pixels in the block
are extracted.

Step 2. (Embed Local Fragile Watermarks) Embed the bit
pattern of the fragile watermark in the same locations of the
extracted LSBs.

Step 3. (Produce Watermarked ROI) Replace the original ROI
blocks with the watermarked blocks. The ROI of the image is
now watermarked.

RONI Embedding Procedure

Embedding of the three robust watermarks in the RONI of the
image is depicted in Fig. 4 and described in detail in the steps
that follow.

Step 1. (Watermark Formulation) Formulate each of the three
robust watermarks in the form of one-dimensional bit patterns.

Step 2. (Embedding in RONI Blocks) For each block in RONI,
perform step 2.1~step 2.6 in order to embed the bit patterns of
the three robust watermarks.

Step 2.1. (DWT Decomposition) Compute the 1-level DWT
for the block. This operation generates four non-overlapping
sub-bands [LL, HL, LH, HH]. Each sub-band is a matrix of
DWT coefficients at a specific resolution.

Step 2.2. Embed the watermark bit patterns in the sub-bands
of the RONI block according to the following assignment:
ROI LSBs watermark in the HH sub-band, patient’s informa-
tion watermark in the LH sub-band, and the hospital logo
watermark in the HL sub-band.

Step 2.3. (SVD Transformation) Apply the SVD operator on
the X sub-band of the block. This results in decomposing the
block’s coefficient matrix into three independent matrices as
given in Eq. (1).

X = UxSxV7yx (1)

where X refers to the HL, LH, or HH sub-bands, depending on
which watermark is being processed.

Step 2.4. (LSB Embedding) Embed a single watermark bit
into upper element of the diagonal matrix Sy by substituting
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Fig. 3 ROI watermark
embedding procedure

Select a ROI
Block

741
Embed the
Backup the LSBs Fragile Replace the
of the randomly Watermark at original ROI
selected pixels the LSBofthe | | block with the
within each block randomly watermarked one
selected pixels

the watermark bit W; with the least significant bit (LSB) of that
element.

LSB (in(o,O) — W, (2)

Step 2.5. (Inverse SVD) Apply the inverse SVD operator on
the modified S matrix (Sy’) to get the modified coefficient
matrix X '.

X' = UxSyVx" (3)

Step 2.6. (Inverse DWT) Apply inverse DWT on the block
after the assigned watermark bits have been embedded in the
three sub-bands HL, LH, and HH. With this operation, the
block is considered watermarked.

Step 3. Construct the final watermarked medical image 7’ by
merging all watermarked RONI blocks.

RONI Extraction Procedure

The proposed algorithm is blind in the sense that it does not
require the original medical image in the extraction process.
Therefore, we can extract the robust watermarks directly from
the DWT-SVD transformed RONI blocks as depicted in Fig. 5
and described in detail in the steps that follow.

Step 1. (Extraction From RONI Block) For each RONI block
in the watermarked medical image I ’, perform step 1.1~step
1.5 in order to extract the watermark bits.

Step 1.1. (DWT Decomposition) Compute the 1-level DWT
for the block. This operation generates four non-overlapping
sub-bands [wLL, wHL, wLH, wHH|.

Step 1.2. (SVD Transformation) Apply the SVD operator
on the X sub-band of the block. This results in
decomposing the block’s coefficient matrix into three
independent matrices.

X, = UstXw VTXw

(4)

1 I
Divide the | | Select a _J Take Level i ) Levell | |
8 RONIBlock | | 1DWT IDWT
blocks |
" | Embedding Inverse
HHIY  SVD ™ yporihm | 7]  SVD | DHI
—
ROI LSBs
J Embedding Inverse
HL1 ‘ SVD Algorithm SVD HL1-+
?
Jordan Urna
?Hospital
LH1 LH1
Embedding Inverse
SVD | Algorithm SVD

Fig. 4 RONI watermark embedding procedure

Patient Name: Hazem Hazem.
Age: 28 vears old.

Phone#: 077744500
Insurance#: ACDO33T

Patient Iliness: Bad headaches
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Fig. 5 RONI watermark extraction procedure

Step 1.3. (LSB Extraction) Extract the embedded watermark
bit from the upper diagonal element of Sy,

Wi = LSB (Sxui(0,0) (5)

Step 2. (Watermarks Reconstruction) Reconstruct the three
watermarks by cascading relevant watermark bits extracted
from the wX sub-bands of all blocks.

Step 3. (Authentication) Authentication of the ownership and
source of origin of the received image is verified as follows:

Step 3.1. (Image Ownership Authentication) Authenticate the
ownership of the image by comparing the original and ex-
tracted patient’s information watermarks. If a match exists, the
image ownership is authenticated.

Step 3.2. (Source of Origin Authentication) Authenticate the
source of origin of the image by comparing the original and
the extracted hospital logo watermarks. If a match exists, the
source of origin of the image is authenticated.

ROI Extraction Procedure

This procedure performs localized tamper detection as shown
in Fig. 6. For each block in ROI, perform the following steps.

Step 1. (Local Watermark Extraction) Extract the local fragile
watermark from the LSBs of the same pixels used in
embedding.

Extract the
Fragile
Watermark from
the LSBs of the
same pixels used
in embedding

Select a ROI
Block

Patient Name: Hazem Hazem,

LH1 " - s Age: 28 years old,
Take SVD | | Extraction | ol o bormsas00
of the block Algorithm Insurance#: ACO033T
Patient lllness: Bad headaches
HL1 | TikesVD | | Extraction g
of the block | 7| Algorithm ? P
HH1

. Take SVD sl Extraction |
of the block Algorithm

v

ROI LSBs

Step 2. (Local Tamper Detection) Compare the extracted
block’s watermark with the block’s reference fragile wa-
termark. A mismatch indicates that the block has been
tampered.

Step 3. (Restore Original ROI) Restore the original LSBs of
the block from the robust ROI LSBs watermark.

Performance Evaluation Results

In this section, we present the performance results of the
proposed algorithm with respect to imperceptibility, ro-
bustness, embedding capacity, tamper localization, and
execution time. Extensive experimentation has been car-
ried out on gray-scale medical images of three modalities:
MRI, Ultrasound, and X-ray. All test images are 2,048 x
2,048 pixels and have been partitioned into 2x2 blocks.
Figure 7 shows three test images, representing the three
modalities, with the ROI of each image indicated by a
polygon. All simulation experiments were done using
MATLAB R2012a running on an AMD Phenom II X4
965 Processor at 3.40 GHz.

Imperceptibility

Imperceptibility ensures that the quality of the watermarked
image is not perceivably distorted. The three watermarked
benchmark images are shown in Fig. 8. An immediate sub-
jective evaluation of the perceptual quality of the images
reveals no visual difference with their original counterparts
shown in Fig. 7. For objective evaluation, we used the peak

Compare the

extracted Restore the
watermark with original ROI
the original LSBs

watermark

Fig. 6 ROI watermark extraction procedure
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Fig. 7 ROI/RONI segmented
benchmark medical images. a
MRI image. (b) Ultrasound
image. ¢ X-ray image

Right external carotid

(a).

signal to noise ratio (PSNR) metric and obtained the values
32.9232, 34.0424, and 34.1107 for the MRI, Ultrasound, and
X-ray images, respectively. Based on the subjective and ob-
jective evaluations, it can be said that the watermarks in the
medical images introduced no distortions, thus achieving the
imperceptibility requirement.

Robustness

Robustness is a vital requirement for effective digital
watermarking. It measures the capability of watermarking
techniques to protect the embedded robust watermarks
from removal or degradation. To simulate the possible
attacks that a transmitted image may undergo, we mea-
sured robustness of the algorithm against three common-
ly simulated attacks: Gaussian noise, salt and pepper
noise, and JPEG compression. Robustness is measured
for the patient’s information watermark embedded in the
LH sub-bands of the RONI and for the hospital logo
watermark embedded in the HL sub-bands of the RONI.
It is important that the two watermarks survive the at-
tacks with the least possible distortion since they are
both needed to authenticate the ownership and source
of origin of the image.

We applied the three attacks on the watermarked MRI
image and measured robustness using the normalized correla-
tion factor (p) and the bit error rate (BER) metrics. Both
metrics measure the similarity between the original and

Fig. 8 Watermarked a MRI
image, b Ultrasound image, and ¢
X-ray image

Right external carotid

(b).

extracted watermarks. The correlation factor is computed
according to Eq. (6).

N
Z Wil//t\/,’
= (6)

o(5) ==

N N 2

JZ
i=1 i=1

where N is the number of pixels in watermark, w and w are the
original and extracted watermarks, respectively. The correla-
tion factor p may take values between 0 (random relationship)
to 1 (perfect linear relationship). On the other hand, the bit
error rate (BER) is computed according to Eq. (7).

00—t [ 1, W,=W,
BER = —~ n_0{07 T (7)

where [ is the watermark length, W, is the nth bit of the
embedded watermark and W, is the nth bit of the extracted
watermark.

The normalized correlation values are given in Tables 1, 2,
and 3, alongside with the extracted watermarks. The corre-
sponding bit error rates have also been plotted in Figs. 9, 10,
and 11. Robustness against the two noise types, Gaussian
noise and salt and pepper noise, is apparent from the high
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Table 1 Robustness of the watermarked MRI image against additive Gaussian noise

Correlation and extracted watermarks
Watermarked | Watermarks Gaussian noise
image mean
0 0.02 0.06 0.1
. 0.979 0.979 0.979 0.980
Patient Patient name: Hazem Hagem. Patient name: Hazem Hazem. Patient name: Hazem Hazem. Patient name: Hazem Hazem.
information | 5224 I s Phones 077744500 Phane. 077743500
Insurance# ACRO33T Insuﬂn‘re#:’;;iCDIBST Insuwranced#: ACO033T Insurance#: ACHIZAT
Patient illness: Bad headaches Patient illness: Bad headaches Patient illness: Bad headaches Patient illness: Bad headaches
MRI
. 0.961
Hospital 0.961 0.961 | 0.960
logo Jordan Uni Tordan Urd Jordan U Jordan Tnd
G%P Hospital 1? Hospital ‘? Hospital ? Hospital

correlation values, quality of the extracted watermarks, and
the low bit error rates. On the other hand, relatively lower
correlation values and higher bit error rates have been obtain-
ed for the JPEG lossy compression attack. However, this
should not be of a major concern since in practice, a medical
image is compressed using lossless compression methods to
avoid diagnostic errors; a lossy algorithm may induce. In
conclusion, it can be said that robustness has been achieved
to the extent that authentication and verification can be done
with confidence.

Embedding Capacity

The embedding capacity provided by the algorithm depends
on size of the image, size of the ROI and RONI segments, size
of image partitioning blocks, and number of DWT decompo-
sition levels. According to the embedding capacity formula
given in Eq. (8), larger images, smaller block size, and higher

DWT levels will increase the maximum available embedding
capacity.

C = 3 * Number of Blocks 4”7 Level™1 (8)
where

Total I Si
Number of Blocks = Lolatimageize )

Block Size

The capacity equation (Eq. 8) has been derived such that
the LL sub-band was excluded from watermark embedding
since embedding in this band may have an adverse effect on
the quality and imperceptibility of the watermarked images.
To find the available bit-capacity in the ROI and RONI
segments, the number of blocks in both regions is counted

Table 2 Robustness of the watermarked MRI image against additive salt and pepper noise

Correlation and extracted watermarks
Watermarked | Watermarks Salt and pepper noise
image density
0 0.0002 0.0006 0.001
. 0.995 0.989 0.978 0.966
Patlent I'atient‘nama‘. Hazem Hazem. Patient name: Hazem Hazem. Patient name: Hazem Hazem, Patient name: Hazem Hazem.,
information | j 2ot Age: 28 yous ld. e ppe Mt
Insuranced#; ACO033T Insuranced#: ACOO33T Insuranced: ACON33T Insurance#: ACHI3AT
Patient illness: Bad headaches Patient illness: Bad headaches Patient illness: Bad hiadaches Patient iMness: Bad headaches
MRI
Hospital 1.000 0.991 0981 0.967
lOgO Jordan Und Jordan Uni Jordan Ura Jordan U
f*b Hospital ? Hospital 4?' Hospital ? Hospital
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Table 3 Robustness of the watermarked MRI image against JPEG compression

Correlation and extracted watermarks
Watermarked | Watermarks JPEG c.ompressmn
image quality factor
100 96 88 80
) 0.973 0.867 0.762 0.737
Patient Patient name: Hazem Hazem. Patient name: Hazem Hazem, Patient name: Hazem Hazem. T‘:lriu;tsnnme'.:]i;zem Hazem.
. . a1 28 years-old. . ears old. Age: 18 s obd. Age: 2 ars ald.
1nf0rmat10n ;gnnm {l???r;zmsuu :f:,‘.:;%;r? -,-4ch|:_1 PhE:nw:sl’:‘!a;';:%SﬂEl FPhone#: )I“J":??T-lm
Insuranced: ACONAAT Insuranced: ACPOZIT Insurances: ACINIAT Insuranees; ACI033T
Patient illness: Bad headaches Patient illness: Bad headaches Patient illness: Bad headaches Batient illaess: Bad headaehes
MRI
Hospital 0.973 0.873 0.759 . 0.636 .
logo Jordan Ui Jordan Usd Jazdan Uni Jordan Uni
-%- Haspital ?Hogpﬁﬂ ? Hospital ? Hospital

before applying the capacity equation. Table 4 gives the
maximum available capacities under the following assump-
tions: 2,048%2,048 image size, 2%2 block size, and 1-level
DWT. The 2 %2 block size has been chosen in order to provide
the maximum watermarking capacity. Larger blocks decrease
the maximum available capacity since one single bit is em-
bedded in each DWT-SVD transformed block regardless of'its
size, as explained in the previous section. Larger blocks, on
the other hand, have the benefit of reducing watermarking
time as will be shown elsewhere in this section.

Table 4 gives as well the maximum bit-capacity of the two
regions. As described in the previous section, three bits are
embedded in each RONI block (one bit per sub-band). There-
fore, the total embedding capacity for the RONI is computed
by multiplying number of RONI blocks by three. As for the
ROI, the maximum bit-size of the fragile watermark that can
be accommodated is equal to the total number of ROI blocks
multiplied by number of pixels in each block.

Referring to Table 4, it is important to mention that the
number of blocks in the RONI and ROI segments were
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counted, rather than computed, since it depends on the size
and shape of the ROI of the image, which is in turn determined
by a physician. As shown in Fig. 7, the ROI of the MRI image
is relatively small; thus, number of ROI blocks is much
smaller than number of RONI blocks. On the other hand, the
ROI of the Ultrasound image is much bigger than its RONI;
thus, less RONI blocks are available for embedding the three
robust watermarks, as given in Table 4.

Table 5 gives a comparison between the maximum bit-
capacity provided by the algorithm and the payload required
by the different watermarks. As shown in the table, the avail-
able ROI/RONI embedding capacities far exceed the total bit
requirements of the watermarks used in the algorithm.

Tamper Localization

Based on the localized tamper detection scheme of the pro-
posed algorithm, the integrity of the ROI segment of the image
is verified by checking the integrity of each single block in
ROI, and not by considering the strict integrity of ROI as a
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Fig. 9 Robustness against Gaussian noise measured using BER for a the patient’s information watermark and b the hospital logo watermark
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Fig. 10 Robustness against salt and pepper noise measured using BER for a the patient’s information watermark and the b the hospital logo watermark

whole. For each block, the extracted local fragile watermark is
compared with the original reference watermark of the block.
If a match exists, the integrity of the block is verified; other-
wise, the block is considered tampered. The capability of the
algorithm to detect and localize tampered blocks is demon-
strated in Fig. 12 which shows localization of a manually
tampered 2%2 block. The granularity of tamper localization
can also be controlled by varying the size of the block, as
shown in the same figure.

The Ultrasound and X-ray images shown in Fig. 7 have
much larger ROIs compared with the ROI of the MRI image.
Nonetheless, tamper localization for large ROIs can still be
implemented using our proposed scheme. As described earli-
er, the ROI pixels of the MRI image have been all
watermarked in block, since their LSBs were accommodated
and stored as a robust watermark in the HH band of the RONI
blocks. However, for the Ultrasound image, only 24 % of its
ROI pixels can be watermarked as determined by the maxi-
mum bit-capacity of the HH band in the RONI blocks. Sim-
ilarly, for the X-ray image, only 12 % of'its ROI pixels can be
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BER

watermarked as determined by the maximum bit-capacity of
the HH band in the RONI blocks. Table 6 gives a comparison
between the three modalities with respect to the percentage of
ROI pixels that can be watermarked based on 22 blocks.

A zoomed snapshot for localized tamper detection of the
Ultrasound and X-images is given in Fig. 13. Multiple ROI
blocks were tampered manually and localized by the proposed
scheme, as indicated by the white circles.

Time Performance

Medical image watermarking schemes developed for secured
telemedicine applications may eventually be incorporated in
hospitals’ information systems. It is therefore important to
measure the time taken to execute the watermark embedding
and extraction procedures, as well as the time required to
process the tamper localization function. The results given in
Fig. 14 show that the spent in embedding the watermarks is
much higher than the time spent in the extraction process.
Moreover, the results show that the runtime for the tamper
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Fig. 11 Robustness against JPEG compression measured using BER for a the patient’s information watermark and b the hospital logo watermark
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Table 4 Available watermark
embedding capacity provided by

the algorithm

MRI test image Ultrasound test image X-ray test image
RONI maximum blocks 960,718 blocks 518,708 blocks 342,614 blocks
ROI maximum blocks 87,876 blocks 529,868 blocks 705,962 blocks

RONI maximum capacity

ROI maximum capacity

2,882,154 bits
351,504 bits

1,556,124 bits
2,119,472 bits

1,027,842 bits
2,823,848 bits

localization function (ROI embedding and extraction) is rela-
tively low when compared to the total runtime.

The total execution time could be drastically reduced if
larger blocks were used for the watermarking process. As
shown in Fig. 14, the total execution time for the 2x2 blocks
is the highest when compared with the time spent using larger
block size. However, the 2x2 blocks were used by the algo-
rithm for two reasons; first, they provided the highest bit-
capacity, and second, they achieved the best tamper localiza-
tion. Nonetheless, since the block size is an adjustable param-
eter, the data hider may choose to use blocks larger than 2 %2 if
the execution time is of a major concern when compared to
capacity and tamper localization requirements. Finally, it is
important to note that the time performance has been mea-
sured for the MRI test image only. However, the achieved
results demonstrate the relative time requirements of the
watermarking procedures regardless of image modality.

Discussion and Concluding Remarks

In this paper, we described a region-based watermarking
algorithm capable of providing confidentiality and verifying
authenticity and integrity for medical images of different
modalities. The algorithm uses multiple watermarks to meet
these security requirements. For authenticity, the algorithm
uses two robust watermarks representing the patient’s personal
data and the logo of the hospital representing the source of the
image. For integrity verification, the algorithm uses a se-
quence of randomly generated local fragile watermarks to
identify and localize tampered blocks. The robust watermarks
are embedded in the RONI using a DWT-SVD-based

Table 5 Comparison between the available and required payload capacities

irreversible embedding scheme, and the local fragile water-
marks are embedded in the ROI using reversible, LSB-based,
spatial-domain scheme. Reversibility is achieved by a third
robust watermark holding LSBs of the watermarked ROI
pixels. The watermark is embedded in the RONI at the
sender’s side and extracted at the receiver’s side to restore
the original LSBs. Confidentiality is achieved by the algo-
rithm as by-product of embedding the patient’s private data
and hospital information watermarks in the RONIL.

Performance of the algorithm was evaluated with respect to
imperceptibility, robustness, embedding capacity, block-based
tamper localization, and execution time. Experiments were
carried out using MRI, Ultrasound, and X-ray gray-scale
images. The results showed the effectiveness of the algorithm
in providing the authenticity and integrity control require-
ments. Moreover, the ROI/RONI separation of the original
image provided the algorithm with the ability to control in-
tegrity of the exchanged images by incorporating the tamper
detection and localization function in the watermarking pro-
cess. Effectiveness of the tamper localization scheme was also
evaluated with respect to different varying parameters such as
granularity and image modality.

A few related region-based medical image watermarking
algorithm with tamper localization functionality have been
proposed in literature. Liew [26, 27] proposed a ROI/RONI
region-based algorithm in which the ROI is segmented into
blocks of 40x40 pixels and the RONI into blocks of 2x2
pixels. The RONI is further divided into one area for authen-
tication information embedding and one area for recovery
information embedding. Tamper localization is implemented
by computing the cyclic redundancy check (CRC) and hash
functions of the ROI blocks and embedding the resultant
digest values in the form of watermarks in the RONI. For

Watermark type and name Watermark size (bits) Embedding location Available capacity Available capacity Available capacity
(DWT band) (MRI) (Ultrasound) (X-ray)

Patient’s information 19,584 bits RONI (LH band) 960,718 bits 518,708 bits 342,614 bits

Hospital’s logo 4,050 bits RONI (HL band) 960,718 bits 518,708 bits 342,614 bits

ROI LSBs watermark depends on ROI RONI (HH band) 960,718 bits 518,708 bits 342,614 bits

ROI fragile watermark depends on ROI ROI region 351,504 bits 2,119,472 bits 2,823,848 bits
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Fig. 12 Block-based tamper
localization for the MRI image

recovery, the ROI is compressed using JPEG2000 and em-
bedded in the RONI as a robust watermark using a 3-level
DWT.

Al-Qershi and Khoo [28] proposed a scheme that divides
the image into a ROI and a RONI. Patient’s data are embedded
into the ROI using a reversible technique based on difference
expansion, while tamper detection and recovery data are em-
bedded into the RONI using a robust technique based on the
discrete wavelet transform. Tamper localization is done by
comparing the average value of each block in the ROI with the
retrieved average value from the watermark. Tampered blocks
are recovered using lossy compressed ROL

Guo and Zhuang [29] proposed a watermarking scheme
with tamper localization based on difference expansion. The
scheme introduces the concept of region of authentication
(ROA) which can be flexibly partitioned into small regions

(a) (b)
.
(c) (d)

as an image block or polygonal region in a multilevel hierar-
chical manner. A hashing function is used to produce digital
signatures for each image block, which are then added to the
watermark payload. To verify the authenticity of the image,
the signatures for the ROA are compared to detect any tam-
pering. Tamper localization is implemented using the concept
of ROI shading.

Tan [19] proposed dual-layer watermarking scheme in
which the tamper localization function was implemented by
dividing the original image into 16x16 pixel blocks and
computing the cyclic redundancy check (CRC) for each block.
Each CRC is embedded into its own block. In the event that
the CRC cannot be embedded into its own block, the remain-
ing bits are carried over to the next block. Tampering is
localized by extracting the watermark and comparing the
CRC of each block. If both CRCs do not match, the block

Table 6 Percentage of

watermarked ROI pixels Block size MRI image Ultrasound image X-ray image
Number of RONI bits (HH) 960,718 bits 518,708 bits 342,614 bits
Number of ROI blocks 87,858 blocks 529,868 blocks 705,962 blocks
Number of ROI bits 231,432 bits 2,119,472 bits 2,823,848 bits
Percentage of watermarked ROI pixels 100 % 24 % 12 %
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Fig. 13 Block-based tamper
localization for the Ultrasound
and X-ray images

will be identified as being tampered, hence achieving tamper
localization.

A major drawback of the above published algorithms is
their extensive use of cryptographic primitives, such as CRC-
16 and hash codes, as watermarks. Other than being compu-
tationally intensive, the algorithms provide no evidence that
these cryptographic watermarks were extracted intact at the
receiver’s side. Moreover, the robustness of those algorithms
was not evaluated properly to prove that the cryptographic
watermarks could survive attacks such as additive Gaussian
noise and JPEG compression. Since a 1-bit change in a CRC
or hash code will lead to false localized tamper detection,
extensive use of cryptographic primitives is considered a
major limitation of the algorithms. On the other hand, the
local fragile watermarks used in our proposed algorithm
achieve the tamper localization functionality; however, the
computational overhead and false detection rates are reduced.

Another limitation in the reported algorithms is their ROI
recovery feature. Compressing the ROI using the lossy JPEG

Fig. 14 Time performance of the
proposed watermarking algorithm
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compression standard and embedding the compressed file as a
recovery watermark in the RONI is of a limited practical use.
This is due to the fact that the recovered ROI is very likely to
be far from being identical to the original ROI; thus, it may not
be appropriate for diagnostic purposes. On the other hand,
lossless compression used by some algorithms may allow for
exact recovery of the ROI; however, the time spent in
compressing and decompressing the ROI watermark is exces-
sively high. Furthermore, the size of the ROI part of the image
varies from one modality to another; thus, it is not always
guaranteed that the RONI will be large enough to accommo-
date the compressed ROI watermark. For these obvious lim-
itations, the recovery feature has not been incorporated in our
proposed algorithm.

Finally, it is instructive to note that the proposed algorithm
was evaluated using standard medical images. However,
DICOM images could be used as well. The patient’s attributes
in the DICOM header could be used totally or partially to
construct the patient’s information watermark. Embedding

Time Performance

' Watermark Extraction Time B Tamper Localization Time

At

BuB
Block Size
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this watermark in the RONI of the image offers the required
confidentiality and prevents the loss or manipulation of the
patient’s header data.
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