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Abstract—The Long Term Evolution (LTE) architecture pro-
poses a flat all-IP backhaul network. 3rd Generation Partneship
Project (3GPP) specified new security and traffic transport
requirements of new LTE backhaul network. However, existirg
LTE backhaul traffic architectures are incapable of achieving
these security requirements.

In this paper, we propose two secured Virtual Private Netwok
(VPN) architectures for LTE backhaul. Both architectures are

The rest of the paper is organized as follows. Related work
is mentioned in Section Il.The background of LTE backhaul
network and used protocols are presented in Section Ill. The
proposed VPN architectures are described in Section 1V. We
discuss our simulation model and the results in Section V.
Section VI and VIl respectively contain the discussion and
conclusions of the research.

layer 3 Internet Protocol security (IPsec) VPNs which are bilt
using Internet Key exchange version 2 (IKEv2) and Host Identy 1R
Protocol (HIP). They are capable of fulfilling 3GPP security
requirements such as user authentication, user authoriz&n,

payload encryption, privacy protection and IP based attack
prevention. We study various IP based attacks on LTE backhal
and our proposed architectures can protect the backhaul netork

from them.

RELATED WORK

All-IP LTE backhaul needs to satisfy several architectural
requirements such as traffic transportation, mobility ngera
ment, security etc. A summary of these requirements can
be found in [1] [2]. Furthermore, the network operators will
be encountered a number of migration challenges when they
move from the existing 2G/3G backhaul to a LTE backhaul
and these challenges are detailed in [3] [4] [5]. A thorough

Affordable, truly accessible mobile broadband has manderstanding of these requirements and issues ensures ope
tured with HSPA (High Speed Packet Access), HSPA+ aradors to choose the right technology, network topology and
LTE/LTE-A will be used in the near future. However, thearchitecture to implement a successful LTE backhaul né¢wor
LTE architecture proposes a flat all-IP backhaul networf4].

Furthermore, new security and traffic transport requireien The backhaul network security is one of the key challenges
of LTE backhaul are specified by 3GPP. The motivation aff the future LTE architecture. Mutual authentication ofB=N

this research is to identify these security challenges®@t#E and IP attack prevention are required for steady operation
backhaul and to provide a secured backhaul traffic architect of the LTE backhaul. Further, 3GPP specification demands

Additionally, various types of traffic will be transporteg b to encrypt data and signaling traffic when the use of an
the LTE backhaul starting from evolved nodeBs (eNBs), sucintrusted network. However, LTE backhaul is lacking of thes
as S1-U traffic to the Service Gateway (SGW), S1-C traffeecurity requirements. Therefore, LTE backhaul trafficustho
to the Mobility Management Entity (MME), X2-U and X2- be secured by the upper layer techniques [1].

C traffic to other eNBs etc [1]. There are two crucial traffic Multiple types of traffics will be transported in LTE back-
transport issues identified due to these heterogeneotisdrafhaul. Thus, proper backhauling of the different traffics and
First issue is to backhaul different traffics in to the cotregroviding different levels of QoS, priority levels are clealg-
destination. Second problem is to provide different levelag for network operators. Various layer 2 and layer 3 VPN
of Quality of Service (QoS), priority and fault managemerdrchitectures can be used to overcome these issues [2] [1].
requirements for different traffic types. A VPN based backhaln [2], authors presented the advantages and disadvantages
traffic architecture is a promising solution to fix above &su of different layer 2 and layer 3 VPN architectures for LTE

Therefore, we propose two IPsec VPN architectures not origckhaul.
to fulfill LTE backhaul security requirements but also towwol VPN based backhaul traffic architecture is a promising ex-
the above traffic transport problems. This is the first seturemplary to model the LTE backhaul traffic. It can be modeled
VPN architecture proposal for the LTE backhaul networlas a layer 2 VLAN or as a layer 3 VPN. However, moving
Our first architecture is an IPsec tunnel mode VPN whidinom a pure layer 2 topology to a full layer 3 VPN architecture
is built using IKEv2. Second architecture is an IPsec BEEfas more advantages such as less complexity, flexibility and
(Bound End-to-End Tunnel) mode VPN which is built usingcalability [3].

HIP. Both architectures are able to secure the backhafictraf However, above VPN proposals for LTE backhaul are not
by fulfilling 3GPP security requirements for LTE backhauhccounting the security requirements of LTE backhaul. idenc
such as user authentication, authorization, payload etiory, a secured VPN architecture for the LTE backhaul is a novel
privacy protection and IP based attack prevention. and well-timed research topic.

|I. INTRODUCTION



I1l. BACKGROUND Association (SA), BEET mode left out of transmitting them
A. LTE Mobile Backhaul Network in packet headers [7] .

LTE transport network contains three sections, namelyoradC. Host Identity Protocol (HIP)
access, backhaul and core network. Among them, the backhaqjioSt Identity Protocol (HIP) is a new security and mobil-

network can subdivided in to access network and aggregatign nrotocol standardized by IETF(Internet Engineeringka
network. Hence, the backhaul network extends from the f'rl%rce) [8]. It separates the end-point identifier and thaterc

transport equipment connecting cell sites (e.9. eNBS)SIeS 5105 of |P addresses. HIP introduces a new layer to the FCP/I
the transport aggregation equipment connecting centi@ Sipyoqe| and it operates in between the transport layer and the

(€.9., SGWs/MME sites) [3]. In addition, several transpoft ,iarnetworking layer. HIP defines a new Host Identity (HI)
terfaces (e.g. S1,X2) are also belong to the backhaul nktwag,me space based on a public key security infrastructure and
1) Security issues and protection requirements of LTE back- it il be considered as end-point identifier. 128-bit hash o

haul: LTE is about evolving to all-IP architecture. This evoy) is called as Host Identity Tag (HIT) and HIT is used by

lution introduces several security ricks to the LTE backhaype upper layer applications. Hence, typical IP addressks w
Three main reasons have been identified for such seculty rig)q |;sed only for the locater role.

[1] [2]- _ HIP nodes follow an initial procedure called Base Exchange
First, the LTE backhaul consists of the IP-based contrgsgx) pefore the data transfer. BEX is a four-way handshake
/service elements (MME, SGW,eNBs) and interfaces (X2,SHetween users in order to exchange SAs and mutually authen-

As a result, there is a possibility of several breaches agdate each other [8]. This will establish an IPsec BEET mode
IP based attacks to the backhaul. For instance, an IP baggthel petween users for communication.

attack which initiates in access network could affect theeco
gateways directly. However, such risks were never seen in |V. SECUREBACKHAUL VPN ARCHITECTURES
previous non IP mobile backhauls. ;
Second, LTE backhaul network is now a carrier Ethernét' IPsec tunnel mode VPN architecture
environment with hundreds or thousands of end users (eNBs)OUr first proposal is a layer 3 IPsec tunnel mode VPN
Each node may have different level of security and these efgghitecture. It uses IKEv2 protocol to exchange SAs which
nodes provide plenty of potential entry points for intriglern€€d to build IPsec tunnels. The operation of our VPN
Thus, it is important to implement all network security ferats  @rchitecture is as follows.
by considering the LTE backhaul as a public network. A potential user must contact an existing VPN user to get
Third, LTE backhaul does not have built-in security idoined to a VPN. Our architecture uses an IP address based
bearer data as it is the case with 2G/3G networks. Pridgcess control mechanism. Hence, there is an Authorization
to the LTE evolution, traffics in backhaul network secureg€rver (AS) which is responsible for IP address based access
by radio network layer protocols. However, the air inteefaccontrol. Existing VPN user needs to acquire the permission
encryption of user plane traffic will be terminated at the eNETOM this AS to grant the access for the new user. Every
in LTE architecture. LTE backhaul traffic can be eavesdrdpp¥PN user maintains a permanent IPsec tunnel to an AS for
by unauthorized users. Hence, there is a requirement in hés purpose. Furthermore, we are proposing a distributd A

in backhaul network. access control service.

Backhaul Network

B. IP security (IPsec)

IPsec defines two new protocols; Authentication Header (AF
and Encapsulating Security Payload (ESP) [6]. AH protocc &5
ensures the authenticity of an IP packet. ESP protocol essul =
the authenticity and additionally encrypts the IP packet. VLN X2 T
IPsec has three modes of operation. First, transport mo e
of operation, the original IP header is retained and thedPs{==1- s g —— [
header is inserted between the IP header and the headem ™y S
a higher layer transport protocol. Second, tunnel mode of
operation, the entire IP packet is encapsulated in another |
datagram and an IPsec header is inserted between the outer
and inner IP headers [6]. Third, Bound End-to-End Tunnel Figure 1 exhibits the protocol stack of our architecture. In
(BEET) mode of operation, it is a combination of transpod arthis case, there are two VPNs used; one for the traffic towards
tunnel modes. IPsec tunnel mode uses two pair of addresgbs;core networks and the other for X2 interface.
outer addresses for wire and inner addresses for applicatio Further, it is important to distinguish the different traffi
As inner addresses are fixed for the life time of a Securitypes into different VPNs at end nodes (eNBs,MME etc).

IPSec Tunnel mode L3VPN

Fig. 1: The protocol stack of IPSec/IKEv2 VPN



Backhaul Network Core Network

Thus, we use a separate logical interface with a unique e i o
for each VPN.

Generally, backhaul nodes are static. Therefore, our arct
tecture keeps longer IPsec tunnels and schedules rekey /A

event every 15 minutes to secure the connection. In a cawee e i v B et
of IP addresses change of the backhaul nodes, operators h P
to update the access control lists in AS. Then users rebui VAN 2: Core Appicaions
H iPsec BEET mode L3VPN
the IPsec tunnels using new IP addresses. e — _ e
Furthermore, several modifications are proposed t0 tlmwes Ewes bwed:  we Cues
IKEv2 and figure 2 illustrates the modified message exchange.
Here, the initiator is the potential node to be joined and Fig. 3: The protocol stack of HIP VPN
responder is an existing node of the VPN.
Initiator Responder Auth Server mOdIerd BEX.
INT1 ; HDR, SAil, KEi, Ni
REST THDRNcookle) Initiater Respander Auth Server
< I1: trigger exchange
INT2 : HDR, N{cookie), SAil, KEi, Ni »|
R1: puzzle, D-H key, sig
RES2 : HOR, SAr1, KEr, Nr, [CERTREQ] 12: solution, D-H ke, sig, VPN 1D, CERT \dentity
mﬂ;rlH?\?JTS\:";2:2‘2ESTTTL:C\E:LR\E)?: Identity vertled AE‘Z‘TA\QPN D i&mculrm:
Verified A2ZACK | Accesslist
ALIP,VPN ID Chack the e R2:sig, CERT <
a2: Ack Acc list
RESB,HDR‘SK{ID{, [CERT,] AUTH, - . .
S Tt Fig. 4: The modified HIP BEX
Fig. 2: The modified IKEv2 protocol First 3 message exchanges are similar to the original HIP

BEX proposed in [8]. However, message |2 contains the
First five message exchanges are similar to the origingdtential VPN ID of the initiator. HIT based authorizatios i
IKEv2 messages with DoS (Denial-of-Service) attack protegyficient enough to avoid spoofing attacks. Even if an agack
tion. However, the message 13 is modified and it contains thegple to generate a valid HIT, it would fail to complete the
potential VPN ID of the initiator. The identity of the init@r nitial BEX due to lack of knowledge of the private key [9].
is verified after the arrival of I3 packet. Then respondeldsenAddiona"y, a trusted third party certificates can be inelddh
an Al packet to AS and it contains the IP address of initiatps for further verification of the HI. Rest of the authorizati
and his potential VPN ID. AS checks the access control "ﬁﬁessage exchange procedure with AS is similar to previous
of the VPN and it will send an A2 packet to responder whichchitecture.
contains an acknowledgement. A positive acknowledgement
will grant the access and a negative acknowledgement will V. NUMERICAL RESULTS
discard the connection request. We implement our VPN architectures on MATLab and
. conduct several extended simulations to study the perfor-
B. IPsec BEET mode VPN architecture mance under DoS(Denial-of-Service), DDoS(DistributecED)o
Our second solution proposes a layer 3 VPN architectusfd TCP reset attacks. We use a Transport Layer Security
based on HIP protocol. HIP is used to create IPsec BEEF| S)/Secure Sockets Layer (SSL) VPN as our reference.
based VPNs overlaid on top of the backhaul network. Thg_s/SSL VPN is a layer 4 secured VPN. However it does

basic model, backhaul element requirements and authienzatyot provide any layer 3 protection which is equivalent to the
procedure are similar to previous architecture. Howevee existing LTE backhaul traffic architectures.

are two main changes in this architecture. First, the access
control is checked by using HI of the users and second, IPgc!mpact of DoS Attack
BEET tunnels (HIP tunnels) will be built using HI instead of TCP SYN (synchronization) packet flooding attack is used
IP address based IPsec tunnels. Hence the underline prot@sothe DoS attack model. Our system model contains a single
stack is different and figure 3 illustrates it. VPN which has 60 nodes and a server. All nodes upload traffic
We use a separate logical interface with a unique HI for eatth the server and this server is under attack. It is equitalen
VPN at the end nodes to distinguish the different VPN trafficko the upload traffic scenario of S1-U interface where all the
We keep longer HIP tunnels and schedule rekeying event evefyBs uploading data to the S-GW which is under attack.
15 minutes. On the other hand, the IP address changes of Mtiacker (TCP packet generator) sends TCP SYN packets to
backhaul nodes will not affect the existing VPN tunnels ahe server by changing the port number and the source IP
access control lists in AS, because they are built using Hiddress (One change per packet). Server allocates oneoport f
instead of IP. every successfully arrived SYN packet. As the TCP timeout
Furthermore, several modifications are proposed to tkelue is 270 s [10], an attacked port will not be released unti
existing HIP base exchange (BEX). Figure 4 illustrates tithe TCP timeout expires. Likewise, attacker occupies al th



ports (64000 per user) [10] and IP address combinations. Than observe that both IPsec tunnel and BEET VPNs have

will terminate the communication in the network.

no throughput drop even under DDoS attack of 20 attackers.

The LTE backhaul bandwidth is set to 500 Mbps and thdowever, TLS/SSL VPN has no throughput (total packet drop)
attacker has 100 Mbps connection. We run the simulation fduring the DDoS attack also. When the numbers of attackers
500 s and the attack is placed between 25 s - 125 s tinmerease, total system down time also increases and system

intervals.

Figure 5 illustrates the normalized average throughput of
a user over the simulation time. We can observe that bo

I
S
=)

w
a
=]

Throughput(Mbps)
)
o a
3 S

AP R A D A A R Wu

TLS\SSL
BEET Mode ||
Tunnel Mode|

100 200 300 400 500
Time(s)

rapidly approaches to zero throughput status.

. Impact of TCP reset attack

TCP reset attack is an IP based attack where an attacker
sends forge TCP packets to endpoints by setting the redet bit
one. However, the attacker must include correct IP addsgsse
port numbers and a valid sequence number in the packet
header. Once these forge TCP packets match with the above
parameters, end point resets the ongoing TCP connectidn [11

We model a TCP packet generator which has the same
data rate as the VPN users. Attacker sends forge TCP packets
(with no payload) by increasing the sequence number until it
resets the attacked TCP connection. For each packet, sexjuen
number is increased by a window size which is 16384 (Typical
value for Cisco routers) [11].

Fig. 5: Impact of TCP SYN DoS attack

IPsec tunnel and BEET mode VPNs have no significant
throughput drop during the attack period. They achieved the
maximum throughput similar to the non-attacking period.

However, TLS/SSL VPN has almost zero throughput (total

packet drop) during the DoS attack. As the TCP time out is
higher than the attack period, TLS/SSL VPN takes at least 270
s to fully recover from the attack.

B. Impact of DDoS Attack

Probability of a successful attck
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Fig. 7: Impact of TCP reset attack

Same TCP SYN flood attack model is used to study the

DDoS attack scenario. We_ gradual_ly increase the numb_er ofrhe probability of attack (figure 7) is calculated againt th
attackers from 1 to 20. Figure 6 illustrates the normalizgfe size. By considering the file sizes in the Internet, iiarid
average throughput of a user over the simulation time. Agat the minimunm file size is 4.5 KB and the maximum size is
we have similar results for IPsec Tunnel and IPsec BEB pvB We see that both IPsec tunnel and BEET VPNs have no
VPN architectures for all tests, we present results relé®ed effact from TCP reset attack and both architectures have zer

BEET VPN architecture of 20 attackers scenario only. We.ohapility of attack. However, the probability of attacktoe
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TLS/SSL VPN increases with the file size, because larger file

sizes give more time (higher transmission time) for theck#a

to guess the correct parameters to reset the connecti@tyfals
In [11], authors mathematically analyze the TCP reset

attacks. The average time which requires to reset a TCP

connection can be calculated as

Sequence Number Range  PacketSize 1

WindowSize * DataRate (@)

We evaluated our architecture with these theoretical walue
and figure 8 shows that they have similar results. It verifies
the accuracy of our TCP reset attack simulation model. Here
we used sequence number range 248, window size as
16384 and attacker packets are TCP packets without any
payload. Attackers data rate gradually increased from §8Mb
to 500Mbps. When the attacker’s data rate increases, itrtowe

Time =




woor——————— control and policy management decisions are taken based on
woff _ Dheoretenl) | HI instead of IP address. Hence, network operators canyfreel
reallocate the IP address of backhaul element without Iorgak
existing VPNs during new element deployments or a backhaul
routing optimization process. Second, single HI can repres
several physical/logical interfaces with different IP esibes.
Hence multihomed nodes can obtain advantages such as load
balancing and link fault protection by redundancy pathstdih

a HIP enabled backhaul architecture can be used to provide
new services for mobile networks, for example layer 2 seture

1a00] |
1200}
1000}

800

600 -

Time to a successful attack (ms)

W mo me m we T w0 mo automatic VPLS (Virtual Private LAN Service) for mobile
. . users [12].
Fig. 8: Analysis of the TCP reset attack model However, BEET VPN architecture needs an initial capital

cost than IPsec tunnel mode, because BEET VPN architecture

required new HIP enabled backhaul network elements. Most
the time requires to reset the connection as attacker cah sgp the existing network element will support IPsec tunnel
more packet in a given time period. mode VPN architecture, hence operators can deploy it with

a minimum initial cost.
VI. DISCUSSION

In this section, we discuss the security features of our VII. ConCLUSION
architectures and explain benefits over the existing teaffic We presented two new VPN architectures for LTE backhaul.
architectures for the LTE backhaul. Both architectures are layer 3 IPsec VPNs based on IKEv2 and
1) User Authentication : New users have to verify their HIP. The proposed solutions can secure the backhaul traffic
identity by providing a trusted certificate or/and passing Y means of user authentication, user authorization, jalylo
public key authentication during the initial message ergies €ncryption, privacy protection and IP based attacks prtewen
(IKEv2 and HIP BEX). It provides the mutual authenticatioimulation results verified that they provide a secured back
between users and prevent outside breaches to the backh&aul traffic communication during DoS, DDoS and TCP reset
2) User Authorization : Authorization Server (AS) is the attacks. Future studies are focused on developing a mesh VPN
key element for user authorization. Existing VPN users nea&#ichitecture for LTE backhaul and core networks.
to get permission from the AS before granting access to a new

join request. Hence, malicious users (not in the accessalont . .
J g ( This work has been performed in the framework of the

list) will not gain access to the VPN. . .
3) Payload Encryption : Both VPN architectures use IPsecCEI‘TIC project CP7'011.ME.VICO' Thg authors would like
nacknowledge the contributions of their colleagues.

ESP mode. Hence, payload is always encrypted based t8
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