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Abstract—Mobile ad hoc networks pose new kinds of security ~ Many different proposals can be found in literature aiming
problems, caused by their nature of collaborative and open at adding security functionalities to existing routing fmals,
systems and by limited availability of resources. In this aficle we or proposing new secure routing protocols [2]. Two diffeéren

consider a Wi-Fi connectivity data link layer as a basis, andocus kinds of techni be identified in th Is:
on routing security. We discuss our implementation of the Seure  <INUS OF techniques can be identined in these proposals:

AODV protocol extension, which includes some tuning stratgies techniques aiming at guaranteeing authenticity and irtjegf
aimed at improving its performance. Namely, we propose an routing messages, and techniques that let nodes monitor the
adaptive mechanism that tunes SAODV behaviour. Moreover, @ phehaviour of other nodes in routing operations. Both ofgéhes
analyse our adaptive strategy and another technique that days  gjrections imply that some resources (bandwidth, proogssi
the verification of digital signatures. This paper sums up tle .
experience we collected in the prototype design, implemeation power, battery pOV\_/er)_ need to be spent by ”00_'65 for pr_OQECtm
and tuning. messages or monitoring the network, respectively. As isroft
the case, the main issue is finding the trade-off between
security and performance, taking into account the conggai
I. INTRODUCTION in terms of limited resources that the nodes participating i
MANET have.
IRELESS networks are intrinsically more vulnerable This article describes our experience while realizing a
than traditional wired network, because the radio coyyrototype for MANET secure routing and about the related
erage cannot be accurately limited. The defence of wirelgssrformance analyses and tuning. First, we briefly describe
managed networks can benefit from the existence of a relafad AODV protocol, the attacks to which it is subject, and a
authority that can rule and enforce security, having cdmmno well known security extension proposal. Then, we present ou

network equipment. From a security perspectiwv@bile ad prototype implementation and some tuning strategies.
hoc networksnherit the same problems that exist in managed

wireless networks (e.g., it is easy to access the data-link
layer and to intercept transmitted data, and it is easy twdbli Il. AODV
the network with denial of service attacks at the physical AODV [3], [4] is perhaps the most well-known routing
layer). However, MANETs additionally pose new kinds oprotocol for MANETS. It is areactive protocol: nodes in the
security problems, because their nature of collaborativé anetwork exchange routing information only when a communi-
open systems can be exploited by malicious entities. cation needs to take place, and keep this information ugate-
MANETs can be cheaply and easily realized by simplgnly as long as the communication lasts.
making use of Wi-Fi network cards configured in ad hoc mode When a node must send a packet to another node, it starts
and of a layer three routing protocol designed for handliveg t a route discoveryprocess in order to establish a route towards
variability of the network topology. Pragmatically, we siafer the destination node. Therefore, it sends its neighbouosit r
cheap Wi-Fi connectivity as a basis, we focus on routing atraquest message (RREQ). Neighbouring nodes receive the
non-geographical scale and thus, following the classitinat request, increment the hop count, and forward the message
proposed in [1], we opt for a flat network structure. to their neighbours, so that RREQs are actually broadcasted
Many routing protocols for mobile ad hoc networks havasing afloodingapproach. The goal of the RREQ message is
been proposed. Up to now, the IETF manet working group find the destination node, but it also has the side effect to
produced four experimental RFCs that specify as many fiaiake other nodes learn a route towards the source node (the
routing protocols: AODV (Ad-hoc On Demand Distance Vec*everse route”): a node that has received a RREQ message
tor), OLSR (Optimized Link State Routing), TBRPF (Topolwith source address S from its neighbour A knows that it can
ogy Dissemination Based on Reverse-Path Forwarding) amdch S through A, and records this information in its ragitin
DSR (Dynamic Source Routing). Another routing protocotable along with the hop count (i.e., its distance from node
DYMO (Dynamic MANET On-demand), is currently in draftS following that route). The RREQ message will eventually
state. However, none of these protocols specifies any $gcureach the destination node, which will react with a routdyrep
measure, effectively assuming that there are no maliciomessage (RREP). The RREP is sent as a unicast, using the path
nodes participating in routing operations. It is worth ngti towards the source node established by the RREQ. Similarly
that in an open network that is based on collaboration betwete what happens with RREQs, the RREP message allows
nodes, like a MANET, in order to have a reliable infrastruetu intermediate nodes to learn a route towards the destination
security issues cannot be overlooked. node (i.e., the originator of the RREP). Therefore, at thé en



of the route discovery process, packets can be delivered fro « Route Disruption: this means either breaking down an
the source to the destination node and vice versa. A third kin  existing route or preventing a new route from being
of routing message, called route error (RERR), allows nodes established;
to notify errors, e.g. because a previous neighbour has dnove« Route Invasion: this means that an inside attacker can add
and is no longer reachable. If the route is not active (irere itself to a route between two endpoints of a communica-
is no data traffic flowing through it), all routing informatio tion channel;
expires after a timeout and is removed from the routing table « Node Isolation: this refers to preventing a given node
AODV is a “collaborative” protocol, and allows nodes to ~ from communicating with any other node in the network.
share the information they have about other nodes. Durieg th It differs from route disruption in that node isolation is
route discovery process, RREQ messages need not negessaril aimed at all possible routes, instead of targeting at two
reach the destination node: if an intermediate node already specific endpoints;
knows a route towards the destination it generates a RRER Resource Consumption: this refers to consuming the com-
message and does not forward the RREQ any further. This munication bandwidth in the network or storage space at
allows quicker replies and limits the flooding of RREQs when individual nodes.

it is not needed. Moreover, AODV misuses can be atomic (i.e., a single
AODV usessequence numbeis order to identify fresher routing message is manipulated) or compound (composed of
routing information. Each node maintains its own sequenggultiple atomic misuses, possibly along with normal uses of
number, incrementing it before sending a new RREQ @fe routing protocol).
RREP message. These sequence numbers are included in rolts an example, we developed a simple man-in-the-middle
ing messages and recorded in routing tables. AODV alwag@|TM) attack tool that redirects victims' traffic throughe
favours newer informa’[ion, thus nodes update their rOUtirﬂtacking node, so that the attacker can put himself in the
table if they receive a message with a sequence number highgddle of a communication (following the aforementioned
than the last recorded one for that destination. Route Ifeng@{assification, this is a route invasion compound misuskg T
(given by hop count) is a less important criterion: newejttack is shown in figure 1. Dashed lines represent direct
information (i.e., carried by messages with a higher secgientadio visibility, solid lines represent traffic, arrows tvitext
number) is always preferred, even if it identifies a routd thaepresent forged routing messages. Before the attack Ebegin
is longer than the previous one. node A sends a RREQ for node B, and B replies. Thus,
Being a distance vector routing protocol, AODV does ngi route is established between nodes A and B, with traffic
give nodes a complete view of network topology: each nodiewing through intermediate node R1. As the malicious node
knows its neighbours, and, for non-neighbouring nodes, (i1ITM) wants to begin its attack, it first needs to establish
knows only the next hop to reach them and the distance ({i§ own routes towards nodes A and B using legitimate RREQ
hops). messages. Once these routes are established, it can palipdi
send fake RREP messages to nodes A and B. Fake RREPs
1. ATTACKING AODV towards node A have the destination field set to B's address,
o so that A believes that they were generated by B and thus
AODV does not take security into account: AODV messagggat a route towards B is available through the MITM node.
are neither encrypted nor authenticated nor integrityquted, Similarly, the attacker sends node B (through nodé)Rake
and basically are always assumed as trusted. RREPs with node A address as destination. R2 thus records a
Many kinds of attacks are possible, based on the possibiljgyw route to A with MITM as next hop, and B records a new
to forge packets and on the distributed and uncontrollegyte to A with R2 as next hop. The attacker can therefore
nature of the network. A malicious node could impersonate@ison other nodes’ routing tables with false informatiang
source node by creating fake RREQ messages with its victimigack traffic. To be successful, the attacker must put high
address as originator and by using a sequence number highigsugh sequence numbers in its forged RREPS, so that other
than its victim’'s (similarly, the attacker can impersonate gdes (A, B, R2) consider these as newer and update their
destination node by creating fake RREPs). The attacker Ggfiting tables, forwarding traffic through the new routeeTh

also generate false error messages, spreading fake irformamaicious node can then eavesdrop, modify or drop the traffic
in the network, e.g. in order to announce that a certain

destination is not reachable any more. This kind of false V. SAODV
information could be spread around as the first stage of a '

more complex attack, aiming at excluding a target node fromSAODV (Secure AODV) [6] is a security extension of the
the network before some fake RREQs or RREPs are sentA@DV protocol, based on public key cryptography. SAODV
other nodes. Spoofed RREQ and RREP messages can be ugeting messages (RREQs, RREPs, and RERRS) are digitally
in order to redirect some traffic through alternative routesigned, in order to guarantee their integrity and authémptic
create loops in the network, segment the network, or peafgetrTherefore, a node that generates a routing message signs it
a denial of service attack. A systematic analysis of AODV

security is proposed in [5], where misuse goals that an énsid INode R2 is not colluding with the attacker. It has a route toeie( if
had not been a neighbour, this route would have been ediabliby the

attaCk_er may War_]t to achleve_a_lre analysed and classified. -Eﬂ&ker in the previous phase), so it simply forwards theeRRilong that
following categories are identified: route.



V. OUR PROTOTYPE A-SAODV

In order to test MANET secure routing in real world
scenarios we developedSAODV a prototype implementa-
tion of SAODV based on the AODV-UU implementation by
Uppsala Universit§. Unlike AODV-UU, A-SAODV is a mul-
tithreaded application: cryptographic operations arégoered
by a dedicated thread in order to avoid blocking processing
of other messages. Therefore, in A-SAODV there are two
execution threads: one dedicated to cryptographic opersti
and the other to all other functions (routing message psaces
ing, SAODV routing table management, timeout management,
SAODV message generation, and data packet forwarding). The
two threads communicate via a FIFO queue containing all the
messages that need to be signed or verified. A-SAODV runs
on Linux, and complete source code can be downloaded from

our web sité.
Our prototype includes an experimental feature atieptive
(b) During attack reply decisionwhich is the reason why it is called A-SAODV
Fig. 1. AODV MITM attack by routing table poisoning. (i.e., Adaptive SAODV). This feature is meant to optimize

SAODV performance with respect to the double signature
option. In AODV, allowing intermediate nodes to generate

o ) ) ) RREPs on behalf of the destination node has a positive
with its private key, and the nodes that receive this messaggact on performance, since it does not require heavyweigh
verify the signature using the sender's public key. The hegyerations by intermediate nodes themselves. The situitio
count cannot be signed by the sender, because it mustdigerent in SAODV, because generating such a reply reguire
incremented at every hop. Therefore, in order to protectif{e intermediate node to generate a cryptographic sigeatur
(i.e., not a_llow malicious intermedi_ate_nodes to decreni@nt odes may spend much time in computing these signatures,
a mechanism based on hash chains is used. and become overloaded. Moreover, if intermediate nodes hav

In its basic form, this makes it impossible for intermediata long queue of routing messages that must be cryptograph-
nodes to reply to RREQs if they have a route towards theally processed, the resulting delay may be longer than if
destination, because the RREP message must be signedheyrequest reaches the destination node. If we remove the
the destination node. In order to preserve the collabaratidouble signature mechanism we have an “uncollaborative”
mechanism of AODV, SAODV includes a sort of delegatioprotocol, in which only the destination node is allowed to
feature that allows intermediate nodes to reply to RRE®@ply to a RREQ message. This is possible, but our simulation
messages. This is called tdeuble signaturewhen a node A results show that if signing time is low, and routes are not
generates a RREQ message, in addition to the regular signatery short, performance is worse than SAODV with double
it can include a second signature, which is computed onsi@gnatures. Therefore, our proposal consists in making the
fictitious RREP message towards A itself. Intermediate soddouble signature feature adaptive: intermediate nodeg tep
can store this second signature in their routing table, galoRREQs only if they are not overloaded.
with other routing information related to node A. If one of Each node has a queue of routing messages to be signed
these nodes then receives a RREQ towards node A, it aanverified, and the length of this queue (with different
reply on behalf of A with a RREP message, similarly to whaweights for signature operations and verification opernafjo
happens with regular AODV. In order to do so, the intermediatan be used to evaluate the current load state of the routing
node generates the RREP message, includes node A's signaiaemon. When a node receives a RREQ message and has the
it previously cached, and signs the message with its owrformation to generate a RREP on behalf of the destination,
private key. it checks the queue length and compares it with a threshiold. |

SAODV does not require additional messages with rdhe queue length is lower than the threshold the node gexserat
spect to AODV. Nevertheless, SAODV messages are signﬁ’i-RREP (collaborative behaviour), otherwise it forwards th
cantly bigger, mostly because of digital signatures. Maegp RREQ Withoutreplying (uncollaborative behaviour). Thensa
SAODV requires heavyweight asymmetric cryptographic opf€chanism can be applied when generating a RREQ message,
erations: every time a node generates a routing messag¥! jPrder to decide between a single signature and a double
must generate a signature, and every time it receives mg)utggnature. In the §|mplest case the thresho_ld can be a fixed
message (also as intermediate node) it must verify a signatLYalue; however this would not be very flexible because we
This gets worse when the double signature mechanism is usegAODV " Iable at hto/core. it Jcore/indsp/AODV-UU

. . . H s : - IS avallable a p:/icore.it.uu.se/core/in -
since this may require the generation or verification of WO 3, " AODV s available at http-//saodv.cefriel. it
signatures for a S'_n_gle me_ssage' In our prototype, de$t”be4A-SAODV currently supports RSA only, and in RSA verificatiopera-
below, we try to mitigate this effect. tions are significantly more lightweight than signature ragens.



may want to adjust this value depending on external factasaccessfully established connections and the first dateepac
(e.g., battery state). In our prototype the threshold valme delay (this one normalized with respect to route length), fo
be changed during execution (two special values allow te hadifferent signing times, in the case of the three differdrets-
“always reply” behaviour and “never reply” behaviour). @th gies: uncollaborative (never use double signature in RREQs
more elaborate strategies could be defined in order to gstimatermediate nodes never reply), collaborative (always us
the crypto queue delay and consequently decide whetherdtmuble signature in RREQs, intermediate nodes always reply
reply or forward the message. For example, a fixed threshdldhey have information), and adaptive. In this situatitime
(based on the timeouts defined by the routing protocol) aadaptive variant behaves generally better than the other tw
a predictor of queuing times could be used. In this way, ttseiccessfully establishing a higher number of routes. Longe
algorithm could adapt itself to the situation and the corimmut routes have a higher probability of not being successfully
power of the node. An additional external parameter could lestablished, and this can bias results about the delay of the
used in order to take into account the previously mentionéidst data packet. If a variant fails more than another one in
external factors (how much a node is willing to collaboratestablishing long routes, it will establish fewer connecs
e.g. depending on its battery state). but these connections will correspond to shorter routass th
Another little optimization included in our prototype is ahaving a shorter delay for the first data packet. Since we can
cache of latest signed and verified messages, in order td avsieasure the delay only on successfully established connec-
signing or verifying the same message twice. tions, such a variant would appear to have better performanc
For key management purposes our implementation relies lomt this would be a misleading result. This is the reason why
a simple keyring stored in a file, but we also developed a mine normalize first data packet delay with respect to route
imal graphical key manager that can be used with A-SAODéngth. With this clarification, we can see that in our scenar
This key manager must be used in a bootstrap phase, witle adaptive variant behaves better than the other twongavi
all nodes visible within one hop. This is necessary becausigorter delay. Finally, other parameters, such as the nuaibe
routing operations cannot be performed before distrilputigenerated routing packets, do not show significant diffegen
keys (as signatures would not be verified), therefore we musdtween the three considered strategies.
exchange keys without message routing. At this time, each
user sends his/her key to all the others using local broadcas : : : : P T——
(i.e., 255.255.255.255), then reads the key fingerpriniclo uncolldboraive =
Other users check if the fingerprint that is being read matche @7 1
the one they received: if so, they add the received key ta thei
keyring. This could be extended with a web-of-trust (PGP-
like) mechanism, in order to remove the requirements oifihit
one-hop bootstrap and explicit approval of all keys by users
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VI. OPTIMIZING SAODV: SIMULATION TESTS

The adaptive reply decision strategy described in the pre-
vious section is a way to optimize SAODV performance. In
order to evaluate its effect in different scenarios with gnan
nodes, we ran simulation tests using ns-2 Network Simulator 7 - - - - - " -
If routes are very short, the “uncollaborative” strategpegrs sign time (miliseconds)
to be the best one, because the gain given by intermediate
nodes replies is not worth the cost. On the other hand, we
found that the adaptive strategy is useful when routes dte qu
long, because in this case routing performance benefits from
replies by intermediate nodes.

First, we considered a square scenario of 20200 m
with 50 nodes and a 50 m connectivity radius. Nodes move
following a random waypoint model with no pause time, and
establish 50 random connections. Such a scenario does no
show significant deviations between different strategweish(

a slight prevalence of the uncollaborative one), becauseso
are very short (between 2 and 3 hops on the average). In o3
order to obtain longer routes and test the protocol undeemor
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critical conditions, we moved to a rectangular scenario of “ * e tsscondsy 1o 10
1500 x 50 m, with 100 nodes that establish 100 random
connections. Indeed, the average length of establisheggou Fig. 2. Simulation results for adaptive reply decision.

in this scenario results in between 4 and 5.5 hops, depending
on signing time and adopted collaboration strategy. Censid In [7], Guerrero Zapata proposes another optimization to im
ering this rectangular scenario, figure 2 shows the numberprbve SAODV performance: thdelayed verificationwith this



optimization, intermediate nodes forward routing messdge VII. CONCLUSIONS

fore verifying their signature. In order to avoid obviougaaks | this article we presented A-SAODV, a prototype im-
asunverified and is not used before verification. Neverthelesgecyrity to AODV, but includes cryptographic operationatth
this strategy allows intermediate nodes to verify Sigré8urcan have a significant impact on performance. We discussed
in parallel, since routing messages are not blocked at e3fB adaptive reply decision, an experimental feature weddd
hop waiting for signature verification. Moreover, intermad o our implementation in order to improve SAODV perfor-
nodes can delay signature verification until that informais  mance. Other possible improvements could be added, e.g.
needed, and do not verify it at all if it expires without hayin the delayed verification (which seems to have a positive
been needed. This can be quite common with RREQ messag@gact on performance), but further investigation is nelede
since they are sent in broadcast many nodes will receive,thaf particular, situations with both “good” and “bad” nodes
but only a fraction of nodes will happen to be on an activéhould be considered in simulation tests, in order to evalua
route path towards the source node. Our simulation resuig pehaviour of SAODV and of the proposed optimizations
Figure 3 shows first data packet delay (normalized with retspe

to route length) for regular SAODV (normal) and for SAODV ACKNOWLEDGEMENTS

with delayed verification, for the same rectangular scenae
described before. Other scenarios (e.g., square) giveasimi,
results.
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