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Abstract 
E-Assessment is an innovative form for the 

evaluation of learners’ knowledge and skills in online 

education, as well as in blended-learning environments, 

where part of the assessment activities is carried out 

online. As e-assessment involves online communication 

channel between learners and educators, as well as data 

transfer and storage, security measures are required to 

protect the environment against system and network 

attacks. The issue concerning security is challenging 

from both educational and technical point of views. Such 

issues are discussed under the scope of the TeSLA 

project. Educational challenging problems at e-

assessment are analyzed and technical architectural 

recommendations for securing the e-assessment system 

according to the General Data Protection Regulation are 

provided. 
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1. Introduction 

The term e-assessment explains the role of 

technology in support of the assessment process. 

Technology could be used at a single or at all stages of 

the assessment process during its life cycle [1]. Where 

and when the technology is to be utilized depends on the 

existing institutional infrastructure and educational 

strategy. Part of the training institutions and universities 

use stand-alone e-assessment tools for the management 

of the assessment tasks [2], [3]. The educational practice 

shows that the more preferred approach for performing 

e-assessment is the integration of assessment in a 

Learning Management System (LMS) [4], [5] because of 

several reasons [6], [7]:  

(1) It is an effective way for the organization of the 

student’s learning in online environment where e-

assessment activities are provided with the learning 

materials and assignments as well as an important stage 

in the earning process,  

(2) It enables the straightforward assessment of 

students’ knowledge achievements with the aim of 

improving it and increasing the motivation for learning,  

(3) Online assessment contributes to the 

improvement of learning performance, because the 

student has a freedom to choose the time and location for 

performing assessment activities according to learning 

goals, style, preferences, etc. 

(4) It supports the educator, responsible for the 

design of assessment activities, to monitor the students’ 

progress and to evaluate intermediate and final results, 

(5) It improves the communication between students 

and educators in different assessment activities, because 

it is performed in an integrated learning environment 

where several communication channels exist. 

In spite of the existence of a wide variety of e-

assessment tools and systems in educational practice, 

there is still a need for new e-assessment solutions, 

proposing innovative forms for student identification and 

authorship verification as well as ensuring an e-

assessment process in a secure environment.  

The TeSLA system (www.tesla-project.eu) aims at 

providing learners with an innovative environment that 

allows them to take assessments remotely, thus avoiding 

mandatory attendance constraints. TeSLA is designed as 

a complex architecture in which traditional LMSs and 

Virtual Learning Environments (VLEs) are the entry 

points. Integrating a relevant and secure identity 

management framework for TeSLA is part of the 

technical challenges that arise at an early stage of the 

development process, in order to design a robust 

architecture in which security issues are addressed 

beforehand. 

Such integrated and web-based approach in the 

realization of e-assessment is exposed to a wide variety 

of threats and attacks [8], [9]. It requires appropriate 

measures to secure information authentication, 

transaction and storage. Security issues have to be 

considered from both educational and technical point of 

views. They are discussed in the scope of the TeSLA 

project and pose challenges for further investigations 

concerning the issues related to information disclosure 

and alteration as well as authentication flaws.  

The aim of this paper is to analyze and discuss 

problems and issues related to the TeSLA e-assessment 

system from the following two perspectives: 1) 

educational – treating problems concerning learners’ and 



educators’ behavior at the e-assessment process in case 

of different learning scenarios and the corresponding 

security problems; and 2) technical architectural 

recommendations for securing the assessment system 

according to the General Data Protection Regulation 

(GDPR) [16]. 

The remainder sections of the paper are organized as 

follows. A set of challenging security issues to be 

addressed during the e-assessment process, described 

from the educational perspective, is provided in Section 

2. Technical aspects meant for securing the architecture 

are provided in Sections 3, 4 and 5.  Section 6 closes the 

paper with some conclusions. 

2. Challenging Security Problems in e-

Assessment Processes 

E-Assessment is an important part of eLearning, 

which involves either a set of specific tools/systems that 

utilize the functionality of a LMS or a solution that 

integrates an e-assessment tool in a LMS.  Security of 

eLearning treats general security issues of a LMS or 

VLE. As discussed in several works, e-assessment with 

its purpose, characteristics and way of implementation 

poses specific challenges to security solutions [10], [11]. 

Similar challenges have been identified by the authors 

during their activities in piloting the TeSLA system. 

They provoked the following main question: “How can 

students and educators be confident that the e-assessment 

system can be trusted so that it can detect cheating 

attempts?” The answer to this question requires 

understanding how an e-assessment system can be 

misused. From an educational point of view, several 

security problems are challenging in this aspect. 

The first one is related to the recognition of the 

student’s identity in case of being used by someone else, 

rather than the real student to be assessed. This is 

referred to as identity misuse. Concerning this 

hypothesis, the following use cases are defined: 

• E-assessment could occur in a controlled 

environment, such as a university building under 

educator supervision, and it is a common case in 

universities with blended-learning. In this situation, 

the misuse of the system is possible when an 

educator is responsible for a big number of students 

and he/she does not recognize their faces. Then, 

additionally the educator must check the students’ 

ID to be sure of their identity. 

• It is possible the e-assessment to be performed in 

uncontrolled environment outside the university 

building where the educator does not have any 

control on students’ identity, and this is the typical 

situation for online learning environments. Then, the 

educator must be sure that the assessed student is the 

same as the one from the declared personal data. 

In these two cases, the fair e-assessment process can 

be compromised because of the possibility that the 

provided student’s identity is changed. The emerging 

challenging problem concerns the proper identity 

authentication at e-assessment. When applying a suitable 

authentication mechanism, the educator will be sure of 

the identity of the assessed student no matter where the 

assessment is located and he does not need to check it, as 

this can be time consuming.  

Secondly, during the e-assessment process, private 

and sensitive data are transmitted, and another 

challenging problem arises: it is related to the disclosure 

of information to unauthorized parties. Regarding this 

issue, the following use cases are defined: 

• During the e-assessment, students share more data 

that needed. Here, the role of the educator is very 

important, because he has to design the assessment 

scenarios in a way that will collect only the data 

needed to ensure a successful assessment process. 

The students should not have to provide information 

that does not concern either the educator, or the 

improvement of the teaching and learning process, 

or the formation of the final mark. For example, if 

the educator starts a forum topic that is part of e-

assessment scenario, it has not to include problems 

for discussion by students that will reveal more 

private or sensitive data. The collection of any 

additional data will facilitate possibilities for 

information disclosure.  

• Students’ or educator’s information can be stolen in 

result of the internal or external intervention of an 

intruder and the e-assessment might be 

compromised. The loss of information of students’ 

achievements in this case will not allow the educator 

to form the final students’ marks. As a result, 

students may have to take the assessment activities 

again and the educator has to mark them again. 

Before that, the educator has to prepare new variants 

of the same assessment activities. It is time 

consuming and is an overload for students and 

educators. Of course, students’ data can be 

potentially stolen in traditional assessment 

environment, but in online assessment the 

information is much more vulnerable. 

The two use cases described above make the 

possibility for information disclosure very high, when it 

is transmitted from one system component to another, 

which can cause difficulties and confusions in e-

assessment. The described challenging problem concerns 

data confidentiality and requires data prevention and data 

security to avoid its disclosure to unauthorized parties. 

Thirdly, e-assessment data are stored in records and 

databases, which might be exposed to fraudulent 

alteration. Their modification could lead to serious e-

assessment problems for students and educators. The 

following use cases are identified: 

• An intruder (student, staff, etc.) gains unauthorized 

access to educational records or databases and 

modifies private or sensitive information, for 

example the current quiz results of one, several or all 

students. It leads to a confusing situation and unclear 

picture for the educator. 

• An intruder has unauthorized access to assessment 

tasks before they are assigned to students. In this 

case, the intruder could modify them or distribute 



the assessment tasks to students. Therefore, the e-

assessment loses its meaning which is to evaluate 

and measure the real students’ knowledge and skills.  

• Also, it is possible for the intruder to corrupt or 

delete a part or the whole assessment information 

that will create difficulties for the students and the 

educator. 

In these cases, the challenging problem concerns 

data integrity that must be secured in case of fraudulent 

data alteration. 

3. Securing the TeSLA Architecture  

The TeSLA architecture is comprised of several 

entities, some of them located on the institution side, 

establishing communications with the LMS/VLE or with 

external tools embedded into the learners browsers; 

others belong to a separate domain independent of the 

institution. Securing such an architecture is a difficult 

task, and consists in expressing the security needs 

regarding sensitive and personal data on one hand, and 

analyzing threats both on hosts and network on the other 

hand. The choices made on security measures must 

follow the two main requirements of the GDPR [16]: (1) 

ability to ensure the confidentiality and integrity of 

system communications and related services; (2) ability 

to guarantee a proper pseudonymization process of all 

the user identities, as well as appropriate protection of all 

the personal data stored or processed by the system. 

Consequently, the main security services that are to 

be provided by the TeSLA architecture for the purposes 

of e-assessment concern the enforcement of 

authentication and protection of both communications 

and data storage. Authentication aims at proving an 

entity’s identity to another, leading to providing enough 

guarantees in terms of confidentiality and integrity. In 

turn, confidentiality consists in protecting data to 

prevent, e.g., information disclosure to unauthorized 

parties. Integrity aims at preventing fraudulent data 

alteration. Over the network, the most convenient way to 

implement these security services is to use the TLS 

(Transport Layer Security) protocol [17], which allows 

entities to authenticate to each other and creates a secure 

tunnel with data encryption and integrity checks. 

Authentication in TLS does not rely on passwords, 

but on X.509 certificates. The certificates rely on 

asymmetric cryptography, and create an association 

between a public key and an identity. Any entity can 

authenticate itself via its certificate, as long as it owns 

the associated private key, which is never transmitted 

over the network. The certificate management requires a 

Public Key Infrastructure (PKI) [20], in which specific 

trusted entities, called Certification Authorities (CA), are 

in charge of certificate delivery. The TeSLA architecture 

has its own PKI, to manage the certificates within the 

TeSLA domain on one hand; and within the institution 

domain on the other hand. This way, the communications 

between the various entities of the TeSLA architecture 

can be entirely secured.  

As mentioned in the previous section, the identity of 

the learners should not be disclosed to TeSLA for 

privacy reasons. To provide partial anonymity to the 

learners, a randomized TeSLA ID is generated for each 

TeSLA user, and represents their identity within the 

TeSLA domain, where the full identity of the learner 

(and related data) remains unknown.  

Finally, an in-depth security analysis must also be 

conducted on the host side of the architecture. Deploying 

the software components of TeSLA in Docker containers 

[27] provides a lighter and more flexible virtualization 

solution than relying on traditional virtual machines, but 

fails to provide isolation with the host operating system. 

Should the host system be compromised, every container 

running on it will also be compromised, which can turn 

into a major threat for TeSLA. This issue is merely one 

of the several challenges that have been addressed in 

order to succeed in securing the whole TeSLA 

architecture.  

Most of the aforementioned challenges and issues 

are addressed in the following sections, where we 

summarize the main actions and guidelines followed 

during the design of the TeSLA architecture. Such 

actions and guidelines are the result of a careful analysis 

conducted by the technical members of the TeSLA 

project, to guarantee that the resulting architecture 

follows generic best practices and well-established 

security standards. We refer the reader to references [12, 

13, 14, 15] and citations thereof, for further details. 

 

4. TLS and PKI-based Communication 

The TeSLA architecture needs to guarantee that 

traditional information security properties such as 

confidentiality, integrity and authentication are always 

respected. The main recommendations to fulfill the 

previous properties are the following: (1) use of TLS to 

secure all the exchanges between components of the 

architecture; (2) deployment of a PKI associated to the 

TeSLA architecture; (3) enforcement of mutual 

authentication between all the TeSLA components. 

The TLS protocol ensures confidentiality, integrity, 

authentication and non-repudiation altogether for two 

communicating entities. The protocol consists of two 

phases: the handshake, during which the security 

parameters are negotiated (in particular, cipher and hash 

algorithms [18]). The communicating entities are hence 

authenticated (either mutually or one-way). In the second 

phase, a secure tunnel is established between the two 

communicating entities, ensuring that all data are 

properly encrypted and cannot be modified by an 

attacker during transmission. Symmetric keys are used to 

encrypt all the TLS exchanges. The keys are 

automatically and dynamically generated during the 

initial handshake of the TLS protocol. 

TLS-based authentication requires X.509 digital 

certificates [19], which are managed by the PKI. The 

principle of a certificate is to assess the link between an 

entity and its public key, through a TTP (Trusted Third 



Party) called a Certificate Authority (CA). The CA 

digitally signs certificates itself, or delegates the 

signature activity to intermediate entities. The validation 

of a certificate during the authentication process includes 

the following steps: (i) check the expiration date of the 

certificate; (ii) verify the signature of the certificate; (iii) 

check if the signing CA is recognized as a trusted CA; 

(iv) check if the certificate has not been revoked. 

A simplified version of the PKI model proposed for 

the TeSLA architecture is presented in Figure 1. TEP 

stands for TeSLA E-Assessment Portal, a service broker 

that forwards requests from the LMS/VLE plug-ins to 

TeSLA. Instruments refer to the TeSLA components in 

charge of evaluating data to assess learner’s identity and 

authorship (cf. Section 2, second use case: “the educator 

must be sure that the assessed student is the same as the 

one from the declared personal data”). In a nutshell, the 

PKI contains the following elements: (a) TeSLA 

components (depicted as gray boxes); (b) their respective 

databases (one per component, depicted as blue boxes); 

(c) the certificate chain (orange and red boxes/arrows); 

(d) secured network connections between components 

(purple arrows); (e) secure connections between 

components and databases (green arrows); and (f) X.509 

certificates for each component. More information about 

the use of certificate is provided next. 

 

4.1 Certificate Management 

 
With regard to the PKI certificate chain 

management, Figure 1 identifies some representative 

certificate authorities: (i) TeSLA CA; (ii) TeSLA 

intermediate CA; (iii) University CA; and (iv) University 

Intermediate CA.  

First of all, the TeSLA CA is the top certificate 

authority regarding the TeSLA PKI. Basically, this 

certificate authority is only used once, to sign the TeSLA 

intermediate CA signature request. It is recommended to 

use this certificate as scarcely as possible [12, 17]. Then, 

the TeSLA intermediate CA is the certificate authority. It 

will sign the University CAs (one for each university) 

and deliver client/server certificates for the TeSLA 

Portal. The University CA is the top certificate authority 

regarding the university based TeSLA components. 

Basically, this certificate is used only once, to sign 

University the intermediate CA signature request. As for 

the TeSLA CA, it is also recommended to use this 

certificate as scarcely as possible. Finally, the University 

Intermediate CA will be used to deliver client/server 

certificates of the architecture components (e.g., backend 

components of TeSLA and databases). 

 

 

4.2 Revocation Lists 
 

The TeSLA PKI shall maintain, update and provide 

a secure access to two main revocation lists [21]: (i) the 

revocation list associated to the TeSLA CA; and (ii) the 

revocation list associated to the TeSLA intermediate CA. 

Each university using its corresponding CAs has to 

manage, update and provide a secure access to two 

revocation lists: the revocation list associated to the 

University CA, and the revocation list associated to the 

University intermediate CA. 

TeSLA portal	server	

certificate

TeSLA Portal

TeSLA portal	database	

client	certificate

Plugin/standaloneapplication

TEP	database

server	certificate

TEP	database

TeSLA portal	database

server	certificate

TeSLA Portal	database

TeSLA Intermediate	CA TeSLA CA

University	intermediate	CA

University	CA

Figure 1. Public Key Infrastructure (PKI) of TeSLA. 



With respect to the secure connections between the 

TeSLA components, the certificate validity must be 

checked with respect to their respective revocation lists. 

A certificate may indeed be valid (i.e., not expired and 

with a correct signature), but marked as revoked. 

 

4.3 Security Procedures 
 

This section indicates security procedures to apply 

when a private key is disclosed, as suggested in [22, 14]. 

Possible incidents are classified in terms of levels − zero 

being the most critical one. 
 

• Level 0 - If the TeSLA CA private key has been 

compromised, then the whole system is 

compromised. The whole TeSLA PKI has to be 

recreated, and all the certificates and CAs that 

had previously been generated must be revoked. 
 

• Level 1 - If the TeSLA Intermediate CA private 

key has been compromised, then the TeSLA CA 

has to revoke this certificate. All the certificates 

that were signed by the TeSLA Intermediate CA 

have also to be revoked. On the other hand, if a 

client/server private key associated to a 

certificate signed by the TeSLA Intermediate 

CA has been compromised, then the TeSLA 

Intermediate CA has to revoke this certificate. 
 

• Level 2 - If the University CA private key has 

been compromised, then the TeSLA 

Intermediate CA has to revoke this certificate. 

All the certificates that were signed by the 

University CA have also to be revoked. 
 

• Level 3 - If a University Intermediate CA 

private key has been compromised, then the 

TeSLA University CA has to revoke this 

certificate. All the certificates that were signed 

by the University Intermediate CA have also to 

be revoked. Likewise, if a client/server private 

key associated to a certificate signed by the 

University Intermediate CA has been 

compromised, then the University Intermediate 

CA has to revoke this certificate. 

 

Finally, CA certificates must use RSA keys with a 

modulus of at least 4096 bits [18, 14, 22]. The validity is 

fixed to ten years maximum (also limited by the TeSLA 

license validity period). Client/server certificates must 

use RSA keys with a modulus of at least 2048 bits [14, 

22]. The validity is fixed to one year. Attention should be 

paid to certificate management in order to avoid 

malfunctions in the architecture. In particular, a new 

certificate has to be emitted to the client/server before its 

actual certificate becomes expired. 

5. Identity Management and Data Protection 

For the purpose of e-assessment, the TeSLA system 

must provide pseudonymity to its users [24, 16]. As 

such, it must not be able to identify an end-user (e.g., the 

learners), regardless of whether the TeSLA system is 

standalone or linked to a LMS/VLE as a third party 

system, e.g., using standard specifications such as 

Learning Tools Interoperability (LTI) [23]. The user 

must be authenticated and authorized in TeSLA without 

allowing TeSLA to know the real user’s identity. Hence, 

anonymity can only be partial in this context, since links 

between the TeSLA ID and the user name remain 

available to the university. The suggested approach to 

manage such requirements follows. 

Let the university manage user partial anonymity, 

the university will generate a randomized UUID [25] 

(version 4 of the standard) for each user, for instance, 

learners. As such, the university will be the only entity 

able to make the link between a UUID and a learner 

record. Using public information, such as the students e-

mail address to generate a UUID using version 3 or 

version 5 of the UUID standard should be avoided, as it 

would allow an attacker to compute all the possible 

TeSLA IDs from the students directory, and deduce the 

link between the students’ names and the TeSLA IDs.  

The UUIDs should be stored in a database shared 

between all LMS/VLEs. A dedicated component, i.e., an 

identity provider, will be attached to this database in 

order to receive requests from the TeSLA system, issued 

with a learner’s true identity, and reply with the 

corresponding UUID. The communication between 

TeSLA plugins and the identity provider will be 

mutually authenticated with TLS. In case learners’ 

authentication is certificate-based, since the learner only 

interacts with TeSLA through a series of plugins, the 

learner only needs to authenticate to the LMS/VLE. 

Therefore, the certificate used for authentication to the 

LMS/VLE will be associated to the learner’s true 

identity. Then, when a request is sent to TeSLA, it shall 

first retrieve the TeSLA ID associated to the learner’s 

identity from the identity provider, and eventually 

communicate with TeSLA, while guaranteeing the 

pseudonymity of the learner.  

Some external tools, embedded as Javascript within 

the learner’s web browser, need to communicate to the 

TeSLA system without revealing the learner’s true 

identity, nor retrieving the TeSLA ID either. A session 

token mechanism, based on JWT (JSON Web Tokens) 

[26], is proposed. When the TeSLA plugin authenticates 

to the identity provider and retrieves the TeSLA ID, 

some JWT tokens are created and provided to the 

external tools, using public key cryptography to secure 

the signature of the tokens.  

With respect to the protection of learners’ data 

outside their respective institution data centers, no 

traceability features are implemented. Apart from learner 

ID – TeSLA ID association, stored at the identity 

provider (within the learner’s institution domain), all the 

remainder personal data of learners, such as the IP 

address or TeSLA IDs, which could be used to map 

different sessions of the same user, are omitted. As a 

result, the proposed architecture presented in this paper, 

provides full pseudonymity for learners and provides 



unlinkability over different sessions of the same learner. 

The learner’s identity remains only known within the 

university, and is never transmitted to the TeSLA 

components. Finally, and in terms of learners' 

certification, the security framework presented in this 

paper has been designed to handle pseudonymous 

credentials [28], based on attribute-based signatures [29]. 

This will allow the TeSLA learners to authenticate with 

verifiers in a pseudonymous manner, providing only the 

minimum amount of information to service providers, 

and ensuring unlinkability between e-assessment 

sessions. The use of pseudonymous certification and 

attribute-based signatures represents the main novelty of 

the proposed technical solutions presented in this paper, 

with regard to existing systems in the literature. 

6. Conclusion 

The paper investigates possible security risks in 

different learning scenarios implemented in an e-

assessment process from students and educators 

perspectives. It highlights the recognition and 

verification of student’s identity, the disclosure of 

information to unauthorized parties and the fraudulent 

data alteration as the most challenging ones. Technical 

solutions, guidance and actions implemented as security 

services in the architecture of the TeSLA e-assessment 

system, are outlined and discussed. The presented 

solution is based on TLS protection via authorized 

certificates and public key infrastructures. Certificate 

management and security procedures to apply in case of 

private key disclosure are explained. The approach for 

pseudonymization applied for the identity management 

during an e-assessment process and data protection is 

also explained. It is shown that it will guarantee the 

required security level concerning confidentiality and 

integrity of system communications of the e-assessment 

process in different learning scenarios, which respects 

the European regulations for the appropriate protection 

of all personal data referring to user identities.  
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