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Security Enhancement on a New Authentication Scheme

With Anonymity For Wireless Environments

Abstract

In a paper recently published in the IEEE Transaction on Con-

sumer Electronics, Zhu and Ma proposed a new authentication scheme

with anonymity for wireless environments. However, this paper shows

that Zhu and Ma’s scheme has some security weaknesses. Therefore, we

propose a slight modification to their scheme to improve their shortcom-

ings. As a result, our scheme can enhance the security of Zhu and Ma’s

scheme. Finally, the performance of our scheme is analyzed. Compare

with the Zhu-Ma scheme, our scheme is also simple and efficient.

Keywords: Anonymity, authentication, security, wireless network.

1 Introduction

Wireless communications technologies have undergone rapid development. Small

mobile devices within range of a wireless network can transfer data at any place

and any time. This is bringing forth the important issue of information secu-

rity, privacy and authentication in an open space. Privacy involves ensuring

that an eavesdropper cannot intercept the communications information of mo-

bile users. Authentication involves ensuring that the services are not obtained

fraudulently [5, 6, 9, 12, 13].

In recent years, many literatures had been written on privacy and authen-

tication for wireless communications [1, 2, 3, 4, 5, 6, 7, 8]. A good security

protocol for wireless communications must not only provide high security but

also low computation. Recently, Zhu and Ma proposed a new authentication

scheme with anonymity for wireless environments [14]. The scheme has some

advantages as follows. The first is that it is based on the hash function and

smart cards, and mobile users only do symmetric encryption and decryption.
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The second is that it takes only one round of message exchange between the

mobile user and the visited network, and one round of messages exchange be-

tween the visited network and the corresponding home network. The third

is that one-time use of key between mobile user and visited network is used.

However, the Zhu-Ma scheme has three security weaknesses as follows:

1. It cannot achieve perfect backward secrecy.

2. It cannot achieve mutual authentication.

3. It cannot protect against a forgery attack.

We shall point out these shortcomings more clearly later.

In next section, we shall point out that the Zhu-Ma scheme is not strong

enough against the above security weaknesses. Hence, we propose a slight mod-

ification of the Zhu-Ma scheme. The proposed scheme does not only achieve

their advantages but also enhances their security by withstanding the security

weaknesses. In addition, the efficiency of our scheme is even higher than that

of the original Zhu-Ma scheme. Compare with Zhu-Ma scheme, our scheme is

also simple and efficient.

This paper is organized as follows. In Section 2, we shall analyze Zhu-Ma

scheme to show its weaknesses. Then, we shall propose a slightly modified

version of their scheme to enhance the security in Section 3. Next, we shall

analyze the improved scheme in Section 4. Finally, the conclusion will be in

Section 5.

2 The Weaknesses of Zhu-Ma Scheme

Zhu and Ma proposed a simple and efficient authentication scheme with anonymity

for wireless environment [14]. In Table 1, we list the abbreviations and no-

tations used in their scheme. Their scheme can be divided into three phases:

initial phase, first phase, and second phase. In the initial phase, HA delivers
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a password and a smart card for the mobile user through a secure channel. In

the first phase, FA authenticates to MN and establishes a session key. In the

second phase, MN visits FA and FA serves for MN. The detailed phases are

shown in the following.

Table 1: Notations

HA Home Agent of a mobile user
FA Foreign Agent of the network

MN Mobile User
PWMN A password of MN

IDA Identity of en entity A

TA Timestamp generated by an entity A

CertA Certificate of an entity A

(X)K Encryption of a message X using a symmetric key K

EK(X) Encryption of a message X using an asymmetric key K

h(X) A one-way hash function
p A large prime
q A large prime such q|p − 1

g ∈ Z∗

p An element of Z∗

p of order q
|| Concatenation

⊕
XOR operation

2.1 The Initial Phase

When a new mobile user MN wants to register at his/her HA, he/she submits

his/her identity IDMN to the HA. Then, HA delivers PWMN and a smart

card, which contains IDHA, r, and h(·), for the user through a secure channel.

The PWMN and r are calculated as follows:

PWMN = h(N ||IDMN), and

r = h(N ||IDHA) ⊕ h(N ||IDMN) ⊕ IDHA ⊕ IDMN ,

where N is a long random number kept secretly by the HA.
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2.2 The First Phase

In this phase, FA authenticates MN and issues a temporary certificate to MN,

which will be used in the second phase when MN always communicates this

FA within this area. The statement {A → B : messages} denotes that the

messages are transmitted from A to B. The steps of this phase are shown as

follows:

Step 1: MN → FA : n, (x0)L, IDHA, TMN

MN computes n = r⊕PWMN and his/her temporary key L = h(TMN ⊕

PWMN), and then encrypts x0 with L using symmetric encrypt algo-

rithm, where x0 is a secret random number.

Step 2: FA → HA : b, n, (x0)L, TMN , EKRFA
(h(b, n, (x0)L, TMN , CertFA)),

CertFA, TFA

Upon receiving messages from MN, FA checks if the timestamp TMN is

valid. If it is valid, FA generates a secret random number b, and then

computes its signature using his/her private key KRFA.

Step 3: HA → FA : c, EKUFA
(h(IDMN)||x0), EKRHA

(h(b, c, EKUFA
(h(IDMN)

||x0), CertHA)), CertHA, THA

Upon receiving messages from FA, HA checks if the certificate CertFA

and timestamp TFA are valid. If they are valid, HA computes the MN’s

real identity, h(N ||IDHA)⊕n⊕ IDHA = IDMN . Then, verify if the MN

is a legal user. If it is, HA computes L = h(TMN ⊕ h(N ||IDMN)) and

decrypts x0. Then, HA generates a secret random number c. Next, HA

encrypts (h(IDMN)||x0) with the public key of FA KUFA and computes

its signature using his/her private key KRHA.

Step 4: FA → MN : (TCertMN)k

Upon receiving messages from HA, FA checks if the certificate CertHA

and timestamp THA are valid. If they are valid, FA issues to MN the
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temporary certificate TCertMN , which includes lifetime and other infor-

mation. Then, FA encrypts it with the session key k using a symmetric

encryption algorithm, where k = h(IDMN) ⊕ x0.

Afterward, MN can compute k and derive TCertMN .

2.3 The Second Phase

In this phase, MN visits FA at ith session when he/she is always within this

FA. The process is as follows.

MN → FA: TCertMN , (xi||TCertMN ||OtherInformation)ki

MN encrypts (xi||TCertMN ||OtherInformation) with ith session key

ki, where ki = h(IDMN) ⊕ xi−1, for i = 1, 2, · · · , n. Upon receiving

messages from MN, FA checks if the certificate TCertMN is valid. If

it is, FA decrypts (xi||TCertMN ||OtherInformation) with ki. Then,

compare the two TCertMN and verify the integrity of the messages. If

it holds, FA saves xi for the next communication.

2.4 The Security Weaknesses

Zhu and Ma proposed a simple and efficient authentication scheme which is

based on the public key cryptosystems, but mobile users only do symmetric

encryption and decryption. The most significant feature is one-time use of key

between mobile user and visited network. However, there still remain three

weaknesses in their scheme as explained in the following:

1. It cannot achieve perfect backward secrecy.

The backward secrecy is defined as the assurance that session keys will

not be compromised if one of the future session keys known to an attacker

[10, 11]. In Zhu-Ma scheme, we can see that if the session key ki is

known to an attacker, he/she can derive xi in the second phase. Because

the attacker can intercept (xi||TCertMN ||OtherInformation)ki
, he/she
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can decrypt xi using the knowing session key ki. Then, the attacker

can compute the future session keys from ki = h(IDMN) ⊕ xi−1, i =

1, 2, · · · , n. Therefore, it cannot achieve perfect backward secrecy.

2. It cannot achieve mutual authentication.

In the first phase of Zhu-Ma scheme, FA can authenticate MN and is-

sues a temporary certificate to MN. However, MN cannot authenticate

FA in this phase. It cannot provide the security requirement mutual au-

thentication. An attacker can intercept (TCertMN)k in the first phase.

Then, he/she can modify it to (TCert′MN)k′ , where k′ and (TCert′MN)

are random numbers chosen by the attacker. Therefore, MN will receive

a wrong temporary certificate because MN does not authenticate FA.

3. It cannot protect against a forgery attack.

In the first phase of Zhu-Ma scheme, an attacker can intercept (n, (x0)L,

IDHA, TMN). He/she modifies it to (n, (x′

0
)L′ , IDHA, T ′

MN), where x′

0

and L′ are random numbers chosen by the attacker, and T ′

MN is a new

timestamp generated by the attacker. The attacker can forge the MN to

cheat the HA, because HA can derive the IDMN and then pass authen-

tication. Therefore, it cannot protect against a forgery attack.

In concluding the above three weaknesses of Zhu and Ma’s scheme, we im-

prove their scheme to suit mobile devices. Based on their scheme, our improved

scheme is also a simple and efficient authentication scheme with anonymity for

wireless environment. In the following section, we will explain our improved

scheme.

3 The Improved Scheme

In this phase, we improve the Zhu and Ma’s scheme to remedy their security

weaknesses. Our improved scheme not only inherits the advantages of their
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scheme but also enhances the security of their scheme. The improved scheme

can achieve perfect backward secrecy, achieve mutual authentication, and pro-

tect against a forgery attack. It is also divided into three phases: initial phase,

first phase, and second phase. In the initial phase, HA delivers a password and

a smart card for the mobile user through a secure channel. In the first phase,

FA authenticates to MN and establishes a session key. In the second phase,

MN visits FA and FA serves for MN. The initial phase is the same as the Zhu

and Ma’s scheme. Here, we also use the same abbreviations and notations in

Table 1 and the statement {A → B : messages} denotes that the messages

are transmitted from A to B. The improved first phase and second phase are

shown in the following.

3.1 The Improved First Phase

In this phase, FA authenticates MN and issues a temporary certificate to MN,

which will be used in the second phase when MN always communicates this

FA within this area. The steps of this phase are shown in Figure 1 and as

follows:

Step 1: MN → FA : n, (h(IDMN)||x0||x)L, IDHA, TMN

MN computes n = r⊕PWMN and his/her temporary key L = h(TMN ⊕

PWMN), and then encrypts (h(IDMN)||x0||x) with L using symmetric

encrypt algorithm, where x0 and x are secret random numbers.

Step 2: FA → HA : b, n, (h(IDMN)||x0||x)L, TMN , EKRFA
(h(b, n, (h(IDMN)

||x0 ||x)L, TMN , CertFA)), CertFA, TFA

Upon receiving messages from MN, FA checks if the timestamp TMN is

valid. If it is valid, FA generates a secret random number b, and then

computes its signature using his/her private key KRFA.

Step 3: HA → FA : c, EKUFA
(h(IDMN)||x0||x), EKRHA

(h(b, c, EKUFA
(h(IDMN)

||x0 ||x), CertHA)), CertHA, THA
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Upon receiving messages from FA, HA checks if the certificate CertFA

and timestamp TFA are valid. If they are valid, HA computes the MN’s

real identity, h(N ||IDHA)⊕n⊕IDHA = IDMN and h(IDMN). Then, HA

computes L = h(TMN ⊕ h(N ||IDMN)) and decrypts (h(IDMN)||x0||x).

Then, verify if the MN’s identity is a legal user and compare if the two

h(IDMN) are equal to verify the integrity of IDMN . If they hold, HA gen-

erates a secret random number c. Next, HA encrypts (h(IDMN)||x0||x)

with the public key of FA KUFA and computes its signature using his/her

private key KRHA.

Step 4: FA → MN : (TCertMN ||h(x0||x))k

Upon receiving messages from HA, FA checks if the certificate CertHA

and timestamp THA are valid. If they are valid, FA issues to MN the

temporary certificate TCertMN , which includes lifetime and other in-

formation. FA decrypts (h(IDMN)||x0||x) with the private key of FA

KRFA and computes h(x0||x). Then, FA encrypts (TCertMN ||h(x0||x))

with the session key k using a symmetric encryption algorithm, where

k = h(IDMN ||x) ⊕ x0.

Afterward, MN can compute k and derive TCertMN . Additionally, MN

can authenticate to FA. He/she can compute h(x0||x) and compare it

with the received h(x0||x). If it holds, it confirms that FA is authen-

ticated by HA. Therefore, MN can make sure that it is communicating

with a legitimate FA.

3.2 The Improved Second Phase

In this phase, MN visits FA at ith session when he/she is always within this

FA. The process is as follows.

MN → FA : TCertMN , (xi||TCertMN ||OtherInformation)ki

MN encrypts (xi||TCertMN ||OtherInformation) with ith session key
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MN FA HA

✲

✲

✛

✛

n, (h(IDMN )||x0||x)L, IDHA,

TMN b, n, (h(IDMN )||x0||x)L, TMN ,

EKRF A
(h(b, n, (h(IDMN )||x0||x)L,

TMN , CertFA)), CertFA, TFA

(TCertMN ||h(x0||x))k

c, EKUF A
(h(IDMN )||x0||x),

EKRHA
(h(b, c, EKUF A

(h(IDMN )
||x0||x), CertHA)), CertHA, THA

Figure 1: The protocol of the improved first phase

ki, where ki = h(IDMN ||x) ⊕ xi−1, for i = 1, 2, · · · , n. Upon receiving

messages from MN, FA checks if the certificate TCertMN is valid. If

it is, FA decrypts (xi||TCertMN ||OtherInformation) with ki. Then,

compare the two TCertMN and verify the integrity of the messages. If

it holds, FA saves xi for the next communication.

4 Analysis

Our scheme is a slight modification of the Zhu-Ma scheme. The security and

efficiency of the Zhu-Ma scheme have already been discussed and demonstrated

in [14]. In this section, we shall only discuss the difference between their scheme

and ours.

4.1 Security Analysis

The proposed scheme can overcome the security weaknesses that the Zhu-Ma

scheme falls for. The advantages of the proposed scheme are explained as

follows:

• It can achieve perfect backward secrecy.

In our scheme, we can see that if the session key ki is known to an at-
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tacker, he/she can derive xi in the second phase. Because the attacker

can intercept (xi||TCertMN ||OtherInformation)ki
, he/she can decrypt

xi using the knowing session key ki. However, the attacker cannot com-

pute the future session keys from ki = h(IDMN ||x)⊕xi−1, i = 1, 2, · · · , n,

because the attacker does not know x. Therefore, it can achieve perfect

backward secrecy.

• It can achieve mutual authentication.

In improved first phase of our scheme, FA can authenticate MN and issues

a temporary certificate to MN. Additionally, MN can authenticate to FA.

He/she can compute h(x0||x) and compare it with the received h(x0||x).

If it holds, it confirms that FA is authenticated by HA. Therefore, it can

achieve mutual authentication.

• It can protect against a forgery attack.

In improved first phase of our scheme, an attacker can intercept (n,

(h(IDMN)||x0||x)L, IDHA, TMN). He/she modifies it to (n, (h(IDMN)′

||x′

0
||x′)L′ , IDHA, T ′

MN), where h(IDMN)′, x′

0
, x′, and L′ are random

numbers chosen by the attacker, and T ′

MN is a new timestamp generated

by the attacker. The attacker cannot forge the MN to cheat the HA,

because HA can compare if the two h(IDMN) are equal to verify the

integrity of IDMN . Therefore, it can protect against a forgery attack.

4.2 Efficiency Analysis

We compare our scheme with the Zhu-Ma scheme in terms of communication

and computation cost. In communication cost, our scheme is the same as their

scheme. It takes only one round of message exchange between the mobile user

and the visited network, and one round of messages exchange between the

visited network and the corresponding home network.

In computation cost, we consider a computational load on user part of the
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proposed scheme and Zhu-Ma scheme. Table 2 shows our scheme and Zhu-Ma

scheme in computation cost. We can see that the number of hash operation is

just increased one in our scheme. Our scheme is not only simple and efficient

but also enhances their security.

Table 2: The computational costs at user

Zhu-Ma Scheme Our Scheme
Hash Operations 2 3

Symmetric Encryptions/Decryptions 3 3
XOR Operations 3 3

5 Conclusions

In this paper, we have pointed out that the Zhu-Ma scheme is not strong

enough against some security weaknesses. Therefore, we have proposed a

slight modification of the Zhu-Ma scheme. The proposed scheme does not

only achieve their advantages but also enhances their security by withstand-

ing the security weaknesses. In addition, the efficiency of our scheme is even

higher than that of the original Zhu-Ma scheme.
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